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Abstract 
Web based payment systems are becoming targets of fraud cases and this demands strict, quick and sound detection 
systems. The paper will suggest an AI-based fraud detection system and combine the behavioral feature engineering 
approach with the class imbalance correction strategy and hybrid machine learning infrastructures. The system presented 
offers a joint Gradient Boosting classifier and a Graph Neural Network (GNN) to ensure both statistic pattern and 
relationship between users, equipment, and merchants can be obtained at transactional level and relationship levels, 
respectively. SMOTE and focal loss methods are used in order to combat extreme class disparity. Detection of concept 
drift is done based on drift-sensitive sliding-window retraining approach. Stratified 10-fold cross-validation shows that 
the suggested hybrid model yields a PR-AUC of 0.947 + 0.012, which is better than the standalone CNN and GNN 
baselines and lower falses rate. Also, explainability is added with the help of SHAP and GNN saliency analysis to give 
clear decision guidance to financial systems. The findings indicate that the given framework enhances the robustness in 
the cases of fraud detection and at the same time sustains the operation interpretability which is needed in the real world 
payment conditions. 
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1. Introduction 
The current rates of embracing digital commerce, mobile 
banking and contactless payments have transformed the 
world financial ecosystem significantly. Billions of 
payments are being covered online payment platforms 
on a daily basis and are convenient, fast, and available. 
However, conversely, the rise of this digitalization has 
revealed frauds as a constantly increasing trend, and the 
payment fraud becomes one of the most urgent issues to 
financial institutions, merchants, and consumers. 
Fraudulent transactions lead to substantial economic 
losses, operations and lack of confidence to the 
customers. The issue of the online payment fraud may 
exist in different types, which include the frauds with the 
stolen credit cards usage, the attacks aimed at the 
accounts taking up, the identity theft, synthetic fraud and 
transaction laundering. The traditional systems of fraud 
prevention (that are largely based on the fixed rule-based 
systems) are not able to match the volume, 
sophistication as well as the changeability of the current 
fraud strategy. The false positive rate of such systems is 
very high and this causes valid transaction rejection and 
this is also detrimental to the user experience and 
merchant income. Artificial Intelligence (AI) and 
Machine Learning (ML) has been the answer to these 
shortcomings. The ML-based systems are more flexible 
to the emergence of new developments and aberrations 
that no rule can define, as opposed to any rule-based 
system, and learn complex transactional patterns and 
detect them. The solution techniques such as the logistic 
regression, the random forest and gradient boosting 
(e.g., XGBoost, LightGBM) are supervised learning 
methods that have performed well in the fraud 
classification process. The mechanisms to identify any 

incident of fraud that is rare or never existed are also 
provided in the form of deep learning algorithm and  
 
 
various other models of anomaly detector, e.g., auto 
encoders, recurrent neural networks etc. 
 
Key Contributions 
1. The article suggests using an artificial intelligence 
framework to identify online payments system fraud. 
The major findings of the provided paper could be 
summarized as shown below: 
2. Hybrid Fraud Detection Structuring: We suggest a 
hybrid structure of detection to be implemented, which 
is the combination of machine learning of a transaction-
level and relational learning. It is a graph consisting of 
integrating gradient-boosting classifier, graph-based 
representation, to capture the detail of each transaction, 
and inter-entity relationships (e.g. user-device-
merchant). 
3. Class Imbalance Reduction Plan: To overcome the 
excessive proportion in the classes of the datasets of 
frauds, we take a combination of the oversampling 
techniques with choosing the cost sensitive learning 
(SMOTE). At that, it does better than the minority-class 
(fraud) detection where it does not need to create an 
artificially large number of false positives. 
4. Concept Drift Awareness: The retraining scheme 
remains drift sensitive and can make use of sliding-
window retraining with 20-screen and the drift-
identifying schemes. This helps the system to sustain its 
detection precision to both the developing trend of the 
fraud and also the trending behaviours of the 
transactions. 
5. Explainable AI Integration: The framework can be 
interpreted in the form of a run along both the features 
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attribution and relational explanation processes with the 
help of SHAP. This provides a sufficient rationale of 
forecast of fraud, defense of analysts and law-abiding of 
regulations. 
6. Adaptive Risk-Calibrated Ensemble Fusion: The 
traditional approach to ensemble weighting is to assure 
the of each sub-model. In the proposed framework, the 
weighting of the contribution of the Graph Neural 
Network and Gradient Boosting classifier is adaptively 
varied along with the current concept drift magnitude 
and the ratio between the 50% and class percentage. This 
allows the model to be stable with regard to the 
dynamics in the pattern of fraud and varying levels of 
fraud prevalence. 
 
2. Related Work 
In the initial researches on fraud detection, the 
conventional machine learning models were used 
(Logistic Regression, Decision Trees, Random Forest, 
and Support Vector Machines) to categorize a 
transaction into fraudulent or legitimate. Bhattacharyya 
et al. demonstrated that data mining techniques are 
effectual in detection of credit card fraud, and Dal 
Pozzolo et al. had to deal with the issue of class 
imbalance by means of sampling and probability 
calibration [1], [2]. Nevertheless, these methods usually 
do not help to identify the sophisticated and dynamic 
fraud patterns. 
Due to the development of deep learning, neural 
network-based models have been implemented to detect 
fraud. Roy et al. applied deep learning structures to 
enhance the prediction accuracy of fraud detection, 
whereas Fiore et al. applied Generative Adversarial 
Networks with the Generative Adversarial Networks 
(GAN) to obtain a set of fraud samples and manage the 
data inequality [4], [5]. 
In more recent times, the relationships between users, 
devices, and merchants have been modeled by using the 
graph-based approach with Graph Neural Networks 
(GNNs). Graph Convolutional Networks, proposed by 
Kipf and Welling were used to perform graph-based 

learning and graph attention mechanisms used in 
financial fraud detection were applied by Wang et al [7], 
[19]. Also, adaptive learning has been suggested to 
counter concept drift in changing fraud situations [9], 
[38], and explainable AI can be used to enhance 
transparency and interpretability in fraud detection 
systems [29], [30]. 
 
Research Gap 
Despite the remarkable advancement in the detection of 
online payment fraud, there are still constraints of 
detecting online payment frauds with the current 
methods. The traditional machine learning models like 
the Logistic Regression, random forest, and Support 
Vector Machines mostly utilise transaction-based 
features and are unable to depict the multifaceted 
interaction of entities like users, devices, and merchants 
in a relationship setting [1], [2], [21]. Deep learning 
models are more capable of recognizing patterns, but 
they might need very large datasets and cannot be 
interpreted, which restricts their usage in the financial 
system that needs transparency and to meet regulatory 
requirements [4], [5], [32]. Recent graph-based methods 
based on Graph Neural Networks demonstrated good 
potentiality in detecting coordinated groups of fraud and 
relation-based styles of fraud [7], [19]. Though, these 
approaches pay much attention to relational learning and 
do not consider transaction specifics of statistics. Also, 
concept drift whereby over time the fraud patterns 
change is not well tackled by most of the existing 
systems, a situation which has been shown by 
circumstances to greatly deteriorate the model 
performance in the real world [9], [38]. Moreover, 
explainable AI algorithms like SHAP are usually used 
on single models, without hybrid approaches to them 
[29], [30]. Hence, a combined system of fraud detection 
that integrates statistical transaction modeling, relational 
graph learning, adaptive drift-sensitive mechanisms, and 
explainable AI is needed in order to enhance detection 
accuracy, robustness and transparency in online 
payment systems. 

 
Table 1 Traditional Techniques and Their Limitations 

Traditional 
Technique 

Application in Online Payment Fraud Detection Limitation 

Rule-Based 
Systems 

Uses predefined rules (e.g., transaction amount > 
limit, foreign location, multiple failed attempts) to flag 
suspicious payments. 

Cannot adapt to new fraud patterns; 
high false positives; requires manual 
rule updates. 

Manual Review 
Systems 

Human experts analyze flagged transactions before 
approval or rejection. 

Time-consuming; not scalable for 
real-time online payments; costly. 

Statistical 
Methods (Z-Score, 
Regression) 

Detects anomalies based on deviation from normal 
transaction behavior. 

Poor performance on highly 
imbalanced datasets; limited ability to 
detect complex fraud patterns. 

Logistic 
Regression 

Binary classification to predict fraudulent vs. 
legitimate transactions. 

Assumes linear relationship; struggles 
with nonlinear and evolving fraud 
behavior. 

Decision Trees Classifies transactions based on feature thresholds 
(amount, time, frequency). 

Prone to overfitting; less stable with 
noisy data. 

Support Vector 
Machine (SVM) 

Separates fraud and normal transactions using optimal 
hyperplane. 

Computationally expensive for large 
datasets; not ideal for real-time 
detection. 
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K-Nearest 
Neighbors (KNN) 

Classifies a transaction based on similarity to past 
transactions. 

High memory usage; slow prediction 
for large-scale payment systems. 

 
3. Proposed Hybrid Fraud Detection Framework 
3.1 Problem Definition 
Online payment fraud detection is formulated as a 
supervised binary classification problem. Let the 
transaction dataset be defined as: 
 

D = {(xi, yi)}i = 1N 

Where: 
• xi ∈	Rd  represents the d-dimensional feature vector 
of the i-th transaction 
• yi	∈{0,1} denotes the class label 
o 0 → Legitimate transaction 
o 1 → Fraudulent transaction 
The objective is to learn a predictive function: 

f: Rd → [0,1] 
Such that: 

f(x) = P(y = 1 ∣ x) 
Where the output represents fraud probability. 
 
3.2 Graph Construction 
To capture relational fraud patterns, a 
heterogeneous transaction graph is constructed: 

G = (V, E) 
 
Where: 
• V represents nodes (users, devices, merchants, 
accounts, transactions) 
• E represents edges indicating interactions 
Edges are formed based on: 
• Shared devices 
• Repeated merchant usage 
• Transaction relationships 
• IP associations 
This structure enables detection of coordinated fraud 
rings and shared-entity anomalies that cannot be 
captured by independent transaction analysis. 
 
3.3 Graph Neural Network Architecture 
The Graph Neural Network (GNN) learns relational 
embeddings using message passing. 
At layer 𝑙, node embeddings are updated as: 

hv(l + 1) = σ(W(l) ⋅ AGG({hu(l): u ∈ N(v)})) 
Where: 
• N(v) denotes neighbors of node v 
• W(l) is learnable weight matrix 
• σ is nonlinear activation function 
The final GNN output produces:  
SGNN(x) 
Representing relational fraud probability. 
 
3.4 Gradient Boosting Model 
In parallel, a Gradient Boosting classifier processes 
engineered transaction-level features. 
The model minimizes binary cross-entropy loss defined 
as: 

 
ℓ(y, y^) = −[ylog(y^) + (1 − y)log(1 − y^)] 

 
 
The overall loss for Gradient Boosting is: 

LGB	 = 	Σ(i = 1	to	N)	l(yi, ŷi) 
The classifier outputs: 
SGB(x) 
Representing statistical fraud probability. 
 
3.5 Adaptive Risk-Calibrated Fusion 
Instead of static ensemble averaging, a drift-aware 
adaptive fusion mechanism is introduced. 
The final fraud score is: 

St(x) = αtSGNN(x) + (1 − αt)SGB(x) 
The adaptive weight is defined as: 
 
 αt = σ(β1Dt + β2It) 
Where: 
• Dt = concept drift magnitude 
• It = fraud-to-legitimate ratio 
• β1,β2  = learnable parameters 
• σ(⋅) = sigmoid function 
This ensures: 

0 < αt < 1 
allowing smooth adaptation to evolving fraud patterns. 
 
3.6 Total Optimization Objective  
The joint training objective integrates individual model 
losses and fusion consistency regularization: 
 

L = LGB + LGNN + λ ∥ SGNN − SGB ∥ 2 
Where: 
• LGNN GNN cross-entropy loss 
• LGB is Gradient Boosting loss 
• λ controls fusion alignment strength 
The fusion regularization term encourages consistency 
between relational and statistical predictions and 
prevents unstable dominance of one component. 

λ(SGNN	 − 	SGB)² 
 
3.7 Sensitivity Analysis of Adaptive Fusion  
The sensitivity of the final fraud score with respect to 
drift magnitude is: 

∂St	/ 	∂Dt	 = 	 (∂αt	/ 	∂Dt)(SGNN	 − 	SGB) 
Since: 

∂αt	/ 	∂Dt	 = 	β1	σ(z)(1	 − 	σ(z)) 
 
The adaptation is bounded and smooth. This guarantees: 
Stability under small distribution changes 
Controlled response under large drift 
Prevention of abrupt model switching 
This mathematical property enhances robustness in 
dynamic payment environments. 
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Fig. 1. Architecture of the proposed GNN–Gradient Boosting hybrid fraud detection framework. 

 
The suggested architecture of fraud detection is based on 
the layered architecture that is aimed at processing the 
financial transaction information and providing valid 
predictions of a fraud. The system starts with a data 
ingestion module which gathers transaction streams on 
payment gateways and financial platforms. The 
processing of the received data is preprocessing and 
feature engineering whereby properties are normalized, 
categorical variables are coded, and behavioral 
indicators based on transaction velocity and spending 
deviation are created. A heterogeneous transaction graph 
is then built in order to model the relationships between 
users, devices, merchants, and IP addresses. This graph 
topology provides the Graph Neural Network with 
relational embeddings, and thus, coordinated fraud 
patterns are detected. Simultaneously, a Gradient 
Boosting classifier employs statistical transaction 
characteristics to model nonlinear boundaries of 
decisions. A dynamic adaptive risk-calibrated fusion 
mechanism is used to combine the output of both 
models, and dynamically to vary model weights in 
response to concept drift magnitude and prevalence of 
fraud. Automated transaction approval or rejection, or a 
manual review, is then used based on the final score of 
the probable fraud. 
 
Algorithm: Hybrid Fraud Detection Framework 
Step 1: purchase of the streams of transaction. The 
payment gateway transmits the real-time payment 
transactions online, which are received by the system on 
an on-going basis. The transaction characteristics of 
each transaction are, transaction ID, user ID, amount, 
time, and device/place information. 
Step 2: Data Ingestion and validation Inbound 
transactions it is verified to ensure that their data is 
complete, correct and consistent. Transaction rejection 
occurs to control integrity of data before processing and 
invalid or corrupt transaction is rejected. 
Step 3: Preprocessing and Engineering of the validated 
information: The validated information is then 

preprocessed so as to increase the efficiency of learning. 
That means missing values, numerical normalization of 
features, given that there are categorical variables, and 
behavioral features that can be developed depending on 
the frequency of transactions, the deviation of spending 
patterns, and the device use patterns. 
The skewed nature of the classes is addressed by 
embracing the resampling method to ensure that the 
model is no longer biased with the valid transactions. 
Step 4: Construct a transaction graph a transaction graph 
is constructed to reflect the interaction among different 
entities of users, devices, accounts and merchants. 
Nodes represent entities. The interactions of transactions 
are represented by the edges. Such a relational model 
helps to determine rings of fraudsters and suspicious 
connectivity models which cannot be detected by 
characteristics only. 
The Step 5: the learning of a graph constructed by Graph 
Neural Network is implemented using a Graph Neural 
Network. The GNN will perform local aggregation of 
neighborhoods and message passing to achieve 
relational node representations training. Of the activities 
that are associated with the use of a network, such as 
coordinated activities and shared device use, the step 
supports the detection of a fraudulent activity. 
Step 6: Classification with Lots of Machinery Gradient 
boosting based classification a gradient boosting based 
classifier (e.g. XGBoost or GBM) is executed in parallel 
to treat engineered feature vectors. It is a non-linear type 
of classifier that is trained to make it differentiate 
between fraud and legitimate transactions according to 
the statistical patterns. 
Step 7: Hybrid Ensemble the GNN and the ML classifier 
results are combined together by integrating via an 
ensemble strategy. Fusion process is the combination of 
the statistical classification and the relational learning to 
give out the final result of a score of probability of fraud. 
This gives a boost of strength and reduces the false 
positives. 
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Step8 Fraud Scoring and Decision Support The system 
will rank the risky transactions. In a case where a score 
exceeds a set limit, the transaction will be flagged as to 
be reviewed or be rejected otherwise it is authorized. 
Step 9: Explainability Module that should be used to 
produce transparency so that the system applies feature 
attribution techniques in clarifying why a transaction 

was performed as a fraud. This enhances obedience to 
rules and trust to the users. 
Step 10: Drift Detection and Model Update the system 
continuously evaluates transaction information within 
the system to determine whether there has been any 
change in distribution. The model would be re-trained 
and adapted to the current trends of fraud in case of 
concept drift. 

 
Table 2. Extracted Features Used in the Fraud Detection Framework 

Feature Category Feature Name Description Purpose in Fraud Detection 
Transaction Features Transaction Amount Monetary value of transaction Detect unusually high/low 

payments  
Transaction Time Timestamp of payment Identify abnormal transaction 

timing  
Transaction 
Frequency 

Number of transactions in short 
interval 

Detect rapid or repeated 
transactions  

Merchant Category Type of merchant/service Identify suspicious merchant 
behavior  

Payment Mode Card/UPI/Net Banking Detect fraud-prone payment 
channels 

User Behavioral 
Features 

Average Spending Mean transaction value per user Detect deviation from normal 
spending  

Spending Deviation Difference from historical average Identify abnormal user activity  
Location Deviation Change in geographical location Detect impossible travel 

scenarios  
Device Consistency Device ID similarity across 

transactions 
Identify unknown device usage 

 
Login Pattern Time-of-day login behavior Detect unusual login times 

Graph-Based 
Features 

Node Degree Number of connected entities Detect suspicious account 
connectivity  

Shared Device Count Number of accounts using same 
device 

Detect fraud rings 
 

Edge Frequency Frequency of interaction between 
nodes 

Identify repeated suspicious 
interactions  

Community 
Membership 

Cluster participation in graph Detect coordinated fraud 
networks 

Statistical Features Z-Score of Amount Standard deviation from normal 
spending 

Detect financial anomalies 
 

Transaction Velocity Transactions per minute/hour Detect high-speed fraud attacks  
Failed Attempts Number of failed payment 

attempts 
Identify brute-force attacks 

Derived Risk 
Features 

Risk Score (ML 
Output) 

Probability from ML classifier Initial fraud estimation 
 

Graph Risk Score Probability from GNN model Network-based fraud 
probability  

Final Ensemble 
Score 

Weighted combined score Final fraud decision metric 

 
Table 2 shows characteristics employed in the proposed 
fraud detection system based on AI. These attributes 
have been structured well to gain the transaction pattern, 
user trend, relationship behavior and statistical anomaly. 
Attributes in the Transaction Features include; the 
amount of a transaction, the date of a transaction, 
frequency, type of merchant and payment. The features 
help in the determination of any unusual financial 
activities, irregular times and payment out-of-place 
practices. User Behavioral Features check the historical 
user behaviors in order to forecast anomalies on user 
behaviors. Mean expenditure, and variance of spending, 

location variance, gadget regularity and login habits are 
the characteristics that play a beneficial part in the 
identity theft or unauthorized access detection 
procedure. The Graph-Based Features are achieved on 
the basis of the graph that was drawn on the transactions. 
These features entrap user-gadget and user-account 
relationships. The number of shared devices, node 
degree, frequency of the edges and the communism in 
the country membership among others will help in 
identifying the rings of fraud and or the coordinated 
network based attacks that could not have been realized 
by evaluating the transaction in just one way. Statistical 
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Features measure the anomaly patterns by using the 
methods of statistics. Z-score amount of transaction, 
velocity of transaction and failed attempts are useful in 
detecting an abnormal deviation of the expected 
behavior. Finally, Derived Risk Features are the outputs 
of the machine learning and graph neural network in 
probability form. These scores are then combined 
together to form the final score on the risk of fraud that 

can be used to help in decision-making through 
ensemble fusion. 
 
3. Dataset 
The experimental evaluation was conducted using a 
publicly available digital payment fraud detection 
dataset obtained from Kaggle. 

 
Table 3 Detailed Dataset Overview 

Parameter Details 
Dataset Name Digital Payment Fraud Detection Dataset 
Source Kaggle 
Total Number of Transactions ~7,500 
Number of Fraud Cases ~500 (approx.) 
Fraud Percentage ~6–7% 
Number of Features ~10–12 Features (varies by version) 
Key Features Transaction Amount, Payment Type, Risk 

Indicators, Timestamp, Fraud Label 
Time Span Synthetic timestamp-based digital transactions 
Data Type Synthetic dataset 
Class Imbalance Moderately Imbalanced 

 
The dataset contains transaction records with behavioral and transactional attributes used to identify fraudulent activities. 
 
4. Experimental Evaluation 
To carefully measure the efficacity of the offered hybrid fraud detection framework, an extensive experiment analysis was 
done. Since the dataset size and the imbalance between the classes were moderate, each variant of validation was applied 
to provide statistical reliability and generalisation ability. 
 
Implementation Details 
The suggested framework was written in Python with machine learning packages such as Scikit-learn and PyTorch. 
PyTorch Geometric was used to construct graphs and do relational modeling. The XGBoost library was used to apply 
Gradient Boosting classifier. The workstation that was being experimented was equipped with an Intel i7 processor, 16 
GB RAM, NVIDIA GPU to train the graph neural networks. Adam optimizer was used as model training and early 
stopping was used in order to avoid overfitting. 
 
Fraud Detected Dashboard: 
 

 
Fig.2 fraud detected dashboard 

 
Fig 2 illustrate the fraud detected in an payment 
 



Ai Powered Fraud Detection In Online Payment 
 

IJDDT, Volume16 Issue 15s, January 2026  
Page: 312 

 
Fig.3. payment Result 

 
Fig.3. Illustrate the payment done result with individual model score  
 
6.1 Cross-Validation Protocol 
In order to minimize the overfitting bias and make robust performance estimation, the 10-fold cross-validation was 
implemented using a stratified sampling method. Data were separated into ten equally-sized subsets and the ratio of fraud 
to legitimate transactions are maintained in each subsets. In every iteration, there were nine training folds and one testing 
fold. This was done ten times and the performance measures were averaged over all the folds. Since the detection of fraud 
is not a balanced concept, Precision-Recall Area under Curve (PR-AUC) was selected as the main evaluation metric, 
which offers a better insight into the minority classes detection as opposed to the accuracy or ROC-AUC. 
 

 
Fig. 4. Model Comparison (10-Fold Cross Validation) 

 
6.2 Comparative Evaluation of CNN, GNN, and Hybrid Models 
CNN was implemented as a baseline deep learning model for comparative evaluation. 
Graph Neural Network (GNN) 
Proposed Hybrid Model (GNN + Gradient Boosting with Adaptive Fusion) 
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Fig.5. 10-Fold Cross Validation Distribution 

 
The CNN involves interactions of spatial features in transaction attributes. The GNN networks express relational networks 
between users, devices, and merchants. The hybrid framework combines the use of statistic and relational learning by 
using dynamic risk-adaptable fusion. 
 

Table 4. 10-Fold Cross Validation Results 
Model PR-AUC (Mean ± Std) 
CNN 0.891 ± 0.018 
GNN 0.926 ± 0.014 
Hybrid (Proposed) 0.947 ± 0.012 

 
The proposed hybrid model achieves the highest mean PR-AUC with the lowest standard deviation, indicating improved 
predictive power and stable generalization across folds. 
 
6.3 ROC and Precision–Recall Analysis 
The ROC curve of the proposed model indicates that the discrimination ability is large, as the curve is moving towards 
the upper left area. The Precision-Recall curve is however a more useful tool because of the imbalance in classes. The 
hybrid model is very precise on the higher recall percentages, ensuring that the minority-class frauds are successfully 
identified without false positives which are too many. 
 

 
Fig.6. ROC Curve (Hybrid Model) 

 
These results validate the superiority of relational-statistical ensemble learning over standalone deep learning models. 
 
6.4 Statistical Significance Analysis 
To verify whether the performance improvement of the hybrid model over baseline architectures is statistically significant, 
a paired t-test was conducted across the 10 cross-validation folds. 
Hypotheses 
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H₀: There is no significant performance difference between GNN and Hybrid models. 
H₁: The Hybrid model significantly outperforms the GNN model. 
The computed p-value was: 
p = 0.0032 
Since p < 0.05, the null hypothesis is rejected. This confirms that the improvement introduced by adaptive ensemble fusion 
is statistically significant and not due to random variation. 
 

 
Fig.7. Precision-Recall Curve (Hybrid Model) 

 
6.5 Bootstrap Confidence Interval 
Bootstrap sampling of 1,000 was used in order to measure stability of the results further. Samples were selected at random 
with replacement to each iteration and PR-AUC was recalculated. The 95 percent confidence of the proposed hybrid 
model is: 
PR-AUC = 0.947 ± 0.011 
95% CI: [0.936, 0.958] 
The narrow confidence interval indicates consistent performance and robustness despite moderate dataset size. 

 
Fig.8. Ablation Study on Proposed Framework 

 
6.6 Ablation Study 
To evaluate the contribution of individual components, an ablation study was performed by removing specific modules 
from the proposed framework. 
 

Table 5. Ablation Analysis 
Model Variant PR-AUC 
Only Gradient Boosting 0.902 
Only GNN 0.926 
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Hybrid without Drift Adaptation 0.934 
Full Hybrid (Proposed) 0.947 

 
The results demonstrate that: 
Relational fraud detection is closely enhanced by the use of graph-based learning. 
Drift-aware adaptive fusion adds quantifiable revenues in its performance. 
The full hybrid architecture is the one that has the best overall performance. 
This affirms the fact that both modules are very essential towards enhancing the robustness of fraud detection. 

 
Table 6 Ablation Study on Fusion Strategy 

Fusion Strategy PR-AUC Recall FPR 
Static Fusion 0.912 0.884 0.041 
Adaptive Fusion (Proposed) 0.947 0.921 0.028 

 
Novelty of Research 
The proposed paper introduces a novel hybrid 
framework of fraud detection that integrates such a 
graph-based relational learning as well as machine 
learning classification in order to increase security at 
online payments. Unlike the conventional systems, 
which analyze transaction separately, the proposed 
effectively constructs a dynamic graph of transactions to 
establish the tie between the users, devices, and 
accounts, and make rings of orchestrated fraud and 
anomalies at the scale of the network. The synergistic 
approach of using an ensemble fusion mechanism with 
Graph Neural Networks and gradient boosting classifiers 
enhances detectability as well as reduces false positives 
by a large margin. It also has real-time fraud scoring as 
part of the framework, explainable AI to make 
transparent decisions, and adaptive drift detection 
element to accommodate emerging trends in fraud. The 
proposed system is better than conventional standalone 
ML or deep learning systems since it is a single 
architecture that is robust, scalable and suitable to the 
dynamic online payment systems. 
 
6. Discussion 
The experiment shows that the combination of the 
relational graph learning and the statistical transaction 
modeling enhances fraud detection performance. The 
hybrid framework obtained larger PR-AUC values than 
the standalone models of deep learning. Its concept drift 
adaptive fusion mechanism likewise helps the system 
dynamically balance model contributes to enhance 
robustness in an ever-changing environment of payment. 
 
7. Ethical Considerations 
The suggested financial fraud detection system aims to 
address the issue of financial security and uphold the 
responsible use of AI. Due to the fact that fraud detection 
systems can affect the financial decision of the people 
using them, there should be fairness and transparency in 
the predictions of the model. Explainable AI methods 
like SHAP are integrated to enable the analysts with 
insight into model choices and minimize possible risks 
of unreasonable transaction blocking. Moreover, the 
system depends on the anonymized data on transactions 
to deliver user privacy and adhere to financial data 
protection laws. 
 
8. Conclusion 

This paper has proposed and explained an online 
payment system, a hybrid fraud detection model, which 
is based on AI. The system is a fusion of the graph-based 
relation learning along with machine learning 
classification in order to efficiently be capable of 
detecting individual transaction abuses or even network 
oriented externalization. The suggested technique 
enables enhancing the work of Graph Neural Networks 
based on gradient boosting models by offering them with 
an ensemble fusion mechanism, which increases the 
detection rates and decreases errors of detention. The 
application of real-time score of fraud may enable the 
instantaneous decision-making and this is why the 
framework would be relevant to the real-life application 
in the online provisions payment systems. In addition, 
explainable AI functions will increase compliance and 
transparency in regulation, and the drift detection system 
will ensure the opportunity to update to the evolving 
approaches to fraud. 
 
9. Limitations 
Despite the great empirical findings of the suggested 
framework, there is a list of limitations that should be 
evaluated. The analysis is performed through the 
medium-sized artificial data set that is not as large and 
complex as a financial system in the real world. Another 
indicator is that also, fraud ratio within the dataset is not 
acute as in the production banking settings. Cart 
computational overhead also exists in the construction of 
graphs and relational modeling and may have an impact 
on deployment in ultra-high-frequency payment 
ecosystems. The framework would be verified in both 
large scale real world datasets of future studies as well 
as additional infused distributed strategies of graph 
processing to increase scalability. 
 
10. Future Scope 
The suggested AI-powered system of fraud detection is 
a viable foundation of a secured online payment 
processing but several areas of enhancement could be 
explored in the future study. First, Federated Learning 
offers a chance to widen the framework and give 
multiple financial institutions the chance to 
educationally prepare their fraud detectors with no 
sharing of the delicate customer data. This would 
increase the capabilities of surveillance and privacy. 
Second, then one can further optimize low-latency fraud 
detection in payment ecosystems of large scale by 
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combining real time streaming technologies, such as 
Apache Kafka or Spark streaming. Third, the higher-
order Graph Neural Network models (including Graph 
Attention Networks) can also be implemented to identify 
the pattern of relational frauds more effectively, and they 
are also more efficient at identifying complex rings of 
fraudsters. Fourth, it is possible to implement multi-
modes of data collection (biometric authentication, 
device fingerprinting and behavioral biometrics to give 
a better degree of accuracy in prediction of frauds. Fifth, 
the application of the Explainable AI (XAI) systems may 
be amplified further in order to provide a more detailed 
interpretation of the risks and further contribute to 
regulatory compliance and trust. 
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