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ABSTRACT 
Background: The rapid development of GAN has made it easy to create very realistic fake images, including images 
generated by popular AI platforms such as Gemini, Grok, and ChatGPT. This has raised serious concerns about 
misinformation, digital investigations, and whether online images can be trusted. 
Objective: This paper presents a deep learning–based method to detect fake images created using GANs and modern AI 
image-generation tools. 
Methods: The approach uses Convolutional Neural Networks (CNNs) to automatically learn important spatial and 
frequency-based features that reveal small errors and hidden patterns left during image generation. By training the model 
on a wide range of real images and AI-generated images from different sources, the system becomes capable of 
identifying fake images produced by various GAN models and platforms. 
Results: Experimental results show that this method achieves high accuracy and performs better than traditional 
techniques that depends on manually designed features, even when images are edited or compressed. 
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I. INTRODUCTION 
The rapid growth of Generative Adversarial Networks (GANs) and modern generative AI systems has made it possible 

to create very realistic fake images that are often hard to tell apart from real ones. Advanced AI platforms such as ChatGPT 
with image generation, Gemini, and Grok can create images from text and also easily add, remove, or change objects in 
existing images using simple language commands. While these tools are very useful in areas like creative design, 
entertainment, advertising, and data creation, they also create serious problems. The easy modification of images 
increases the risk of fake content, misinformation, and misuse, especially on social media, in news reporting, politics, and 
security-related fields.These powerful image-generation tools are now being used in 
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sensitive areas, which has increased concerns . 
Older detection approaches that rely on manually designed features, fixed rules, or human checking do not scale well. 
Their accuracy drops further when images are compressed, resized. Because of these challenges, there is a clear need for 
automated and intelligent systems that can accurately identify whether an image is real or fake 
Deep convolutional neural networks (CNNs) are well suited for this task because they can automatically learn meaningful 
patterns from images. The proposed method uses deep convolutional feature analysis to identify small spatial and 
frequency-based inconsistencies left behind during image creation or manipulation. This allows the system to accurately 
classify real and fake images. Experimental results show that the approach achieves high detection accuracy and works 
well across different GAN models and modern AI image-generation platforms. As a result, it helps improve digital trust, 
supports forensic investigations, and reduces the impact of AI-generated visual misinformation. The same approach can 
also be extended to detect deepfake images and content created using popular deepfake tools and AI-based image editing 
platforms. 
The proposed approach can also be extended to detect deepfake images and content created using popular deepfake tools 
and AI-based image editing platforms. Today, many people use AI tools to create or modify images and videos with just a 
simple text command. While this makes image creation fast and convenient, it also introduces serious concerns. Personal 
photos can be altered or misused without consent, leading to privacy risks. At the same time, people experience increased 
stress and uncertainty because it is becoming harder to tell whether an image online is real or fake, and they may fear 
being misrepresented or unfairly targeted.. Since AI-generated images look very real and are easy to make, the risk of 
fake news, identity misuse, and emotional Many modern deepfake tools use advanced GAN and diffusion models to 
change faces, expressions, and even identities, making fake images harder to detect. A CNN-based neural network model 
helps identify images generated by these tools by learning deep visual features and frequency-based patterns. The model 
can detect hidden errors and inconsistencies left during the image generation process, which are not easily visible to the 
human eye or traditional detection methods. Because of this proposed system improves the accuracy of fake images 
detection in real world situations.It can be effectively used for deepfake detection,identity verification 
,social media content modification,and helping to increase the trust and security in ai generated visual content. 

II. LITERATURE SURVEY 
Hany Farid [13] says that fake images generated using GANs can be detected through machine learning and image 

forensics techniques, demonstrating the importance of deep learning in digital media authentication. The proposed ap- 
proach is trained on a limited dataset of real and synthetic images, which leads to reduced performance when images 
generated by unseen GAN models are tested. This affects the system’s ability to generalize across different image 
generation sources.Yonghao Xu [14] says that with the advancement of deep learning, GAN-generated images can be 
classified in less time with high accuracy. This paper explores various deep learning models such as VGGNet, ResNet, 
DenseNet, and InceptionNet based on CNN architectures and concludes that deeper networks achieve superior detection 
performance. Optimization techniques such as normalization and data aug- mentation are applied. However, the paper 
provides lim- ited discussion on deployment and robustness against post- processing operations. Shiqing Ma [15] says that 
an advanced neural network architecture combining spatial-domain and frequency-domain features is proposed for 
detecting GAN- generated fake images. The system integrates CNN-based feature extraction with spectral analysis to 
identify image inconsistencies. Although the approach shows good accuracy, it struggles to recognize fake images 
generated by differ- ent GAN architectures and is sensitive to compression and resizing.Nguyen Thanh-Toan 

[16] says that a hybrid model combining MobileNet for feature 
extraction and traditional classifiers for fake image detection is proposed. The model achieves high accuracy while 
reducing computational com- plexity. However, reliance on pre-trained networks limits the ability to capture GAN-
specific artifacts introduced by newly emerging image generators.Zhihua Yang 
[17] says that an EfficientNet-based deep learning framework is introduced for detecting GAN-generated fake 
images. In addition, k-fold cross-validation is used to validate the proposed approach. Experimental results show high 
accuracy in classifying real and fake images. However, the training time is high, and the computational cost is 
significant.Yuezun Li 
[18] says that the quality of extracted features plays a crucial role in fake image detection. The study integrates 
deep learning features with handcrafted texture and noise features to improve classifica- tion accuracy. This work mainly 
focuses on specific GAN- form of the images or pictures which has been 
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generated datasets and does not consider prompt-based image editing such as object insertion or removal.Bin Li [19] says 
that image processing techniques such as edge detection and statistical analysis combined with machine learning 
classifiers like SVM can be used for detecting synthetic images. The process involves preprocessing followed by feature 
extraction and classification. The method performs well on early GAN-generated images but fails to detect highly 
realistic images produced by modern generative AI systems.Xiaodan Zhang 
[20] says that accuracy and consistency in fake image classifi-cation are improved using advanced CNN architectures such 
as MobileNetV3 and ShuffleNetV2. Feature selection techniques are applied to extract the most relevant features. 
However, the approach does not address image noise suppression and is not evaluated on images modified using 
prompt-based editing.Tamal Kumar Kundu [21] says that recent advance-ments in machine learning and deep learning 
techniques for fake image detection are reviewed, highlighting challenges related to dataset diversity and model 
generalization. The study emphasizes that rapid evolution of GAN architectures limits the robustness of existing detection 
models.Rabia Asghar 
[22] says that machine learning and deep learning models are reviewed for image authenticity verification. The study 
highlights the importance of transfer learning and discusses challenges such as dataset availability and scalability. It also 
identifies a lack of meta-learning approaches in current fake image detection research.Srishti Srivastava [23] says that a 
mobile-based fake image detection system using pre-trained CNN models is proposed. The system demonstrates practical 
feasibility but heavily depends on image quality and controlled acquisition conditions, limiting its applicability in real-
world environments.Sami H. Ismael [24] says that segmentation-based feature extraction followed by machine learning 
clas-sification can be used for image classification tasks. Texture and shape features are extracted and classified using 
different algorithms. The complexity of visual patterns makes accurate fake image detection challenging.Changhun Jung 
[25] says that a W-Net–based CNN architecture is proposed for dis-tinguishing real and synthetic images. The study 
compares original images with GAN-generated images and reports high similarity. However, dataset imbalance affects 
classification performance and limits generalization.Hao Dang [26] says that neural network–based classification models 
are useful for decision-support systems. The approach mainly focuses on improving classification accuracy, but it does 
not properly handle the detection of manipulated or AI-generated images in real-world situations. According to 
Verdoliva[29], multimedia forensics is very important for identifying edited images and images created using GANs. The 
study highlights the use of deep learning–based forensic features to tell the difference between real and fake images. 
However, this method is sensitive to image compression and does not adapt well to newer image-generation models. 
Frank et al. [30] and their team explain that GANs leave different patterns in images because of their process, particularly 
in the frequency domain. These patterns can be used to identify fake images. Their CNN-based approach performs 
effectively and achieves high accuracy when tested on images generated by various GAN models. 
 PROPOSED SYSTEM 

A. Overview 
B. E. Feature Extraction 

 
The rapid advancement of Generative Adversarial Networks (GANs) and modern AI image-generation tools has made 

it possible to create highly realistic fake images that are often difficult to distinguish from real ones. These technologies 
are helpful in areas such as creative design, entertainment, cartoons, VFX, advertising, and creating training data. 
However, they also bring serious challenges, including the spread of false information, difficulty in verifying digital 
evidence, and a loss of trust in images and media. 

Earlier, fake image detection mainly depended on man-ual checking or traditional image processing methods. These 
methods take more time and can make mistakes, especially when the images are highly realistic. To overcome this prob-
lem, deep learning–based image analysis is used. By applying Convolutional Neural Networks (CNNs), fake images can 
be detected more accurately and in much less time compared to traditional approaches. 
 
C. Dependencies Software Requirements: 

• Python 
• Anaconda Navigator Framework used: 

• Numpy 
• Pandas 
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• Matplotlib 
• TensorFlow 
• Keras 
• OpenCv 

 
D. Data Collection 

To identify fake images, the system needs a dataset that contains both real images and images created using GANs. 
These images are gathered from open and trusted public datasets, as well as from popular AI image-generation tools. 

The dataset has fake images produced by different GAN models so the system does not learn patterns from only one type 
of image. Using clear high-quality, and different images is very important because it helps the model understand real world 
differences and improves its ability to correctly detect fake images or generated images. 
 

E. Pre-processing 
Before training the model, the images are prepared so they are easier to study and learn from. This process involves 

resizing and arranging all images to a uniform size, normalizing pixel values to a common range, and removing 
unnecessary noise to improve image quality. 

These steps help the model focus on important features rather than being distracted by differences in image size or 
lighting conditions. Pre-processing also speeds up the training process and improves the overall accuracy of the system. 
Instead of manually selecting image features, theCNN automatically learns them directly from the images. In the 
layers, it identifies basic elements such as edges, shapes, and texture.In the other deeper layers, it learns more detailed 
patterns and small errors that often appear in images created by GANs.so that it classify the images based outcome of all 
the layers in cnn. 

These learned features help the system clearly tell the difference between real and fake images, even when the 
differences are very hard for humans to see. 
 

F. Database 
All the images are taken from Kaggle datasets and other offline real-time sources. Along with the images, the extracted 

features and their labels real or fake are stored in an organized database. This database is used during both the training and 
testing stages of the model. 

It also helps in checking results, finding mistakes, and improving the system by showing which types of images are 
more difficult for the model to identify correctly. 
 

G. CNN-Based Classification 
A Convolutional Neural Network (CNN) is used as the main model to classifyimages in this system. CNNs work verywell with images 

because theycan automaticallylearn useful from patterns directly from imagedata. By training the CNN on both real and fake 
images, the system learns to detect hidden patterns left during image creation. This reduces the need for manual 

inspection and 
makes the detection process faster and more accurate. 
IV .RESULT AND ANALYSIS 

This section describes how the experiments were configured to identify images produced by GANs. Real and fake 
images produced by various GAN models were included in the experiments' public and private dataset, which was 
gathered from multiple sources such as Kaggal and real-time Deep learning tools like TensorFlow and Keras, along with 
Python, were used in the system's construction. 

A computer running Windows 11 (64-bit), an Intel Core i5 (12th generation) processor, and 6 GB of RAM was used for 
all experiments. The CNN model underwent 55 training cycles, or epochs, with a batch size of 50. To help the model 
learn, the images were cleaned, resized, and normalized before training. The accuracy and ability of the finished model to 
recognize phony images produced by various GAN techniques were evaluated. 

THE FOLLOWING FIG 4.1 SHOWS THE MODEL TRAINING: 



Detecting Fake Images Generated by Gans Using Deep Convolutional Feature Analysis 
 

IJDDT, Volume 16 Issue 19s, 2026 Page 381 

 

THE FOLLOWING FIG 4.2SHOWS THE GRAPH OBTAINED AT THE END OF MODEL TRAINING: 

 
 

FIGURE 4.3SHOWS THE RESULT OF DETECTING WHETHER THE GIVEN IMAGE IS AI-GENERATED OR REAL. 

 
 
 
 
 
 

FIGURE 4.4SHOWS THE WORKING MECHANISM. 
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FIGURE 4.5PRESENTS THE FINAL OUTPUT OF THE SYSTEM 

 
 
 

CONCLUSION 
 
 

The rise of AI-generated images and videos has made it really hard to trust what we see online anymore. Thankfully, 
new research shows we can fight back using deep learning—especially Convolutional Neural Networks (CNNs). When 
we pair these networks with some smart image preprocessing steps, they pick up on the tiny “fingerprints” that GANs leave 
behind little clues the human eye usually misses completely. 
 

It can actually be used in real places like digital forensics, social media moderation, or cybersecurity teams. No more 
slow manual checks we can verify authenticity quickly and at huge scale. Still, it’s not a one-and-done fix. As GANs get 
smarter and more realistic, our detectors have to keep improving too. And beyond the tech, we need to use these tools 
responsibly—with transparency, fair rules, and a real focus on rebuilding trust online. 
 
 
A. Future Work 
Learning Over Time 

By assisting the model in repeatedly learning from fresh data, it can be made better. The system will remain accurate 
and helpful if it is updated on a regular basis because new AI image-making techniques are emerging rapidly. 
Working Across Different Platforms 

The model should perform well on images produced by a variety of AI tools in the future. The results remain accurate 
regardless of the image's source, including those created with text prompts and contemporary image-generation 
techniques. 
Handling Image Changes 

It is possible to strengthen the system so that it remains functional even if the images are altered. This includes 
alterations that frequently occur when photos are shared online, such as low quality, noise addition, cropping, or resizing. 
Fast And Real Time Use 

Increasing the model's speed will enable real-time image verification. This can facilitate the rapid detection of AI-
generated images by digital investigation tools, content checking systems, and social. 
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