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ABSTRACT 
The swift rate of Android-based products has escalated malware attacks, which require proper and powerful detection 
systems. The current paper suggests an ensemble approach of detecting Android malware with preciseness and strength by 
using Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs) to identify both spatial and sequential 
patterns of Android applications behavior. The model is tested against CIC-InvesAndMal2019 dataset (10,854 samples). 
Experimental performance is shown to be better with accuracy of 99.16, precision of 99.98, recall of 99.87 and F1-score of 
99.76. The proposed ensemble performs much better than the classical machine learning classifiers, including Decision Tree, 
Random Forest and Support Vector Machine. These findings support the usefulness of deep learning ensembles in identifying 
high accuracy Android malware in cybersecurity applications. 
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The fast growth of mobile technology has seen Android 
smartphones rise in popularity and now, they take over the 
world smartphone market. But this mass usage has also 
made android an easy target to the malware writers and has 
severely endangered the privacy of the user, security as well 
as money. Android is an open source, which has enhanced 
creativity but at the same time, the ecosystem has become 
susceptible to malicious attacks [1]. One of the worst threats 
in online security is malware or malicious software, which is 
able to affect integrity, confidentiality and the functionality 
of digital systems [2]. Malware include different categories 
of malware like worms, viruses, Trojans, and backdoors, 
and each of them is further categorized into different 
families depending on their capacity. In order to avoid being 
spotted, malware writers often use obfuscation methods 
such as inserting dead code, transposing code and reordering 
subroutines to generate new editions of their malicious 
software. 
The innovation of social networks, cloud computing, mobile 
technologies, smart grids [3], Internet of Things (IoT), and 
Industrial IoT (IIoT) has turned the research of malware into 
an even more important and rapidly expanding area [4][5]. 
The impacts of malware attacks may be minor disruption to 
disastrous breakdown of the system [6]. Android has 
significantly large shares of mobile devices and other 
transportable electronics used in the world. Applications that 

are developed on the Android platform can be used in 
various ways such as online payments, medical records, 
games, and education. The emergence of Android apps is 
accompanied by a rapid increase in the number of malicious 
attacks on these resources. Application of AI and machine 
learning in detecting and classifying malware has gained a 
lot of practicability due to the discernible trends that may 
come up upon malware samples [7].Android smartphones 
are common to malware, and they are dangerous in terms of 
security. Conventional detection technologies are not 
effective to keep up with the changing threats. Ensemble 
learning and other machine learning methods improve the 
detection of malware by using a combination of a variety of 
classifiers to increase the accuracy. This method has proved 
to be a potential successful solution to the detection and 
categorization of Android malware and is better than 
individual models. The use of machine learning in topics of 
malware classification is not new, and it has been used 
decades ago [8]. 
Contributions and Motivation: This paper aims to analyze 
and examine the theories of motivation, as well as to 
contrast various methods of motivation in practice (Eysenk, 
2008). 
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1.1 Contributions and Motivation 
 This article will analyze and discuss the theories of 
motivation and compare the different approaches of 
motivation in practice (Eysenk, 2008). 
The increasingly large number of Android malware cases 
poses significant security issues with smartphones and 
mobile applications being an immense trend. The traditional 
methods of detecting malware are usually insufficient to 
deal with new and advanced threats which do not have the 
ability to hold a dynamic behavioral pattern. SVM, RF, and 
decision trees are often not the best techniques because they 
are unable to detect complex patterns of malware. In order 
to deal with these limitations, high-level deep learning 
architectures are urgently needed to improve the accuracy 
and robustness of the detected object. This study contributes 
by: 
• The data was used in the CICInvesAndMal2019 dataset 

of both benign and malicious Android applications 
belonging to four level malware: Adware, SMS 
Malware, Scareware and Ransomware. 

• The use of Information Gain to select the features that 
are critical and minimizes the redundancy and enhances 
the performance of the classification. 

• Using SMOTE to equalize the data and hence improve 
the performance of the model. 

• Exploiting the ability of spatial features extraction in 
CNNs and sequential dependency learning in RNNs to 
enhance malware classification. 

• Measuring the overall performance of the model with 
accuracy, precision, recall, and F1-score measures to 
guarantee effective and reliable malware detection. 
 

1.2 Problem statement  
Android devices are experiencing a booming use, and 
malware threats have increased tremendously and are 
threatening the privacy, financial resources, and integrity of 
the system of users seriously. The use of traditional methods 
of malware detection such as rule-based and signature-based 
malware detection has become ineffective in dealing with 
the sophisticated, obfuscated, and fast changing malware 
variants. In use machine learning models like SVM, RF, and 
decision trees do not have the required complexity to 
identify intricate malware patterns resulting in a suboptimal 
detection rate. A more resilient, precise and scalable 
malware categorization framework that has the potential to 
execute vast and skewed datasets and capture spatial as well 
as temporal features of malware practices is, therefore, 
urgently required. The development of such a system will be 
essential to enhance security in Android and protect users 
against the exposure to dangerous threats in the evolving 
cyber space circumstances. The innovation involves the 

justification of the innovation process, aiding the 
implementation activities of the innovation process. 
1.3 Objective of the study  
The following are the objectives of the study: 
• To create a new hybrid deep learning architecture that 

integrates Convolutional Neural Networks (CNNs) and 
Recurrent Neural Networks (RNNs) to be effective in 
classifying Android malware. 

• To apply the sophisticated feature selection methods, 
including Information Gain, and data balancing methods, 
including SMOTE, to optimize the performance of the 
models and overcome the problem of class imbalance. 
 

• To access the result of the proposed CNN+RNN model 
in the correct detection and classification of different 
types of Android malware, namely, Adware, SMS 
Malware, Scareware, and Ransomware. 

• To make the comparison of the performance of the 
suggested deep learning method and the traditional 
machine learning classifiers, such as Decision Tree, 
Random Forest, and SVM, prove its superiority. 

• To make the model robust and generalized using 
common metrics of performance such as accuracy, 
precision, recall, and F1-score.  

Justification and Innovation  
Justification of the innovation process, which contributes to 
the implementation activities of the innovation process. 
The hybrid CNN+RNN model proposed uses the advantages 
of both forms of neural networks to classify Android 
malware: CNNs are good at extracting spatial features, 
whereas RNNs are capable of sequential relationships. The 
SMOTE usage method resolves the problem of class 
imbalance, which is enhanced with the dropout 
regularization and early stopping to strengthen the 
robustness and generalizability of the model. This hybrid 
method is more effective than the traditional classifiers such 
as SVM, RF, and decision trees since it shows a better 
detection capability. It is innovative because it allows spatial 
as well as temporal features to be learnt through the same 
model unlike in traditional approaches. 
1.5 Paper Organization 
The paper will be organized in the following way: Section II 
will include a profound analysis of the available literature 
available on the topic of Android malware detection and 
ways of their classification. Part III explains the proposed 
approach, data preprocessing and structure of the model. 
The analysis and the findings of the experiment are given in 
section IV. Lastly, the conclusion of the results and give the 
research directions are presented in Section V. 
2 Literature Review 
This section discusses literature review articles on malware 
classification in Android security using ensemble learning 
techniques based on ML algorithms. 
Arya and Peddoju (2024) utilizing the CIC-Maldriod2020 
dataset, known for its skewed distribution with scarce 
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malware samples, they employ the enhanced SMOTE to 
generate synthetic malware instances of the minority class. 
They apply the deep learning method of ANN and CNN 
models to classify the samples into malware and benign. 
Their proposed work analyzes with a higher accuracy of 
95.6% from CNN classification with optimization method 
compared to ANN [9]. 
Duy and Cam (2024) introduces a novel approach to 
enhance multi-class classification of Android malware 
through image-based classification. The proposed system 
performs a conversion of Android application files into 
specialized images, including Markov, Entropy graph, and 
Gray-level matrix images. Experiments were conducted on 
the latest Android benchmark dataset CICMalDroid 2020. 
The method achieves an accuracy of 94.79% and 1.3% false 
positive rate [10]. 
Tippayasem and Piromsopa (2024) study conducted using 
the CICAndMal2017 dataset, highlights the effectiveness of 
this approach, with XGB classifier utilizing the top 4 096 
tri-gram features achieving an impressive F1-score of 93.56 
% for Android malware detection. There are a growing 
number of risks in the Android environment, however this 
research offers a viable answer and makes a vital addition to 
malware detection methodologies [11]. 
Kadir and Peddoju (2024) uses ML algorithms and static 
hybrid characteristics to suggest a novel method for 
identifying Android malware.  They train the detection 
model using a range of ML approaches, including LR and 
RF, and the OmniDroid dataset has 22,000 samples of both 
dangerous and benign applications. The results of the 
experiments demonstrate that their model was 91% accurate 
and 90% precise [12]. 
Ghufron, Putra and Ahmad (2024) proposed a comparative 
analysis using PSO as feature selection on the SVM model 
for classifying Android malware. The result showed that 
Particle Swarm Optimization was underperformed 
compared to the Gain Ratio method, achieved a 77.80% 
accuracy, 78.30% precision, 77.80% recall, and 77.35% F1-
score [13]. 
Awais et al. (2023) identify malicious software with a four-
step procedure. Their training and testing sets made use of 
13,559 malware samples extracted from the CCCS-CIC-
AndMal-2020 databases maintained by the Canadian 
Institute for Cybersecurity. The results for their ML models 
were derived from labeled datasets after training. The SVM 
earned the maximum accuracy at 96.64%, while the Logistic 
Regressor reached 91.50% [14]. 
Amenova, Turan and Zharkynbek (2022) implement a deep 
learning strategy for detecting malware on Android by using 
CNN and LSTM techniques. CNN is great for quickly 
extracting features from data, and adding more LSTM layers 
makes predictions more accurate. The CICMalDroid2020 

dataset is utilized for both training and testing their method.  
With a 94% success rate, the CNN-LSTM classifier 
outperforms [15]. 
2.1 Research Gaps  
• Poor Performance of traditional machine learning 

models: The current models like Decision Trees, 
random forests and SVMs have difficulty in learning 
simple malware behavior resulting in poor detection 
rates. 

• Inadequate use of Deep Learning Architectures: 
Although the use of neural networks, such as CNNs or 
LSTMs as individual classifiers, has been applied in 
other studies, there is a lack of studies that combine 
multiple deep learning models to leverage their 
synergies (spatial and sequential feature learning) to 
classify Android malware. 

• Dealing with Class Imbalance: The issue of imbalance 
in the datasets is not sufficiently covered in many past 
studies and may impose a considerable effect on the 
detection performance, particularly with minority 
classes of malware. 

• Redundancy and Selecting of Features: More advanced 
feature selection algorithms are required to determine 
the most informative features, hence increasing the 
efficiency and accuracy of the model. 

• Testing on Real-World, Imbalanced Data: The majority 
of the current studies do not test on large-scale, real-
world data with intrinsically unequal class distribution, 
so the models are not as generalizable. 

• Combination of Spatial and Temporal Features: Limited 
papers integrate spatial feature detection (through 
CNNs) with sequential dependency modeling (through 
RNNs) in a single pipeline, which specifically 
addresses malware in Android which results in a void of 
more comprehensive models. 

This paper will set out to fill these gaps by suggesting an 
integrated CNN+RNN network, which will be trained on a 
balanced and feature-selected dataset, with comprehensive 
evaluation measures, thereby improving the performance 
and the strength of Android malware classification. 
3 Methodology 
The methodology for Android malware classification using 
ML involves a structured process (see Fig 1) starting with 
the CIC-InvesAndMal2019 dataset, which comprises 10,854 
samples. Data preprocessing involves cleaning irrelevant 
features, handling class imbalance using SMOTE, 
standardizing numerical values, and encoding categorical 
features through one-hot encoding. The dataset is split into 
training (80%) and testing (20%) subsets. It present a 
CNN+RNN DL model that combines the best features of 
both worlds: RNNs (LSTM or GRU) for learning sequential 
dependencies and CNNs for extracting spatial features. A 
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completely linked layer activation functioned by softmax is 
used to conduct the final classification. It trains the model 
using the Adam optimizer with 64 batches, categorical 
cross-entropy loss, 50 epochs with early halting, and a batch 
size of 64. Performance is assessed employing the F1score, 
recall, accuracy, and precision.  

 
Fig. 1.   System Architecture  

The proposed architecture illustrates in Fig 1 an end-to-end 
AI-powered hybrid malware classification system designed 
for effective Android malware detection. The process begins 
with data collection from the CIC-InvesAndMal2019 
dataset, which contains benign and malicious application 
traffic samples. The collected data first undergoes 
preprocessing, where data cleaning removes noise, missing 
values, and redundant records, followed by feature encoding 
to convert categorical attributes into numerical 
representations. Normalization and scaling are then applied 
to ensure uniform feature ranges and stable model training. 
After preprocessing, entropy-based Information Gain is 
employed for feature selection to identify the most 
discriminative features, thereby reducing dimensionality and 
improving computational efficiency. To address the inherent 
class imbalance in malware datasets, the Synthetic Minority 
Over-sampling Technique (SMOTE) is applied, generating 
synthetic samples for minority classes and enhancing the 
model’s ability to learn rare attack patterns. 
The balanced and optimized feature set is then fed into a 
hybrid deep learning model consisting of parallel CNN and 
RNN branches. The CNN component performs spatial 
feature extraction using convolutional layers, capturing local 
patterns and structural relationships within the data, while 
the RNN component, implemented using LSTM or GRU 
layers, learns sequential and temporal dependencies 
associated with malware behavior. Outputs from both 
branches are merged through a fusion layer and passed to a 
fully connected dense layer, which produces the final 
malware classification output. Model training is carried out 
using defined hyperparameters such as the optimizer, batch 
size, and number of epochs to ensure effective learning. The 
trained model is evaluated using performance metrics and a 
confusion matrix to assess classification accuracy and error 

distribution. Finally, a feedback loop connects the 
evaluation stage back to model optimization and 
hyperparameter tuning, enabling iterative refinement of the 
system for improved detection performance. 
The following steps of the flowchart are briefly explained 
below: 
3.1 Data Collection 

 
Adware, botnets, premium SMS, ransomware, SMS, and 
scareware are all part of the Investigation of the Android 
Malware (CIC-InvesAndMal2019) dataset collection.  They 
installed 5,000 samples (426 malicious and 5065 benign) 
onto actual devices.  A total of 42 different malware 
families contributed samples for this analysis. The 
visualization of data insights is given Fig 2. 
The pie chart in Fig 3 illustrates the distribution of malware 
and benign applications in the CIC-InvesAndMal2019 
dataset. Out of 10,854 total samples, 426 (3.92%) are 
malicious applications, while 10,428 (96.08%) are benign. 
This imbalance highlights the challenge of detecting 
malware and the importance of handling class imbalance 
when training machine learning models for malware 
classification. 
 

 

 
Fig. 2. Flowchart for Malware Detection in Android 
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Fig. 3. Distribution of Malware and Benign 
3.2 Data Preprocessing 

 
The offered datasets were carefully curated and refined via a 
variety of activities carried out throughout the preprocessing 
phase of this research effort.  To guarantee the strength of 
the next analyses and to keep the data intact, both datasets 
were thoroughly checked for missing values. 
3.3 Data Cleaning 

 
Feature extraction is used to recover the original data. Then, 
data is cleaned by removing any unnecessary characteristics. 
One example is the need to clear up the permissions that 
both good and bad Android apps have. 
3.4 Feature Selection 
 
Selection of features is an important process in the machine 
learning pipeline that helps in enhancing the performance of 
a model by determining and holding the most relevant and 
dropping off redundant or irrelevant features. This study 
will use an entropy-based method known as the Information 
Gain (IG) that will measure the degree to which each 
attribute will be useful in correctly classifying Android 
applications as either malicious or benign. 
Mathematical Framework 
Let’s define: 
Y as the target class variable representing malware or 
benign, 
Fi   as a specific feature among the set of features, 
E(Y) as the entropy of the target variable Y, 
E(Y∣Fi)  as the conditional entropy of Y given feature Fi  
The entropy of a variable quantifies its unpredictability, 
calculated using the probability distribution for each class: 
E(Y) =  
Feature selection is a method for gleaning valuable 
information from datasets [16]. The contribution of each 
feature to the target variable is evaluated in this work using 
an entropy-based feature assessment approach, namely 
Information Gain (IG). Equation (2) is used to compute the 
IG score for every feature. The IG score for every feature is 
represented by 'IG (Fi)' and is obtained by subtracting the 
weighted entropies of the relevant columns from the entropy 
of the target column. Equations (1) and (2) used the target 
column's entropy computation. 

  (1) 

  (2) 
As a notation, E(Y) represents the entropy of the target 
column 'Y' and  is the probability associated with 
every feature column , are important in assessing the 

forecasted probabilities,  for malware samples and  for 
benign samples. 
The use of Information Gain to select features means that 
the following machine learning models will only be based 
on the most important features. This not only improves the 
efficiency of calculations, but also the predictive ability and 
accuracy of the system of classifying malware. 
3.5 Class Balancing Using SMOTE 

 
Class imbalance may be an issue since that are addressing 
two different kinds of features.  A broad variety of textual 
and visual attributes were included in the collection.  
reduced.  In order to address class imbalance, it 
oversampled minority classes using the SMOTE approach 
[17]. Incorporating more minority class samples is achieved 
by using commonalities between the initial minority class 
samples. 
3.6 Data Scaling 

 
Data scaling was an essential part of the preprocessing 
phase prior to constructing a machine learning model 
[18][19]. Standardization is one method of data scaling that 
attempts to limit the values to the intervals [0, 1] or [-1, 1]. 
For algorithms that employ gradient descent to accelerate, a 
linear scaler, also known as a standard scaler, is invaluable. 
With a mean of 0 and a standard deviation of 1, as shown in 
Equation (3), the standard scaler approach aims to alter 
characteristics. 

  (3) 

where, µwas the mean and σ was the standard deviation. To 
standardize x, use the formula in Equation (3). To get the 
distribution closer to 0, the procedure is taking each data 
point (x) and removing the mean ( ). The values are then 
scaled by dividing the result by the standard deviation ( ) 
guaranteeing that they are measured consistently. 
3.7 Data Encoding  

 
The Keras package is used to do one-hot encoding, which 
converts categorical input into numerical data [20]. In "one-
hot" encoding, categorical features are transformed into 
binary features; if the feature displayed by that column is 
one of the transformed characteristics, it will get a value of 
1.  Otherwise, it receives a 0. 
3.8 Data Splitting 

 
The CIC-InvesAndMal2019 dataset was split into 80% 
training and 20% testing using Scikit-Learn’s train-test split.  
3.9 Proposed Hybrid CNN+RNN Model 

 
A combination of CNNs for feature extraction and RNNs, 
with a focus on LSTM and GRUs, for sequential learning, 
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makes for a powerful hybrid model [21][22]. Tasks like 
malware and intrusion detection that call on the recognition 
of both spatial and temporal patterns are well suited for this 
combination. A first layer of the model's architecture 
handles sequences expressed as  where the 
sequence length is represented by 𝑇 and 𝐷 describes the 
dimensions of the features at every time step. Convolutional 
operations are used by the CNN component to extract 
spatial characteristics, as shown in Equation (4):  

  (4) 
where   and   are learnable weights and biases, and 𝜎 is 
an activation function that is not linear, like ReLU. To 
enhance efficiency and reduce dimensionality, max-pooling 
is applied to retain the most critical features[23]. The 
extracted feature maps are then fed into the RNN 
component, which captures sequential dependencies using 
an LSTM or GRU network. The hidden state at each time 
step is computed as Equation (5): 

  (5) 
where  , and   are learnable parameters, and 𝑓  is an 
activation function such as tanh. In the case of LSTMs, 
additional gating mechanisms regulate the flow of 
information through input, forget, and output gates, ensuring 
long-term memory retention. After sequential feature 
learning, the final hidden states are passed through a fully 
connected dense layer to produce classification scores, 
defined as Equation (6): 

  (6) 
where   and   are weights and biases. The output is 
obtained through the softmax function, that the model 
assigns probabilities to different classes. By combining 
CNNs' ability to extract local features with RNNs' capacity 
to account for long-term dependencies, the hybrid CNN + 
RNN model considerably enhances classification 
performance. With its improved accuracy, precision, recall, 
and F1score compared to conventional ML models, it is 
clear that this combination is ideal for cybersecurity 
applications. The CNN part uses 3 × 3 3×3 convolutional 
filters activated with ReLU, a stride of 1, and max-pooling 
layers with a 2 × 2 2×2 pool size. An LSTM or GRU the 
RNN component usually has 128 hidden units and a 0.5 
dropout rate to avoid overfitting.  Model training using the 
Adam optimizer, 64 batches, 0.001 learning rate, for 
efficient convergence.  With categorical cross-entropy as the 
loss function for multi-class classification, training 
continues for 50 epochs until it is terminated early based on 
validation loss. Performance and computational efficiency 
are both guaranteed by these hyperparameters. 
3.10 Performance Metrics  

 
The suggested study makes use of the confusion matrix to 
conduct a thorough model examination. On one side, the 2 × 
2 matrix displays the actual dataset values, while on the 
other, the value predicted by the trained model is shown. 
Listed below are some performance metrics: F1 score, 
recall, accuracy, and precision. Here is the formula that 
gives the accuracy in Equation (7):  

  (7) 
Where, 
• TP: The estimated and actual amount of malicious 

Android applications. 
• TN: The amount of Android applications that are 

both goodware and expected to be goodware. 
• FP: The amount of Android applications that are 

legitimate yet falsely labelled as malicious. 
• FN: The amount of malicious Android applications 

that are projected to be malicious. 
Equation (7) defines "accuracy" as the percentage of valid 
predictions relative to all input data values. Equation (8) 
provides the formula for precision, which is utilized to 
determine the model's accuracy. 

  (8) 
The accuracy with which a model predicts a certain class 
from all of the input values is called recall, and it is a 
measure of the model's validity. Equation (9) shows the 
formula that gives the recall. 

  (9) 
However, the F-measure is excluded in order to prevent any 
unclear evaluation that can result from data imbalance.  
Equation (10), which provides the harmonic mean for 
precision and recall, is the definition of F-measure. 

  (10) 
TN, TP, FN, and FP are the symbols used in the 
aforementioned Equations (7)–(10).  
4 Result Analysis And Discussion 
This section presents the Android-based malware 
classification experiment findings on the CIC-
InvesAndMal2019 dataset. This study was conducted in an 
experimental setting on a Core i5-8250U (1.8 GHz) CPU, 
12 GB RAM, Windows 10 (64-bit) system using Python 3 
for implementing ML and DL models. The Proposed model 
performance, as seen in Table II, is trained in the CIC-
InvestAndMal2019 dataset. The model's remarkable 99.16% 
accuracy reflects its capability to accurately categorize both 
safe and harmful Android apps. The precision of 99.98% 
indicates that the majority of predicted malware instances 
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are true positives, minimizing false alarms. As an additional 
piece of evidence, the model's recall of 99.87% proves that 
it can successfully identify real malware threats.  The 
reliability of the model in practical cybersecurity 
applications is supported by its F1-score of 99.76%, which 
shows a balanced performance in terms of recall and 
precision. 
Table 1 Experiment Result of CNN+RNN Model for 
Android-based Malware Classification  
 
Measures CNN+RNN 
Accuracy 99.16 
Precision 99.98 
Recall 99.87 
F1-score 99.76 

 
Fig. 4. Confusion Matrix for CNN+RNN 

Fig.3 presents a confusion matrix showing the performance 
of a CNN+RNN model in classifying "Malware" and 
"Benign" samples. It highlights that 99% of Malware and 
Benign samples were correctly classified, with only 1% 
misclassifications. The color intensity represents sample 
counts, with darker blue indicating higher values. Overall, 
the model demonstrates high accuracy with minimal errors. 

 
Fig. 5. Accuracy Curve For CNN+RNN 

Training and validation Accuracy in Fig 4 displays the 
fluctuating validation accuracy (purple dashed line) and 
validation loss (red dashed line) of a CNN+RNN model 
over 50 epochs. While validation accuracy remains 
relatively high (0.7-0.9), the validation loss shows 

significant fluctuations (0.1-0.5), suggesting potential 
overfitting or instability during training. 
The Training and Validation Loss in Fig 5 shows fluctuating 
validation accuracy (blue dashed line) between 0.7 and 0.9 
and validation loss (teal dashed line) oscillating between 0.1 
and 0.5. The variability in validation loss suggests 
instability or potential overfitting during training. 

 
Fig. 6. Loss Curve for CNN+RNN 

4.1 Comparative Analysis 
 
Table III presents the results of a comparison of the 
suggested approach to other ways using a performance 
matrix in order to provide a thorough demonstration of its 
efficacy. With an F1score of 99.76%, an accuracy of 
99.16%, a precision of 99.98%, and a recall of 99.87%, the 
suggested CNN+RNN model outperforms all other models. 
This significantly outperforms the traditional ML models 
such as RF, SVM, and Decision Tree (DT). The RF model, 
while performing well, achieves an accuracy of 97.16% with 
precision and recall both at 97.00%. In comparison, the 
SVM model lags behind with an accuracy of 94.36%, 
precision of 95.90%, and a notably lower recall of 82.60%, 
leading to an F1-score of 88.80%. The DT model, while 
exhibiting high precision (96.56%), has a lower accuracy of 
91.64% and a recall of 92.67%, resulting in an F1score of 
94.57%. The CNN+RNN model is the best option for this 
dataset since it uses deep learning methods to greatly 
improve classification performance, as shown by these 
results. 
Table 2 Comparison between base and propose Model 
Performance on the CIC-InvestAndMal2019 dataset  
 
Models Accurac

y 
Precisi

on 
Recal

l 
F1-

score 
RF[24] 97.16 97.00 97.00 97.00 
SVM[25] 94.36 95.90 82.60 88.80 
DT[26] 91.64 96.56 92.67 94.57 
CNN+R
NN 

99.16 99.98 99.87 99.76 
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The proposed CNN+RNN hybrid model offers several key 
advantages for Android malware classification. Its deep 
learning architecture creates a trustworthy classifier by 
combining RNNs' sequential dependency learning with 
CNNs' spatial feature extraction capabilities. With an 
impressive accuracy of 99.16%, the model minimizes FP 
and FN, as evidenced by its high precision (99.98%) and 
recall (99.87%). Additionally, it outperforms traditional ML 
models like RF, SVM, and DT, making it a superior choice 
for malware detection. The integration of advanced 
techniques such as SMOTE for handling class imbalance 
and the use of a hybrid model enhances its robustness and 
adaptability, offering a scalable solution for real-world 
cybersecurity applications. 
5 Conclusion And Future Work 
Android's adaptability and ease of use have caused it to 
swiftly rise to the top of the mobile operating system 
market. The vast majority of persistent malevolent attacks 
also target it. This necessitates the quick installation of a 
strong malware detection system. With an accuracy of 
99.16%, precision of 99.98%, recall of 99.87%, and F1score 
of 99.76%, this study's CNN+RNN hybrid model for 
Android malware classification achieves impressive results 
on the CIC-InvesAndMal2019 dataset. The suggested model 
proves that deep learning methods are effective in 
cybersecurity by surpassing more traditional ML algorithms 
like DT, RF, and SVM. However, challenges such as 
overfitting, indicated by fluctuations in validation loss, and 
high computational demands during model training, remain. 
To address these limitations, future work should focus on 
enhancing model regularization techniques, optimizing 
training procedures for faster convergence, and utilizing 
transfer learning to improve scalability. 
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