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ABSTRACT 
A Cloud deployment consists of compute and storage components. Both these components are responsible for interacting 
with user data, which is under constant threats from spies, malicious bots, attackers, etc. Most of this data on public clouds 
consists of photos, videos, and non-confidential data, which has low security requirement. But some of this data might 
consist of Bank statements, permanent account number (PAN) information, address information, passport data, etc. 
Moreover, almost all the data on private cloud requires high security, because this data is highly confidential and must not 
be leaked. In order to provide security to both the data and the compute components, it is necessary to deploy cryptographic 
and hashing algorithms. These algorithms provide high level of security for centralized data storage, but the security 
performance reduces when data is stored on multiple cloud servers present at different locations. In order to strengthen the 
security performance for this kind of storage, different machine learning and blockchain based systems are proposed by 
researchers over the years. Some of these algorithms are suited for small scale to medium scale deployments, while others 
are applicable only for large-scale cloud systems. Also, deploy-ability of these algorithms depends heavily on the 
computational and quality of service (QoS) performance of these algorithm. Therefore, it is difficult for network designers 
and researchers to select the best algorithms suited for their specific applications. In order to do this, network designers and 
researchers have to either indulge into the literature of these algorithms, or deploy these algorithms on a sandbox for testing 
their performance on a small set of data & then estimate their performance for large data. Performing this task is very 
cumbersome, and limits the ability of network designers to evaluate best algorithms for their given deployment. In order to 
facilitate optimum algorithm selection this text reviews some of the recent security architectures used for securing cloud 
deployments at both server level and client level. This text also compares these algorithms based on the scale of cloud 
deployment, on various factors such as security level, speed of operation, etc. to assist cloud deployers for selecting 
algorithm(s) which are best suited for their given application. 
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I. Introduction 
Cloud deployments are under constant need upgradation 
due to various performance and security patches. These 
upgradations and new deployments interface with the 
original deployment to extend cloud’s functionality and 
make it more useable. Most of the times this integration 
introduces certain security holes into the system, due to 
which the overall data confidentiality is affected. Each 
cloud deployment works with at-least 4 layers of 
deployment, which can be described as follows, 
Cloud user layer, wherein cloud users are present. These 
users request access to use cloud services and store / 
retrieves data. 
 
Cloud automation layer, which analyses user requests, 
plans the execution, executes these requests and finally 
monitor the responses of these requests. This layer is 
largely responsible for all kind of QoS and security 
settings in the cloud deployment. 
Security layer is followed by this layer, where in different 
kinds of security algorithms like encryption, hashing, key-
exchange, etc. are applied. This layer introduces different 
security parameters to the system, and makes the system 
accessible to only restricted set of users. 

Secure cloud storage layer, wherein all data transacted in 
the network is stored. This data is read and written only 
after certain security constraints are met in the network. 
A blockchain powered network consisting of these layers 
can be observed in figure 1, where in the security layer is 
replaced with Blockchain management layer, and secure 
storage layer is replaced with blockchain cloud storage 
layer. 
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Fig.1. An example secure cloud deployment using 
blockchain 

Apart from blockchain, other security paradigms are also 
widely used by researchers. The next section describes 
different security structures proposed by researchers in the 
past couple of years. This is followed by the comparative 
analysis of these algorithms via delay & security 
parameters. Finally, this text concludes with some 
interesting observations about these algorithms and 
suggests methods to improve them. 
II. Literature Review 
Enabling security for cloud deployments have always been 
a challenging task. Various algorithms have been proposed 
for managing security at different cloud levels. These 
levels include but are not limited to, client-side security, 
communication security, computational security, data 
storage security, etc. From the research showcased in [1], 
it can be observed that blockchain and its variants have 
been most successful in improving security for cloud 
deployments. This security is measured in terms of 
Confidentiality, data integrity, data & user anonymity, 
privacy protection, residual information protection & 
attack detection. The work also suggests that machine 
learning protocols are one of the most commonly used 
security protocols for cloud networks. Using this research, 
it can be observed that most of the recent security 
solutions are based on blockchain and its machine 
learning-based variants. One such variant can be observed 
in [2], where in machine learning 
 is used for identification of analytical parameters to be 
used for the given cloud application. A use- case of 
Industrial Internet of Things (IIOT) is considered for 
reference. This work suggests that parameters like 
throughput, delay & packet loss ratio must be analysed on 
the basis of interoperability, convergence and reliability to 
design a highly secure QoS aware blockchain solution. 
Ananalytic hierarchy process (AHP) is described which 
identifies best case parameters that can be used for 
optimum security in the proof-of-work based blockchain 
deployment. Moderate level of security with moderate 
throughput performance can be obtained with the help of 
AHP based cloud deployments. This work can be extended 
via [3] to add the concept of privacy improvement. The 
work in [3] suggests use of hybrid encryption for storing 
data. The hybrid encryption is basically a set of encryption 
algorithms which are connected in a manner, such that 
overall security of improves when compared with 
individual encryption performance. This algorithm shown 
in figure 2, results into a highly secure blockchain system, 
with limited focus on cloud QoS, and thus cannot be 
applied to large scale or IoT enabled cloud deployments. 

 
Fig.2. Blockchain deployment with hybrid encryption for 

improved security [3] 
This might not affect many small to medium scale 
deployments, but in todays connected world, where most 
of the IoT applications are dependent on cloud [4], this 
system might not be real-time deployable. To overcome 
this drawback, the work in [5] is proposed. This work uses 
least significant bit (LSB) based encryption technique 
along with mixed linear and nonlinear spatiotemporal 
chaotic systems (MLNCML) for improved security 
performance in IoT networks. Due to the use of LSB 
technique a fine-grained control over the access of IoT 
devices is obtained. This control is backed up by the 
MLNCML algorithm to provide high security via 
randomized encryption keys. The system is tested on 
image data, but can be equally applied to text, audio and 
video datasets. Due to the use of MLNCML algorithm, the 
system is highly secure, and has moderate QoS which is 
passable for any IoT-based cloud deployment. The 
system’s security hasn’t been tested against different kinds 
of attacks. It is recommended that researchers perform this 
security analysis before deploying the proposed system for 
real-time use-cases. Attack analysis can be observed from 
[6], where in different kinds of routing attacks are detected 
in Low Power and Lossy Cloud IoT Networks. Blockchain 
is used to strengthen its security with the help of smart 
contracts. These contracts are useful in raising real-time 
alerts in case unwanted or malicious packets are 
communicated in the network. Due to use of smart 
contracts, the energy efficiency of this system is high, but 
the delay performance is low, which reduces speed of 
operation, thereby requiring high speed networks for real-
time usage. It has an accuracy of 91% for routing attacks 
detection, but this accuracy can be improved further using 
machine learning models for packet analysis. The system 
can be further tested on other cloud attacks like Node 
Tampering, RF Interference on RFIDs, Node Jamming 
Adversaries, Malicious Node Injection, Insecure 
Initialization, Sleep Deprivation Attack, Sybiland 
Spoofing Attacks and Malicious Code  Injection as 
mentioned in [7]. 
Cloud-based supply chain systems (SCM) can also be 
secured with the help of blockchain-based solutions. The 
work in [8] proposes the use of ERC20 interface for a 
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permissioned blockchain to improve its security. ERC20 
interface is based on the Ethereum blockchain, and thus 
uses smart- contracts with proof-of-stake for low power 
and high throughput security applications. Architecture for 
this system can be observed from figure 3, wherein each of 
the cloud-based supply chain management entities are 
showcased. These entities are linked with each other using 
smart-contracts. Each smart contract stores the following 
information, 
• The hash value of previous block 
• An once number to generate unique ashes 
• Hash of the current block, and the current 
block number 
• The transaction index, or primary key for this 
block 
• Some input data about the transaction which 
can include, 
• Buyer identification 
• Seller identification 
• Goods identification 
• Other transaction information 
• Price to perform one transaction on this 
block, value 
Other cloud applications can also use blockchain 
technologies for improving their security. A list of these 
applications & suitable blockchains can be observed from 
[9]. Blockchain variants like Bitcoin, Dodgecoin, Monero, 
Litecoin, hyper-ledger fabrics, multi-chains, etc. are 
described in this paper. They suggest that blockchain can 
be used for different cloud applications including but not 
limited to, agriculture, construction, Education, 
Government, Healthcare, Supply chain, Voting, etc. The 
main issue with these blockchain applications is the 
inability to perform data search on secure blocks. The 
work in [10] overcomes this drawback with the use of 
Interplanetary File System (IPFS) and double-layer 
blockchain. Due to the use of double blockchain, the 
system stores an indexed copy of the chain with itself. 
This indexed copy is not-encrypted and is stored internally 
with the server itself. While performing search, this 
internal copy (consortium chain) is scanned, and indexes 
are found. The indexes are then used on the main 
blockchain to return the results. An architecture diagram 
for this search process can be observed in figure 4, 
wherein the consortium blockchain searching with public 
chain retrieval is shown. 
This process reduces the delay of operation, but increases 
the storage requirements on the cloud. The system can be 
used for small to medium tier applications, but is not 
applicable to large scale deployments due to the use of the 
consortium chain. This drawback can be removed using 
local distributed side-chains. Such side-chains are 
mentioned in [11] using multi-stake holder concept. 
Application of such side chain-based consortium networks 
can be further extended for financial services. The work in 
[12] suggests the use of locally stored indexed side-chains 

for high speed and low-energy secure transactions. These 
networks provide high level of security but have 
exponential storage requirements, and thus must only be 
used for private search operations, which is a drawback of 
this architecture. This drawback can be removed by 
deploying the consortium blockchains as service 
overcloud. Such an architecture can be observed in [13], 
where in bartering functionalities for the H2020 symbIoTe 
framework are secured. This system uses proof of 
authority (PoA) consensus for improving security along 
with reduced delay and memory requirements for small to 
large scale applications. This scheme has good security 
and QoS performance, but its consistency can be improved 
by using auditing mechanisms. Auditing mechanisms will 
test the blockchain’s performance and audit it for any 
internal issues. These audits allow blockchain system 
designers to eliminate the detected issues, and improve the 
overall security & QoS consistency of the network. Such a 
public auditing scheme without trusted auditors can be 
observed in [14]. Due to the non- dependency on trusted 
auditors, this scheme has high security and thus is resilient 
to malicious trusted auditor attacks. These attacks are 
removed by replacing the auditors with distributed miners. 
These distributed miners are located at different physical 
nodes, and thereby do not interact with one another to 
perform a cumulative attack. This system has high 
security, but due to the use of miner- based trust 
mechanisms the QoS is reduced. The system can be 
replaced with the improved blockchain-based 
authentication protocol (IBCbAP) as mentioned in [15], 
which ensures high QoS and low attack probability with 
high consistency, but is only applicable for IoT-enabled 
cloud systems. The trust value can also be improved using 
the controllable blockchain data management (CDBM) 
mentioned in [16]. This algorithm reduces the dependency 
of blockchain deployments on auditors by adding a local 
trust-authority with set of overlapping users. This trust 
authority validates the users, and gives this feedback to the 
central controller. The controller is able to validate users 
based on overlapping responses from these trust authorities 
to decide which authorities are functioning and which ones 
are compromised. This feature also reduces the need of 
miners for auditing the blockchain, and improves the 
overall QoS, security and consistency performance. 
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Fig.3. Ethereum based cloud security framework for 
SCM [8] 

 
Fig.4. Double indexed blockchain for searching in 
encrypted domain [10] 
 
Cloud-based blockchains can also be applied to 
eVoting systems. One such implementation of 
blockchain for eVotingcan be observed in [17]. The 

system uses Ethereum based smart contracts for 
voting, user verification and vote counting. While 
Ethereum is adefacto-standard for mostblockchain 
implementations, it requires complex computations 
for effective deployment and use, thereby reducing its 
delay performance. The work in [18] proposes the use 
of a light-weighted authentication mechanism that can 
be used for user verification purposes for improved 
delay performance. This light-weighted protocol uses 
device identification information to authenticate the 
devices for better security performance against 
authentication attacks. A survey of such attacks and 
their defence mechanisms for cloud deployed 
blockchains can be observed from [19]. From this 
review it can be confirmed that blockchain is suitable 
for any scale of cloud deployment, and has better 
security, QoS and scalability features. An application 
of blockchain applied to cloud-based medical health-
care is observed in [20], wherein a proof-of-work 
(PoW) based blockchain is used. Another application 
of blockchain to cloud-based automotive security can 
be observed from [21], wherein both PoW and proof-
of-stake (PoS) are used to provide security to the 
chain. 
All these blockchain based deployments have an 
inherent drawback of reduced QoS during 
deployment. Some of the techniques claim to improve 
the QoS, but are not able to do so. This is because the 
complexity of chain creation increases exponentially 
as the blockchain length increases. 
III. ComparativeAnalysis 
In order to compare performance of the reviewed 
algorithms, this section uses the following entities of 
comparison, 
● Delay (D) needed to provide security, which 
indicates latency of system after the said security 
algorithm is applied to it. 
● Security level (SL), which indicates the attack 
detection performance of the system. 
● Application area (AA), this suggests the 
applications for which the given algorithm is applicable 
● Energy (E) requirement, which is an indicative of 
the cloud-power consumption 
Table.1.Comparativeanalysisofthereviewedalgorithms 
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From the review it is inherent that multi-holder stake 
algorithms based on consortium based blockchains & 
PoA-based blockchains outperform other block chains in 
terms of security level, energy utilization and delay 
performance. These blockchains can be combined with 
machine learning algorithms [2] like CNNs, RNNs and 
GANs to further improve their security and reliability. 
IV. Conclusion and future scope 
Blockchains have become a very valuable tool for securing 
cloud deployments. Some blockchain- based networks like 
the ones mentioned in [2] use machine learning for 
improved QoS and security performance. Ethereum-based 
PoW, PoS and PoA blockchains outperform other 
blockchain architectures, but they can be improved using 
hybrid encryption and light-weight authentication 
mechanisms. Moreover, the blockchain performance can 
be improved by integration of machine learning models 
like CNNs and RNNs. These models are not yet integrated 
with blockchains for providing cloud security, and thus 
can be an interesting avenue of work for cloud researchers. 
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