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Abstract

Digital marketing is gaining popularity among the Indian pharmaceutical industry because it is better positioned
to improve their visibility, communication, and customer interaction, but its potential is limited due to
regulatory, technological, and organizational barriers. This paper will look at the major obstacles to the
implementation of digital marketing practices by Indian pharmaceutical firms and specifically look at the
regulations like the Uniform Code of Pharmaceutical Marketing Practices and the Digital Personal Data
Protection Act. The quantitative research design was used, and the sample size was 200 employees who were
randomly selected and worked in ten of the biggest pharmaceutical companies that were involved in digital
marketing. Structured questionnaires were used to gather the data, which revolved around regulatory,
technological, and organizational constraints, and analyzed to determine the common patterns and possible
solutions. The results show that UCPMP 2024 places severe restrictions on promotional statement, creativity
and transparency, limiting flexibility of marketing campaigns. Also, companies are being pushed towards price-
based strategies by the growing commoditization of generic drugs and the threat posed by e-pharmacies. There
are also technological obstacles, including poor infrastructure, low internet penetration, and digital illiteracy of
healthcare practitioners especially in rural settings, which further hinder adoption. The DPDP Act 2023 would
also place considerable compliance costs, and other reasons such as low digital maturity, a lack of ROI
monitoring systems, and reliance on the traditional methods of marketing would delay digital transformation. To
overcome these obstacles, organizations should embrace the use of modern technologies, improve
regulatory/digital literacy, and craft culturally sensitive content approaches that can promote ethical, effective,
and sustainable digital marketing in a fast-changing pharmaceutical market.
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1. INTRODUCTION target the right audience, market their products in a

In today's digital world, companies all over the globe
are using digital communication and marketing
instruments more and more to improve their online
presence and strengthen their relationships with their
target audience. The pharmaceutical industry is also
getting on board with this change, with businesses
using new digital marketing techniques to sell their
goods and services. Digital marketing is very
important for pharmaceutical companies in India
because it helps them have a stronger online presence,

cost-effective way, track their performance, and
follow the rules. Digital channels of communication
are also useful because they help businesses interact
with customers, improve targeting, encourage
collaboration, give real-time insights, and stay in line
with industry standards. When used wisely, these
tools can greatly improve communication methods
and lead to better results. Within the pharma industry,
Health Care Providers (HCPs) represent the primary
target audience, and their engagement is often
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facilitated through Medical Representatives (MRs).
This research paper aims to examine the digital
marketing and communication tools employed by
pharmaceutical companies [1].

There are several benefits to the digital world,
including better sales, easier communication with
customers, and cost-effectiveness and financial
viability [2]. Many businesses changed and adapted to
provide services digitally to minimize physical
contact following the COVID-19 pandemic in 2020,
protecting both consumers and employees. According
to Chiplunkar et al,/3] this disruption is consistent
with the trend of physicians and patients using the
internet to meet their information demands through
webinars, video conferencing, telemedicine, e-
detailing, e-CMEs, medical websites, web platforms,
and the like.

Digital marketing has established a strong presence
across both organized and unorganized sectors. These
platforms not only create new opportunities for
industries to increase revenue but also provide
consumers with accessible information, enabling them
to make informed choices or consider alternatives [4].
While the pharmaceutical sector has already adopted
digital platforms globally, its reach in India remains
limited. Although innovative technologies are rapidly
emerging, India is still in the early stages of fully
integrating  these  advancements into  the
pharmaceutical domain [4].

India is recognized globally as one of the leading
suppliers of generic medicines. With the rise of digital
marketing, the pharmaceutical and healthcare
industries are undergoing rapid transformation faster
than sectors like retail, media, banking, airlines, and
telecom [5]. As the world moves online and mobile
phone usage increases, customers now expect instant
access to services, products, and information [6].
According to Standards (2019), this shift highlights
the growing importance of digital tools, although the
pharmaceutical industry has not yet fully adapted to
these new technologies [7].

In India’s growing pharmaceutical sector, digital
marketing still faces many challenges. One major
challenge is strict government regulation. The
Uniform Code of Pharmaceutical Marketing Practices
(UCPMP) 2024, introduced by the Department of
Pharmaceuticals in March and made partly mandatory
for FY 2024-25, places clear restrictions on how
companies can promote their products [8]. For
example, firms are not allowed to use claims such as
“new” or “safe” without strong scientific evidence,
and they cannot give gifts or incentives to doctors.

Despite the fact that these rules are aimed at ensuring
ethical standards, they diminish flexibility in
communication as well. This makes most marketing
campaigns seem repetitive, uncreative, and failing to
assist brands in standing out in a competitive market.
The other big obstacle is that the generic products in
India have been fully commoditized, and thus, there
are numerous companies offering the same active
molecules. That essentially eliminates any kind of
brand positioning, and companies have to either fight
primarily on price or simple promotions to retain
clients [9]. Besides the organizational obstacles, such
as poor coordination between regulatory, sales,
medical, and marketing departments, the outdated or
unconnected CRM, and digital platforms contribute to
inconsistency in campaigns and restrict personalized
interaction. Moreover, the absence of digital maturity,
the delay of the MLR approvals, low digital skills,
and the lack of a data-management plan contribute to
the problem, so pharmaceutical companies struggle to
launch campaigns on time and provide appropriate
returns on investments. Lastly, a parsimonious attitude
toward branding and limited funds to spend on
patient-centric efforts provide little opportunity to
innovate, invest in an extended digital strategy, or take
risks creatively, particularly in small and medium
enterprises as shown in table 1.

Tablel: various challenges in digital marketing on
pharmaceutical companies in India

Challenge Area Description

There are strict
regulations on marketing
and commercial
strategies for UCPMP
2024.

Regulatory Compliance

Creative Stagnation Overly safe and uniform
campaigns fail to

resonate or differentiate.

A market with a lot of
generics restricts brand

Commoditized Products

storytelling.
Internal Silos & Tech | Outdated systems and
Gaps disconnected
organizational workflows
make execution difficult.
Digital Immaturity Low ROI is caused by

inadequate data, delayed

approvals, and weak
digital abilities.
Conservative Budgets & | Low  investment in

Culture patient engagement
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stifles  creativity — and

flexibility.

1.1 Scope and Significance

The pharmaceutical industry in India is quickly
moving to becoming digital. In 2023-24, the
economy in the country was worth about $50 billion.
By 2030, it should be worth $130 billion [10]. This
fast development renders internet marketing even
more important as businesses move away from
conventional marketing strategies and toward more
tech-driven ones. This article talks about the main
reasons individuals don't use digital technology. These
consist of: regulatory obstacles like the new UCPMP
2024 law that makes it harder to promote products
and talk to healthcare professionals; managerial
obstacles, like the fact that healthcare representatives
are slow to approve content and don't have good
digital skills; and data protection issues, which are
related to the Digital Personal Data Protection Act
2023, which says that companies must store data
locally and get clear permission before using it. The
importance of studying these limits comes from the
fact that they have an obvious impact on business
results and public health. For pharmaceutical
businesses, strict rules, slow approval procedures, and
weak digital systems make digital marketing less
profitable and make it harder to talk to health care
providers, especially in smaller towns and villages,
where in-person visits are becoming less common
[11]. Also, new data privacy laws make it more
expensive to follow the rules and create legal risks. If
there aren't strong systems in place, these problems
can make patients less trusting and limit personalized
communication from a broader public health
standpoint, comprehending and addressing these
challenges is crucial not only for business expansion
but also for guaranteeing the ethical and reliable
dissemination of health information, thereby
safeguarding the welfare of individuals in India's
burgeoning pharmaceutical market.

1.2 Methodology

The current quantitative research employed a random
sampling design to select 200 employees from ten
leading Indian pharmaceutical firms known to be
utilizing online marketing methods [12]. These are all
pharmaceutical companies that make medicines: Sun
Pharmaceutical Industries, Cipla, Abbott India,
Aurobindo Pharma, Alkem Laboratories, Divid
Laboratories, Zydus Cadila Healthcare, and Lupin
Limited. We got the data by asking a group of the
chosen staff members what they thought about the

problems that the pharmaceutical sector faces when it
comes to using internet-based advertising. This study
will utilize a cohort of 200 employees, with the
sample being drawn from ten Indian pharmaceutical
companies that regularly utilize digital marketing
approaches. The objectives and finances of every
organization will determine how they use digital
marketing in the Indian pharmaceutical industry and
what results they get [1]. It is feasible to develop a
complete structure encompassing the principal
elements typically found in research designs and
methodologies for analyzing digital marketing
strategies within this sector. Develop research
objectives: OK, then, to begin with, we must clear up
what our research objectives are. Typically, this
entails making the brand more known, pushing certain
products, reaching out to new groups, drawing leads,
or simply making customers more loyal and happier
fans. Carry out some market research: Well, the best
thing to do before we implement any digital
marketing game plan is to conduct market research to
ascertain who the target market is, what they are
vibing, what they are doing online, and how they surf
the net. To eschew that data, we are likely to rely on
focus groups, surveys, interviews, and data crunching.
Determine digital channels: When we have the study
data ready, the next thing to do is to determine the
digital channels that are most appropriate in reaching
that crowd that we have just created. That is why it is
email campaigns, content development, mobile apps
marketing, and those digital marketing platforms;
those are all the digital marketing strategies we are
considering. We have to assemble a content plan that
is responsible for what the people we want to reach
are also interested in. It could be the development of
blogs, research, short videos, infographics, or
interactive media to package concrete information on
diseases, treatment, and medications. And to increase
the number of people who can actually visit the site
and the materials that are written, we will have to
work harder on our SEO strategies, including research
on our keywords, on-page optimization, meta tags,
and link-building.

2. Overview of Digital
Pharmaceutical Industry
2.1 Evolution of Digital Marketing

The story of the way the digital marketing in the
pharmaceutical industry developed is that of rapidly
adjusting to the new technologies, regulations, and
buyers [13]. The popularization of digital marketing
in the pharmaceutical industry began at the beginning
of the 1990s. Simple websites and email messages

Marketing in the
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shown in Fig. | assisted businesses to send their
messages to more individuals and disseminate
informational materials more rapidly. = Two of the
earliest companies to adopt such digital tools were
Pfizer and Roche in the case of well-marketed drugs
such as Viagra and Herceptin. They resorted to
internet advertising and patient education materials to
help them generate patients and interested doctors. In
the 1980s and early 2000s, the change happened faster
when drug companies stopped using print and TV ads
and started running digital ads that went straight to
consumers. The regulatory agencies became more
significant, particularly when it came to controlling
what individuals reported on TV and radio, as shown
in Figure 1. This caused businesses to move to more
controlled digital areas. Facebook, Twitter, and
Instagram are just a few examples of social media
sites that have become increasingly significant. This
allows pharmaceutical companies talk to particular
categories of patients, provide them with personalised
content, and have medical conversations. Since the
2010s, omnichannel advertising, which includes
websites, search, social media, email, video, and
mobile applications, has grown more popular. Data
analytics and customer relationship management
(CRM) systems are becoming more and more
important because they let businesses tailor content,
keep track of how well their campaigns are working,
and quickly fulfil the demands of patients as well as
healthcare  providers. employing  medical
professionals and patient advocates as marketing
influencers builds trust and educates individuals in
additional real, personalised methods. Individuals are
using Al, chatbots, virtual reality (VR), and
augmented reality (AR) to communicate and get
knowledge in new ways. Resources enable simple-to-
do remote detailing, targeted advertising, and
accurate, interactive experiences. These are all very
important in the day and age of telemedicine. The
healthcare sector is changing its focus to putting
patients first as digital transformation continues.
Today, marketing strategies are all about getting
truthful and forthcoming, following the rules, and
understanding and meeting the requirements of
consumers [14]. Digital marketing is important for the
pharmaceutical industry today because it lets
companies interact with customers in real time, target
their campaigns accurately, and get measurable results
in a field that needs to be flexible and follow the rules
[15].

Content

Marketing

Social Media
Marketing

[ Pay Per Click ] <:|

Influencer
Marketing

Evolution of Digital
Marketing in
Pharma sector

Search Engine
Optimization

Figure 1: Evolution of Digital Marketing in
Pharma Sector

2.2 Digital Marketing Tools and Platforms:

Digital marketing tools and platforms are now
necessary in the pharmaceutical industry to better and
more legally connect with healthcare professionals,
patients, and other stakeholders (Figure 2) [16]. By
2025, drug companies will be using a powerful set of
digital marketing tools to reach more people, tailor
their messages, and track the success of their
campaigns [17]. Table 2 shows digital marketing tools
and platforms in the Indian pharmaceutical industry.
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Figure 2: Digital Marketing Tools and

Platforms

Table 2: Digital Marketing Tools and
Platforms in the Indian Pharmaceutical

communication,
appointment reminders
atic Al-driven ad placement Targeted pharma advertising
Salesforce with audience precision
Health Cloud Eelel
lep (E- | Remote detailing & HCP | Virtual HCP engagement,
slatforms | engagement compliant detailing
Aarketing | Regulatory-compliant email | Nurturing HCPs and
outreach patients,
promotional/educational
emails
My | Regional SEO and local | Local clinic visibility, HCP
( ) ( N ( search visibility discovery
Aarketing | Blog, video production, and | Disease awareness, patient
Customer Specialized educational content tools education, HCP knowledge
Relationshi Pharma Custon support
Gl LD Customer Relationsnsultancy | Specialized pharma digital | Strategy,
Management : . . . . . .
; Relationship widely us marketing agencies omnichannel marketing
and analytics :
Management India
platform
CRM 3. Adoption Trends in the Indian Pharmasector
The Indian pharmaceutical industry is going through a
L )L )L major digital transformation. This is happening

because of changes in technology, rules, and the needs

of healthcare

workers and patients [18]. By 2025,

digital maturity has become a key trait of both

multinational

and top domestic pharmaceutical

companies. These companies are quickly moving

toward omnichannel marketing ecosystems that bring

together traditional and digital touchpoints [19]. This

includes using field reps, e-detailing platforms, email,
WhatsApp, social media, and personalized content

Industry management systems all at the same time to get HCPs
Tool/Platform Description Use Case inPHsriyolved and teach patiep{s paqtgred big change
Name Markeﬁ,{gﬁppening from using a lot of different digital tools
Salesforce  Health | Customer Relationship | Predictive mod@iﬂg}n&.ﬂmp—’ tq@gﬁ%ﬂ@@ttﬁa}é’ predfagatnnty ek,
Cloud Management (CRM) and | made content Stricter in India giks)Li¢RME {leftingnarketers have
analytics platform to deal with tfvo problems: making sure they follow
Veeva (CRM) Specialized pharma CRM HCP engagemer‘iktl,ergg{ﬁ%t@f‘ﬁ;1 3@%%1@?@%‘?&% 88%51%8@?%
compliance, afd: ALARFIAHING IeAiG AtfeEry important here
tracking because they| make predictive modeling, hyper-
Zoho CRM CRM is widely used in India | Customer Bﬁrﬁg . ffﬂ, IW&?%%T.B&P Q%mﬁ?%ﬁjm%nm%l
marketing orch BB 107 | ORRRIgRagRpimization.  Salesiorce
HubSpot Marketing automation and | Campaign creation,’ -184d" Vﬁ?r\l/gi’lLonrgakﬂ%U‘tevilngP ‘? HERPPOY {)erflnlé,
lead management nurturing common tools ﬂalﬁ (;lr?llzpti‘(?)vrllt{lo?) gomation and targeting
Adobe Experience | Content management & | Personalized st 7 Content ldt\}voor%f%ﬂg\%,o Ilﬁé‘%s%ﬁ'éllﬁ%%ﬁ%%,
Manager personalization experiences, HtAHERRET ?thé%g%%gﬁ \%‘%ﬁ’a%% %ﬁ%:%r’ and history
. of engagement, which makes sure that your outreach
campaigns o ) N
Brandwatch, Social listening and | Monitoring HCP and vp‘alilfile‘rll1 tg%)cc‘iglwﬁs,fjehing, sentiment analysis,
. . . O an{i c0n1egt %Jte)lrke&mg are still very important,
Meltwater, sentiment analysis tools sentiment, compeilltlve ashboards h d . 11
Talk o especlally as|voice search and regional language
alkwalker . . . 1n§1ghts o boeo . )
WhatsApp Business | Mobile messaging platform | Direct Lﬁ&f’/pa,tlen‘[ utomate at, broadcast lists, secure

141

H novw—make—mltilhnoria 11t 1lea
\.aUllll)Cl.lll\/D TTOVW TITANC lllultlllllsuﬂl \Jlsllal UUJILMLIL’ TINC

1JDDT, Volume 16 Issue 24s, 2026

Page 912




Limitations of Digital Marketing in Pharmaceutical Companies of India

blog posts, videos, and educational materials, to reach
people in Tier-2 and Tier-3 cities [21]. Doctor-led
videos and partnerships with influencers have also
become more popular. They offer real ways to connect
with people and build trust, as long as all content
follows drug promotion rules [22].

4. Current Trends in Indian Pharma Digital
Marketing

4.1 Social Media and Influencer Engagement

In 2025, Indian pharmaceutical companies' digital
marketing strategies have changed the way brands talk
to healthcare professionals (HCPs), patients, and
people in general [17]. Social media and influencer
engagement are now key parts of these strategies.
Organizations are using sites like LinkedlIn,
Instagram, YouTube, and new ones, including Threads
and Bluesky, to share educational content, run disease
awareness campaigns, and have conversations with
customers in real time. Video-driven content, like
patient testimonials, doctor-led explainers, and
treatment walkthroughs, works especially well
because it builds trust while following India's unique
rules for healthcare promotion. Brandwatch,
Meltwater, and Talkwalker are examples of social
listening tools that are very important for keeping an
eye on how people feel and what they're talking about
on social media [23]. This feedback in real time lets
you make quick changes to your campaign, respond
quickly to new problems, and manage your reputation
proactively. Al-powered CRMs also help plan the best
way to share content so that HCPs and patient
communities are most likely to engage with it [24].
Research and expert opinion show that being real is
still a must in pharma social media marketing.
Generative Al makes it easier to make content and
reach the right people, but the human element sharing
personal stories, feelings, and experiences is what
builds trust and keeps people coming back. In India's
competitive pharma market, companies need to find a
balance between coming up with new ideas and
following the rules of ethical marketing, compliance,
and choosing the right influencers to work with [25].
4.2 Mobile Apps and E-detailing

In 2025, mobile applications and e-detailing became
very important parts of the digital evolution of Indian
pharmaceutical advertising. E-detailing, additionally
referred to as electronic or digital detailing, uses
interactive technological devices like tablets, laptops,
or remote screens to send healthcare professionals
(HCPs) product information, educational materials,
and personalised demonstrations [26]. This method

increases participation by providing information-
driven conclusions, simplicity, and standardisation
that traditional paper-based detailing can't. Some of
the most important features are slides and videos that
have been approved as compliant content, interactive
elements that encourage participation, and strong
tracking of HCP interactions for ongoing
improvement. Increasingly, = pharmaceutical
companies are relying on e-detailing platforms, which
allow individuals to communicate face-to-face and via
telephony [27]. Such networks enable reps to update
on the current data in calls, customize the material
based on the HCP preferences, and schedule visits
faster. Statistics such as the time spent on each slide,
interaction rates, and feedback about the surveys will
assist the representatives and managers in determining
the effectiveness of their speaking skills in influencing
prescription behaviors [28]. With this information at
hand, one is in a position to take specific follow-up
action and manage the field force in a more strategic
way. More frequently, pharma companies are
operating on the e-detailing platforms that allow
individuals to communicate with one another both
physically and through the telephone [27]. Such
platforms allow reps to be able to see real-time
information when they make a phone call and modify
the content according to the wishes of HCPs and
schedule appointments faster [29]. With  this
information, it is possible to take specific actions
afterwards and coordinate the field force in a more
strategic manner. E-detailing and mobile applications
can make the operations easier, yet they could also be
used to make the brand experience homogenous by
ensuring the messages share similarities and comply
with the strict regulations of pharmaceutical
advertisement in India [30]. They also save money
and cut back on the wastage produced through
printing and distributing of physical advertisements.
Overall, these innovations assist drug companies in
collaborating with healthcare professionals to ensure
that their field and digital sales activities are
coordinated [31].

4. 3 Role of Telemedicine and E-pharmacies

The ways individuals in India get health services are
altering. Telemedicine and e-pharmacies make it
easier to access treatment. A series of rules that have
been put in place in the last few years has made such a
big change possible. Telemedicine can be considered
legal due to the National Medical Commission Act
(2019), which allows telemedicine to be declared
lawful, and the upcoming Telemedicine Practice
Guidelines (TPG), scheduled for publication in 2020
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[32]. It makes it easy to offer medical consultation
with registered medical practitioners (RMPs)
regardless of the geographical location, thus providing
an opportunity to deliver advice through audio, video,
or written means [33]. The regulations prescribe the
methodology of patient identification, obtaining
informed consent, the allowed modalities of
interaction, and the allowed pharmacologic
interventions in order to keep the patients safe and
within the legal framework. Telemedicine is a bridge
between urban and rural medical care. It lets people in
areas with few medical choices or who live far away
from them directly access a network of qualified
healthcare professionals [34]. The system is also
making it easier for different kinds of conversations to
happen, like those between doctors and patients,
doctors and caregivers, and even doctors themselves
[35]. It becomes easier for medical professionals to
work together to provide care by making it easier for
them to connect with people from various regions of
the world.. Telemedicine and e-pharmacies work in
unison to make the remote acquisition of medical care
feasible as it allows people to use online platforms to
place a prescription and acquire medications [36].
Regulatory oversight means following the Drugs and
Cosmetics Act of 1940, which says that only licensed
pharmacies can sell drugs and ensure they meet
quality standards [37]. E-pharmacies have grown
because more people in India own smartphones and
know how to use them. They make it easier for
patients by delivering medications to their homes and
helping them stick to their medication schedules [36].
These platforms often work with telemedicine
providers to fill prescriptions, which helps keep
patient care going. E-pharmacies also help lower out-
of-pocket costs by being open about drug availability
and offering competitive prices [38].
5. Limitations of Digital Marketing in the Indian
Pharma Sector
5.1 Regulatory and Legal Restrictions
Table 3 talks about the main rules and laws that
pharmaceutical firms in India must comply with
when they do digital marketing in 2025. It also
talks about the importance of ethics, openness,
data privacy, and complying with the rules.

Table 3: Key Regulatory and Legal Restrictions
in Pharmaceutical Digital Marketing in India

Evidence-Based Claims Requirement

All digital marketing clair
evidence, such as clinical ti

Ban on Misleading Advertisements

Marketing materials must 1
claims

Transparency and Ethics in

Engagement

Interactions with healthc:
transparent and ethical

Data Privacy and Patient Consent Laws

Digital campaigns must
including India's Data Pr
protection and consent

Restrictions on Freebies and Gifts

Gifts, freebies, or incenti
strictly limited

Mandatory Compliance Audits and
Material Review

Pharmaceutical companie:
materials and practices for

Training Requirements for Sales Teams

Sales and marketing team
ethical and regulatory stanc

Reporting and Disclosure of Marketing
Expenses

Companies must disclose
regulatory bodies

5.2 Limited Digital Literacy Among Stakeholders

The fact that people within the Indian pharmaceutical
industry don't know how to utilize online resources is
a big problem for effectively making use of digital
marketing and medical technology [1]. Medical
professionals, patients, and even medical employees
do not have the technological abilities and intellectual
knowledge they need to use the online environment
effectively [47]. Digital levels of literacy also show a
big difference between urban and rural areas; only
about 61% of people in cities in India are competent,
while only 25% of people in rural regions are [48].
This difference makes it harder for people to use
electronic  health records initiatives, telehealth
services, and other digital advertising campaigns,
especially in rural and underserved areas [49]. Also,
the lack of digital literacy makes it harder for people
to understand informed consent and privacy, since
they don't always know how their data is gathered and
utilized. The phenomenon mentioned above creates
distrust against digital health initiatives, thus limiting
digital intervention strategies [50]. Furthermore,
health practitioners are observed to be resistant to
digital tools, mainly due to the fear of possible
failures of the systems or augmentation of the patient-
interaction load, which only exacerbates the digital
transformation efforts in the industry [51]. It is,
therefore, important to close the digital divide by
conducting specific training and increased awareness
programs to all stakeholders in the India

Regulatory/Legal Restriction

n
phamacenﬁcg?s%(i:miofb be able to exploit the fi [Ref.

Uniform Code for Pharmaceutical
Marketing Practices (UCPMP) 2024

Sets ethical Yapdatds SPrRbHMARSIEE M DS A RICAANE g k3]

claims, freehies;to doctors, and requires transparency in all
] q 1Y y

promotions 53 1ya¢a Privacy and Ethical Concerns
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Data privacy and ethical issues are the critical issues
facing the Indian pharmaceutical industry, especially
with the adoption of the Digital Personal Data
Protection (DPDP) Act, 2023, and its associated laws
becoming effective in 2025 [53]. These laws impose

strict requirements regarding the acquisition,
processing, and use of personal and sensitive
information about health by pharmaceutical

organizations. Since the amount of patient data is
significant in the clinical trial process, research
projects, and the healthcare delivery system,
compliance with these regulatory requirements is
mandatory to protect the rights of individuals and
maintain community trust [54]. The DPDP Act
provides that the personal data can only be collected
with well-defined and legitimate purposes; any other
use will require the explicit and informed consent of
the data principal [55]. This kind of rule has an
element that says pharmaceutical companies can't use
patient information in any way other than what is
clearly stated. Some rules must be followed when it
comes to data stewardship of minors and other
vulnerable groups [56]. These rules demand proof of
guardian approval and more security. Also, the law
assumes that the information's usage is clear;
organizations must tell people what types of data are
being collected, why the data is being utilized, and
what methods are utilized for storing or sharing the
data. This kind of honesty is important for keeping
ethical standards and keeping the trust of the patients.
Pharmaceutical companies ought to develop good
rules about how to handle data and hire Data
Protection Officers to make sure they follow them to
ensure data is handled correctly [57]. As a greater
number of individuals use cloud-based apps and the
industry moves toward digital technology, strict
cybersecurity rules are needed to stop data breaches
from happening [58]. Not following the DPDP Act
could lead to big fines and damage to your reputation.
Moreover, the digital marketing of pharmaceutical
companies is also covered under the ethical issues.
The industry is not supposed to participate in false
information, exaggerations, or any other activities that
might expose the patients to loss of confidentiality
and trust. In the context of digital marketing, the
accuracy of the promotional materials and compliance
with the principles of transparency are the most
important moral principles that must be followed [59].
5.4 Technological Barriers and Infrastructure
Gaps

The technological barriers and infrastructure issues
are major limitations in the effective implementation
and scaling of innovations in the healthcare and
pharmaceutical industry [60]. Recently published
studies and scope evaluations have demonstrated that
inadequate technological infrastructure, characterized
by insufficient internet connectivity, limited access to
digital platforms, and suboptimal integration of health
IT systems, constitutes a significant barrier to the
broad acceptance of digital health technologies and
value-based treatment models. In particular, areas
with underfunded health systems will be having a
hard time using novel innovations like artificial
intelligence, telemedicine, and new drug delivery
systems because they don't have the basic technology
or trained workers [61]. In the pharmaceutical sector,
digital transformation efforts are slowed down by old
legacy systems, a lack of expenditures in
modernization, and the fact that the new digital
architecture can't be added to the complicated
manufacturing processes [62]. These roadblocks lead
to interruptions, quality problems, and problems with
scalability, all of which hurt the pathways to
advancement and the time it takes to get novel
medicines and drug delivery systems to market. The
supply network is also weak because it relies too
much on outside sources for active pharmaceutical
ingredients (APIs) and other important raw materials
[63]. This shows that there are holes in the framework
that put manufacturing and the safety of people at
risk. Non-biological barriers, including the scalability
of manufacturing, regulatory complexity, and the
restricted adoption of emerging technologies like
organ-on-a-chip and nanoparticles [64], further hinder
the translation of scientific discoveries into clinical
applications for drug delivery. To solve these
problems, it requires cross-sector investments in
upskilling the workforce, public-private partnerships,
and specific government policies that encourage the
development of basic infrastructure and the creation
of a strong innovation ecosystem that can meet the
most current health needs [65].

5.5 Inadequate ROI Tracking and Measurement
Poor Return on Investment (ROI) tracking and
measurement is also a major impediment to the
strategic ~ implementation of healthcare and
pharmaceutical technologies, especially with the
spread of digital health and big data solutions [66].

Although  significant investments are made,
organizations are prone to an inability to properly
measure performance improvement owing to

fragmented data platforms, the absence of
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interoperable analytics infrastructures, and deficiency
of standardization of outcome measurement systems.
PubMed and systematic literature reviews in Elsevier
and Springer point to the deficiency of structured and
longitudinal monitoring mechanisms in the context of
evidence-based decision-making, in the context of
objective evaluation of financial and clinical returns,
and in the context of continuous improvement of
quality [67]. The conventional methods of evaluation
including randomized controlled trials and pre-set
clinical benchmarks often do not keep up with the
iterative nature of digital innovation and, thus,
provide delayed or incomplete feedback loops of ROI,
particularly in the case of small and medium-sized
enterprises that have limited resources, high costs, and
long regulatory processes. In addition, not all
institutions are based on heterogenecous electronic
medical record (EMR) practices, leading to the use of
scattered and unstructured data that cannot be
aggregated and compared easily, which makes the
process of accurately measuring the value created by
new technologies even harder [68]. The latest articles
by Springer and Taylor and Frances suggest the
combination of sophisticated forms of data
warehousing solutions, federated databases, and agile
evaluation model to enable a more intensive and
quicker ROI examination, but its implementation has
not been uniform among health systems across the
world [69]. In this environment, the gap on ROI
tracking should be filled with cross-disciplinary
efforts, whereby the source of data should be aligned,
the result measurement should be automated and the
evaluation measurement should be more flexible and
technological. That will maintain the stakeholders on
the same track and develop a more open and
systematic environment of quantifying the financial
and patient-centered returns [70].

5.6 Resistance from Traditional
Channels

Another significant obstacle to the transition of the
healthcare and pharmaceutical industry to the digital
marketing processes has been cited as the traditional
resistance in the marketing channels [71]. Recent
articles indexed on Scopus underscore the fact that the
old marketing techniques, as represented by print
advertising, television, radio and community outreach

Marketing

still prevail in some population segments, especially
among the older people and in rural areas, thus
leading to an aversion to embrace the digital platform
which is not well known to them. This resistance can
be deeply rooted in years of experience with
established trust in the traditional channels, a sense of

reliability of physical contact, and fear of the
dynamics of digital transformation, which breaks the
existing relationships between professionals and
patients [72]. In addition, the utilization of digital
tools by traditional marketers is also frequently
problematic concerning the interpretation and
exploitation of various tools that makes the adoption
process difficult and results in internal organizational
conflict between existing practice and new
technologies. Despite the rising amounts of digital
expenditure in healthcare advertising, most of the
advertisement monies have shifted to digital media
with more than three-quarters of the entire
advertisement monies billed to the digital media, this
remains an implicit reliance on the traditional media
due to its perceived capacity of building credibility
and familiarity [73]. The answer to this resistance
should be in the integrated marketing approaches
which will help in bridging the gap between the
traditional and new digital marketing approaches [74],
education education-specific intervention which will
help promote the digital literacy to marketers and a
data-proven argument as to the importance of digital
marketing which will help reduce the level of
skepticism and the smoother levels of transitioning
[75].

5.7 Language and Cultural Diversity

Cultural competency is becoming increasingly crucial
to health professionals worldwide because language
and cultural diversity have far-reaching implications
on healthcare delivery and care outcomes [76]. As
recent reviews highlighted on Scopus index show,
interventions to enhance cultural competence are
meant to enhance the quality of healthcare among the
minority groups, decrease disparities, and lead to the
creation of more equal care practices but the
successful implementation of these practices is still
uneven in all countries and sectors [77]. Cultural
competence requires being aware of the various
beliefs of patients and being able to reflect on the
cultural context of one's own beliefs and attitudes and
being able to transition to a more biopsychosocial
model of ftreating patients through patient
shared  decision-making,  and
negotiating culturally consistent treatment plans [78].

empowerment,

Studies also indicate that practitioners of culturally
and linguistically diverse (CALD) backgrounds still
encounter such challenges as discrimination,
exclusion based on the existing professional and
institutional structures, and hierarchical barriers to
their integration into practice communities [79]. At
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the same time, CALD practitioners also act as cultural
brokers, overcoming language and cultural barriers,
and improving the quality of care offered to various
groups of patients. To take cultural and linguistic
diversity as its asset, the healthcare system should not
only aspire to develop intercultural learning materials
specially designed but it should also support and
respect the work of various practitioners, which will
further help provide culturally responsive care and
cultivate a culture of social justice in care [80].

6. Technological and Infrastructure Barriers

6.1 Digital Divide Between Urban and Rural India
The digital divide between urban and rural India is a
serious socioeconomic problem that greatly affects
access to digital education, health care, and job
opportunities. Recent studies in Scopus indicate that
India has made considerable progress in digital
connectivity, exemplified by initiatives like Reliance
Jio's affordable internet packages [81]. However, a
substantial gap persists, primarily attributed to
socioeconomic disparities and insufficient facilities.
The gap isn't just in access; it's also in the quality of
digital services. For example, urban areas have greater
access to high-speed fiber internet, while rural areas
mostly have trouble with slower mobile internet,
which limits the full scope of digital participation
[82]. Also, it has been discovered that rural
populations face more than just a lack of
infrastructure, like low digital literacy and digital
readiness, which makes it hard for them to utilize
online services well, even when they have the tools.
Research indicates that practitioners from culturally
and linguistically diverse (CALD) backgrounds face
numerous challenges, including discrimination,
marginalization by professional and institutional
cultures, and hierarchical barriers to participation
within practice communities [83]. At the same time,
Healthcare  systems must establish  targeted
intercultural education programs to leverage cultural
and linguistic diversity as an asset [84]. Additionally,
they should acknowledge and value the initiatives of
various practitioners aimed at promoting culturally
appropriate procedures and enhancing equality in
care. The challenge of resistance by traditional
marketing channels to the healthcare and
pharmaceutical industry, as it relates to adopting
digital marketing strategies, is still a huge challenge
[85]. Recent papers published by Scopus underscore
that conventional marketing strategies like print
media, television, radio, and community outreach still
prevail in some groups of people, especially older

people and those in rural areas, hence making it hard
to adopt digital platforms that are less recognizable to
them [86]. Such resistance can be typically based on
the long-standing credibility of traditional channels,
the perceived validity of face-to-face communication,
and a fear of the ambiguity of the digital
transformation that interferes with established
professional and patient connections. Moreover, the
conventional marketers are often struggling with the
inability to comprehend and wuse digital tools
efficiently, which hinders the pace of adoption and
introduces internal strains in the organizations
between the old and the new [87]. Although the
amount spent on digital advertising in the healthcare
field is rising, over 70 percent of ad funds are
currently channeled to digital media because of its
perceived success with regard to the development of
trust and familiarity. To overcome such resistance, it is
necessary to employ integrated marketing strategies
that combine traditional and digital marketing,
provide targeted education in order to raise the level
of digital literacy among the marketers, and use more
adaptable and technology-oriented methods of
evaluating outcomes to curb the lack of confidence
[88]. It will make sure that the stakeholders are in
unison and create an investment environment where
the financial and patient-related returns will be
measured in a more transparent and systematic way
[89].

6.2 Limited Internet
Healthcare Professionals
The lack of internet among healthcare professionals is
a severe problem when it comes to the extensive
implementation of digital health technologies and
healthcare delivery modernization [90]. Although the
world is witnessing a fast digitalization of the health

Penetration Among

markets, the recent studies discovered through Scopus
indicate that connectivity issues and especially the
low-resource environment and remote locations are
limiting the ability of many healthcare providers to
take full advantage of digital tools to the benefit of
patient care, sharing of knowledge and telemedicine
[91]. Although the utilization of social media
platforms like Facebook, Twitter and LinkedIn has
been common among healthcare professionals with
studies indicating more than 70 percent adoption
among professionals [92], there is a group of
clinicians who have barriers to use such platform
because of inaccessible reliable internet or sufficient
digital infrastructure in their places of work [93].
Moreover, variance in the digital connectivity
increases disparities in health care provision because
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digitally connected professionals will be able to use
telehealth and mobile health applications to access
underserved populations more efficiently [93]. In
order to address these limitations, it is necessary to
invest in powerful and affordable digital infrastructure
and train healthcare workers on digital literacy to
reduce the digital divide among the healthcare
workforce to facilitate the more just use of the
transformative technologies [94] .

7. Challenges in Building Brand Credibility Online
Building brand credibility online is a complicated
process that is getting harder and harder in the digital
world because customers want honesty and openness
[95]. Recent studies in the Scopus-indexed database
stress how important trust is [95]. A company needs to
deal with the absence of confidence that can come
from inaccurate data, fake reviews, and problems with
confidentiality, which can quickly lead to a loss of
confidence [96]. The rapidly evolving digital world,
like social media and influencer marketing, places a
lot of pressure on brands to be consistent and truthful
in their interactions so they don't come across as
insincere [97]. Studies also show that new
technologies like artificial intelligence (AI) can be
both helpful and harmful. For example, brands need to
use Al-powered personalization and data analytics to
connect with customers without breaking ethical rules
and being open about what they do, which can hurt
trust [98]. The other very important issue is how to
measure and manage digital brand equity. This is
because existing metrics may not be enough to
understand the complex and changing ways that
people interact with and feel about brands online [99],
which means that they may not be able to create
effective and data-driven branding strategies. To avoid
these problems, brands should focus on using Al in an
ethical way, telling real stories, and making analytics
systems that will help them keep an eye on how
honest consumers are acting and feeling and build
long-term trust in the digital age [100].

8. Conclusion

In India, pharmaceutical companies have found digital
marketing to be an essential part of their business,
with some novel means of communicating with
healthcare professionals and patients. This study,
however, indicates that its implementation has been
limited by regulatory, technological, economic and
cultural factors. Hardly any flexibility is permitted by
strict compliance  requirements imposed by
frameworks such as the UCPMP 2024 and the DPDP
Act 2023, and infrastructural gaps, digital illiteracy,
and ineffective ROI measurement remain the barriers

to effectiveness. The prevalence of commoditized
alternatives and opposition of conventional marketing
also pose as an obstacle to brand differentiation. Also,
the problem of trust, privacy of data, and cultural
diversity makes engagement with patients even more
complicated in terms of the Indian heterogenous
population.

Nevertheless, the digital transformation is a
requirement and inevitability in the sector despite
these limitations. As the Indian pharmaceutical market
grows very fast, businesses need to strike a balance
between compliance and innovation by using
advanced technologies like Al-based analytics,
multilingual content, and aggregate omnichannel
solutions. It is also important to enhance digital
literacy and infrastructure and to promote clarity in
regulations. Finally, the solutions to these obstacles
will allow pharmaceutical companies to embrace the
potential of digital marketing to the fullest, promote in
an ethical manner, improve patient trust, and sustain
the business even in the environment where healthcare
is integrated into an even more competitive
ecosystem.
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