RESEARCH PAPER

Securing Intelligent Engineering Networks: A Hybrid Al Framework for
Cyberattack Mitigation

Sujata Sahu', Dr. Debashreet Das?, Siva Prakash Sunkara®, J.G.Jothilakshmi*, Dr Geetanjali Gupta® and
Sanatan Ratna®

!Oklahoma City, Oklahoma, USA
2Associate Professor, Computer Science and Engineering, Centre For UG and PG Studies, Biju Patnaik University of

Technology, Odisha, Rourkela, India

3Utility GIS & Smart Grid Technology Consultant (SME) , Smart Grid & Grid Operations Technology , Tata Consultancy
Services , Glen Ellyn ,Illinois ,USA

“Assistant Professor, Department of Robotics and Automation, Karpaga Vinayaga College of Engineering & Technology

3 Assistant Professor, Department of Commerce, Maharaja Agrasen Institute Of Management Studies, Delhi, India
SAssistant Professor, Mechanical Engineering, ASET, Amity University, Noida, Uttar Pradesh, India
3https.//orcid.org/0009-0000-0431-4478 and SHttps://Orcid.Org/0000-0001-8732-5606

Received: 1** Mar, 2026; Revised: 7" Mar 2026; Accepted: 28" March, 2026; Available Online: 30" March, 2026

ABSTRACT

The rapid digital transformation of engineering systems has led to the integration of intelligent networks that combine
advanced computing, automation, and interconnected devices. These intelligent engineering networks support critical
infrastructures such as smart manufacturing systems, industrial automation platforms, intelligent transportation systems,
and energy management networks. While such integration significantly improves operational efficiency and real-time
decision-making, it also increases the vulnerability of these systems to sophisticated cyberattacks. Conventional
cybersecurity mechanisms often struggle to detect complex and evolving threats, particularly in environments
characterized by massive data exchange, heterogeneous devices, and dynamic communication protocols. In this context,
the development of intelligent security frameworks capable of identifying, predicting, and mitigating cyber threats has
become a pressing research priority. This study proposes a hybrid artificial intelligence framework designed to enhance
cyberattack mitigation in intelligent engineering networks. The framework integrates multiple artificial intelligence
techniques, including machine learning, anomaly detection algorithms, and adaptive pattern recognition methods, to
provide a multilayered defense mechanism. By combining supervised learning models with unsupervised anomaly
detection strategies, the proposed system aims to identify both known attack signatures and previously unseen malicious
behaviors. The architecture emphasizes real-time monitoring of network traffic, behavioral analysis of connected devices,
and continuous model updating to adapt to evolving cyber threats. The research methodology involves the design and
simulation of the hybrid framework within a controlled intelligent network environment. Network traffic data
representing normal operations and various cyberattack scenarios, such as distributed denial-of-service attacks, data
injection attempts, and unauthorized access activities, are used to evaluate the effectiveness of the proposed approach.
Through comparative performance analysis, the framework demonstrates improved detection accuracy and reduced false
alarm rates when compared with conventional rule-based intrusion detection systems. Furthermore, the integration of
adaptive learning capabilities enables the system to maintain consistent performance even when network conditions and
threat patterns change over time. The findings suggest that the adoption of hybrid Al-based cybersecurity strategies can
significantly strengthen the resilience of intelligent engineering networks. By combining predictive analytics with real-
time anomaly monitoring, the proposed framework not only enhances threat detection but also supports proactive
mitigation strategies that reduce system downtime and operational disruptions. As engineering infrastructures continue to
evolve toward fully connected and autonomous environments, the integration of intelligent cybersecurity solutions will
be essential for safeguarding critical digital assets. This research contributes to the growing body of knowledge on Al-
driven network security and highlights the potential of hybrid models in developing more robust and adaptive cyber
defense systems for future engineering networks.
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INTRODUCTION

The increasing integration of digital technologies into
engineering systems has transformed the way industrial
and technological infrastructures operate in the modern
era. Intelligent engineering networks now form the
backbone of many critical sectors, including
manufacturing, transportation, energy distribution,
healthcare equipment systems, and large-scale industrial
automation. These networks combine communication
technologies, embedded systems, sensors, and data-driven
decision-making  platforms to enable seamless
coordination between machines, software, and human
operators. While this digital transformation has
significantly improved efficiency, productivity, and system
reliability, it has simultaneously introduced new
cybersecurity challenges. As engineering infrastructures
become more interconnected and data-intensive, they also
become attractive targets for cyberattacks that can disrupt
operations, compromise sensitive data, or even cause
physical damage to equipment and facilities. Engineering
networks have traditionally been designed with an
emphasis on reliability, performance, and safety rather
than cybersecurity. Earlier generations of industrial control
systems and engineering communication networks were
often isolated from external networks, which reduced
exposure to malicious threats. However, the rapid adoption
of technologies such as the Internet of Things, cloud
computing, wireless communication platforms, and
intelligent automation systems has dramatically altered
this landscape. Engineering systems that were once
isolated are now interconnected through complex digital
architectures, enabling remote monitoring, predictive
maintenance, and real-time operational control. While
these capabilities offer significant advantages, they also
increase the attack surface available to cyber adversaries.

Cyberattacks targeting engineering infrastructures have
become more sophisticated in recent years. Threat actors
increasingly  exploit  vulnerabilities in  network
communication protocols, embedded software
components, and connected devices to gain unauthorized
access or manipulate system operations. Attacks such as
distributed denial-of-service events, malware infiltration,
data manipulation, and unauthorized command execution
can have severe consequences for engineering networks.
In industrial environments, such incidents may interrupt
production processes, damage expensive equipment,
compromise safety mechanisms, or disrupt essential public
services. The growing frequency of these threats highlights
the urgent need for robust and adaptive cybersecurity
mechanisms capable of protecting intelligent engineering
networks.

Conventional cybersecurity strategies typically rely on
signature-based detection methods, rule-based monitoring
systems, and static firewall configurations. Although these
approaches remain important components of network
defense, they often struggle to detect emerging or
previously unseen threats. Signature-based intrusion
detection systems depend on known attack patterns, which

means they may fail to recognize novel cyberattack
strategies. Similarly, rule-based monitoring frameworks
require constant manual updates to remain effective in
dynamic network environments. In complex engineering
networks where thousands of devices continuously
generate communication data, traditional security
mechanisms may become inefficient or incapable of
providing timely threat detection. Artificial intelligence
has emerged as a powerful technological approach for
addressing complex cybersecurity challenges. Al-based
models can analyze large volumes of network data,
identify hidden patterns, and adapt to evolving threat
landscapes with minimal human intervention. Machine
learning algorithms, in particular, have demonstrated
significant potential in detecting anomalies in network
traffic, predicting malicious behavior, and improving
automated response mechanisms. By learning from
historical network activity and continuously updating their
analytical models, Al-driven systems can identify unusual
patterns that may indicate cyber intrusions or malicious
activities. This capability makes artificial intelligence an
attractive tool for strengthening the security of intelligent
engineering networks. Despite the advantages of Al-based
cybersecurity systems, relying on a single artificial
intelligence technique may not be sufficient for addressing
the diverse range of cyber threats that modern engineering
networks face. Different types of cyberattacks may exhibit
varying behavioral patterns, and a single detection model
may struggle to capture all possible anomalies. For this
reason, hybrid artificial intelligence frameworks have
gained increasing attention in recent research. A hybrid
approach combines multiple Al techniques to create a
more comprehensive and adaptive defense mechanism. By
integrating supervised learning algorithms, unsupervised
anomaly detection models, and behavioral analysis
techniques, hybrid frameworks can improve the accuracy
and reliability of cyberattack detection systems.

The concept of hybrid Al in network security involves
combining the strengths of different computational
approaches to overcome the limitations of individual
models. Supervised machine learning algorithms can be
trained to recognize known attack patterns based on
labeled datasets, allowing them to classify malicious and
benign network activities effectively. However, these
models may struggle to identify new attack variants that
do not resemble previously observed threats. Unsupervised
learning techniques address this limitation by analyzing
network behavior without predefined labels and detecting
anomalies that deviate from normal operational patterns.
When these techniques are combined within a unified
framework, they create a more flexible and adaptive
system capable of responding to both known and unknown
cyber threats.

Intelligent engineering networks present unique challenges
for cybersecurity research. Unlike conventional
information technology networks, engineering networks
often involve real-time control systems, latency-sensitive
communication protocols, and interactions between digital
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and physical components. Security mechanisms must
therefore operate with high accuracy and minimal delay to
avoid interfering with essential engineering processes.
Furthermore, the heterogeneity of devices in engineering
environments, including sensors, actuators, programmable
logic controllers, and embedded communication modules,
creates additional complexity in network monitoring and
threat  detection. = These  characteristics  require
cybersecurity solutions that are both computationally
efficient and capable of handling diverse data sources.

The emergence of hybrid Al-based cybersecurity
frameworks offers promising opportunities for improving
the resilience of intelligent engineering networks. By
integrating machine learning algorithms with anomaly
detection models and adaptive behavioral analysis
techniques, hybrid systems can monitor network traffic
continuously and identify suspicious activities in real time.
Such systems can analyze multiple layers of network
communication, including device interactions, protocol
usage, and data flow patterns, to detect irregularities that
may signal potential cyber threats. Additionally, hybrid
frameworks can incorporate adaptive learning capabilities
that allow them to evolve as network environments change
or as new types of cyberattacks emerge.

Another important advantage of hybrid Al frameworks lies
in their ability to reduce false alarm rates while
maintaining high detection accuracy. In traditional
intrusion detection systems, excessive false alarms can
overwhelm network administrators and reduce the
effectiveness of security monitoring processes. Hybrid Al
models address this issue by combining complementary
detection techniques that validate suspicious activities
through multiple analytical perspectives. As a result, the
system can differentiate between legitimate network
anomalies and genuine security threats with greater
reliability. In recent years, research in cybersecurity has
increasingly focused on developing intelligent defense
systems capable of anticipating cyber threats rather than
merely reacting to them. Predictive analytics, supported by
machine learning and artificial intelligence technologies,
enables cybersecurity platforms to identify potential
vulnerabilities and forecast attack patterns before they
cause significant damage. When integrated into intelligent
engineering networks, such predictive capabilities can help
organizations implement proactive security strategies,
strengthen system resilience, and reduce operational risks
associated with cyber incidents. The growing reliance on
intelligent  engineering  networks  across  critical
infrastructure sectors further emphasizes the importance of
developing advanced cybersecurity solutions. Industries
such as energy generation, smart manufacturing,
transportation networks, and automated logistics systems
depend heavily on interconnected engineering platforms to
maintain efficient operations. A successful cyberattack
targeting these infrastructures could lead to significant
economic losses, safety hazards, and disruptions in
essential services. Consequently, protecting these networks

has become a priority for both researchers and industry
practitioners.

Against this backdrop, the present research explores the
development of a hybrid artificial intelligence framework
designed to enhance cyberattack mitigation in intelligent
engineering networks. The study investigates how the
integration of multiple Al techniques can strengthen
network monitoring, improve intrusion detection
capabilities, and support adaptive cybersecurity strategies.
By analyzing network behavior, identifying anomalies,
and enabling real-time threat detection, the proposed
framework aims to provide a more resilient security
architecture for modern engineering systems. The research
contributes to the broader field of cybersecurity by
addressing the growing need for intelligent and adaptive
defense mechanisms in complex network environments.
By focusing on hybrid AI methodologies, the study
highlights how the combination of complementary
analytical techniques can overcome the limitations of
conventional security models. As intelligent engineering
networks continue to expand in scale and complexity, the
development of advanced cybersecurity frameworks will
play a crucial role in ensuring the reliability, safety, and
sustainability of future technological infrastructures. In
summary, the protection of intelligent engineering
networks requires innovative cybersecurity strategies
capable of responding to evolving threats and complex
operational environments. Hybrid artificial intelligence
frameworks represent a promising direction for achieving
this objective, offering the ability to analyze large volumes
of network data, detect anomalies with high accuracy, and
adapt to changing threat patterns. The exploration of such
approaches is essential for strengthening the security
foundations of modern engineering systems and
safeguarding the critical infrastructures that support
contemporary society.

METHODOLOGY

The methodology adopted for this research is designed to
develop and evaluate a hybrid artificial intelligence
framework capable of strengthening the security of
intelligent engineering networks against cyberattacks. The
study combines data-driven analytical techniques with
simulation-based experimentation to analyze how different
artificial intelligence models can collaboratively detect
and mitigate cyber threats in complex engineering network
environments. The methodological process involves
network architecture modeling, dataset preparation, hybrid
Al  model development, training and validation
procedures, and performance evaluation through multiple
experimental scenarios.

Intelligent engineering networks are typically composed of
heterogeneous devices such as sensors, actuators,
controllers, communication gateways, and centralized
processing nodes. These devices exchange continuous
streams of data in order to maintain operational
coordination within industrial environments. In this
research, a simulated engineering network environment
was constructed to replicate real-world communication
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patterns observed in industrial automation and smart
infrastructure systems. The network architecture included
multiple device nodes connected through wireless and

wired communication channels, with centralized
monitoring servers responsible for collecting and
analyzing network traffic data. This simulated

environment allowed the study to safely replicate
cyberattack scenarios without affecting real operational
systems.

The hybrid AI framework proposed in this research
integrates three complementary analytical components:
machine learning-based classification, anomaly detection
algorithms, and behavioral pattern analysis. Each
component contributes to identifying malicious activities
within the network by examining different aspects of
communication behavior. Machine learning classification
algorithms are primarily responsible for identifying known
attack signatures, while anomaly detection models monitor
deviations from normal communication patterns.
Behavioral analysis modules further evaluate device-level
interactions to detect suspicious command sequences or
abnormal network access attempts.

In order to train and evaluate the hybrid framework, a
dataset representing both normal and malicious network
traffic was required. The dataset used in this research was
constructed by combining publicly available cybersecurity

datasets with simulated traffic generated within the
experimental network environment. Normal network
traffic included routine communication among sensors,
controllers, and monitoring systems, while malicious
traffic represented various cyberattack scenarios such as
distributed  denial-of-service attacks, data injection
attempts, and unauthorized network access. This combined
dataset ensured that the model could learn from both
realistic network behavior and diverse cyberattack

patterns.
The data preparation process involved several
preprocessing steps to ensure the reliability and

consistency of the dataset. Raw network traffic logs were
first cleaned to remove incomplete records and irrelevant
communication entries. Feature extraction techniques were
then applied to identify meaningful attributes that could
assist the Al models in distinguishing between normal and
malicious activities. These features included packet size
distribution, communication frequency, protocol type,
device authentication patterns, and connection duration.
The extracted features were then normalized to ensure that
variations in scale did not bias the learning process of the
algorithms.

Table 1 presents the key categories of features extracted
from the network traffic dataset and their relevance to
cyberattack detection.

Table 1: Network Traffic Feature Categories Used for Model Training

Feature Category || Description || Relevance to Security Detection
Traffic Volume Number of packets transmitted || Detects abnormal traffic surges
between devices such as DDoS attacks
Packet Size Variation in packet sizes during || Identifies irregular data
Distribution communication transmission patterns
Communication Rate of data exchange between | Helps identify automated malicious
Frequency nodes activity
Protocol Usage Types of communication || Detects  unauthorized  protocol
protocols used exploitation
Authentication Device login and access attempts || Identifies ~ unauthorized access
Patterns behavior

After preprocessing the dataset, the next step involved
developing the hybrid Al framework. The architecture of
the proposed model consists of three sequential layers that
collaboratively analyze network traffic data. The first layer
applies supervised machine learning algorithms to classify
network events based on previously known attack patterns.
Algorithms such as decision trees, support vector
machines, and random forest classifiers were evaluated to
determine their suitability for the classification task. These
models were trained using labeled data in which each
record was identified as either normal communication or a
specific type of cyberattack.

The second layer of the hybrid framework focuses on
anomaly detection using unsupervised learning techniques.
Unlike supervised algorithms that rely on labeled data,
anomaly detection models identify unusual patterns by

learning the baseline behavior of the network. In this
study, clustering algorithms and statistical outlier detection
techniques were used to identify communication events
that significantly deviated from established network
norms. This approach allows the framework to detect
novel cyberattack strategies that may not match known
attack signatures.

The third layer of the hybrid framework incorporates
behavioral analysis of devices operating within the
engineering network. This component examines sequences
of communication activities to determine whether device
behavior aligns with expected operational patterns. For
instance, if a sensor node begins transmitting unusually
large volumes of data or attempts to access restricted
system modules, the behavioral analysis module flags the
activity as potentially malicious. By examining device
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interactions at a behavioral level, the framework can detect
sophisticated attacks that might bypass traditional
signature-based detection mechanisms.

The overall architecture of the hybrid Al cybersecurity
framework is summarized in Table 2.

Table 2: Hybrid Al Framework Architecture for Cyberattack Detection

|Framework Layer” Al Technique Used || Primary Function |
| Layer 1 || Supervised Machine Learning || Detection of known cyberattack signatures |
| Layer 2 ||Unsupervised Anomaly Detection”ldentiﬁcation of abnormal network behaVi0r|
| Layer 3 || Behavioral Pattern Analysis || Monitoring device interaction patterns |

Following the design of the hybrid framework, the training
phase was conducted to allow the AI models to learn
patterns within the dataset. The dataset was divided into
training and testing subsets to evaluate the predictive
capabilities of the framework. Approximately seventy
percent of the data was used for training the models, while
the remaining thirty percent was reserved for validation
and performance testing. During the training process, the
supervised algorithms learned to classify network events
based on labeled examples, while the anomaly detection
models established baseline communication patterns
representing normal network behavior.

To ensure the reliability of the models, cross-validation
techniques were applied during the training phase. Cross-
validation involves repeatedly dividing the dataset into
multiple subsets and evaluating the model performance
across different combinations of training and validation
data. This approach helps prevent overfitting, where the
model becomes overly specialized in recognizing the
training data but performs poorly when exposed to new
network conditions. By applying cross-validation, the

study ensured that the hybrid framework could generalize
effectively across different cyberattack scenarios.

After training, the hybrid framework was tested under
simulated cyberattack conditions to evaluate its
effectiveness in detecting malicious activities. Multiple
attack scenarios were introduced into the simulated
engineering network environment. These scenarios
included high-volume traffic floods, attempts to inject
malicious data into control systems, unauthorized device
access attempts, and coordinated attacks involving
multiple compromised nodes. During these experiments,
the framework continuously monitored network
communication and applied its layered analytical
processes to detect potential threats.

The performance of the hybrid Al framework was
evaluated using several standard cybersecurity metrics.
These metrics measured how accurately the system
identified cyberattacks and how effectively it minimized
false alarms. The evaluation metrics used in this study are
summarized in Table 3.

Table 3: Performance Evaluation Metrics

Metric | | Description | | Purpose
Detection Percentage of correctly identified events Measures overall effectiveness
Accuracy

False Positive

Rate as attacks

Normal activities incorrectly identified

Indicates the reliability of detection

Detection Time

Time required to identify a threat

Measures the responsiveness of the

system
Precision Proportion of detected attacks that are || Evaluates detection quality
genuine
Recall Ability to identify actual attack events Measures the completeness of

detection

The experimental results obtained from these evaluations
were compared with traditional intrusion detection
systems that rely primarily on rule-based detection
methods. This comparison allowed the study to determine
whether the hybrid Al framework provided measurable
improvements in cybersecurity performance. Preliminary
observations indicated that combining supervised
classification with anomaly detection and behavioral
analysis significantly improved both detection accuracy
and threat identification speed.

Another important aspect of the methodology involved
assessing the scalability of the proposed framework.

Intelligent engineering networks often involve thousands
of interconnected devices generating large volumes of
data. Therefore, cybersecurity frameworks must be
capable of processing high data loads without introducing
significant delays in network operations. To evaluate
scalability, the hybrid Al framework was tested under
varying network traffic volumes, simulating environments
ranging from small industrial control networks to large-
scale smart infrastructure systems. The final stage of the
methodology focused on analyzing the adaptability of the
hybrid framework to evolving cyber threats. Cyberattack
techniques constantly evolve as attackers develop new
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strategies to bypass security mechanisms. To address this
challenge, the hybrid Al framework incorporates adaptive
learning capabilities that allow the system to update its
detection models as new data becomes available.

During the experiments, the framework was periodically
retrained using updated datasets that included new attack
patterns. This process allowed the system to maintain high
detection performance even when encountering previously
unseen threats. Through this methodological approach, the
research systematically investigates how hybrid artificial
intelligence models can enhance cybersecurity in
intelligent engineering networks. By combining multiple
analytical techniques and evaluating their performance
within simulated network environments, the study
provides a comprehensive assessment of the effectiveness
of hybrid Al frameworks for cyberattack mitigation. The
methodology not only demonstrates the technical
feasibility of the proposed system but also establishes a
structured foundation for future research aimed at
improving cybersecurity resilience in increasingly
complex engineering infrastructures.

RESULTS AND DISCUSSIONS

The results obtained from the experimental evaluation
provide valuable insights into the effectiveness of the
proposed hybrid artificial intelligence framework in
detecting and mitigating cyber threats within intelligent
engineering networks. The experiments were conducted
within a simulated network environment designed to
replicate the communication patterns commonly observed
in engineering infrastructures such as industrial
automation systems, sensor-based monitoring networks,
and interconnected control platforms. The objective of the
evaluation was to examine the capability of the hybrid

model to detect cyberattacks with high accuracy while
maintaining low false alarm rates and minimal processing
delays. During the initial stage of testing, the framework
was exposed to normal network traffic conditions to
establish a baseline for comparison. Under these
conditions, the network generated routine communication
exchanges between devices, including sensor updates,
controller commands, and data transmissions to
monitoring servers. The hybrid Al model successfully
learned the normal behavior of the network by analyzing
traffic patterns such as packet transmission frequency,
communication duration, and device authentication
activity. This baseline learning phase played a critical role
in enabling the anomaly detection component of the
system to identify irregular communication patterns in
later testing stages.

Once the baseline network behavior was established,
several cyberattack scenarios were introduced into the
simulated network environment. These attacks included
distributed denial-of-service events, unauthorized access
attempts, malicious command injection, and abnormal data
transmission  activities. = The  hybrid framework
continuously monitored the network traffic and applied its
multi-layered detection mechanism to identify suspicious
activities. The results demonstrated that the integration of
supervised machine learning and unsupervised anomaly
detection significantly improved the ability of the system
to identify cyber threats compared with traditional rule-
based intrusion detection methods.

Table 1 presents the detection accuracy of the hybrid Al
framework when exposed to different types of
cyberattacks within the simulated engineering network.

Table 1: Detection Accuracy for Different Cyberattack Types

| Attack Type ||T0tal Events| |C0rrectly Detected| |Detecti0n Accuracy (%)|
IDistributed Denial-of-Service]] 500 || 475 | 95.0 |
| Unauthorized Access || 400 || 374 | 93.5 |
| DataInjection Attack || 350 || 330 | 94.3 |
| Malware Communication || 300 || 282 || 94.0 |
| Abnormal Device Behavior || 250 || 235 | 94.0 |

The results indicate that the hybrid Al framework
consistently achieved detection accuracy above ninety
percent across all evaluated attack categories. Distributed
denial-of-service attacks exhibited the highest detection
accuracy due to their distinctive traffic characteristics,
which include sudden spikes in packet transmission and
abnormal communication frequency. Unauthorized access
attempts were also effectively detected, although slightly
lower accuracy was observed due to the subtle nature of
certain login-based attacks that closely resemble legitimate
user activity.

The anomaly detection component of the framework
played a crucial role in identifying previously unseen
cyberattack patterns. During the experiments, several
modified attack variations were introduced into the

network to evaluate the model’s adaptability. These attack
variations were not present in the training dataset and were
designed to simulate emerging threat strategies used by
sophisticated attackers. The hybrid Al framework
successfully detected a majority of these anomalous
behaviors by recognizing deviations from established
communication norms. This demonstrates the advantage of
integrating unsupervised learning techniques with
traditional classification models.

Another key aspect evaluated in the study was the false
positive rate of the proposed cybersecurity framework.
False positives occur when legitimate network activities
are incorrectly identified as malicious events, which can
create unnecessary alerts and reduce the efficiency of
network monitoring systems. The hybrid Al framework
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demonstrated a relatively low false positive rate when
compared with conventional intrusion detection systems.
The multi-layered verification process used in the hybrid
model enabled the system to confirm suspicious activities
through multiple analytical perspectives before generating
an alert.

Table 2 illustrates the comparative performance of the
hybrid Al framework and a conventional rule-based
intrusion detection system in terms of detection accuracy
and false positive rate.

Table 2: Performance Comparison between Hybrid AI Framework and Traditional IDS

System Type Detection Accuracy || False Positive Rate || Average Detection Time

(%) (%) (ms)

Traditional Rule-Based IDS || 82.6 124 | 120
Machine Learning Model 90.3 8.7 105

Only
Proposed Hybrid Al 94.2 4.8 95
Framework
The results show that the hybrid AI framework analysis capabilities and parallel processing of network

significantly outperformed the traditional rule-based
intrusion detection system in both accuracy and reliability.
While standalone machine learning models also improved
detection performance, the hybrid framework achieved the
best results by combining multiple analytical techniques.
The reduction in false positive rate is particularly
important for intelligent engineering networks where
excessive alerts may interfere with operational monitoring
and decision-making processes.

Another important outcome of the experimental evaluation
was the reduction in threat detection time. Rapid
identification of cyber threats is essential for preventing
the escalation of security incidents within engineering
infrastructures. The hybrid Al framework demonstrated
faster detection times compared with conventional
intrusion detection systems due to its automated data

traffic features. The behavioral analysis component further
contributed to this improvement by identifying suspicious
device actions early in the communication sequence.

The experiments also examined how the framework
performed under different network traffic conditions.
Intelligent engineering networks often experience
fluctuations in communication activity depending on
operational demands. For example, industrial automation
systems may generate high volumes of sensor data during
peak production periods. To simulate such conditions, the
network traffic load was gradually increased while
monitoring the performance of the cybersecurity
framework.

Table 3 presents the detection performance of the hybrid
framework under varying network traffic volumes.

Table 3: Detection Performance Under Different Network Traffic Loads

|Network Traffic Level||Detecti0n Accuracy (%)||False Positive Rate (%)|

| Low Traffic Load ||

95.1

| 4.3 |

| Moderate Traffic Load ||

94.6

| 4.6 |

| High Traffic Load ||

93.8

| 5.1 |

The findings indicate that the hybrid framework
maintained stable detection accuracy even under high
traffic conditions. Although a slight increase in false
positive rate was observed when the network traffic
reached peak levels, the overall performance remained
within acceptable limits. This demonstrates the scalability
of the hybrid AI model and its ability to function

effectively in  large-scale  engineering  network
environments.
The discussion of these results highlights several

important implications for cybersecurity in intelligent
engineering systems. First, the integration of multiple
artificial intelligence techniques significantly enhances the
reliability of cyberattack detection. By combining
supervised classification, anomaly detection, and
behavioral analysis, the hybrid framework addresses the

limitations of individual models and provides a more
comprehensive security solution.

Second, the results emphasize the importance of adaptive
learning capabilities in modern cybersecurity systems.
Cyber threats continue to evolve as attackers develop new
techniques to bypass traditional defense mechanisms. The
hybrid Al framework demonstrated the ability to detect
modified attack patterns that were not present in the
original training dataset, indicating that adaptive anomaly
detection plays a critical role in maintaining effective
network security.

Third, the reduction in false alarm rates achieved by the
hybrid model improves the overall efficiency of
cybersecurity monitoring processes. In industrial and
engineering environments, excessive false alerts can
overwhelm system administrators and reduce their ability
to respond to genuine threats. By minimizing false
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positives, the hybrid Al framework ensures that security
personnel can focus their attention on critical security
incidents.

The experimental results also highlight the importance of
continuous monitoring in intelligent engineering networks.
Many cyberattacks unfold gradually through a sequence of
small actions that may appear harmless when analyzed
individually. The behavioral analysis component of the
hybrid framework enables the system to track device
interactions over time and detect suspicious patterns that
may indicate coordinated cyber intrusions.

Another important observation is the potential of hybrid
Al frameworks to support proactive cybersecurity
strategies. Traditional security systems typically react to
cyberattacks after they occur, whereas Al-driven models
can identify early warning signs of malicious activity. For
instance, unusual communication frequency between
devices or repeated authentication failures may signal an
attempted intrusion. By identifying such patterns early, the
hybrid framework can initiate defensive responses before
significant damage occurs.

Despite the promising results, certain limitations were
identified during the evaluation process. The performance
of Al-based cybersecurity systems depends heavily on the
quality and diversity of the training dataset. If the dataset
does not adequately represent real-world network
conditions, the detection accuracy of the model may be
affected. Additionally, large-scale engineering networks
may require significant computational resources to process
high volumes of network traffic data. Future research
could explore the integration of edge computing
technologies to distribute cybersecurity analysis across
multiple network nodes, thereby improving processing
efficiency.

Overall, the results of this study demonstrate that the
proposed hybrid artificial intelligence framework offers
significant improvements in cyberattack detection and
mitigation within intelligent engineering networks. The
combination of machine learning, anomaly detection, and
behavioral analysis provides a robust defense mechanism
capable of identifying both known and emerging cyber
threats. These findings contribute to the ongoing
development of intelligent cybersecurity solutions
designed to protect complex engineering infrastructures in
an increasingly connected digital environment.

CONCLUSION
The increasing reliance on intelligent engineering
networks  across  industrial,  technological, and

infrastructural systems has significantly transformed the
way modern organizations manage operations and data-
driven decision-making. These interconnected networks
enable efficient communication among  sensors,
controllers, embedded devices, and centralized monitoring
systems, thereby improving productivity, automation, and
real-time  responsiveness. However, the growing
complexity and connectivity of these networks have also
created new cybersecurity challenges. As engineering

systems become more dependent on  digital
communication and automated processes, they become
more vulnerable to sophisticated cyber threats that can
disrupt operations, compromise sensitive information, and
cause severe economic and safety consequences. In this
context, the development of effective cybersecurity
frameworks capable of identifying and mitigating
cyberattacks has become a critical requirement for
maintaining the integrity and reliability of intelligent
engineering infrastructures. This research focused on the
design and evaluation of a hybrid artificial intelligence
framework aimed at strengthening cybersecurity
mechanisms within intelligent engineering networks. The
proposed approach integrates multiple analytical
techniques, including supervised machine learning,
unsupervised anomaly detection, and behavioral pattern
analysis, to create a multi-layered defense system capable
of identifying both known and emerging cyber threats. By
combining these complementary methods, the framework
addresses the limitations associated with traditional rule-
based intrusion detection systems and standalone machine
learning models. The hybrid structure allows the system to
analyze large volumes of network communication data,
detect irregularities in device behavior, and respond to
evolving threat patterns in a more adaptive and intelligent
manner.

The experimental results obtained from the simulated
network environment demonstrate that the hybrid Al
framework significantly improves the accuracy and
efficiency of cyberattack detection. The system was able to
identify multiple types of cyber threats, including
distributed denial-of-service attacks, unauthorized access
attempts, malicious data injections, and abnormal device
activities. Compared with conventional intrusion detection
approaches, the proposed framework achieved higher
detection accuracy while maintaining a lower false
positive rate. This improvement is particularly important
in engineering environments where excessive false alarms
can disrupt operational monitoring and reduce the
effectiveness of cybersecurity management. Another
important outcome of the research is the demonstration of
the adaptability of hybrid Al models in responding to
dynamic cybersecurity challenges. Intelligent engineering
networks operate in continuously changing environments
where new devices, communication protocols, and
operational conditions are frequently introduced. The
hybrid framework developed in this study incorporates
adaptive learning capabilities that allow the system to
update its detection models as new network data becomes
available. This feature enhances the long-term
effectiveness of the cybersecurity system by enabling it to
recognize emerging cyber threats that may not be present
in the original training dataset. Furthermore, the
integration of behavioral analysis within the hybrid
framework contributes to a deeper understanding of device
interactions within the network. Instead of relying solely
on individual data packets or isolated communication
events, the system evaluates patterns of device activity
over time to identify suspicious operational sequences.
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This capability enables the early detection of complex
cyberattack strategies that may involve coordinated
actions across multiple network nodes. As a result, the
proposed framework supports a proactive cybersecurity
approach in which potential threats can be identified and
mitigated before they escalate into significant system
disruptions.

Despite the promising findings, the study also highlights
several areas that require further investigation. The
performance of Al-based cybersecurity systems depends
heavily on the quality and diversity of the datasets used for
training and testing. Future research could explore the use
of larger and more diverse datasets representing real-world
engineering network environments to enhance the
generalizability of the model. In addition, the
implementation of hybrid Al frameworks in large-scale
industrial systems may require efficient computational
architectures capable of processing high volumes of
network traffic in real time. The integration of distributed
computing technologies and edge-based security
monitoring could further improve the scalability and
responsiveness of such systems. In conclusion, the
research demonstrates that hybrid artificial intelligence
frameworks represent a promising direction for improving
cybersecurity in intelligent engineering networks. By
combining machine learning, anomaly detection, and
behavioral analysis techniques, the proposed framework
provides a comprehensive approach to cyberattack
detection and mitigation. As engineering systems continue
to evolve toward increasingly connected and automated
infrastructures, the adoption of intelligent and adaptive
cybersecurity solutions will be essential for protecting
critical technological assets and ensuring the safe and
reliable operation of modern engineering networks.
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