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ABSTRACT

Security threats and attacks are a growing concern in the field of Internet of Things (IoT) infrastructure. Internet-based
automated network application models are used across various domains; commensurately, different security vulnerabilities
and anomaly attacks are also increased at the same level. These attacks could cause failures in IoT infrastructure and
network systems. In the modern world, Machine Learning (ML) models support various predictive analyses, providing
more accurate results for future forecasting in various fields. In this article, we compare existing classical Machine Learning
(ML) algorithms supported by Artificial Intelligence (Al) to evaluate and predict the performance and accuracy of different
vulnerabilities in IoT infrastructure. We considered and compared the results of Logistic Regression (LR), Support Vector
Machine (SVM), Decision Tree (DT), Random Forest (RF), and Artificial Neural Network (ANN) using publicly available
datasets. Through this evaluation, we obtained an accuracy of 99.4% from DT, RF, and ANN. Additionally, RF
demonstrated a highest accuracy of F1 is 0.994 and lowest STD variance is +0.014 than compared models in the selected
dataset.
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INTRODUCTION

The growth and demand for automated and autonomous
networks in various domains of the IoT network model are
creating day-to-day challenges for security systems. The IT
sector is increasingly data-driven, automating people's daily
activities across various fields. More research applications
and proposals are being presented on ML and the IoT for
their automated operations. The combined system of ML
and IoT technology is advancing the IT sector to the next
level in everyday life.

The growing complexity of real-time data collection in [oT
models is increasing security vulnerabilities, and security
breaches have become common phenomena in IT-enabled
fields. The ML-based prediction models are used in the
following fields, such as: the medical field, ECG analysis,
disease detection, and automated pathological models for
brain signal analysis contributes ML-based prediction
solutions. In agriculture, ML is used for tasks like leaf
disease detection, soil and seed quality estimation, and
determining irrigation needs. These complex tasks are
automated to minimize farmers' losses and reduce human
effort while ensuring high-quality production and
prediction [1]. Similarly, the automobile industry utilizes
ML for predictive maintenance, safety and other
applications [2]-[3]. Beyond these fields, many industries
are adopting ML for prediction and IoT for automating data
collection to support these predictions. As a result, IT-

driven industries are increasingly integrating these two
technologies, making them indispensable.

In IoT infrastructure, communication and broadcasting data
models use wireless mediums, which are more susceptible
to targeted attacks. The general form of security measures
in IoT infrastructure are limited to the local domain or node
level, and these security concerns cannot be effectively
expanded to cover larger areas, which can devastate and
affect IoT system setups [4].

IoT network architecture lack proper authentication
mechanisms, and data breaches and poor security standards
are common in many applications. For example, in 2016,
the Mirai botnet attack remotely controlled bots and
affected major applications like Twitter and Netflix.
Similarly, in 2021, vulnerabilities were found in thousands
of smart cameras against Domain Name System (DNS)
providers and affected millions user applications [5]-[8].
Thenceforth, higher security is required to protect IoT
models from attackers. Many security measures have
different effects on the vulnerabilities in IoT network
setups. Any classified form of an IoT components and data
are the backbone and confidential elements for the proper
execution of IoT systems. Entry points, such as backdoors,
can create security vulnerabilities and potentially lead to the
breakdown of IoT models. For example, governments,
business organizations, and private agencies are currently
working on smart application models that handle
confidential and important data. Machine Learning
prediction models systematically assess risks to data
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protection in modern systems, especially those handling
various IoT datasets and data models, or both. These models
consider the entire ML life cycle and different ML
architectures. The adoption of ML to solve an extensive
range of real-life problems has highly led to the collection
and processing of large volumes of data, including sensitive
information. Privacy-enhancing technologies are often
recommended to protect network data and ensure reliability,
as required by traditional and present loT infrastructure
model on data protection through AI [5]. However,
standalone IoT applications are insufficient to guarantee
high-quality data protection. The utilization of an ML-based
model framework, privacy and confidentiality risks in
network data can be better addressed. These models help
identify, assess, and mitigate privacy vulnerabilities,
enabling the implementation of countermeasures to prevent
data breaches in machine learning environments [9]-[10].
The primary goal of this ML model and IoT real-time
dataset analysis is to develop a smart, reliable, and privacy-
focused data protection system for loT-based infrastructure.
This system can prevent and detect network data
vulnerabilities and attacks, helping to avoid network failure
cases in loT infrastructure.

Further, analysis, evaluation and comparison with other
recent related works will be carried out in Section 2, which
provides an overview of related research articles and on IoT
infrastructure attacks and detection techniques. Section 3
describes the selected dataset material and method,
followed by Section 4, which explains the experimental
setup and results of the considered models. Finally, Section
5 presents the conclusion and future scope of this analysis.

RELATED RESEARCH WORKS

This related work section presents a several associated
works surveys on the security threats prediction related with
ML and IoT systems datasets. The principal security risks
are examined, along with the recent proposed
countermeasures. We highlight primary contributions made
in the field, and also identify important of the related to that
further investigation and in-depth analysis.

The IoT has led to the rapid growth of connected devices,
but this growth also brings security challenges, especially
due to the emergence of zero-day cyberattacks [11]. Many
studies have explored network-based intrusion detection
systems (NIDS) for IoT security, with deep learning (DL)
techniques showing promise in improving detection
accuracy and reducing false alarm rates (FAR). A Varity of
deep learning models, such as deep neural networks (DNN),
recurrent neural networks (RNN), convolutional neural
networks (CNN), and their variants like Long-Short-Term -
Memory (LSTM) and Gated-Recurrent-Units (GRU), have
been proposed for anomaly detection [12]. Comparative
studies show that DNN-based NIDS outperform traditional
models, with improved detection accuracy (0.57-2.6%) and
a reduction in FAR (0.23-7.98%). Feature selection,
particularly using the 16-35 best numerical features,
reduces model complexity without significant performance
loss. This incorporation of both categorical and numerical
data features further enriched the accuracy. Moreover, these
improvements, challenges remain in handling imbalanced

feature datasets and real-time data processing will need on
continued research.

In the background of Industry 4.0, anomaly node detection
in machine vision systems plays a vital role in enhancing
smart-industrial requirements and efficiency, adoptability
and innovation [13]. These authors present a machine vision
system designed for identifying and classifying anomalies
in modern advanced gearbox assembly models. The system
operates the Volatile Fatty Acid (VFA) methodology, which
combines fuzzy entropy and Euclidean fuzzy similarity
measures to facilitate nonlinear transformation through
deterministic functions. This approach creates a reliable and
realistic anomaly detection model. The measurement of
evaluation and assessment of this system was experimented
in a complex security scenario where cybercriminals
attempted to modify production machine, a change that was
not detected by other sensor nodes in the system. The
associative of advanced machine vision and fuzzy logic
model implementation practice, the system obtains a high
success rates in anomaly detection. This work also
recommends extension of system’s functionality by
employing intuitive fuzzy logic and dissimilarity measures,
which would further help the sensitivity and detection of the
attacks. Further, the use of protecting VFAs for anomaly
detection in future work could enhance the system's
robustness.

The proposed model provides an advanced security solution
to a critical attack problem in information systems by
ensuring high truthfulness and reliability [14]. The Al
algorithm embedded in the methodology, which accelerates
the learning rate, allowing for faster convergence in smart-
industrial models. This system's self-adaptation and self-
learning features enable it to identify and maintain the
primary characteristics of complex patterns, leading to
accurate and timely predictions relevant to smart industrial
setup environments. The model enhances prediction by the
concept of eliminating the variability attributed to industrial
sensitive data, effectively differentiative minute details
among complex data. The system model provides
intelligent correlation algorithms and machine learning
structures to enhance reliable predictions, which typically
improve categorization rates and minimize the probability
of wrong decisions. Given the rapid generation of extensive
quantities of industrial data, classical learning algorithms
generally fails to manage stream data. The proposed model,
provides notable reliability in predicting data shifts, with a
low "mutation" rate, assure the discovery of local extremes

and enabling better model integration in dynamic
environments.
Cybersecurity remains a major challenge in the

employment of [oT systems, particularly counter to cyber-
attacks. To address this issue, [15] introduces a new IoT
architecture that leverages enriched ML techniques to detect
cyber-attacks and monitor the status of induction motors
with notable accuracy. The proposed system utilizes the
CONTACT Element platform for IoT to provide real-time,
economical, and secure monitoring of motor status through
communication channels and internet connections. The IoT
platform automatically visualizes detected cyber-attacks as
fraudulent data on the dashboard, enhancing the system's
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security. Various experimental scenarios with data
acquisition validate the proposed IoT topology's
performance, confirming its ability to effectively visualize
motor issues and cyber-attacks with great accuracy.
Notably, the architecture incorporates the Random Forest
algorithm, achieving 99.03% accuracy in detecting motor
faults due to vibration under industrial conditions,
outperforming other ML models. The proposed IoT
platform is also characterized by low latency, ensuring
quick detection and visualization of motor faults and cyber-
attacks.

The author [16] evaluates eight ML and DL models,
including DT, KNN, RF, SVM, LR, Gradient Boosting
(GB), Naive Bayes (NB), and Artificial Neural Network
(ANN), using the CIC IoT Dataset 2022. The dataset,
preprocessed with CICFlow-Meter to extract over 80
statistical ~features, was balanced using sampling
techniques. Recursive Feature Elimination (RFE) identified
critical features like Pkt Len Max, enabling effective attack
detection. Experiments using two feature sets (six and three
features) showed Gradient Boosting outperformed other
models, achieving accuracies of 95.94% and 95.28%. The
model excelled in detecting Flood and RSTP brute-force
attacks. This research underscores the performance of ML
and DL methods in enhancing IoT network security and
protecting sensitive data.

In recent work, the authors proposed a model an Al-based
intrusion detection system (IDS) accommodating advanced
feature selection techniques combining fuzzy logic and
genetic algorithms (GA). The approach integrates bio-
inspired optimization methods, such as Intelligent Water
Drop (IWD) and Biogeography-Based Optimization
(BBO), to enrich feature selection [17], [18]. A feed-
forward fuzzy water drop network (FWDNN) was
implemented for successful intrusion detection and attack
classification. This proposed model was evaluated on real
IoT network datasets and CICIDS-2017, the result
demonstrates superior performance compared to existing
models across various evaluation key metrics. This model
highlights its efficiency in detecting malicious activities in
an JoT networks.

Another latest research work-based intrusion detection
systems (IDS) integrated in resource-constrained IoT
environments [19]. The research work proposed an
intelligent IDS integrating proportion minimized through
Principal Component Analysis (PCA) and machine learning
techniques. Using the dataset UNSW-NB15, and this model
achieved noteworthy detection performance, addressing
challenges like labeled data and communication overhead
in [oT networks. PCA-selected components integrated with
classifiers such as XgBoost and CatBoost shows an
exceptional accuracy of 99.99%. This approach effectively
enriches IoT security in smart cities and healthcare

applications. Future directions required on the integration
of deep learning models for improved traffic classification.
The authors proposed an Al-driven IDS architecture for
securing the Internet of Vehicles (IoV) [20]. Deep learning-
based classifier engines (DLEs) were deployed on Multi-
access Edge Computing servers to classify vehicles based
on possible attack types using vehicle-generated messages.
Among the classification techniques explored, sequence-
image-based classification using CNNs outperformed other
models [21]. The work addressed major cybersecurity
attack types in IoV scenarios, with future plans to include
additional misbehavior types, such as vehicular sensor
malfunctions and faulty data transmission, in next-
generation intelligent transportation systems.

The authors highlight an advanced IDS designed for IoT
networks using artificial intelligence algorithms to combat
cybersecurity threats [22]. The system considered KNN,
Linear Discriminant Analysis (LDA), CNN, and
convolutional long short-term memory networks (CNN-
LSTM) to detect MQTT protocol-based intrusions. Using a
Kaggle-sourced dataset injected with attacks like brute-
force, flooding, malformed packets, SlowlITe, and normal
packets, the system demonstrated high performance. The
CNN-LSTM model achieved 98.94% accuracy, surpassing
KNN (80.82%) and LDA (76.60%), showcasing its
effectiveness in safeguarding IoT communication via
MQTT protocols.

The authors proposed an anomaly detection model proving
deep neural networks (DNN) enhanced with the chicken
swarm optimization (CSO) algorithm to effectively
detection mechanisms for securing networks [23].
Evaluated on the UNSW-NB15 dataset, the model achieved
94.85% accuracy and a 96.53% detection rate,
outperforming techniques like GA-NB, GSO, and PSO. The
DNN-CSO model demonstrates high efficiency in
identifying anomalies, making it suitable for securing IoT
networks.

The growing field of IoT network adoption has led to
increased network traffic, the traditional attack detection
methods will be insufficient [24]. These authors proposed
an architecture model for detecting malicious node in IoT
network traffic using supervised machine learning
algorithms: SVM, Gradient Boosted Decision Trees
(GBDT), and RF. Evaluated on the NSL-KDD dataset, the
RF algorithm recorded the highest accuracy of 85.34% and
outperformed other metrics of specificity and prediction
time.

The obtained results confirm that supervised ML techniques
effectively identify malicious traffic in IoT network. In
future the same proposed work can be expanded by
exploring new loT devices, malware-infected data, and
advanced technologies for enhanced IDS. The Table 1.
summarizes key aspects of the related works from [12] to
[24], comparing methods, results, and limitations

Table 1. Summary of Related Works

Author(s) | Key Focus | Methods/Techniques

Used

Dataset Used | Results Limitations

Achieved
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[12] Anomaly False rate alarm | Balanced Improved Not
detection (FRA) with DL dataset detection considered
accuracy imbalanced
and real time
dataset
[13] Abnormality | VFA  methodology, | Cybersecurity | High success | Limited to
detection in | fuzzy entropy, | scenario rates in | specific
machine Euclidean fuzzy anomaly industrial
vision  for | similarity, machine detection; contexts;
Industry 4.0 | vision techniques potential for | scope for
cybersecurity | enhancing
applications | fuzzy  logic
methodologies
[14] Timely Intelligent correlation | Industrial Reliability in | Limited
predictions | algorithms and | sensitive data | shifting and | Industrial
and machine learning mutation datasets
elimination rate.
of variable
attribute for
industrial
models
[15] IoT Machine learning | CONTACT Achieved Limited
intrusion techniques, Random | Element IoT | 99.03% scenarios
detection for | Forest, IoT accuracy in | evaluated;
induction architecture detecting potential  for
motor motor faults; | expansion
monitoring reduced with other ML
latency and | techniques
improved and datasets
visualization
[16] Cyberattack | ML and DL | CIC IoT | Achieved Dataset
detection techniques for flood | Dataset 2022 | 95.94% imbalance;
using Al | and brute-force accuracy further testing
models cyberattacks using required  for
Gradient generalization
Boosting to other
model; high | attacks
performance
with both
feature sets
[17]-[18] | IDS based | Fuzzy and genetic | IoT and | BBOKNN No  specific
on fuzzy and | algorithms, intelligent | CICIDS- model analysis of
genetic water drop (IWD), | 2017 dataset | outperformed | real-world IoT
algorithms biogeography-based others in | environments;
[15] optimization (BBO), terms of | limited to
neural network evaluation dataset-driven
metrics results
[19] ML-based Feature UNSW- Achieved Focus on
IDS in | dimensionality NB15 dataset | 99.99% limited
resource- reduction, PCA, accuracy dataset;
constrained | XgBoost, CatBoost, with  PCA- | requires
IoT KNN, SVM, QDA, XgBoost and | further
NB algorithms PCA- optimization
CatBoost for real-time
models IoT systems
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The related works highlight the critical role of ML in
enhancing IoT network security against evolving cyber
threats. Various approaches, including deep learning,
feature selection algorithms, and ensemble methods, have
demonstrated improved anomaly detection and intrusion
prevention. Several frameworks utilized advanced
techniques such as PCA, fuzzy algorithms, and neural
networks, achieving accuracy rates exceeding traditional
methods. However, many existing works focus on
introducing new methodologies without thoroughly
evaluating the foundational impact of standard ML models.
Additionally, some studies did not emphasize large datasets,
limiting the scalability and generalizability of their
solutions. Most proposed models failed to surpass 90%
accuracy consistently, underscoring the need for more
robust frameworks. Future efforts should prioritize
leveraging large-scale datasets and optimizing ML models
to achieve higher detection accuracy and scalability while
maintaining simplicity and computational efficiency in
resource-constrained IoT environments.

MATERIALS AND METHODS

This section explores and describes the selected dataset for
this evaluation, along with classical ML models applied to
predict the best model.

[20]-[21] | Al-based Deep learning, CNN | IoV network | CNN Future work to
intrusion for sequence-image- | messages performed cover all types
detection in | based classification, best among | of
IoV edge computing models, used | misbehavior;

servers to detect | requires
vehicle expansion for
attack types | ITS scenarios

[22] IoT KNN, LDA, CNN, | Kaggle CNN-LSTM | Need for
intrusion CNN-LSTM for | dataset achieved broader attack
detection MQTT protocol IoT 98.94% types; limited
based on Al | intrusion detection accuracy; by dataset
algorithms good scope and

detection of | validation
malicious
10T traffic

[23] IoT security | DNN for anomaly | IoT dataset 94.85% Limited to
using detection, chicken accuracy; dataset-
anomaly swarm  optimization model specific
detection (CSO) for outperformed | scenarios;
with  DNN | optimization GA-NB, needs
and CSO GSO, and | improvement

PSO methods | for more
complex IoT
environments

[24] Malicious SVM, GBDT, RF | NSL-KDD RF algorithm | Limited traffic
network classification methods | dataset achieved types
traffic for detecting 85.34% analyzed;
detection for | malicious  network accuracy for | further
IoT traffic malicious exploration

traffic into additional
detection IoT datasets
and
technologies
Dataset

The overall analysis configuration setup consists of
different levels of independent phases. Figure. 1 presents an
overview of the system's phases. The initial phase involves
data collection and dataset examination. In this phase,
suitable real-time data is systematically selected, collected
and examined to observe the data types and attributes. The
selected dataset contains both normal [oT data patterns from
various [oT applications and different type of attacks.

Data Collection and Dataset Analysis ; Dataset
Analogy Classes ,Types of data
3
Data Cleaning .
Data Visualization Data Processing
Feature Engineering T
Sampling Split

Training Data Testing Data

LR, SVM, DT,

RF and ANN Learning Algorithm

2 3

Generate Final Model

Metries :
Accuracy, Precision ,
Recall, F1 score and ROC

Model Evaluation

Figure 1. Workflow Phases
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The next process of converted the data into feature vector,
the data processing implementation is required on the
collected dataset, it consist of cleaning, visualization,
feature engineering and vectorization on the data. These
feature vectors data 100% is divided into 70 ratio data for
training and 30 ratio data testing. The training data is used
in the ML model algorithm, and final model is developed to
find the optimized model [25].

Dataset selection and description

The publicly available dataset was selected from the Kaggle
platform [26]. This dataset was virtually created in an IoT
environment, producing synthetic data, and was posted by
Pahl et al. The selected dataset contains 357,952 sample
records with 13 features, consisting of 347,935 healthy data
frequencies and 10,017 affected data frequencies, classified
into 8 different categories. The 13 features of the dataset are
listed in Table 2. In this dataset, the data types of the
features are nominal (object type), except for the timestamp
feature, which is discrete (Int64). Table 3 provides the exact
frequency count of different anomaly attacks from the entire
dataset.

Data preprocessing

The first task in data analysis is to feed the dataset into a
classifier in the machine learning exploratory process [27].
To examine the missing data, the 'Accessed Node Type'
(ANT) column, which contains categorical values, and the
'Value' column, which contains continuous values, were
observed. The ANT column contained 148 'Not a Number'
(NaN) entries. Removing and eliminating these 148 entries
would result in the loss of valuable data. Therefore, these
NaN recorded entries were replaced with the value
'Malicious' Similarly, missing data in the '"Value' feature
were replaced using a similar methodology, where
continuous values were substituted with meaningful values
such as '0.0', '1.0', 20.0, etc. [28]

Table 2. Dataset Features

S.No | Features Data Types

1 Source ID nominal-Obj-
type

2 Source Address nominal-Obj-
type

3 Source Type nominal-Obj-
type

4 Source Location nominal-Obj-
type

5 Destination_Service Address | nominal-Obj-
type

6 Destination_Service Type nominal-Obj-
type

7 Destination_Location nominal-Obj-
type

8 Accessed Node Address nominal-Obj-
type

9 Accessed Node Type nominal-Obj-
type

10 Operation nominal-Obj-
type

11 Value nominal-Obj-
type

12 Timestamp discrete-Int-64

13 Normality nominal-Obj-
type

Table 3. Attacks frequency

S.No | Attacks Count

1 Denial of Service 5,780

2 Scan 1,547

3 Malicious Control 889

4 Malicious Operation 805

5 Spying 532

6 Data Type Probing 342

7 Wrong Setup 122

Total 10,017

In most related works, no feature selection or advanced
machine learning approach has been applied. In the feature
engineering process, it is essential to identify the types of
features in the dataset, as the selected dataset contains both
numerical and categorical data. The numerical data includes
discrete and continuous values, while the categorical data
can be grouped into nominal and ordinal categories.
According to the selected dataset from Table 1, the
'"Timestamp' and 'Value' features are not considered in this
work.

The next crucial step is converting nominal type features
into vectors, as categorical values can be transformed into
vectors in various ways. Label encoding (numerical
number) and one-hot encoding (0s and 1s) are two
prominent methods for numerical values to fit the data into
ML models. In this work, we applied label encoding to the
selected dataset because most of the features were of the
same type [29]. Additionally, using one-hot encoding would
result in more dimensions, making it harder to fit into
machine learning algorithms.

Theoretical proof

Al machine learning algorithms are a set of mathematical
models and computational techniques used for analysis,
where they predict output values from given input data [30].
Various algorithms can be applied in machine learning-
based prediction models across different fields and datasets.
The following subsections provide theoretical explanations
of these machine learning algorithms.

Logistic Regression (LR)

LR, also called the logit function, is a type of classification
model used when the response variable is categorical [31].
The fundamental idea behind logistic regression is to
analyze the relationship between features and the
probability of a particular predicted outcome. LR uses the
sigmoid function to map predictions to probabilities [32].
LR is a discriminative model that relies on the independent
variables in the given dataset [29]. In our case, we
considered four following features to predict the value,

Let X = Xo, X1, ..., Xo-1 represent the distinct features, W =
Wo, Wi, ..., W1 represent the weights, and b = bo, by, ...,
by-1 represent the biases, while C = co, ci, ..., C7 represents
the 8 classes. The equation for the estimation is specified as
follows in Equation. (1).
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1

1+exp-WX+D) ©)

Predicted Value(C) =

Support Vector Machine (SVM)

Like LR, SVM is a supervised learning model pre-owned
for both linear and non-linear classification, as well as
outlier detection and regression [33]. Compared to other
models, SVM is particularly suitable for non-linear data.
Let x: represent the input, ¢; represent the class, and i
represent the Lagrange multiplier values. The weight vector
W estimation can be calculated using the following
Equation. (2) to find the optimal hyperplane.

W = ¥y xa;c; (2)

Where W is the weight vector that defines the hyperplane.
ai are the Lagrange multipliers (non-negative values).

ci are the class labels (usually + 1 or — 1 for binary
classification).

x; are the input data points.

n is the number of training samples.

The dual formulation uses Lagrange multipliers

ai to convert the problem into a maximization problem. The
dual objective function is using the following Equation. (3):

.. _ 1 _ -
Maximize a ; Y13 a ; — 52?201 o cic(x;,x)
3
Decision Tree (DT)

A DT is a popular supervised learning algorithm mostly
applied for classification and regression tasks, capable of
predicting class labels by incrementally splitting data based
on feature values [34]. The tree begins at the root node,
representing the entire dataset, and splits into branches
according to conditions that maximize valuable information
gathering or minimize impurity. Each decision node tests a
specific attribute, while leaf nodes represent the final class
labels or outcomes. This process involves recursively
partitioning the data based on attribute values until a
stopping criterion is met. DT handle both numerical and
categorical data effectively and require minimal
preprocessing. The splitting criterion often uses
Information Gain, which is calculated using Equations (4)
and (5):
K \chitay :
—— _H(chilld;)

Information-Gain = H(parent) - Zi:l —
“)

Where HisH = - Zi.;l pilog,(p;) (5)

Random Forest (RF)

RF is a powerful supervised learning algorithm that highly
follows both classification and regression tasks in machine
learning. It supports the principles of composite learning,
where multiple decision trees are combined to identify the
class or value of a given dataset [35]. This modern approach
makes RF particularly effective solution for complex
problems which includes classified, uncorrelated datasets.
The primary concept of using multiple trees allows RF to
attain higher accuracy, reduce overfitting, and handle huge
datasets efficiently. It also requires minimal training time
and enabling models to be developed very easily and

quickly compared to other existing algorithms. A main
feature of RF is the use of out-of-bag (OOB) sample
datasets for cross-validation and finalizing predictions,
which enhances model accuracy and helps prevent
overfitting.

Artificial Neural Network (ANN)

ANNSs are a sub-field of artificial intelligence encouraged
by the structure and functioning of the human brain [36].
ANNSs consist of interlinked neurons connected to each
other via weighted connections, which represent the
strength and type of relationships [37]. They are especially
suitable for handling nonlinear datasets and are capable of
recognizing complex patterns same as how human nerve
cells process information. The working approach of ANNs
involves three layers: input, hidden, and output, while also
performing parallel and distributed information processing
learned from training samples. Although optimizing errors
in ANNs takes longer than with other techniques, their
ability to adapt to data and learn through real-time
operations, adaptive learning, and self-organization makes
them highly advantageous. These networks excel in solving
complex problems through pattern recognition and
generalization.

In a non-linear dataset, several popular types of activation
functions can be used to process individual input samples.
After this, the softmax function is applied to compute the
initial predicted values. The softmax function calculates the
predicted probability for each class as follows the Eq. (6).

e
PPi = S (6)
Here, ppi represents the predicted probability for class i, and
zi is the input to the softmax function. These predicted
values, along with the true values, are then used to compute
the loss function, which helps update the weights across the
entire neural network architecture.

EVALUATION AND RESULT ANALYSIS

To evaluate the performance of the classical model and
ensure its suitability for the given problem, the following
performance metrics are used for a comprehensive
assessment:

Confusion Matrix: A tabular representation that presents the
true positive, true negative, false positive, and false
negative values, providing insight into the classification
performance.

Accuracy: Gives the overall correctness of the model's
predictions, calculated as the ratio of accurately predicted
instances to the given total instances [38].

Precision: Calculates the measures of positive predictions
by identifying the proportion of rightly predicted positive
instances out of all instances predicted as positive.

Recall: This metric measures the ability of the model to
perfectly identify positive instances, computed as the ratio
of true positives to the total actual positive instances.

F1 Score: The mean values of Precision and Recall, offering
a balanced measure of the two metrics. It is specifically
valuable when there is an uneven class distribution models
[39].

Receiver Operating Characteristic (ROC) Curve: A
graphical representation that illustrates the diagnostic
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ability of a binary classifier by plotting the true positive rate
(Recall) against the false positive rate at various threshold
settings [39].

Experimental Configuration

The experiment was conducted on a LENOVO S81FS
desktop running Microsoft Windows 11 Pro (Version
10.0.22631, Build 22631) with an AMD64 Family 21
processor (~2300 MHz), 4 GB RAM, and a virtual memory
capacity of 6,112 MB. The system utilized Pandas and
NumPy for data preprocessing, Matplotlib and Seaborn for
visualization, and Scikit-learn and Keras for data analysis
and model training. This setup provided sufficient resources
for handling the dataset and executing the experiments
effectively.

Result Analysis

In this section, the machine learning techniques discussed
earlier were applied to the selected dataset. Five-fold cross-
validation was performed using all of these techniques [31].
Instead of standard cross-validation, five-fold cross-
validation addresses the probable issue of class imbalance,

because each fold provides the class distribution and
ensures balanced representation of the majority and
minority classes in the given dataset through stratification
[40].

The results showed that RF and ANN outperformed then
other models in both the training and testing datasets. The
performance of DT was significantly similar to that of RF
and ANN in terms of training accuracy. However, when
tested on the testing data, DT showed considerable
deviation and performed poorly, although it delivered
consistent results across the subsequent three folds. SVM
and LR performed worse compared to the other models
during training. Interestingly, in the first fold of the testing
phase, both SVM and LR performed better than the other
techniques, with LR showing superior performance.
However, in the next three folds, both SVM and LR
exhibited poorer results than the other models. As per 70:30
ratio the training and testing obtained accuracy result is
presented in the Figure. 2 (a) and (b). The Figure 3. shows
the training and test data metrics comparison.

TRAINING
——LR —-SVM DT RF —=%=ANN
0.995
0.99 .
0.985
0.98
0.975
50113 100226 150339 200453 250566
Figure 2. (a) Fold-Cross Validation Training data accuracy.
TESTING
——LR —8-SVM DT RF ——ANN
0.99
0.97
—
0.95
0.93
21477 42954 64431 85908 107385

Figure 2. (b) Fold-Cross Validation Testing data accuracy.
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Training vs Testing Performance Metrics

Accuracy Precision
1.00 1.00

EEE Training EEE Training
 Testing mm Testing

0.99 -

0.98 -

0.97 4

0.96

0.95 -

LR SVM DT RF ANN LR SVM DT RF ANN
Recall F1 Score
1.00 1.00
BN Training BN Training
mm Testing mm Testing

0.99

0.98 -

0.97 1

0.96 -

0.95 -

DT RF ANN LR SVM

Figure 3. Training and testing metrics performance
The Tables 4 and 5 present the different evaluation metrics for various techniques trained and tested on the dataset. It can
be observed that DT, RF, and ANN show high accuracy, precision, recall, and F1 score. Although LR and SVM perform

well on our selected dataset, they do not have as significant an impact as the other classifiers

Table 4. Evaluation Metrics of Training Dataset

Metrics | Accuracy | STD (+/-) | Precision | Recall | F1 Score
LR 0.983 0.0012 0.98 0.98 0.98
SVM 0.982 0.0015 0.98 0.98 0.98
DT 0.994 0.00081 0.99 0.99 0.99
RF 0.994 0.00081 0.99 0.99 0.99
ANN 0.994 0.0013 0.99 0.99 0.99
Table 5. Evaluation Metrics of Testing Dataset
Metrics Accuracy )S D (+- Precision Recall F1 Score
LR 0.983 0.0055 0.98 0.98 0.98
SVM 0.982 0.0064 0.98 0.98 0.98
DT 0.994 0.016 0.99 0.99 0.99
RF 0.994 0.014 0.99 0.99 0.99
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ANN 0.994 0.021

0.99 099 [0.99

To summarize the performance of the applied models using
the confusion matrix on 30 percent of the dataset samples,
Random Forest demonstrated the best performance for the
proposed work. Random Forest effectively classified most
attack types with minimal misclassification. Out of 1,734
DoS samples, Random Forest misclassified only 589 as
Normal. For Scan with 464 samples, Malicious Control
with 266 samples, Malicious Operation with 241 samples,
spying with 159 samples, Data Type Probing with 102
samples, and Wrong Setup with 36 samples, Random Forest
achieved perfect classification with no misclassification.
Additionally, Random Forest accurately predicted 69,558
samples as Normal, showcasing its superior accuracy.

In comparison, Logistic Regression and Support Vector
Machine exhibited significantly lower accuracy and higher
misclassification rates. Random Forest achieved better
precision in classifying attacks like DoS, Scan, Malicious
Control, Malicious Operation, Spying, Data type Probing
and Wrong Setup compared to other models.

Figure 4. presents the confusion matrix, which shows the
performance of the Random Forest model on 30% of the
dataset samples. The results emphasize the Random Forest
model's ability to minimize misclassification and provide
reliable classification for the dataset, outperforming other
techniques like LR, SVM and techniques

Predicted Malicious

Malicious
V\Actual | PO Sean Control

Operation

Data Type
Probing

nE

Normal

Spying it

DoS 1,145 o 0 0 0 0 0 589

Scan 0 464 0 0 0 0 0 0

Malicious
b 0 0 266 0 0 0 0 0

Malicious
o 0 0 0 241 0 0 0 0

Spying 0 0 0 0 159 0 0 0

Data Type
Probing 0 o 0 0 0 102 0 0

wrong
P 0 0 0 0 0 0 36 0

Normal 0 0 0 L] 0 0 0 69,558

Figure 4. Confusion Matrix for Random Forest Model
Performance on the Dataset

CONCLUSION

This ML evaluation gives an insight of that the Random
Forest (RF) approach is highly effectiveness for detecting
vulnerabilities in IoT network system. RF model is
performed superior performance in accurately predicting
vulnerabilities and attacks such as DoS, Scan, Data Probing,
Malicious Control, Malicious Operation, Spying, and
Wrong Setup, whereas compared to another ML models.
Moreover, the RF performed well in predicting DoS and
Normal dataset samples high accurately than other standard
models. Therefore, this evaluation work, concluded that RF
is highly suitable model for IoT systems attack and anomaly
detection. This evaluation method is value add method to
vulnerability prediction in the classical ML approaches, and
no novel or enhanced algorithm was employed in this
evaluation. Therefore, further research is needed to propose

more enriched detection algorithms and discovering the
overall framework design in superior requirement.
Additionally, this evaluation performance was conducted
using virtual environment data, and real-time data may
present more challenges. A more empirical feature study
focusing on real-time data and also it also necessary to
address real time vulnerability issues. Further studies and
implementations are needed to investigate deeper into IoT
network vulnerability issues. Among all models, RF
attained the highest accuracy (0.994/0.99) along with
lowest F1 score variance (STD +0.014), indicating superior
and stable. Therefore, the RF as the best model and
performed great in this evaluation work with an accuracy
along with F1 score other than another compared model.
This result may not be guaranteed in the case of another
larger datasets or unpredicted dataset. Therefore, more
research evaluation is required to evaluate the reliability
and performance of RF under various circumstances
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