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ABSTRACT
This study uses simulation to evaluate complex networks' resilience to various attack techniques and defense
systems. We use Zachary's Karate Club and the Les Misérables co-occurrence graph to analyze structural
vulnerability using a novel multi-criteria vulnerability index with six normalized centrality measures. Random,
targeted, and dynamic node removal assaults are simulated to determine their effects on network metrics such
connected component sizes, diameter, path length, and efficiency. We also use immunization to protect
structurally essential nodes and edge rewiring to increase redundancy. Immunization and rewiring reduce
network fragmentation and sustain connectivity, but targeted and dynamic attacks severely destroy network
structure. The research provides a thorough simulation approach for analyzing complicated networks and
improving their failure resistance.
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metrics, complicated networks
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1. Introduction
Sociology, biology, technology, and must be examined for resilience and
economics analyze complex systems via vulnerability. Nodes' centrality or influence in

complex networks [1]. Complex networks are
graphs G = (V, E) containing pairwise
connections between nodes v and edges e.
Research into graph aspects such node degree
distribution, clustering coefficients, assortative
measures, and path-length characteristics
shows complex network systems' structural
layout and navigability [2, 3]. To resist targeted
attacks or random failures, complex networks

network systems is measured by CB(v), CC(v),
CE(v), and CS(v) [4-6]. Multiple methods exist
for eliminating network nodes to analyze
system behavior during attacks or random
failures. = Randomly eliminating nodes
simulates widespread failures, while centrality-
metric-based removal disrupts critical nodes.
Dynamic targeted removal requires extra
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computation and iterative centrality metric
recalculation for adversarial simulations [7].

To boost security, vulnerability
evaluation uses node immunization and edge
rewiring. Attackers avoid interruption by
securing vital network connections. Edge
connection reconfiguration reduces central
node dependency and increases network
resilience to structural shocks. Multiple
structural parameters must evaluate attack and
defense systems [8]. The number of
disconnected components, network width,
largest and second-largest linked components,
and average shortest path length are relevant
metrics. Zachary's Karate Club and Les
Misérables co-occurrence network simulations
demonstrate how theoretical insights regarding
network resiliency are applied. Comparative
analyses reveal that targeted vaccination and
edge rewiring strengthen networks, allowing
larger connected components and increased
global efficiency after major node elimination.

These findings underline the necessity
to combine theoretical centrality measures with
actual approaches to protect complex networks
from multiple vulnerabilities. A multi-criteria
index based on a weighted mixture of several
types of centralities is introduced in this
research to assess massive networks under
diverse attack and defense scenarios using an
integrated simulation environment. This
method examines how three forms of random,
targeted, and dynamic targeted deletion attacks
and two defense strategies securing important
nodes and edge redrawing affect structural and
functional indices on two benchmark networks
with different topologies. The results indicate
that the suggested index may identify
vulnerable nodes and improve network
resilience better than basic centralities and be
utilized to assess and optimize real networks.
Paper contribution:

New multi-criteria vulnerability index
ranks crucial nodes based on weighted
normalized centrality.

Integrated simulation framework with
random, targeted, and dynamic assault
scenarios and two defending techniques
(securing and edge redrawing).\

Used structural and functional
indicators to analyze assault and defense
scenarios on two benchmark networks (Zakari
Karate Club and Binwayan Co-Occurrence
Network).

Multi-criteria indexes beat single
centralities in finding sensitive nodes and
enhancing network resilience, promising real-
world applications.

This paper combines theoretical and
practical approaches to understanding and
improving complex network structural
integrity to help academics and practitioners
avoid risks and sustain functionality in various,
network-dependent systems.

2. Literature Review

Numerous research has been conducted in recent
times that have exhaustively investigated the
vulnerabilities and resilience mechanisms in
complex networks. These studies have placed an
emphasis on centrality-based analysis and
robustness under a variety of attack scenarios. A
significant body of research studies topological
indications that effect network susceptibility.
This research demonstrates how structural
aspects influence connection when focused
assaults are being carried out. According to the
findings of this research, strengthening the
resilience of a network requires both the correct
identification of essential nodes and the
identification of structural weaknesses. The study
includes the presentation of novel methods for
evaluating robustness in complicated networks.
According to their investigation, conventional
centrality measures are negatively affected by
changes in network structure. This finding lends
support to the creation of adaptive measures that
maintain their predictive capacities.[9]

Network vulnerabilities can be reduced
using rewiring procedures, which act as an
adaptability approach to networks. The research
paper authored by [10] conducted an analysis of
several rewiring procedures in adaptive networks
with a particular emphasis on opinion dynamics
systems and an epidemic spreading system.
Through the course of the research, it was
determined that intentional modifications to the
structure of the network contribute to improved
stability, as well as enhanced control over the
transmission and distribution of content that is
misleading. It has been demonstrated in [11] that
researchers have achieved progress by combining
the characteristics of nodes with the knowledge
about the structural network. Their combined
approach resulted in improved accuracy for
identifying influential nodes by integrating these
two fields. As a result, they established superior
ways to investigate network key components,
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which enabled them to enhance their knowledge
of controlled system dynamics.

The research presented in [12] provides a
comprehensive analysis that assesses the
definitions of network resilience in addition to
different assessment methodologies concerning
the enhancement of complex system robustness.
During the review slide, resilience was
established as a vital feature, but it was dismissed
as an unintentional result of operational
disturbances. As a result, there is a need for
additional research into forward-thinking
techniques to sustain network operations during
times of disturbance.

The authors of [13] presented strategies that can
be used to strengthen the robustness of spatial
planar networks by adding links when the
network is under constraint. During their
discussion on network resilience, their team
presented several practical strategies that can be
utilized to enhance network resilience,
particularly for situations that require resource-
based structural alterations that are well prepared.
Through the study that was carried out by [14],
researchers investigated centrality-based attacks
and the defensive strategies that are employed by
these attacks in network systems. To demonstrate
the value of protective measures that are obtained
from comprehensive centrality evaluation, the
researchers confirmed that network defenses that
are oriented by centrality metrics cause a
significant reduction in network damage. To
demonstrate the progress that has been made in
the understanding of network vulnerabilities,
researchers have merged their efforts to
demonstrate that theoretical understanding and
practical techniques are both being delivered.
The knowledge that has been disseminated needs
to be translated into frameworks that are flexible
enough to deal with the ever-changing security
threats and adjustments that occur within
complex network systems.

3. Methodology

This study employs simulation-based
methodologies to investigate the vulnerability and
resilience of complex networks, with a particular
focus on Zachary’s Karate Club network and the co-
occurrence network of Les Misérables. These
networks are constructed and analysed using the
NetworkX library, forming the foundation for
evaluating structural resilience indicators alongside
proposed defence mechanisms. The networks are

modeled as graphs G = (V,E), where V denotes
the set of nodes and E represents the set of edges.
Fundamental structural properties are computed,
including the number of nodes | V |, number of
edges | E |, average degree (k). The average degree
is defined as:

(k) =TT (D

21E1
|
The clustering coefficient is calculated as
the mean of local clustering values across all nodes,
while assortative quantifies the degree correlation
between connected node pairs. To assess node-level
vulnerability, an advanced composite vulnerability
index is proposed by integrating multiple
normalized  centrality = measures, including
betweenness centrality Cy, closeness centrality Ce,
eigenvector centrality Cg, subgraph centrality Cs,
inverse clustering coefficient (1-C;) , and a
bridging centrality approximation Cpp . The
vulnerability score for each node veEV is
computed as a weighted linear combination:

Vuln(v) = aCy(v) + BCc(v) +¥Ce(v) + 6Cs(¥) + €(1 — C) + {Con() @

where @, 3,7, 9,€,{ are tuneable parameters that
regulate the contribution of each metric.

Three attack strategies are simulated to
evaluate network robustness: (i) random node
removal, (ii) targeted removal based on the
proposed vulnerability index, and (iii) dynamic
targeted removal, wherein centrality measures are
recalculated after each node removal. The fraction
of removed nodes f varies from 0 to 0.8. For each
strategy, the impact on key structural metrics is
assessed, including the size of the largest connected
component | LCC |, the second-largest connected
component | 2ndLCC |, the number of connected
components C, network diameter D, average path
length L, and global efficiency E . The global
efficiency is defined as:

E=ee— ) L
CIVIAvI- dy; ®

L#]
where d;; denotes the shortest path length between
nodes i and j.

In addition to attack simulations, two
defensive strategies are incorporated to enhance
network resilience. The first, immunization,
involves protecting a selected subset of highly
vulnerable nodes, thereby preventing their removal.
The second, rewiring, improves structural
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robustness by replacing a proportion of existing
edges with new connections between previously
unlinked node pairs, increasing redundancy and
overall connectivity. All experimental scenarios are
evaluated through repeated simulations to ensure
robustness and reliability of results. The outcomes
are visualized using multi-metric plots, enabling
comparative analysis of structural changes across
varying removal fractions. These visualizations
provide insights into the relative resilience of each
network and the effectiveness of the proposed
defence mechanisms.

The entire framework is implemented in
Python, utilizing NetworkX for network analysis
and Matplotlib for visualization. Overall, this
methodological approach integrates centrality
theory, simulation modelling, and empirical
evaluation to provide a comprehensive assessment
of network robustness, identify critical
vulnerabilities, and evaluate strategies for
mitigating structural failures in complex networks.

) Start (

) Import Network Data (Karate Club & Les Misérables) (

) s o= v ek (]
) oo e i mmonn

Figure 1: Proposed network vulnerability and
robustness assessment flowchart.

Figure 1 shows how the suggested
approach for testing the strength of complex
networks works step by step. The first step is
to load sample networks, such Zachary's
Karate Club and the Les Misérables co-
occurrence graphs, which are used as case
studies. After the networks are loaded, a basic
topological analysis is done to find structural
features including average degree, clustering
coefficient, assortativity, and path-based

metrics. The next stage is to find important
nodes by using an advanced vulnerability
index that incorporates several centrality
metrics, such as betweenness, proximity,
eigenvector, subgraph centrality, inverse
clustering, and bridge centrality. Next, three
distinct types of assaults are simulated to see
how removing nodes impacts the integrity of
the network. These are random attacks,
targeted attacks based on centrality, and
dynamic attacks that change centrality after
each removal. Defense measures like
immunizing important nodes and rewiring
network edges are used to see if resistance has
improved. After each intervention or attack
phase, different graph metrics are updated to
keep an eye on changes in the structure. The
process ends with a comparison of these
metrics, including the size of the largest linked
component, the average path length, the
diameter, and the efficiency. These metrics are
plotted and analyzed to see how well the
recommended solutions work. This visual
pipeline shows the whole experimental
framework, connecting the conceptual design
with the computational implementation.
Algorithm 1: Simulation Framework for
Network Robustness Analysis

Input:
Graph G = (V, E); node removal fractions
f € [0, 0.8]; weighting parameters a, 3, v, 6, €, {

Output:
Network robustness metrics under various
attack and defense strategies

1. Network Initialization:
Load the network graph G = (V, E).

2. Computation of Basic Network Metrics:
- Number of nodes |V|
- Number of edges |E|
- Average degree <k>
- Clustering coefficient C
- Assortativity coefficient r
- Average path length L

3. Node-Level Centrality Computation: For each
node v € V, compute:
- Normalized betweenness centrality CB(v)
- Normalized closeness centrality CC(v)
- Normalized eigenvector centrality CE(v)
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- Normalized subgraph centrality CS(v)
- Inverse clustering coefficient (1 — Ci)
- Normalized bridging centrality CBR(v)

4. Vulnerability Score Calculation:
Vuln(v) = aCB(v) + BCC(v) + yCE(v) +
3CS(v) + (1 — Ci) + (CBR(v)

5. Attack Strategy Simulation:
For each strategy in {random, targeted, dynamic}:
For each removal fraction f:
- Remove f - |V| nodes according to the
Strategy

Recalculate:

- Largest connected component [LCC]

- Second-largest connected component
[2ndLCC]

- Number of components C

- Diameter D

- Average path length L

- Efficiency:

E=0/(VI(VI- 1)) * 2 (1/d(i,))), for all i

#]

6. End Simulation

The suggested method structures the
assessment of network robustness through
computational steps. You need a graph G = (V, E),
node removal fractions f € [0, 0.8], and weights a,
B, v, 9, €, and { to change how much each centrality
measure affects the vulnerability index. The first
step in network analysis gives you fundamental
structural information such nodes, edges, average
degree, clustering coefficient, assortativity, and
average path length.

After that, six centrality-based indicators
betweenness, proximity, eigenvector centrality,
subgraph centrality, inverse local clustering, and
bridging centrality are used on each node v. By
normalizing and linearly combining these
indicators with weights, we get a scalar
vulnerability score for each node. This multi-
criteria aggregation correctly finds nodes that are
architecturally important.

After the vulnerability assessment, the algorithm
tests random, targeted (based on a precomputed
vulnerability index), and dynamic node removal
strategies (the centrality is updated after each
removal). Each removal fraction f takes away f - |V
| nodes from the network. This disturbance is

measured by the number of unconnected subgraphs,
the network dimension, the average shortest path
length, and the global efficiency of the largest and
second-largest interconnected components.

The program also makes the network stronger by
immunizing and rewiring it. Immunization stops the
removal of the most vulnerable nodes, which
protects important infrastructure. During rewiring,
a small number of edges are randomly reassigned to
connect nodes that aren't already connected. This
increases the graph's redundancy and routing
pathways.

The same steps are taken for each removal
fraction and attack scenario. Time-series data for
each structural metric are shown so that they can be
compared. This algorithmic approach enables
iterative, data driven analysis of network topology's
reaction to disruptions and mitigation strategies.

4. Results
4.1. Experimental Setup

We used Python, NetworkX, and
Matplotlib to make graphs and charts in the
experiments. We loaded the Zakari Karate Club
graph and the Les Misérables character co-
occurrence network from the NetworkX standard
dataset. We calculated basic metrics for each
network, such as the number of nodes, edges,
average degree, clustering coefficient, degree
correlation coefficient, and average shortest path
length in the largest linked component. Then, we
found the fragility index by normalizing the
centrality indices for all nodes. Three assault
strategies like random, targeted, and dynamic
targetedwere employed to evaluate resilience
within the deletion fraction interval f€[0,0.8]. In
targeted attacks, the fragility index (fixed or
updated) decided the order in which nodes were
removed. In random attacks, the average of multiple
independent iterations decided the results. The
largest and second largest connected components,
the number of components, the diameter, the
average path length, and the global efficiency were
all assessed for each value of f. Before the attacks,
security for important nodes and edge redrawing
were implemented to the same networks and
compared to the undefended state.

4.2 Evaluation by experiment

Zachary's Karate Club graph and Les
Misérables co-occurrence network were tested.
These graphs vary in dimension and structure,
providing a diverse testbed for network
vulnerability and resilience under different attack
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and defense techniques. The graph of Karate Club
has 36 nodes and 80 edges, with an average degree
of (k) = 4.61. It appears like each node is directly
linked to 4.6 others due to moderate connection.
Average graph clustering coefficient is C = 0.5716,
showing substantial local interconnectivity among
surrounding nodes. The graph shows strong
disassortativity, with a coefficient of r = -0.4756.
The negative value of DE shows that high-degree
nodes mostly connect with lower-degree nodes, a
network design aspect that often makes nodes
vulnerable to attacks. The largest linked component
of this network has an average shortest path length
of L = 2.4082, indicating a small-world topology
with good communication channels.

The Les Misérables network has 79 nodes
and 252 edges, resulting in an average degree of (k)
= 6.65. Les Misérables' graph exhibits an average
degree, indicating each node has more connections
than in the Karate Club network. The analysis
indicates C = 0.5735, indicating significant
subgroup cohesion like the clustering coefficient.
Atr=-0.1662, the degree assortativity coefficient
is less negative than in the Karate network,
indicating a less severe disassortative mixing
tendency. This structural characteristic only slightly
affects centrality-based attack vulnerability. The
largest connected component of the Les Misérables
network has an average shortest path length of L =
2.6421, which is comparable to the Karate Club
despite the larger network size, demonstrating the
graph's information transmission efficiency.

Before applying node removal tactics and
protection measures, these structural metrics
establish each network's structure. Comparative

measures also predict each network's fragility and
resilience potential.
Table 1: Basic Structural Metrics for Karate
Club and Les Misérables Graphs

Les
Metric Kalg;z (llllub Misérables
P Graph
Number of Nodes
36 79
arh
Number of Edges
80 252
(IED
Average Degree
4.61 6.65
()
Average
Clustering 0.5716 0.5735
Coefticient (C)
Degree
Assortativity -0.4756 -0.1662
Coefficient (r)
Average Shortest
Path Length (L) 2.4082 2.6421

Figure 2 demonstrates how strong the
Karate Club network is when five different node
removal procedures are used: Random, Targeted
(based on Advanced Vulnerability Index), Dynamic
Targeted, Targeted with Immunization, and
Defended with Rewiring followed by Targeted
removal. The charts show how six important
metrics change when nodes are removed: the size of
the largest linked component, the size of the second
largest component, the number of components, the
average path length, the diameter, and the global
efficiency.
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Figure 2: Karate Club Gra ph
robustness metrics under node
removal techniques.

The top-left plot shows the size of the
largest connected component (LCC) over all the
removal fractions. The LCC is where all 34 nodes
start. Random elimination slowly lowers the LCC
to 4 nodes after 80% of the nodes are removed.
The LCC drops below 10 nodes after 40% node
elimination, which means that targeted and
dynamic attacks break up faster. Immunized and
defended circumstances keep structure; the
protected graph keeps about 10 LCC nodes after
losing 80% of them, which is more than any other
graph.

The second-largest part is seen in the
top-right figure. It reaches its highest point at 6
nodes after 20—30% are taken away using the de-
fended method. This indicates temporary
fragmentation into significant subgraphs. A quick
rise to 5 nodes in the second-largest component at
60% implies that dynamic removal is causing
substantial structural collapse.

The middle-left graphic shows the total
number of parts. Dynamic removal causes the
most fragmentation, with more than 20 parts that
are not connected after 40% removal. The random
technique gives you less than 10 components after
80% of them are removed. Immunization and
defense keep fragmentation to 15 or fewer
components.

The average path length for LCC is
shown in the middle-right plot. Dynamic
elimination lowers this statistic by 60%, which
means that almost all of the useful path has
collapsed. The random method keeps path lengths

Engineering in Com

plex Networks
up to 3.0 for low removal levels, but it gets worse.

The defended strategy keeps the lengths of paths
more steady than the targeted strategy.

The map at the bottom left displays the
diameter of the LCC. Targeted removal causes a
high beginning diameter (up to 6.5) that slowly
drops as nodes are removed. Even with moderate
elimination fractions, networks that were
protected and vaccinated had smaller, more stable
diameters of 3—4. Dynamic removal cuts node
loss by more than 50%.

Lastly, the plot on the bottom right
displays how well LCC works over the world.
Defensive and dynamic approaches work best
when 30-40% of nodes are eliminated, which is
0.9. This unplanned result shows that there will be
temporary reorganizations before the collapse. Up
to 60%, random and concentrated approaches
work moderately well.

These results show how the structure of
a network influences how well it can withstand
different types of attacks. The Karate Club graph
breaks down fast when it is attacked in a focused
and dynamic way because it has a strong
disassortativity and a low number of nodes. The
big linked component fell quickly, and the smaller
subgraphs grew quickly. This shows that core
nodes keep the network together. Les Misérables
has more nodes and less disassortativity, which
means that its deterioration curve is smoother.
This means that its vulnerability profile is more
spread out. The structural metrics reveal that the
size, degree distribution, and clustering
tendencies of a network all affect how strong it is.

Both networks got stronger following
immunization, notably against targeted node
removals. The vaccination technique kept high-
centrality nodes, which delayed the collapse of the
biggest connected component and kept global
efficiency high even when a lot of nodes were
removed. The Karate Club graph demonstrated
that this method kept a lot of the network's
connections strong after 60.

Rewiring defenses adaptively restored
connectivity among remaining nodes, enhancing
network resilience. This method redirected
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connections to keep important communication
pathways open after injury, which is different
from immunization. Rewiring made the path
length and diameter of the Karate Club network
stable, even when there was a lot of traffic. Most
of the time, this method kept global efficiency
above 0.6 when nodes were deleted. These results
suggest that real-time adaptive methods could
help keep important parts of the system running
longer.

Disconnected parts, which are a
symptom of fragmentation, expanded a lot when
dynamic node removal strategies were used,
especially in the Karate Club network. Dynamic
assaults, which change the value of nodes after
they are removed, broke communication links
between and within clusters, making tightly
connected local systems more fragile. This was
evidenced by the huge jump in parts at 40.

The average trip length showed how
stress affects the efficiency of communication.
Because well-connected graphs include extra
paths, random removal kept the lengths of the
paths the same until a node was lost. But targeted
and dynamic strategies cut path lengths by a lot,
especially beyond 50.

Network diameter analysis corroborated
these results. The diameter of the largest
connected component grew at first when it was
attacked, which showed that the communication
route was getting longer as nodes were destroyed.
As the graph broke apart, the network's diameter
got smaller quickly. The diameter stayed lower
and more stable in protected and vaccinated
environments, which showed that important
communication routes were still open. This
highlights how important it is to take steps to
protect central nodes and control network load to
avoid bottleneck vulnerabilities.

Global efficiency, which looks at how
well networks share information, acted strangely
while using defensive and dynamic strategies.
Even though losing nodes always makes things
less efficient, both methods worked better for a
short time when nodes were removed at a modest
rate. A strange peak around 3040

The way people react to node removal
strategies reveals that network architecture needs
to provide for defense. Targeted and dynamic
removals are like advanced attacks that create
sudden, catastrophic fragmentation, whereas
random attacks are like natural failures that
slowly break down systems. The results reveal
that most networks are open to smart assaults
without any help. But, anticipatory immunization
and responsive rewiring can make systems more
resilient and keep important processes working
even when there is a lot of disruption.

Lastly, these tests point to some
interesting ways to look at network resiliency. In
real-world systems, where interactions are rarely
uniform or bidirectional, directed and weighted
graphs would better show how complex things
are. Over time, simulating dynamic networks may
reveal deficiencies that static models overlook.
Changes in betweenness centrality or the
endurance of community structure could help us
understand how resilient a network is. To make
networks that are strong and can last into the
future, you need to combine preventative and
adaptive protection mechanisms with structural
insights.

0.0 01 02 03 04 05 06 07 08
Fraction of Nodes Removed

Figure 3: Betweenness Centrality vs. Node
Removal.

Figure 3 shows how normalized
betweenness centrality changes with node
removal strategy as the fraction of eliminated
nodes grows. The random removal scenario
gradually decreases betweenness centrality
from 1.0 to 0.1 as 80% of nodes are removed.
This  behavior shows network path
redundancy when node loss is not intended.
The focused removal technique dismantles
important path bridges more efficiently, with
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centrality falling from 1.0 to roughly 0.01 at
the end of the removal sequence. Structural
safeguards keep central connectivity even
under attack, since the defended scenario
decreases more slowly to 0.08 at 80% node
loss. Defense measures can prevent graph
erosion of communication-critical nodes, as
seen in the figure.

0.0 0.1 02 03 0.4 05 06 0.7 08
Fraction of Nodes Removed

Figure 4: Clustering Coefficient vs. Node
Removal.

Figure 4 demonstrates how the average
clustering coefficient changes when nodes are
removed one after the other using the three
methods. The clustering coefficient goes from
0.57 to 0.2 in the random technique. This means
that nodes that are on the edge or chosen at
random quickly break up local cohesiveness.
When high-degree nodes that hold local
communities together are taken away, clustering
goes down to 0.05. The protected strategy has
more cohesion, with a coefficient of more than 0.2
even when a lot of nodes are lost. This graphic
shows that buildings that are locally cohesive can
shield neighborhoods from planned attacks with
the help of defense measures.

0.0 01 02 03 04 05 06 07 08
Fraction of Nodes Removed

Figure 5: Resilience Index vs. Node Removal
Figure 5 depicts a composite resilience
index, a single curve combining structural
integrity and functional performance. The most
resilient network is protected, starting with 0.8
and reducing to 0.4 at 80% node elimination. A

smooth gradient indicates that the network is
suffering damage while maintaining its essential
functions. At increasing failure levels, the random
elimination strategy is less stable, starting at 0.7
and decreasing to 0.33. As again, targeted
removal is the worst since the resilience index
lowers soon to almost 0.3. This chart shows how
strategic defenses keep operations going better
after random failures or attacks.

Edge Connectivity vs. Node Removal

t

Edge Connectivity
-

0.0 0.1 02 03 0.4 05 06 0.7 0.8
Fraction of Nodes Removed

Figure 6: Edge Connectivity vs. Node Removal

Figure 6 shows that removing a node
change how edges connect to each other. The
random removal technique shows a gradual loss
of inter-node link redundancy by showing that
edge connectivity drops linearly from 10 to 2.
The planned method is significantly harsher; it
cuts edge connectivity from 10 to 0.2 at the end,
which effectively cuts off the graph. The
defended technique keeps a high edge
connectivity score of 3 even after 80% of the
nodes are lost. This graphic illustrates the
necessity for adaptive or preventive strategies
that safeguard redundant pathways, ensuring
the accessibility of network components
despite significant deterioration.

These enlarged figures give us a better
understanding of structural and functional
resilience. They back up the assumption that
focused attacks are worse than random failures
and that defensive methods like rewiring or
immunization can keep a network safe.

5. Discussion

Simulations show that the shape of the land and
the centrality of nodes have a big effect on how
strong a network is. A comparison of Zakari
Karate Club and Binwayan Co-incidence
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revealed that degree correlation, clustering, and
core-periphery structure dictate the structural
collapse, rather than size or average degree. For
instance, the karate graph's very negative
degree correlation coefficient showed that
networks with a strong hub-periphery structure
are more likely to be affected by the removal of
a central node than networks with a more
spread-out centrality distribution.

The results of random, targeted, and dynamic
targeted attacks further differentiated "natural
failure" from "intelligent attack" scenarios.
Random attacks gradually diminished the size
of the largest connected component and global
efficiency to a significant extent of node
removal, corroborating the intuitive
comprehension of alternative pathways and
relative redundancy within the network. On the
other hand, targeted attacks based on the multi-
criteria fragility index, especially its dynamic
version that updates centralities at each step,
made the major component fall apart quickly,
the number of components rise drastically, and
the average path diameter and length fall. This
indicates that a trained attacker may quickly
tear down the network's communication
structure for little money, unlike random
failures.

The study on defense strategies indicated that
looking at the structure and focusing on specific
problems can stop or slow down attacks.
Securing high-vulnerability nodes made the
biggest connected components bigger and the
network more efficient, even when a lot of
nodes were deleted. The network did not break
down. This conclusion corroborates the
literature indicating that centrality-based
security is more effective than random node
selection; nevertheless, this study reveals that a
multi-criteria index offers superior resolution
for identifying critical nodes compared to
single criteria such as degree or median.
However, redrawing certain edges before the
attack, providing alternate paths, and making
the network less dependent on a few
intermediate nodes all made the diameter, path

length, and global efficiency more stable. This
shows that little changes to the structure can
also make it more resilient.

The global efficiency and composite resilience
score demonstrated that the network's response
to attacks is not consistent and is getting worse.
In certain situations, particularly with defense
mechanisms and the removal of intermediate
nodes, a transient enhancement in efficiency
was noted, indicating the elimination of
peripheral nodes and the compression of the
primary component. But this "apparent
optimization" gradually falls apart when attacks
keep happening and important nodes are taken
out. This non-unidirectional behavior indicates
that a point-based and localized interpretation
of the indices may be deceptive, and their
progression across the fractional spectrum
should be assessed in conjunction with
additional observations.

This study finds that to make networks that are
hard to attack, you need to pay attention to three
things at once: (1) using multi-criteria indices
to get a clear picture of the structure and
distribution of centrality, (2) using proactive
policies like selective hardening and limited
rewiring to cut down on hub dependence, and
(3) thinking about adaptive attacker scenarios
that look at the remaining structure after each
breach. The suggested framework, which is
based on centrality theory, attack and defensive
simulation, and multi-attribute empirical
analysis, can be used to plan and test social,
technical, and infrastructural networks as well
as to come up with adaptive and learning-based
security strategies.

6. Conclusion

This study provides a comprehensive
methodology for evaluating the robustness of
complex networks in the context of attack and
defense strategies. We created a complicated
model for structurally important nodes by
combining several centrality measurements
into a weighted vulnerability score. We used
random, targeted, and dynamic node removal
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strategies to see how they affected the integrity
of the network across structural measures. We
discovered that targeted and dynamic attacks
quickly fragmented networks, which made the
largest connected component smaller and less
efficient. But node vaccination and edge
rewiring made things much more resilient.
Immunization protected the weakest nodes, and
rewiring made guaranteed that the nodes stayed
connected following sub-spatial node removal.

This approach worked on both the Les
Misérables co-occurrence graph and Zachary's
Karate Club, illustrating how flexible it is. A
comparative study revealed that structural
insights and proactive defensive strategies
enhance network designs.

Future research may expand this notion to
encompass weighted, directed, or dynamic
networks and incorporate machine learning for
adaptive defensive strategy formulation. When
you use the model on infrastructures that are
specialized to a field, such power grids or social
networks, you can see how it functions in the
actual world. This research offers adaptable and
efficient instruments for comprehending and
enhancing the resilience of complicated
network systems.
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