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ABSTRACT

The rapid advancement of digital imaging technologies and widespread online multimedia sharing has
intensified concerns related to copyright infringement, content authentication, and unauthorized manipulation of
digital images. Ownership protection and data integrity verification can be achieved by digital image
watermarking. The main challenge is to optimize imperceptibility, robustness, capacity, and security. In recent
years, hybrid soft computing-based watermarking techniques have gained much attention due to their adaptive
and optimization-driven capabilities. This paper presents a comprehensive systematic review of hybrid soft
computing and transform-domain image watermarking methods for copyright protection, conducted in
accordance with PRISMA guidelines. Transform techniques such as DWT, DCT, SVD, RDWT, contourlet, and
QFT are used in the watermarking frameworks integrated with soft computing and metaheuristic optimization
algorithms such as Particle Swarm Optimization (PSO), Genetic Algorithms (GA), fuzzy logic, swarm
intelligence, and hybrid evolutionary approaches. Standard metrics like Peak Signal-to-Noise Ratio (PSNR),
Structural Similarity Index (SSIM), Normalized Correlation (NC), Bit Error Rate (BER), and robustness under
geometric and non-geometric attacks were used for performance evaluation. The studies reviewed here prove
that hybrid approaches always achieve high imperceptibility (PSNR frequently over 40-60 dB), strong
robustness (NC > 0.9), and improved security with reduced false positive errors. It also finds out that while
hybrid intelligent watermarking frameworks are effective, computational complexity and real-time applicability
present challenges for future research.
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1. Introduction

The rapid growth of digital technology, the Internet,
and multimedia tools has changed how visual
information is created, shared, and consumed. Digital
images are now widely used in various fields such as
social media, e-commerce, medical imaging,
surveillance, education, journalism, and entertainment
[1]. Unfortunately, this easy access has greatly
heightened the chances of unauthorized copying,

sharing, altering, and abusing digital content [2]. The

fact that digital images can be copied and shared with
no loss of quality has made copyright protection and
the ability to prove the authenticity of the content a
primary concern to the content creator and companies
[3]. These issues demonstrate the relevance of
effective and strong means of securing intellectual
property and quality of digital visual media [4].

The digital image watermarking is a recent method
that has been recognized to have potential in the area
of  multimedia  copyright  protection  and
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authentication. Watermarking refers to the practice of
embedding invisible information known as watermark
on a host image so that the information can be later
verified about ownership or any manipulation can be
tracked [5,6]. In contrast to encryption in which the
data is protected only in transit, watermarking protects
the data over a long period since the data hidden in the
media is saved even after the distribution [7]. The
watermark can be a hidden ownership credential,
authentication-code, transaction-code or a copyright
ownership, hence enabling use in a wide range of
applications such as copy protection, broadcast
monitoring, fingerprinting, and forensic tracking [8].
The field of application of digital watermarking in
different areas is illustrated in Figure 1.
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Figure 1: Major application domains of digital image
watermarking in multimedia security and copyright
protection [9].

The basic performance requirements which an
effective watermarking system requires need to
include four key elements which are imperceptibility
and robustness and capacity and security. The
watermark needs to be embedded through
imperceptibility which prevents any visual distortion
from becoming detectable. The watermark remains
detectable through all common signal-processing
operations which include compression and filtering
and noise addition and cropping and geometric
transformations [10]. The system uses capacity to
measure information embedding limits which
maintain image quality while security protects the
watermark from being removed or modified through
deliberate actions [11]. The requirements present
fundamental conflicts because increasing robustness
decreases imperceptibility while greater capacity
results in both visual quality loss and security
vulnerability. The research community must solve this
problem because it represents a fundamental research

problem which requires resolution.

The conventional methodology of watermarking can
be divided into spatial-domain and transform-domain.
Spatial-domain methods, e.g. Least Significant Bit
(LSB) embedding, directly alter pixel values and are

simple and high-payload, but very susceptible to

signal-processing and geometric attacks [12].
Transform-domain, such as “Discrete Cosine
Transform (DCT), Discrete Wavelet Transform

(DWT) and Discrete Fourier Transform (DFT)”, store
watermark data in the frequency coefficients, which
provides enhanced protection and resistance to typical
distortions [13]. However, the traditional transform-
based techniques wusually apply predetermined
embedding guidelines and handcrafted parameters
optimization, which can reduce flexibility and lead to
poor performance in a variety of attack cases.

To overcome these challenges, there has been a
growing trend of integrating soft computing methods
into watermarking schemes. Soft computing is a field
of intelligent computing that includes methods such as
Artificial Neural Networks (ANN), fuzzy logic
systems, GA, PSO, and other evolutionary algorithms
[14]. These methods are known to be able to deal with
uncertainty, non-linearities, and multi-objective
optimization  problems, which makes them
particularly useful for adaptive watermarking. For
example, fuzzy logic can be used to simulate the
Human Visual System (HVS) to decide on the
embedding strength, while evolutionary algorithms
can be used to optimize the transform coefficients to
achieve robustness and imperceptibility [15].
However, more recently hybrid soft computing-based
watermarking methods have received considerable
interest, because they can combine the synergistic
advantages of various intelligent methods. Hybrid
models combine optimization programs with
representation by transform domain or fuzzy logic and
neural learning programs to focus on more adaptive
and performance. These methods have shown
enhanced resilience to compression, noise, and
geometric attacks without the need to downgrade the
visual quality since they combine the learning ability,
uncertainty modeling, and optimization techniques.
Watermarking  systems  undergo  performance
evaluation through the application of three specific
quantitative metrics which include PSNR and SSIM
and NC [16]. The combination of PSNR and SSIM
evaluates visual quality while NC assesses watermark
extraction accuracy and robustness [17]. The hybrid
soft computing-based methods demonstrate better
performance results in these metrics when compared
to traditional watermarking methods because of their
capability to adapt and their optimization-driven
functioning.

The current state of technological development has
made it possible to create new solutions yet multiple
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obstacles still obstruct progress. The research field
continues to investigate three unsolved problems
which include choosing the best embedding
parameters and developing lightweight hybrid
systems that operate in real time and creating systems
which can withstand new attack methods that include
advanced geometric distortions and intelligent
watermark removal techniques. The current trade-off
between security and protection of content and
execution efficiency results in restricted use of the
system in real-world situations. The research study
examines all existing hybrid soft computing—based
image watermarking methods through a complete
systematic evaluation method. The review process
evaluates existing methods by executing two main
tasks which are performance testing and capacity
assessment which results in identification of research
shortcomings along with future development paths for
the field.

1.1 General Framework of

Watermarking

Digital images constitute primary media and the most
popular type of media in contemporary digital
communication systems because they are easy to
store, transmit and reproduce. It is common to use
grayscale images in the testing of different

Digital Image

watermarking algorithms [18]. The grayscale image
uses an 8-bit pixel intensity value, which is in the
range of 0 to 255, where a particular pixel in an image
is associated with a specific brightness. Grayscale
images are largely employed in watermarking
experiments due to the fact that they have an aspect of
less computation complexity than colour images, yet
and still contain sufficient information to be used in
performance evaluation [19]. Thus, grayscale images
have become standard benchmarks in the design and
testing of watermarking techniques. Digital image
watermarking refers to embedding hidden information
called a watermark into a digital image known as the
host or cover image [20]. The embedded watermark
can carry meaningful information such as a logo,
signature, authentication code, or copyright identifier;
it is usually represented in the form of a grayscale
image, binary image, or pseudo-random sequence
[21]. The embedded watermark is designed to enable
ownership identification, copyright enforcement,
content authentication, and protection against illegal
duplication or manipulation. In general, a digital
image watermarking system operates through four
fundamental stages: the embedding stage, where the
watermark is inserted into the host image; the
distribution stage, during which the watermarked

image is transmitted or shared; the extraction stage,
where the watermark is retrieved; and the decision
stage, in which the extracted information is evaluated
to verify authenticity or ownership, as illustrated in
Figure 2.

[ (istributed Phase} |

Side Geometrical Non-
Information cometrical Geometrical Distorted/Watermarked

Image

[_{Extraction Phase}

Secret Key

FETRN
Watermark (Image) Extracted Watermark

eciion Pre
Figure 2: General model of watermarking system [22]
e Embedding Phase:

During this stage, the watermark is inserted into the
host image using a watermark embedding algorithm.
The watermark embedding algorithm may also
employ a secret key and side information to improve
security and prevent unauthorized detection or
removal of the watermark. The result of this stage is
the watermarked image, which is perceptually similar
to the original host image.

¢ Distribution Phase:

After embedding, a watermarked image can be sent or
stored via communication channels, e.g, the Internet,
storage devices, or broadcasting systems. At this
stage, the watermarked image may be exposed to both
intentional and unintentional distortions. These
distortions may consist of geometrical attacks such as
“rotation, scaling, and cropping, and non-geometrical
attacks including noise addition, filtering, and
compression”. Such distortions probably lower the
image quality and make watermark detection difficult.
e Extraction Phase:

The extraction phase involves the retrieval of the
watermark on the received or potentially distorted
watermarked image and is performed with the help of
an extraction algorithm. Depending on the type of
watermarking scheme, original host image, secret key
or side information may be required during this
process, thus making it blind, semi-blind or non-blind.
The product of this stage is the watermark that is
extracted.

¢ Decision Phase:

The last stage involves comparing the extracted
watermark with the original watermark as a way of
confirming ownership or authenticity. The system
finds out the presence or absence of the watermark
based on similarity measures like NC. This step
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provides the provision of trustworthy copyright

checks and authentication of the digital image.

1.2 Performance  Requirements in
Watermarking

A good digital watermarking system must fulfil a list

of basic performance requirements to guarantee its

Digital

reliability and usefulness [23]. These requirements
form the basis of how the overall quality and
efficiency of a watermarking algorithm are judged.
The level of priority of each performance requirement
differs according to the application, which can be
copyright protection, authentication, fingerprinting, or
broadcast monitoring. Generally, the performance of a
watermarking system is judged by a number of key
characteristics, which are robustness, imperceptibility,
capacity, complexity, security, and False Positive Rate
(FPR). Each of these characteristics is linked to a
number of specific quantitative measures that allow
for the objective evaluation and comparison of
different watermarking techniques. The following
subsections elaborate on these basic requirements and
the typical measures of evaluation for each.

1.2.1  Robustness

¢ Robust watermarking:

The watermark stays visible in strong systems
because common signal processing methods and
geometric attacks cannot remove it [24]. The
techniques receive broad use in protecting copyright
through fingerprinting and broadcast monitoring and
copy control systems [25].

e Fragile watermarking:

Fragile watermarking shows extreme sensitivity to
any changes made to the original host image [26,27].
Any small change to the system will result in
complete failure of the hidden watermark. The
property of fragile schemes functions as an integrity
verification tool which detects any unauthorized
changes. The process of authenticity verification
involves comparing the extracted watermark with the
original version.

¢ Semi-fragile watermarking:

Semi-fragile watermarking techniques integrate both
robust and fragile watermarking methods. The
watermark is created to be robust to acceptable
manipulations (such as compression) but become
useless for malicious manipulations [28,29]. This is
particularly useful in content authentication. To assess
the robustness of the watermarking technique, two
metrics are commonly used: NC and BER.

e Normalized Correlation (NC)

NC measures the similarity between the original
watermark and the extracted watermark. It is defined
as:

X
Y .o ..
D B Moy ) Wese 1)
C= = <
Y .o
D T Wh )
i=

where W,,, and W,,, represent the original and

N

extracted watermarks of size X X Y, respectively. The
NC value ranges between 0 and 1. Values close to 1
indicate high similarity and strong robustness. In
practice, NC > 0.7 is generally considered acceptable,
while NC = 1 represents perfect recovery.
e Bit Error Rate (BER)
BER evaluates the proportion of incorrectly extracted
bits relative to the total embedded bits. It is expressed
as:
N
BER = N,
where N, is the number of incorrectly extracted bits

and Ny is the total number of transmitted watermark
bits. A BER value closer to 0 indicates better
robustness and more accurate watermark recovery.
1.2.2  Imperceptibility

The degree of invisibility or perceptual invisibility of
the concealed watermark in the host document is
known as imperceptibility. At image watermarking, it
is desirable that the watermark inserted must not leave
visible traces or compromise the visual perception
quality of the original image as viewed by the HVS
[30]. The imperceptibility is necessary as the observed
distortion decreases the practicability and adoption of
the watermarked content. Thus, visual quality
evaluation once the watermarking has been embedded
is a major step towards watermarking algorithm
validation. In the case of image-based watermarking,
both subjective (HVS-based) and objective evaluation
could be performed as an assessment of
imperceptibility. Though subjective analysis is based
on human analysis, objective metrics can be used to
quantitatively  analyze similarities in  visual
appearance between the original and the watermarked
images.

e Peak Signal-to-Noise Ratio (PSNR):

PSNR serves as a common standard which researchers
use to assess the visual quality of watermarked
images. The test measures how closely the original
image matches the watermarked image through its
assessment of reconstruction errors. The definition of
PSNR is presented as follows:

d2
PSNR = 1010g 10 (m)
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where d is the maximum possible pixel value (e.g.,
255 for 8-bit images), and MSEis the Mean Squared
and the

Error between the original image I,

watermarked image I,

1
— —7 )2
MSE = 7 = NZ(IO I,)

Higher PSNR values indicate lower distortion.
Generally, PSNR values above 40 dB imply good
imperceptibility, while values below 30 dB suggest
noticeable degradation.
e  Structural Similarity Index (SSIM):
SSIM evaluates perceptual similarity by considering
luminance, contrast, and structural information
between two images. For image patches xand Yy,
SSIM is expressed as:
SSIM(x,y) = [1(x, y)]“[c (e, MIF[s Cx, )]V

The similarity between the original and the
watermarked images is measured as the average SSIM
value over multiple windows, known as MSSIM. The
value of MSSIM lies between 0 and 1, and higher
values of MSSIM indicate higher structural similarity
and better visual quality.
1.2.3  Capacity
Capacity is a term used to describe the extent to which
a host image can be embedded with information to an
extent that it does not appear visual. That is, it dictates
the extent of watermark information that can be added
to a cover image without adding any obvious
distortion to the image. The capacity that can be
achieved greatly depends on the application needs
which include copyright protection, authentication or
data hiding where the volume and nature of the
information embedded can differ [31]. Capacity is
often measured in bits per pixel (bpp) which is the
theoretical mean number of watermark bits per image
pixel.
The maximum embedding capacity can be defined as:

Maximum Embedding Capacity

__ Number of embeddable pixels (or peak points)

Image length X Image width
This formulation indicates the fraction of image
components which can definitely transmit information
about a watermark in comparison to the overall
number of pixels in a host image. Capacity is closely
associated with other performance parameters in
feasible watermarking systems. Embedded data tends
to be distorted more as the amount of embedded data
increases, effectively decreasing the imperceptibility.
Likewise, the need to increase robustness can be
achieved by a more aggressive embedding that may
additionally affect visual quality. Thus, a good
watermarking algorithm should have a reasonable

compromise between capacity, robustness, and
imperceptibility. The relationship between these three
basic requirements is inherent as shown in figure 3.
Besides these main considerations, one should also
notice other significant characteristics of the scheme
including computational complexity, the level of
security and FPR which need to be addressed to
provide a complete assessment of the watermarking
scheme.

'T\ Robustness

=~
>

Impeceptibility

Capacity

Figure 3: Constraints of digital watermarking [32].
1.2.4  Complexity
The process of creating watermarking systems needs
to consider computational complexity because the
system needs to handle both real-time operations and
large-scale deployments. The system calculates the
necessary processing resources and operational
duration which the system needs to implement
watermarking into a base image and later retrieve the
watermark from the watermarked image. A
watermarking system needs to combine security with
strong protection abilities at the lowest possible
resource  requirement [33]. The acceptable
computation duration in real-world situations depends
on the specific application environment. The detection
speed becomes more important than the embedding
process for access control and copyright verification
systems because detection needs to happen repeatedly
under time constraints. Users expect to complete
extraction or verification processes within one to two
seconds because this time frame establishes usability
and system responsiveness. The process of assessing
complexity requires researchers to calculate both
average embedding time and extraction time through
standardized testing methods. Real-time applications
become more effective when processing times
decrease as long as the system maintains its
performance capabilities in terms of strength and
invisibility.
1.2.5  Security
Digital watermarking security: This refers to the
ability of a watermarking system to resist malicious or
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unintentional attacks in an attempt to delete,
manipulate, or forge the embedded watermark. A
watermarking system can be said to be secure if the
watermark is not removed, manipulated, or falsely
created without compromising the visual quality of
the host image or without having prior knowledge of
the embedding process [34]. To improve security,
various methods have been proposed to utilize
encryption strategies such as DCT scrambling and
chaos-based encryption methods. In these methods,
the security of the encryption key plays a crucial role
in determining the security of the watermarking
system [35].

The Number of Pixel Change Rate (NPCR) and
Unified Average Changing Intensity (UACI) serve as
two common metrics which enable researchers to
evaluate security against both pixel-level alterations
and differential attacks. The two methods assess
watermarking system performance by measuring its
reaction to minimal image changes and its ability to
defend against unauthorized alterations. Secure
systems require NPCR values to reach 1 (or 100%)
while UACI measurements need to stay near 0.33 (or
33%) because those values show strong protection
against differential attacks. The combination of higher
NPCR values and proper UACI levels shows that
security performance has improved. Let W and W ~
denote the original watermark and the extracted
watermark respectively. The NPCR is defined as:

ZM RIS

NPCR = % 1009
M X N %
where
S (L, W ) = W)
D ) = .
) {0, otherwise

Similarly, the UACI is calculated as:
M
> AW - WG
i=1 /=1
M X N x 255
where Mand Nrepresent the dimensions of the
watermark image.

1.2.6  False Positive Rate (FPR)
The FPR measures the probability of a false positive

UACI = X 100%

result in the detection of a watermark, where a
watermark is falsely detected when it is not actually
embedded, or when a different watermark, one that
was not embedded in the original image, is mistakenly
identified [36]. False positives are usually
encountered when the detection algorithm is highly
dependent on user or reference data, which could
introduce a bias or correlation during the extraction
process. In an ideal watermarking system, the FPR
should be as close to zero as possible to avoid any

false authentication or ownership verification. The
FPR can be expressed as follows:

FPR = ——
TN + FP

where FP denotes the total number of false positive
outcomes and TN represents the total number of true
negative cases observed during testing.
1.3 Hybrid Soft Computing-Based
Watermarking Techniques
The techniques of spatial domain watermarking are
too weak, since they are easy to manipulate. These
methods are far weaker to various forms of attacks,
than frequency-domain algorithms [37]. It is these
disadvantages that have attracted attention to the
studies of transform-domain watermarking methods
that conceal information in the transform domain of a
signal, as opposed to time, in a more efficient manner.
The method transforms an image with a pre-
determined transform with the aim of representing the
image in the frequency domain [38]. Then, it
watermarks the original image by modifying the
transform domain coefficients of the original image
with various transforms, such as the DCT, DFT, DWT,
Singular Value Decomposition (SVD), Hadamard,
CAT, FFT, PHT, and Fresnel transforms.
1.3.1 Discrete Cosine Transform (DCT)
The DCT is preferred in digital image watermarking
because of its excellent energy compaction property
and compatibility with compression algorithms such
as JPEG. The DCT transforms the spatial domain
image information into frequency domain coefficients
represented as a linear combination of cosine basis
functions. Since the DCT involves real-valued
coefficients, it is computationally efficient and robust
[39].
The one-dimensional (1D) DCT of a signal x(n) of
length N is defined as:

y(k) = a(k)lvz_:lx(n)cos (W),k

=01..,N—-1
The inverse DCT (IDCT) is given by:
- n(2n + Dk
x(n) = Z a(k)y(k)cos (T),n

k=0
=01,..,N-1
where the normalization factor a (k) is defined as:

1 2
a(0)=\/;,a(k)=\/;,lskSN—1

Here, x(n) represents the input signal, y(k) denotes
the DCT coefficient, and N is the number of data
samples.
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Block-based DCT techniques are in common use in
practical watermarking applications. The host image
is subdivided into non-overlapping blocks (usually
8x8 pixels) and DCT is used on the individual blocks.
The watermark is introduced at the expense of
adjusting the value of chosen mid-frequency
coefficients to achieve a tradeoff between the strength
and invisibility. Lastly, the watermarked image is
reconstructed by carrying out inverse DCT (IDCT).
The DCT-based watermarking is still one of the most
popular transform-domain methods because it is
compatible with JPEG compression and its frequency
localization characteristics.

1.3.2  Discrete Fourier Transform (DFT)

The DFT serves as a fundamental method which
transforms signals into the frequency domain for use
in digital signal processing and image processing
applications. The method transforms The DFT
transforms a series of spatially and temporally
distributed samples into their corresponding
frequency components. The DFT uses complex
exponential basis functions to represent signals which
enables it to maintain both magnitude and phase
information. The DFT provides a suitable solution for
applications which require both geometric invariance
and frequency spectrum analysis. DFT provides image
watermarking with  strong protection against
geometric attacks which include translation and
rotation and scaling operations [41]. Watermark
embedding through selected magnitude coefficients
enhances protection against spatial domain distortions
because spatial shifts create known phase shifts in the
frequency domain. DFT-based  watermarking
techniques find their applications in spectrum analysis
and convolution processes and filtering methods and
Fourier signal modelling techniques.

The one-dimensional (1D) DFT of a discrete signal
x(n)of length Nis defined as:

N-1
y(k) = iz x(n)exp (—jz—nkn) Jk
\/N n=0 N
=01,..,.N—1
The corresponding inverse DFT (IDFT) is given by:

-2 ()
¥ = 75 ) v (i kn).n
=01,.. N-1

where j = v/—1, x(n) represents the input sequence,
y(k) denotes the DFT coefficient, and Nis the total
number of samples.

In real-world image watermarking techniques, the
two-dimensional (2D) DFT is used to convert the
matrices of the images into their frequency domain.

The watermark data is usually embedded into the
magnitude spectrum to improve robustness and reduce
distortions. In hybrid soft computing models, the DFT
coefficients are usually optimized by evolutionary
algorithms or fuzzy logic models to decide on the
optimal strength and coefficients for embedding.

1.3.3  Discrete Wavelet Transform (DWT)

The DWT is a very useful time-frequency analysis
tool that represents a signal in terms of scaled and
shifted wavelet basis functions, unlike the sinusoidal
components in the Fourier transform-based techniques
(e.g., DCT and DFT) [42]. Unlike the Fourier
transform-based techniques, which are only capable of
representing a signal in the frequency domain, the
DWT has the ability to represent a signal in both
spatial (temporal) and frequency domains, which
makes it very attractive for image watermarking.

In DWT, a signal is broken down into approximation
and detail parts with the help of two low-pass filters
and high-pass filters. The approximation coefficients
are the low-frequency part of the signal and the detail
coefficients are the high-frequency detail of the
signal, e.g. edges and textures [43]. The key benefit of
DWT is that it offers both high spatial resolution at
high frequencies, and high frequency resolution at low
frequencies. This adaptation resolution feature allows
the model to be effective in capturing image features
and increases resistance to compression and noise.
Mathematically, the DWT of a discrete signal x[n]can
be expressed as:

1
Wolio K] = = > xIn] el

1
W, [, k] = sz[n] Yiulnlj 2 Jo

where Wy [jo, k] denotes the approximation
coefficients and W,[j, k] represents the detail
coefficients. The inverse DWT reconstructs the

original signal as:

1
x[n] = WZ Wy o k1 1 [1]
k

J-1
1
o Z D Wy U Kl ln]
k

J=Jo

where ¢[n] is the scaling function, Y[n] is the
wavelet function, M = 2/ represents the number of
samples, and J denotes the number of decomposition
levels.

The DWT breaks down a two-dimensional image into
four sub-bands through its successive image
processing stages which include LL (approximation)
and LH and HL and HH (detail components) at each
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processing stage. The LL sub-band undergoes multi-
level decomposition which allows researchers to
conduct frequency analysis through various levels of
detail. Watermarking techniques embed watermark
data within specific frequency ranges that include mid
and high-frequency sub-bands which consist of LH
and HL and HH to create a system that protects
against compression and filtering attacks while
keeping visual elements undetectable. The DWT
coefficients in hybrid soft computing-based systems
undergo optimization through evolutionary algorithms
and fuzzy logic and neural networks which enable the
system to choose suitable embedding points and
embedding strength parameters, thus boosting the
system's defense capabilities and protection features
and overall system effectiveness.

2. Review Methodology

This paper is a review of hybrid soft computing-based
image watermarking techniques for copyright
protection. The review covers the period from 2020 to
2025 and highlights the research that has been done
on the integration of intelligent optimization
algorithms such as GAs, fuzzy logic, PSO, and neural
networks with transform-domain  watermarking
approaches. It aims at analyzing the contribution of
hybrid  models in  enhancing  robustness,
imperceptibility, capacity, and security in digital
image watermarking systems. The review was
undertaken based on PRISMA guidelines to maintain
transparency, consistency, and reproducibility.

The methodology of the research was structured and
utilized five primary steps, the first of which was the
planning of the research, followed by the search and
screening of databases and the evaluation of eligibility
and the final selection of the study. The researchers
carried out an entire search procedure that used the
Scopus database to obtain the findings utilizing
definite keys of image watermarking and soft
computing techniques that they had adopted. The
researchers applied three filters that comprised of the
year of publication and subject area and type of
document to narrow their search results. The
screening stage was used where titles and abstracts
were checked to rule out the articles that did not
employ hybrid watermarking techniques or those that
did not involve experimental testing. The authors
performed a full-text article analysis by using pre-
established criteria by which they selected and
discarded the studies. The study analysis done by the
researchers included the classification of the chosen
studies according to the soft computing methods
applied and transform domains tested and application

situations evaluated. This is a systematic methodology
of identifying the current research trends and
improving research gaps and performance of hybrid
models. The research results provide the future
research  directions  that producing
watermarking systems to offer the digital copyright

aim at

protection in terms of increased security and adaptable
features and efficient calculations.

2.1 Planning Stage

Robust, adaptive, and secure frameworks that can
resist all classes of signal-processing and geometric
attacks are required for digital image watermarking in
copyright protection. The dynamic nature of image
manipulation techniques compression, filtering, noise
addition cropping as well as the deliberate destruction
of the watermark makes it a great challenge to design
a secure imperceptible watermarking system. The
conflicting requirements of robustness capacity
imperceptibility and  computational efficiency
multiply these challenges. Consequently, researchers
have focused on hybrid soft computing approaches
that integrate optimization algorithms with intelligent
models using transform-domain  watermarking
techniques to enhance performance.

Combinative techniques, such as GA, the techniques
of PSO, fuzzy logic systems, and ANNs with DCT,
DWT, DFT, and SVD transforms have demonstrated
greater adaptability and optimisation capability. These
methods are meant to achieve optimality in the
embedding strength, the coefficient selection, and the
feature extraction process automatically; hence
improving the resistance to attacks and improving the
visual appearance of the images. This review has a
planning phase that has been created to systematically
analyse these hybrid approaches.

To guide the review process, the following research
questions were formulated:

RQ1: Which hybrid soft computing techniques have
been proposed between 2020 and 2025 for image
watermarking in copyright protection?

RQ2: How do optimization-based and learning-based
hybrid models improve robustness, imperceptibility,
capacity, and security compared to conventional
watermarking methods?

RQ3: What transform-domain combinations (e.g.,
DCT-DWT-SVD) are most commonly integrated with
soft computing techniques, and how do they influence
performance metrics such as PSNR and NC?

RQ4: What are the primary technical challenges and
limitations in implementing hybrid watermarking
systems in practical copyright protection applications?

1JDDT, Volume 16 Issue 38s, 2026

Page 199



Hybrid Soft Computing—Based Image Watermarking for Copyright Protection: A Systematic Review
of Methods, Performance, and Security Challenges

The main source  of  literature  was the Scopus
Database. Studies were fetched using
specific keyword combinations such as "image
watermarking,"  "hybrid = watermarking,"  "soft
computing," "genetic algorithm," "fuzzy logic,"
"particle swarm optimization," and "neural network."
The search was limited to appropriate subject areas
that include Computer Science and Engineering and
peer-reviewed journal articles. This structured
planning approach ensured a focused, transparent, and
reproducible  selection process, enabling the
identification of research trends methodological
advancements existing gaps in hybrid soft computing-
based image watermarking.
2.2 Review Stages
A review was also performed as a predetermined
quality and exclusion criteria were applied in order to
choose only the relevant and high-quality research
articles. These criteria were so in order to make the
screening process transparent, consistent and
methodologically The inclusion and
exclusion criteria are as follows:

i.  Only publications indexed in the Scopus
database between January 2020 and December
2025 were considered.

ii. Only peer-reviewed journal

rigorous.

articles were
included in the review.

iii. Conference papers, book chapters, editorials,
notes, and other non-article document types were
excluded.

iv. Studies were included only if they focused on
image watermarking techniques integrating soft
computing or hybrid intelligent approaches.
Articles not directly related to hybrid soft
computing—based watermarking were excluded.

v. Only studies providing sufficient experimental
validation and  quantitative  performance
evaluation (e.g., PSNR, NC, SSIM, BER) were
considered eligible.

The screening process and a full-text evaluation based

on the above criteria were followed by screening out

irrelevant studies using titles and abstracts. This
methodical approach to selection was done to
guarantee that the best research studies that are
technically pertinent and methodologically correct
were incorporated to be subject to qualitative and
comparative analysis. The inclusion and exclusion
strategy to be used in the article selection is illustrated
in Table 1.
Table 1: Inclusion and Exclusion Criteria

Keywords Image Records not
Watermarking, related to
Hybrid image
Watermarking, watermarking
Soft Computing, or not
Genetic involving
Algorithm, Fuzzy hybrid/soft
Logic, Particle computing
Swarm techniques
Optimization,
Neural Network,
Copyright
Protection
Document Article Conference
Type papers,
reviews,
editorials,
book
chapters,
erratum,
notes
Source Type Peer-reviewed Book series,
journals books,
conference
proceedings,
trade
publications
Timeframe 2020-2025 Publications
before 2020
Subject Area Computer Irrelevant
Science, subject arecas
Engineering
Methodological Studies with Studies
Scope experimental lacking
validation and quantitative
performance evaluation or
evaluation (e.g., experimental
PSNR, NC, SSIM, results

BER)

Criterion Inclusion Exclusion
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("image watermarking" AND ("soft
computing" OR "genetic algorithm"
OR "fuzzy logic" OR "particle swarm
optimization" OR "neural network")
AND "copyright protection")

L

Records identified through
database searching

n=537
Records after year filer Records excil;c;eﬁdgbefore 2020
(2020-2025)
n=168
v —
Records after subject Records excluded other subject
area filter > areas
=160 n=38
Records afrd o
type filter (Articles only) Records excluded (reviews,
n=98 > conferences papers, etc.)
n=196 n=62
Records screened Records excluded
n=98 n=33
Full-text articles assessed Full-text articles excluded
n=65 > (scope mismatch or insufficient
experimental validation)
n=14
Studies include in review

n=51

Figure 4: PRISMA Model

The researchers employed their established criteria for
study inclusion and exclusion to assess retrieved
studies. The study wused structured keyword
combinations to search the database which resulted in
537 records. The record count reached 168 after
applying the publication year filter which excluded
studies published before 2020 and included studies
from 2020 to 2025. The subject area filter for
Computer Science and Engineering reduced the
record count to 160 while removing studies from
other academic fields. The document type filter that
permitted only journal articles resulted in 98 articles
because it removed conference papers and reviews
and all other types of publications. The screening
process involved evaluating the titles and abstracts of
98 articles which led to 33 studies being excluded
because they did not match hybrid soft computing-
based image watermarking. The researchers selected
65 articles for full-text evaluation. The researchers
excluded 14 studies after conducting their assessment
because the studies did not match research boundaries
or they lacked sufficient experimental support. The
researchers selected 51 studies which met all inclusion
criteria for their qualitative analysis and review
process. The PRISMA flow diagram in figure 4 shows
how the first search results were systematically
reduced until only the eligible studies remained. The
structured filtering process established
methodological excellence which increased research
transparency while selecting valuable studies that
related to hybrid soft computing-based image
watermarking used for copyright protection.

3. Hybrid Soft Computing and Metaheuristic
Optimization—-Based Watermarking Methods
Digital image watermarking has increasingly turned to
soft computing and metaheuristic optimization
approaches to efficiently handle the trade-off between
imperceptibility, robustness, capacity, and security.
Traditional watermarking techniques tend to use
predefined embedding parameters or predefined rules,
which are less adaptable to different image
characteristics and attack models. In contrast, soft
computing approaches such as GA, PSO, fuzzy logic,
swarm intelligence, and hybrid evolutionary
algorithms provide adaptability in parameter selection
and multi-objective optimization. These approaches
are more effective in optimizing the strength of
embedding, choosing proper transform coefficients,
and overcoming common problems such as the false
positive problem (FPP), thus improving the efficacy

of copyright protection systems.

Recent research has focused on hybrid metaheuristic
models, in which a combination of different
optimization strategies is used to take advantage of
their  complementary  qualities. A  detailed
experimental study on hybrid metaheuristics in form
of sequential, interleaved, and parallel hybrid
combinations of GA, differential evolution, PSO,
firefly algorithm, and artificial bee colony
optimization was performed by Melman et al. (2025)
[44]. Their results show that the shape and structure of
the hybrid optimization schemes have a large impact
on the watermark imperceptibility and robustness, and
interleaved hybridization produces the most overall
performance. In a similar study, Melman et al. (2025)
[45] also suggested the hybrid spatial frequency
watermarking framework using multiple embedding,
GA-based adaptive block selection, with high
resistance against image processing attacks, and
additional extraction is not necessary of the original
image or the watermark. The frequency of the usage
of the soft computing and meta heuristic optimization
methods in the research of hybrid digital image
watermarks is represented in this figure 5.
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Distribution of Optimization Techniques Used

9

Number of Studies
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Algorithm

Particle
Swarm
Optimization

Hybrid Flamingo Others
Metaheuristggearch
Optimization

I DWtt-SVD I MRFO FSOA I Invasive Weed Optimization

Figure S: Distribution of optimization techniques
used in hybrid watermarking methods.

An important direction is in the optimization of
transform-domain watermarking, especially those
methods based on the SVD which are highly stable
and susceptible to false positive attack. Teoh et al.
(2025) [46] have overcome this constraint by
suggesting a hybrid SVD-based watermarking
algorithm that combines the properties of HVS, DWT,
and PSO to scale effectively the factor of scalability.
They were successful in lowering FPP and keeping
visual quality and resistance to geometric and signal-
processing attacks at high levels. Amiri et al. (2024)
[47] suggested a watermarking structure that is built
on contourlet-SVD and embedding strength is
optimized based on PSO-generated embedding
strength (delta parameter). Their strategy gave them
better values of NC especially with salt-and-pepper
noise attacks, and it removes false positive detection
errors. Denoising in the extraction using DnCNN also
increased robustness without the image quality
deterioration. Equally, Tiwari et al. (2025) [48] used
Integer Wavelet Transform (IWT) with Schur
decomposition and optimized embedding gain based
on PSO and Manta Ray Foraging Optimization
(MRFO), and achieved significant increase in PSNR
(around 40 dB) and NCC (over 0.99), and MRFO
surpassed PSO in enhancing its robustness.

Some studies have utilized multi-transform and
adaptive optimization techniques to improve the
robustness of watermarking. Babu et al. (2025) [49]
presented a LWT-SVD based approach optimized by
PSO to produce multiple scaling factors, which
demonstrated better imperceptibility and robustness in
cryptographic, medical, and multimedia images.
Barlaskar et al. (2025) [50] presented an adaptive
LWT-DCT based watermarking technique using
entropy and edge-based region selection, optimized by
PSO gain factor optimization with non-geometric
distortion correction, which demonstrated PSNR

values of approximately 48 dB in different attack
scenarios. To counteract the degradation of robustness
due to error correction coding, Wei et al. (2025) [51]
presented a multi-technique fusion approach
integrating spline interpolation, polar coding, DWT-
DCT, SUREF features, and Linear PSO (LPSO), which
demonstrated high robustness (NC > 0.93) and
imperceptibility (PSNR > 41 dB) even in combined
attacks. Figure 6 illustrates the reported PSNR values
of some exemplary hybrid watermarking techniques.

Performance Comparison (Reported PSNR)

Jessie Barlaskar Barlaksar We|
(2025) (2025) (2025) (2025) (2025)

Mangaig- Jessie

(2024b)

Figure 6: Performance comparison of hybrid
watermarking methods in terms of PSNR.

The use of entropy-driven and adaptive embedding
methods has become more common in recent times.
Jessie et al. (2025) [52] proposed two hybrid
methods—Entropy-Guided  Singular ~ Embedding
(EGSE) and Entropy-Guided Hybrid Embedding
(EGHE)—that automatically select high-entropy
regions and dynamically adjust embedding strength
using PSO. Their results demonstrated exceptional
hidden quality which reached 52.6 dB PSNR value
while proving their system could withstand geometric
distortions  because of their  entropy-based
optimization approach. Lakshmi et al. (2024) [53]
used entropy-based block selection together with PSO
and moth-flame optimization (MFO) to control
adaptive scaling in their INT-DCT-SVD framework
which led to stronger protection and better recovery
capabilities with encrypted watermark integration.
Optimization in color and multi-watermarking has
also been a topic of interest. The AMEF algorithm
proposed by Shen et al. (2022) [54] used a hybrid
PSO-Grey Wolf Optimizer for multiple embedding
factors. Their method which combines DWT, SVD,
and encrypted multi-watermark embedding achieved
an effective trade-off between invisibility robustness
as well as capacity for color images. Experimental
results demonstrated improved resistance to various
attacks with high visual quality maintained at the
same time. Figure 7 shows the percentage of
transform domains used in hybrid soft computing-
based watermarking frameworks.
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Transform Domain Usage in Hybrid Watermarking

@ DWT-SVD

B LWT-SVD

B IWT-SVD
Contourlet-SVD
DWT-DCT

B DCT (Hybrid)
RDWT-RSVD & Others

Figure 7: Transform domain usage in hybrid image
watermarking approaches.
Nature-inspired and evolutionary algorithms have
been extensively used in optimizing the embedding
parameters under complicated attack conditions. Zhou
et al. (2024) [55] applied the invasive weed
optimization algorithm to choose the embedding
strength in watermarking on
adaptively, and it showed better resistance to noise,
compression, and geometric attacks than PSO and
differential evolution. Dwivedi et al. (2024) [56]
suggested further watermarking marking schemes

wavelet-domain

based on Flamingo Search Optimization, MRFO and
RDWT -RSVD frameworks to solve false positive
problems and capacity-robustness trade-offs with
PSNR values of more than 60 dB and NC values of
over 0.99. These findings demonstrate the usefulness
of more recent bio-inspired optimizers in multi-
objective watermarking. On the same note,
Mangaiyarkarasi et al. (2024) [57] introduced a color
image watermarking model based on Flamingo Search
Optimization Algorithm (FSOA) to overcome issues
of robustness loss and false-positive with hybrid
wavelet-SVD watermarking models. Thousands of
MATLAB-based simulations showed large PSNR
gains of up to 35 percent over current optimization-
based watermarking schemes, and higher values of
SSIM and NCC.

Further, hybrid intelligent systems that combine fuzzy
logic and neural learning have improved the
adaptability of watermarks. Rai et al. (2022) [58]
proposed an efficient watermarking scheme that
integrates HVS, fuzzy inference systems (FIS),
backpropagation neural networks (BPNN), and shark
smell optimization (SSO), which outperformed
traditional PSO- and ABC-optimized schemes in
terms of robustness and imperceptibility. Multi-
objective optimization models were also adopted by
Hatami et al. (2023) [59] to design a contourlet
transform-based watermarking scheme that uses PSO-
optimized dynamic scaling factors to attain high
imperceptibility (PSNR = 57 dB), high capacity, and
resistance to false positive detection. Likewise,

Sivananthamaitrey et al. (2022) [60] and Zhu et al.
(2022) [61] proved that GA-, IWO-, and TLBO-
optimized schemes can greatly enhance robustness
and imperceptibility in multi-watermarking and block-
based IWT-SVD schemes. Figure 8 illustrates the
major research goals that have been addressed by the
hybrid soft computing approaches to watermarking.

Focus Areas Addressed by Hybrid Techniques

B Robustness
B Imperceptibility
| Capacity
FPP Mitigation

Computation Efficiency

Capacity

Figure 8: Focus areas addressed by hybrid soft
computing—based watermarking methods.
The studied literature shows that hybrid soft
computing together with metaheuristic optimization
methods serve as essential elements which advance
digital image watermarking technology used for
copyright protection. The methods succeed in solving
historical problems through their ability to choose
parameters automatically and identify regions and
their capability to solve multiple competing
objectives. The existing methods deliver effective
results yet they introduce extra computational
demands which prevent their use in real-time
situations thus creating a requirement for lightweight
hybrid solutions. The research priority should
establish efficient computational hybrid optimization
systems which would integrate learning-based
adaptability to strengthen the security and usability of
watermarking technologies used in actual digital
scenarios. The table 2 provides a summary of recent
research which uses hybrid soft computing together
with metaheuristic optimization methods to study
image watermarking through different transform
domains and optimization methods while showing
their main contributions and results.
Table 2: Summary of hybrid soft computing and
metaheuristic optimization—based image
watermarking methods.

Author | Doma Soft Key Perfor

(Year) in / Computing / | Contr | mance
Trans | Optimizatio | ibutio | Highli
form | n Technique n ghts
Used
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4. Hybrid Transform-Domain Image
Watermarking Frameworks
Hybrid transform-domain image watermarking

systems have proved to be a powerful tool to
overcome the increasing needs to secure a copyright,
detect tampering, authenticate, and maintain data
integrity in the digital multimedia space. Contrary to
single-domain methods, hybrid systems apply several
transforms, including DWT, DCT, SVD, RDWT,
NSCT, QFT, contourlet-based methods, and
projection-based models, to take advantage of their
complementary benefits with respect to frequency
localization, robustness and imperceptibility. These
schemes are being more and more combined with
optimization schemes, encryption schemes, and
intelligent decision schemes to provide better
resistance to geometric and signal-processing attacks
whilst preserving visual quality. Recent studies show
that this fusion makes it remarkably better to achieve
the performance of watermarking in various
applications such as social media, medical imaging,

[oT, multimedia transmission, and copyright
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enforcement systems. This figure 9 demonstrates the
frequency of the hybrid transform-domain
combinations that are used in present
watermarking framework.

image

Distribution of Hybrid Transform-Domain Combinations

Number of Studies

04
DWT-SVD DWT-
DCT-SVD RDWT

DWT- DWT-
RDWT-

Mébius

DTCWT  QFT DIP

Figure 9: Distribution of hybrid transform-domain
combinations in image watermarking.
The research community dedicates its main research
efforts toward developing authentication systems
which utilize fragile and semi-fragile hybrid
frameworks to detect tampering and restore original
content. Jana et al. (2025) [62] designed a DCT-LBP—
Fuzzy  Logic  watermarking system  which
automatically identifies different image areas to
achieve better authentication and restoration results.
The system successfully reduced false tamper
detection while maintaining high capabilities to detect
and restore content during extreme attacks. Botta et al.
(2020) [63] developed a reversible
watermarking technique which employs Karhunen—
Lo¢ve Transform (KLT) and GA optimization to
achieve precise tamper detection and complete image
restoration. Singh et al. (2023) [64] advanced this field
through the combination of NSCT RDWT and SVD
with fuzzy inference-based scaling factor selection
which produced highly secure dual watermarking that

fragile

remained invisible to observers. Hemamalini et al.
(2020) [65] proposed a DWT-based medical image
watermarking framework which used dragonfly
optimization and ENeGW-based pixel selection to
achieve better security and reliability against PSO and
GA methods. This figure 10 shows the distribution of
soft computing and metaheuristic
techniques used in hybrid watermarking methods.

optimization

Optimization Technique Usage in Hybrid
Watermarking

@ PSO

B GA

Bl JAYA
Dragonfly
ICSO
SIBWO

B Quantum GA
Others

Figure 10: Usage of optimization techniques in
hybrid watermarking frameworks.

Another important area of research focuses on strong
hybrid  watermarking  systems improved by
optimization and encryption techniques. Gorbal et al.
(2025) [66] proposed a DWT-based robust
watermarking method that uses chaotic encryption
(the Arnold map and the Gingerbread Man map) and
Self-Improved Beluga Whale Optimization (SIBWO)
to optimize keys, showing great strength against
noise, rotation, and filtering attacks. Alam et al.
(2024) [67] created a dual-security robust
watermarking system using RI-DWT and advanced
cat swarm optimization in IoT perception layers,
providing high robustness and secure embedding.
Likewise, BAAGYERE et al. (2024) [68] introduced a
nested watermarking method that combines GA-based
encryption with DWT-based image-video
watermarking for better ownership protection of
multimedia content while keeping acceptable
perceptual quality. In another optimization-driven
system, Darwish et al. (2020) [69] proposed a GA-
based dual watermarking scheme that optimally
selects embedding locations and scaling factors in
color images using wavelet features and SVD to
enhance robustness significantly as well as
imperceptibility by overcoming limitations set by
expert-defined parameters. This figure 11 gives the
robustness performance metrics obtained from hybrid
transform-domain watermarking frameworks.

Robustness Metrics Achieved by Hybrid Frameworks

@ PSNR > 60 dB

@ PSNR > 50 dB

I Near-Perfect SSIM (= 1.0)
BER=0

Figure 11: Robustness performance metrics reported
by hybrid watermarking methods.
Multi-transform hybrid frameworks with
imperceptibility-robustness trade-offs have been
studied in several studies. The Dual-Tree Complex
Wavelet Transform (DTCWT) with PSO-based
coefficients selection was used by Bsoul et al. (2025)
[70] and attained a high PSNR and NCC value
without compromising the visibility of the watermark.
The proposed hybrid framework is sophisticated
(DWT, RDWT, and Mobius) with optimisation by
GA, with exceptional imperceptibility (PSNR > 68
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dB), near-perfect SSIM, and zero BER on a variety of
attacks Alrammahi et al. (2025) [71]. Devi et al.
(2022) [72] proposed an RDWT-SVD model using
JAYA-Firefly optimization to protect social media
images, which has a high capacity, strong and high
robustness, and no false positive errors. Awasthi et al.
(2022) [73] also compared DWT-DCT-SVD and
LWT-DCT-SVD models which are optimized with
PSO and JAYA and they show resistance to first- and
second-generation attacks. Moreover, Belkebir et al.
(2023) [74] suggested a projection-based hybrid
watermarking scheme, which combines Direct Image
Projection (DIP) with classical and Quantum Genetic
Algorithms (QGA), which is much more resistant to
histogram analysis and steganalysis and leads to
significant PSNR and MSE improvements on
benchmark data. This figure 12 demonstrates the main
areas of application covered by the research on hybrid
image watermarking.

Primary Application Domains

Copyright Protection-

Social Media

Medical Imaging

loT & Multimedia

0 2 4 6 8 8
Number of Studies
Figure 12: Application domains of hybrid transform-
domain image watermarking studies.
Lastly, state-of-the-art hybrid and color watermarking
systems have utilized higher-dimensional transforms,
statistical models and smart optimization. Laxmanika
et al. (2023) [75] used a combination of DWT,
BEMD, DCT, SVD, and PSO to become more
resilient to non-geometric and complicated attacks.
Kumari et al. (2021) [76] stated that they developed a
FrFT-PSO-based watermarking scheme of multi-
parameter that uses an adaptive selection of the best
fractional domain. In Niu et al. (2021) [77], a
statistical color watermarking framework based on
QPCET and parameter estimation by GA was
presented to achieve the correct detection. Bhatti et al.
(2021) [78] and Bhatti et al. 2020) [79] and Ahmadi et
al. (2021) [80] took advantage of quaternion fourier
transform, chaotic encryption, and hybrid robust-
fragile embedding methods to enhance copyright
defense on color photographs. Together, they show
that hybrid transform-domain watermarking systems,
when coupled with optimization, encryption,
projection, and intelligent decision systems, offer

more robustness, security, flexibility, and resistance to
attacks, and can be considered a backbone to current
research on the subject of digital image copyright
protection. This table 3 gives a comparative overview
of hybrid transform-domain image watermarking
structures, their transform mixes, optimization
methods, their important contributions, and their
reported performance measures.

Table 3: Summary of hybrid transform-domain image

watermarking frameworks.

Author | Hybri | Optimi Key Perform
(Year) d zation / | Contrib ance
Transf | Securit ution Highligh
orm / y ts
Doma | Techniq
in ue
Janaet | DCT— | Similari | Fragile High
al. LBP- ty self- TDR &
(2025) | Fuzzy | matrix embeddi TRR;
Logic | viaFL ng for improved
tamper PSNR,
detection SSIM
&
restoratio
n
Gorbal | Multi- | SIBWO | Robust Strong
et al. level + watermar | resistanc
(2025) | DWT | Arnold | king with eto
& optimize noise,
Gingerb d rotation,
read encryptio | filtering
chaotic n key
maps
Bsoulet | DTC PSO Optimize Mean
al. WT d PSNR =
(2025) coefficie | 80.50%,
nt NCC=
selection | 92.51%
for
impercep
tibility
Alramm | DWT- GA Multi- PSNR >
ahi et RDW resolutio 68 dB;
al. T- nhybrid | SSIM =
(2025) | Mobiu framewor | 1.0; BER
s k with =0
Transf paramete
orm r
optimizat
ion
Alam et RI- ICSO Dual- High
al. DWT (Cat security | robustnes
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(2024) Swarm robust s under fractional | robustnes
Optimiz | watermar | multiple domain s
ation) king for attacks watermar
IoT king
BAAG | DWT GA+ Nested | Improved Niuet | QPCE GA Statistica | Improved
YERE | (Imag RNS watermar | perceptib al. T (MLE 1 color detection
et al. e— encrypti | king for ility & (2021) estimati | watermar | accuracy
(2024) | Video) on multimed | robustnes on) king &
ia s model robustnes
copyright s
Singh et | NSCT | Fuzzy Dual Strong Bhatti | QFT+ | Arnold Secure High
al. — Inferenc | watermar | robustnes et al. Chaoti | Scrambl color PSNR,
(2023) | RDW e king with s& (2021) c ing watermar SSIM
T- System | entropy- secure Encry king under
SVD based extractio ption framewor | attacks
embeddi n k
ng Ahmadi | DWT- PSO Blind High
Belkebi | Direct | GA & Projectio | PSNR & et al. HVS- dual capacity
retal. | Image | Quantu | n-based MSE (2021) SVD watermar | & tamper
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tion watermar ment (robust + on
(DIP) king (~90%) fragile) accuracy
Laxman | DWT- PSO Multi- Resistant || Bottaet | KLT GA Reversibl | Accurate
ika et BEM transform to al. e fragile tamper
al. D- robust geometri (2020) watermar | localizati
(2023) | DCT- watermar | ¢ & non- king on & full
SVD king geometri recovery
cattacks || Hemam | DWT | Dragonf | Medical | Superior
Deviet | RDW | JAYA- Social High alini et ly image robustnes
al. T- Firefly media PSNR & al. Optimiz | watermar | s vs PSO
(2022) SVD | Optimiz image NC; FPP (2020) ation king with & GA
ation protectio | eliminati ENeGW
n with on selection
high Bhatti | QFT + | Arnold Color Strong
capacity et al. Chaoti | Transfor image robustnes
Awasthi | DWT- | PSO+ | Compara Robust (2020) c m watermar s&
et al. DCT- JAYA tive against Encry king with | impercep
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LWT- transform 2nd c
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Darwis | Wavel GA Dual Enhance
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(2020) | SVD + king with | robustnes Analysis in Intelligent Image Watermarking
WHT optimize s & With the rapid growth of digital multimedia
d impercep | transmission in the healthcare, social media, and
embeddi | tibility copyright-protected domains, it has become a high
ng priority to ensure the security, authenticity, robustness,
factors and performance reliability of intelligent image
Kumari | FrFT PSO Multi- | Optimize | watermarking systems. The latest watermarking
etal. paramete | d RMSE; | systems are no longer restricted to copyright labeling
(2021) r improved | but have evolved to incorporate authentication,
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tampering localization, encryption, and performance
enhancement techniques. Intelligent optimization
algorithms, machine learning, and cryptographic
processing are being increasingly leveraged to
overcome the challenges of imperceptibility-
robustness, false positives, computational complexity,
and geometric/signal processing attacks.

One of the major research directions is the focus on
medical image security and the region-of-interest
(ROI) protection. Awasthi et al. (2025) [81] suggested
a watermarking scheme based on ROI involving
MSER segmentation to retain diagnostically vital
areas whilst imprinting a hybrid biometric watermark
based on Aadhaar and fingerprint information. The
best scaling factor was identified with the help of the
Gaussian quantum-behaved PSO (GQ-PSO) algorithm
where imperceptibility (57.42%) and robustness
(11.10%) were significantly improved, and the
execution time decreased. Similarly, Awasthi et al.
(2024) [82] proposed a watermarking scheme using
fuzzy-logic and Henon map encryption, DnCNN
denoising, blockchain authentication, and hybrid
watermarking to increase their security. Likewise,
Cheema et al. (2020) [83] investigated the problem of
security and false positivity in color images based on
the FRT -DWT-SVD and PSO-optimized scaling
factors and Arnold transform based scrambling. All
these studies prove that smart optimization and
encryption systems reinforce authentication and data
integrity in medical and secure multimedia setting.
This figure 13 shows the shares of smart and soft
computing methods that are utilized in the research on
security- and authentication-based image
watermarking.

Intelligent Techniques Utllized in Watermarking Studies

@ GA
@ PSO

ML (SVM, CNN, LTSVR,
KELM)

GQ-PSO
DNCNN

Chaotic Mitmization

Blockchain

Figure 13: Distribution of intelligent techniques used
in image watermarking studies.
Another major research stream revolves around dual
watermarking and evolutionary optimization for
copyright and tamper localization.
Sivananthamaitrey et al. (2022) [84] proposed a dual
watermarking framework using SWT-SVD with GA-
based optimization to embed robust and fragile
watermarks simultaneously for ownership verification
and tamper detection. Darwish et al. (2020) [85]

protection

introduced an intelligent dual watermarking model for
color images wherein GA help in finding optimal
embedding locations as well as scaling factors while
Walsh transform is used to enhance the encryption of
the watermark. In the same vein, Kang et al. (2020)
[86] presented a hybrid DWT-DCT-SVD
watermarking scheme which was optimized by a
variant of PSO and secured through the combination
of logistic chaotic maps achieving more robustness
and imperceptibility than previous schemes. Bagheri
et al. (2021) [87] improved embedding capacity by
indirectly inserting watermark bits into SVD
components through HVS-guided region selection
with PSO-driven dynamic scaling factors that do not
produce false positive detection errors. These works
bring out how important adaptive optimization is in
balancing security, robustness, and visual fidelity.
This figure 14 shows the application domains that
intelligent
worked on, which proves their importance to medical
security, copyright protection, and loT-based systems.

image watermarking techniques have

Application Domains Addressed by Intelligent Water

Medical Image
Security

Copyright Protection» e
Color Image Security

Multispectral/loT Security

O e AL

8 10 12 14 16
Average Robustness Increase (%)

Figure 14: Application domains of security- and
authentication-focused image watermarking methods.
Recent watermarking research has seen optimization-
driven hybrid frameworks become the leading
approach. Mohan et al. (2021) [88] combined PSO
and Firefly optimization with selective encryption and
transform-domain embedding, achieving high PSNR
(55.14 dB) and strong robustness indicators (NC =
0.9956). The researchers used PSO and Arnold
transform to enhance DWT-SVD watermarking which
Thakkar et al. (2021) [89] improved through their
work. Sisaudia et al. (2021) [90] integrated PSO with
Kernel Extreme Learning Machine (KELM) to predict
optimal embedding strengths in multispectral images.
Mehta et al. (2020) [91] proposed a machine learning-
driven watermarking scheme which used fuzzy
entropy for region selection and LWT transform and
LTSVR regression modeling and GA-based scaling
factor optimization. The blind color watermarking
scheme developed by Hsu et al. (2020) [92] used
quaternion DFT and PSO-optimized modulation
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parameters to enhance both imperceptibility and
attack resistance. The research demonstrates how
intelligent parameter tuning processes lead to
improved watermark performance metrics across
various  attack methods. The  performance
improvements from different intelligent optimization
techniques are shown in figure 15 which measures
both robustness and imperceptibility.

Performance in Intelligent 9 e Imf ts in Intelligent Watermarking

60% 1 @ GQ-PSO

Sl B € 504
2" meso - <
& 25, |  Machine Learning 3%

3 2h| PSO. '»"‘—IEBTAIZV N
§ 18% 5430 \ M&I/?\’

£ 3
g £20 Capacity
E 5%q

i O 4 6 8

o SRR Toye s Dae
Average Robustness Increase (%) Average Robustness Increase (%)

s i)

Figure 15: Comparative performance analysis of
intelligent watermarking techniques.

Lastly, analytical and survey-based researches give
holistic perspectives of performance. Rai et al. (2025)
[93] introduced a systematic literature review of
digital watermarking schemes based on the
combination of machine learning and evolutionary
algorithms, pointing out the benefits of hybrid ML-EA
systems in improving robustness and reducing false
positive challenges. In a survey, Singh et al. (2021)
[94] reviewed the watermarking methods based on
soft computing and highlighted the opportunities of
optimization and intelligent systems to enhance
embedding capacity and imperceptibility in different
application fields.

These studies together show that intelligent
watermarking frameworks involving evolutionary
optimization, machine learning, chaotic encryption,
blockchain authentication, and hybrid transform-
domain techniques provide better security, robustness,
and authentication than traditional methods. However,
issues concerning computational overhead and real-
time implementation are still open research directions
for future intelligent watermarking systems. This table
4 presents recent intelligent image watermarking
studies that have addressed security, authentication
mechanisms, and performance evaluation metrics.

Table 4: Security, authentication, and performance-
oriented intelligent image watermarking studies.

Author Domai Soft Securit | Perform
(Year) n/ Comp y& ance
Transf | uting/ | Authent | Highlig
orm Intelli | ication hts
Used gent Strateg
Techni y
que
Awasthi et | ROI- GQ- Hybrid +57.42
al. (2025) | RONI, | PSO, | biometri %

Redun | MSER c imperce
dant , waterma | ptibility,
domain | BRIS 1k, +11.10%
K SHA- | robustne
384, Ss,
IoT- reduced
based executio
authenti n time
cation
Rai et al. | Spatial ML Review | Identifie
(2025) & (SVM, of s
Freque | CNN), | hybrid | robustne
ncy PSO, | ML-EA SS—
domain | GA, | waterma | imperce
S SSO rking ptibility
(DCT, security | optimiza
DWT, tion
SVD) gaps
Awasthi et | Fuzzy- | Fuzzy | Henon +3.4%
al. (2024) | based | Logic, map robustne
transfo | DnCN | encrypti SS,
rm N, on, +1.49%
domain | Blockc | blockch | imperce
hain ain ptibility
authenti
cation
Sivananth | SWT- GA Dual Improve
amaitrey | SVD + waterma d
et al. LSB rking robustne
(2022) for ss,
copyrig | embeddi
ht & ng
tamper | capacity,
localizat | NPCR
ion
Mohan et | Wavele | PSO- | Selectiv | PSNR =
al. (2021) | t-based | Firefly e 55.15
hybrid | Optimi | encrypti | dB, NC
domain | zation on, ~0.9956
waterma
rk
scrambli
ng
Singh et Soft Soft Security | Compar
al. (2021) | comput | compu & ative
ing ting | robustne | analysis
enviro | survey ss of soft
nments evaluati | computi
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framew | waterma
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(Color mitigati | geometri
images on ¢ & non-
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c attacks

et al. SVD | Arnold | removal | d PSNR
(2021) Transf & and
orm | robustne NSR
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enhance noise
ment attacks
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Cheema FRT- PSO Arnold High
et al. DWT- scrambli | robustne
(2020) SVD ng, FPP | ssunder

6. Discussion

The systematic review points out that the hybrid soft
computing approach to image watermarking has
emerged as a prominent area of research owing to its
potential to efficiently resolve the long-standing
conflict between imperceptibility, robustness,
capacity, and security. The combination of
metaheuristic optimization algorithms like PSO, GA,
MRFO, FSOA, and hybrid swarm intelligence with
transform domain techniques (DWT, DCT, SVD,
RDWT, contourlet transform, QFT, and others) helps
in making a flexible choice of embedding parameters
and coefficients. As made evident by the various
studies reviewed, optimization-assisted approaches
always report higher values of PSNR and SSIM
metrics while ensuring high NC even under geometric
and non-geometric attacks. Moreover, the use of
entropy-based region selection, HVS models, and
multi-transform domains has been found to minimize
the false positive issues, especially in SVD-based
image watermarking schemes.

Intelligent watermarking systems now use encryption
and blockchain authentication and machine learning
and ROI-based techniques to protect sensitive medical
imaging and IoT-based systems. The approaches
effectively defend against attacks while they increase
authentication precision and they safeguard essential
image areas without damaging diagnostic or visual
assessment quality. The combination of different
methods produces better results but it makes systems
harder to run because it creates extra computing needs
which stop systems from working in real time and
operating at scale. The absence of standardized
evaluation methods and datasets makes it difficult to
conduct fair comparisons between different studies.
Future research should therefore focus on developing
lightweight hybrid optimization models and creating
unified benchmarking systems and incorporating
learning-based adaptability systems which will help
achieve better performance results and operational
efficiency. The successful implementation of these
requirements will enable the transition of intelligent
watermarking methods from research environments to
effective real-world systems which protect copyrights
and ensure security.

7. Future Scope
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Future research should focus on developing
computationally  efficient hybrid watermarking
frameworks which will decrease system complexity
while preserving their ability to detect unaltered
content. The developed framework should handle both
real-time processing and operation in environments
with limited resources.

The combination of deep learning models with soft
computing and optimization methods could facilitate
adaptive watermarking embedding and extraction in
dynamic and novel attack situations.

Common benchmark datasets, attack models, and
evaluation protocols should be established for fair
comparison and reproducibility of watermarking
techniques.
Cryptographic integration, blockchain-based
authentication, and secure key managementcan
significantly enhance trust and traceability in sensitive
applications such as healthcare and IoT.

The researchers need to investigate advanced multi-
objective optimization frameworks which enable them
to assess all four critical components of their study.
The development of future watermarking systems will
address the specific security and performance
requirements that exist in social media platforms,
telemedicine applications, autonomous systems, and
digital forensics.

8. Conclusion

In this systematic review, the authors investigated the
current developments in hybrid soft computing-based
image watermarking methods wused to protect
copyright, authentication, and secure enhancement of
image. The literature review shows that transform-
domain watermarking techniques including DWT,
DCT, SVD, RDWT, contourlet and quaternion-based
transforms, with a watermarking system using soft
computing and metaheuristic optimization algorithms
have potential to enhance the performance of the
watermarking process to a significantly greater level.
Such techniques as the PSO, GA, fuzzy logic, swarm
intelligence, and hybrid evolutionary models allow
using adaptive selection of parameters, intelligent
detection of regions, and mitigation of false positive
issues. As demonstrated in various works, hybrid
structures have always been very imperceptible,
robust against geometric and non-geometric attacks,
and are more secure due to encryption, authentication,
and smart decision-making processes. With these
encouraging results, however, there are still a number
of challenges. Most hybrid strategies add more
computational complexity, potentially restricting their
use in real time and resource-constrained systems.

Moreover, due to the lack of standardized evaluation
protocols as well as benchmark datasets, it is hard to
compare study results objectively across studies.
Future work ought to be on developing lightweight
and scalable hybrid designs, incorporation of learning
to adapt dynamic attack cases and development of
single benchmark frameworks. The need to deal with
these issues will help in the pragmatic implementation
of the intelligent watermarking systems and further
enhance their role in safeguarding the copyrights of
digital images in contemporary multimedia and data
intensive settings.
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