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ABSTRACT 
Cloud computing emerges as the next revolution technology in the field of IT industry. Business organization shifts their 
traditional method of server-client based service to cloud –based service where customers are provided with subscription-
based cloud services. On Contrary cloud computing services demands high level security due to centralized nature of 
operation. Lots of security breaches have been encountered in cloud environment as single point failure, eaves dropping, 
node hijacking and many more. At the same time discusses the security threat occurred due to Denial-of-Service attack 
(DDoS) which occurs when legitimate users are deprived of using cloud resources due to resource exhaustion. Even though 
services in cloud are available through service level agreement to the users, elasticity and auto scalability leads to increased 
use of cloud services during DDoS attack leading to creation of new type of attack named Economic Denial of 
Sustainability attack (EDoS). Even though this attack exists in small level it highly targets the financial loss of the company 
aimed. In term of clous application DDoS attacks plays important role. The elasticity property shows solution to the DDoS 
attack and at the same time leads new type of attack EDoS attack. Many researchers implemented DDoS and EDoS 
detection frameworks using DDoS impact, but there was variation. This paper conducted survey to differentiate EDoS and 
DDoS, DDoS Characterization, detection, mitigation, and prevention of these attacks. Further a detailed report of EDoS 
has been summarized in the paper.. 
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INTRODUCTION 
Evolution of Internet and internet Services facilitates 
business and all transaction to happen online. The demand 
of internet-based computing and services increases day –by-
day what we called as cloud computing services. This 
technology is introduced by Prof. John McCarthy in 1960s. 
The standardisation of Cloud Computing is done by 
National Institute of Standards and Technology (NIST) by 
setting a framework which should be adopted by Federal 
Government standards. NIST describes cloud computing as 
model and the significance of adopting cloud infrastructure 
provides several features as on –demand service, unlimited 
storage, scalable resource, quick deployment with fast 
backup and retrieval of information with minimal human 
intervention [1]. The infrastructure provided by cloud are 
Public Cloud, Private Cloud, Hybrid Cloud and 
Community Cloud. Private clouds are owned by specific 
organization which services only internal community 
whereas public clouds provide cloud services to public 
organizations and common users. Hybrid cloud is a model 
framed by both private and public cloud. The cloud 
computing offers services as Software as a Service (SaaS), 

Platform as a Service (PaaS) and Infrastructure as a Service 
(IaaS). Software as a service offers software application to 
be accessed clients provided by cloud providers whereas 
platform resource is provided by PaaS and a virtual 
infrastructure resource is given by IaaS. 
Cloud Computing provides a promising solution to on 
premise fixed infrastructure. Many business environment 
and government sectors have shifted their infrastructure to 
cloud environment. The provision includes on demand 
resource allocation, pay on use, and no maintenance 
overhead with good hardware utilization. Despite its 
utilization a big question flashed regarding the security 
breach in cloud environment. One such visible attack is 
Denial of Service attack (DoS) where the victim acts as 
legitimate user and try to flood the network with active 
server thereby the requesting service becomes unavailable 
when needed. Many legitimate request and services will be 
overflowed in service queue. A variant to DoS is distributed 
DoS where group of victims targets a particular server [2]. It 
is reported that about 20% of world enterprise faced DDoS 
problem. Amazon EC2 cloud server, Rack space server are 
popular DDoS attack in the last decade. The attack imposes 
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heavy downtime and business losses over a long term. It is 
reported that one-third of the DDoS attack occurs over cloud 
services. One such consequence of DDoS attack causes 
“economic loss”. Report of 444k USD loss due to DDoS 
attack is estimated [3]. 
The consequence of DDoS attack leads another attack called 
economic Denial of Sustainability (EDoS) attack [4]. This is 
caused mainly due to elastic feature or auto scaling feature 
enabled due to virtualization of the server. In this paper, we 
provide a detailed survey of DDoS attack and EDoS attack 
in cloud environment. "Economic Denial of Sustainability 
(EDoS)" is a sophisticated form of cyberattack that aims to 
undermine the long-term economic viability and 
sustainability of businesses, organizations, or even entire 
industries. Unlike traditional cyberattacks that focus on 
immediate disruption or data theft, EDoS attacks are 
strategically designed to inflict financial harm and erode an 
entity's ability to maintain its operations over time. 
These attacks can take various forms, including resource 
exhaustion, financial manipulation, or market manipulation. 
Resource exhaustion EDoS attacks involve overwhelming a 
target's infrastructure, such as a website or cloud service, 
with excessive demands on its resources, causing it to incur 
substantial operational costs. Financial manipulation EDoS 
attacks may involve exploiting vulnerabilities in financial 
systems, stock markets, or cryptocurrencies to manipulate 
prices or induce financial losses. Market manipulation 
EDoS attacks can disrupt supply chains, affect product 
availability, or create artificial scarcity, leading to economic 
instability. Detecting and mitigating EDoS attacks is 
challenging due to their covert nature and long-term impact. 
Many businesses and organizations are now turning to 
advanced technologies, including machine learning and 
artificial intelligence, to identify unusual patterns of 
behaviour that could signal an EDoS attack in progress. 
There was a necessity to analyse the impact of the EDoS 
attack to detect and mitigate attacks effectively 
Objectives of the study 
Study the background of DDoS and EDoS attack to 
categorize the attacks. 
Identify the impact of the EDoS attack and DDoS attack 
in cloud computing data canter. 
Study the detection and mitigation techniques, which was 
introduced by researchers to identify the nature of attack to 
propose accurate detection framework. 
The rest of this paper is organized as follows, in Section 
2 discussed about various DDoS attacks. The essentials and 
the scientific lining model of EDoS attacks are clarified in 
section 
3. The comparative study of DDoS and EDoS detection 
mechanisms in Section 4. The results are presented in 
Section 5and finally the conclusions are discussed in section 
6. 
 
DDoS Attack impact and its Detection and Mitigation 
Mechanisms 
 
Types of DDOS attacks 
Distributed Denial of Service (DDoS) are security attacks in 
cloud environment by disturbing the normal operation on 

targeted server/device. DoS attack typically operates from 
one machine and targets the victim by flooding the target 
with continuous request and shut down its operation 
whereas DDoS attack targets the victim from multiple 
machines called botnet and flood traffic from their 
individual machines to the target. The main cause of DDoS 
attack in cloud is the resource unavailability in cloud. This 
occurs if multiple service request is floated to the server 
which makes the service unavailable to the legitimate client. 
The DDoS attack is mainly characterised by amount of 
traffic and vulnerable threat of the target node. The 
following briefs various types of DDoS attack due to 
network traffic [11,12]. The DDoS attacks classified into 
Reflection-based and Exploitation-based attacks. 
Reflection-based DDoS 
Are there attacks where the attacker's identity remains 
hidden using a legitimate third-party component? Attackers 
send packets to the reflection servers with the source IP 
address assigned to the victim and the IP address to mask the 
victim with reply packets. These attacks can be carried out 
by application layer protocols that use transport layer 
protocols, ie. Transmission Control Protocol (TCP), User 
Datagram Protocol (UDP), or a combination of both. As 
shown in Figure 1, TCP-based attacks in this category 
include MSSQL, SSDP, while UDP-based attacks include 
CharGen, NTP, and TFTP. There are certain attacks that can 
be performed using either TCP or UDP, such as DNS, LDAP, 
NETBIOS and SNMP. 
Exploitation-based attacks 
Are there attacks where the attacker's identity is hidden by a 
legitimate third-party component? Attackers send packets to 
reflection servers with the source IP address set to the target 
victim's IP address to flood the victim with reply packets. 
These attacks can also be 
performed through application layer protocols using 
transport layer protocols ie. TCP and UDP. TCP-based 
exploits include SYN Flood, and UDP-based attacks include 
UDP Flood and UDP-Lag. A UDP flood attack is initiated 
by sending multiple UDP packets to a remote host. 
 
Impact of DDoS attack 
DDoS attack pose a serious problem to network and network 
services. It has both direct and indirect impact on network 
services. Direct attack has greater impact as it directly 
connected with attack as cause the following serious 
consequences as a) Service downtime b)Economic losses c) 
Business loss d)Revenue loss d) interrupting dependent 
services. The impact of indirect attack is felt at later which a 
causes a) Energy Consumption costs b)Attack mitigation 
cost c)Resource and Economic loss [9-10] 
The consequences of a DDoS assault, such as service outage 
and customer data theft, can undermine client side 
confidence. Customers have the option of switching to a 
rival company or using online social networking sites to 
express their resentment and dissatisfaction. The theft of 
important information is the attack's true goal. In this kind 
of assault, the risk performer directs a DDoS attack at a 
certain portion of the system while executing targeted 
attacks at several targets. The goal is to reconcile these 
various targets to either steal crucial data throughout the 
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DDoS assault or introduce a future access to the system and 
its resources via a backdoor. These assaults may because IT 
personnel are concentrated on controlling the DDoS attack 
itself while other nefarious conduct is overlooked. 
 
 
DDoS Attack Detection and Mitigation techniques 
The following section explains the DDoS attack mitigation 
techniques employed in cloud computing environment. 
Challenge/Response Protocol 
The technique of DDoS prevention in the cloud is thought 
of as a proactive strategy, where the presumptive attacker's 
requests are examined, segregated, or rejected before they 
begin to have an impact on the server. The "presence of 
attack" state, which is typically available to attack discovery 
and moderation procedures, is not present in this sort of 
preventative strategy. Therefore, regardless of whether a 
client is legitimate or not, the preventative tactics apply to 
all of them [25-28]. 
Hidden Server /Port Method 
An essential tactic to eliminate a direct communication 
channel between the client and the server is to use hidden 
servers or hidden assets that incorporate characteristics like 
ports. By using a middle hub or proxy to act as a transmitting 
expert, it is accomplished. The primary duties of a 
transmitting specialist may include distributing the load 
across the servers, ensuring that they are error-resistant, 
recovering servers, and scanning incoming traffic for 
potential vulnerabilities. Hidden servers or ports are 
defence mechanisms to safeguard the 
legitimate service against DDoS attacks. In this way, 
requests to hidden servers or ports are redirected by 
validation/proxy servers, and the customer experiences the 
key server[29-31]. Validation provides a layer of protection 
to protect the actual service. The hidden server assists in 
preventing malicious attempts to affect the primary server. 
Another justification for redirection and server load 
balancing may be aided by the additional layer. The 
drawback includes a time delay, the cost of the mediator 
servers, the extra work required to calculate redirection and 
manage it at the moderate hub. 
Restrictive Source Access Method 
To prevent DDoS attacks from occurring when access is 
reputation-based or delayed, nearly all admission control 
systems use prohibitive access. These approaches provide a 
good way to optimise server capacity by allowing requests 
that depend on the available resources [25, 32-34]. The 
computation of "ability" or "reputation" depends on the time 
it takes to solve the cryptographic problems or the prior 
access prototype. 
Attack Anomaly Detection 
It has been fixed, and the server-side can access the attack 
symptoms in terms of its services and performance 
measures. Some assault symptoms are early warning signs 
that the attack has just begun to take shape or might be an 
infrastructure [35-37]. The server's performance suffered 
because of the attack. The methods could appear to be 
similar in "attack prevention" at times, and many auxiliary 
contributions have been made. 

Commonly used tools for this purpose include packet traces, 
web access logs, established linkages, and demand headers. 
The log file, which contains attack traces and past historic 
patterns, can be used to find the unusual pattern. A greater 
variety of criteria have been used to produce web 
behavioural activity, and assessments are focused on those 
qualities [38-40] The majority of the time, web developers 
have used typical web traffic as a baseline prototype. This 
type of common web activity is observed during the time the 
assault is not being carried out. 
The necessary arrangements of activities that are associated 
with these recognition procedures include feature selection 
of this kind, dataset preparation, and testing against these 
researched principles. For a common type of frameworks, a 
thorough overview of identification strategies is provided in 
[41]. These kinds of attack tactics are becoming prevalent in 
many cloud-focused attacks. The behavioural differentiating 
in feature extraction and correlating preparation introduces 
the main challenges for DDoS assault identification 
strategies. The false alarms (both positive and negative) that 
the investigation criteria of methods uncover cause the 
testing period for incoming activity. The difficulty in 
preventing IP spoofing can defeat some detection 
approaches. 
Resource usage 
A virtual machine can also offer essential information or a 
prediction of the impending DDoS attack in the presence of 
the DDoS attack. Infrastructure as a Service clouds are often 
operated by virtualized servers in cloud infrastructures, 
allowing the hypervisor to continuously track the resource 
usage of each virtual machine running on a real server. Once 
these virtual computers start to approach the specified 
resource utilisation criteria, an attack can be suspected as 
being plausible. [42] Suggested options based on a resource 
that was easily accessible and had virtual machines as well 
as the resources' forthcoming requirements. Similar to [43], 
who employed performance counters and activity to identify 
resource use in a virtual machine and extract potential attack 
moderation. Asset utilisation is a very significant and 
indirect factor in determining the possibility of attack. 
The success of the asset utilization-based profiling and 
recognition tactics is indirectly related to the DDoS attacks, 
which are evolving into asset-intensive attacks. A different 
approach, for instance, triggers auto-scaling techniques 
based on "over-burden" and "under-load" conditions of the 
chosen targeted virtual computers. The attribute suggests a 
potential link between the virtual machines asset utilisation 
and a DDoS-driven asset spike 
 
 
EDoS Attack impact and its Detection and Mitigation 
Mechanisms 
 
How EDoS attack variant from DDOS 
Economic Denial of Sustainability attack (EDoS) is one of 
the crucial security problem threatening today’s internet is 
DoS and DDoS attack .The outcome of the attack fails to 
provide the intended service to the legitimate user. To 
overcome DDoS attack, a new technique named as sPOW 
has been introduced that continuously increases the 
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bandwidth of the devices /services. Although it restores the 
service availability of legitimate users it creates new 
problem of high cost to the clients demanding the service. 
Hence a new definition for this type of problem is cloud 
computing is coined as Economic Denial of Sustainability 
attack (EDoS ) [49]. The attack targeted organization or 
individual. EDoS attacks are a variation of Distributed 
Denial of Service (DDoS) attacks, which are designed to 
overwhelm a target's resources, such as websites or online 
services, by flooding them with a massive amount of 
malicious traffic [49]. 
The main aim of an EDoS attack is not only to disrupt the 
target's online operations temporarily but also to inflict long-
term financial damage. Unlike traditional DDoS attacks that 
focus on disrupting availability, EDoS attacks specifically 
aim to cripple an organization's financial sustainability by 
causing significant financial losses, reputation damage, or 
by exploiting specific vulnerabilities in their business model 
[50]. It typically target organizations that rely heavily on 
their online presence and transactions, such as e- commerce 
platforms, financial institutions, or online service providers. 
Attackers employ various techniques to carry out an EDoS 
attack, including generating many fraudulent transactions, 
overwhelming customer support systems, exploiting 
weaknesses in payment processing mechanisms, or 
manipulating supply chain processes. The consequences of 
an EDoS attack can be severe, leading to financial losses, 
customer dissatisfaction, erosion of trust, and potentially 
even business shutdown. Therefore, organizations need to 
implement robust cybersecurity measures, such as network 
monitoring, traffic analysis, and application- level security 
solutions, to detect and mitigate the impact of EDoS attacks 
Impact of EDoS attack 
The main objectives of an EDoS attack is to disrupt the 
economic sustainability of the targeted entity, causing 
financial harm and long-term damage. 
Financial Impact: EDoS attacks aim to inflict significant 
financial losses on the target, potentially leading to 
reputational damage, customer churn, and even bankruptcy 
in extreme cases [33]. 
Exploitation of Vulnerabilities: Attackers may exploit 
vulnerabilities in an organization's business model, payment 
systems, supply chain, or customer support processes to 
disrupt operations and cause financial harm [33] 
Targeted Industries: EDoS attacks often target industries that 
rely heavily on online operations, such as e-commerce 
platforms, financial institutions, cloud service providers, 
and digital market places [51-54] 
 
Significance of EDoS attack 
While it is important to understand the concept of EDoS 
(Economic Denial of Sustainability) attacks for security 
purposes, it is essential to note that these attacks are 
considered malicious and illegal activities. The intent 
behind EDoS attacks is to cause financial harm and disrupt 
the economic sustainability of targeted entities. As such, 
there are no legitimate or ethical advantages associated with 
EDoS attacks. Instead, EDoS attacks can lead to severe 
consequences for both the targeted entity and the attackers 
themselves, including legal repercussions, reputational 

damage, and potential financial losses. It is always advisable 
to adhere to ethical principles and legal boundaries when it 
comes to cybersecurity and engage in responsible online 
behaviour. 
Impact of EDoS attack 
Legal Consequences: EDoS attacks are illegal activities and 
can lead to severe legal repercussions for the attackers. 
Engaging in such attacks can result in criminal charges, 
fines, and potential imprisonment. 
Reputational Damage: EDoS attacks can severely damage 
the reputation of the attackers. Once their involvement in 
such malicious activities is discovered, it can lead to distrust 
from peers, colleagues, and potential employers. 
Countermeasures: Organizations invest significant 
resources in implementing cybersecurity measures to detect 
and mitigate EDoS attacks. As a result, attackers may 
encounter robust defence mechanisms that make it more 
challenging to successfully execute an EDoS attack. 
Collateral Damage: EDoS attacks can have unintended 
consequences and cause collateral damage. In some cases, 
innocent individuals or organizations may be affected by the 
attack, resulting in financial losses and disruptions to their 
operations 
Loss of Opportunities: Engaging in EDoS attacks can 
prevent individuals from pursuing legitimate opportunities 
in the cybersecurity field or related industries. Employers 
and organizations are unlikely to consider candidates 
involved in illegal activities. 
Financial Losses: EDoS attacks can lead to financial losses 
for the targeted entities, but they can also backfire on the 
attackers themselves. If the attackers are identified and 
brought to justice, they may be held financially responsible 
for the damages caused, resulting in significant financial 
consequences for them. 
Ethical Considerations: EDoS attacks violate ethical 
principles and moral standards. Engaging in activities that 
intentionally harm others for personal gain or satisfaction is 
widely considered unethical and can have long-term 
consequences on an individual's personal and professional 
life. 
Diminished Opportunities for Dialogue: Rather than 
engaging in harmful attacks, constructive dialogue and 
ethical hacking practices provide better avenues for 
addressing vulnerabilities and improving the security of 
digital systems. 
Disruption of Financial Operations: The primary objective 
of an EDoS attack is to disrupt the targeted entity's financial 
operations. This can include disrupting payment processing 
systems, compromising financial transactions, or 
manipulating supply chain processes. As a result, the 
organization may experience difficulties in conducting its 
normal business operations and managing financial 
transactions. 
Financial Losses: EDoS attacks can lead to significant 
financial losses for the targeted entity. The disruption of 
financial operations can result in missed sales opportunities, 
transaction failures, or the inability to process payments. 
These financial losses can have a direct impact on the 
organization's revenue, profitability, and overall financial 
sustainability. 
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Reputational Damage: EDoS attacks can cause reputational 
damage to the targeted entity. Customers, partners, and 
stakeholders may view the organization negatively due to 
the disruption of services, financial difficulties, or perceived 
security vulnerabilities. Rebuilding trust and restoring a 
positive reputation can be challenging and time-consuming. 
Customer Dissatisfaction and Churn: If an organization's 
services or operations are significantly disrupted by an 
EDoS attack, it can lead to customer dissatisfaction. 
Customers may experience difficulties in accessing services, 
making transactions, or receiving support. This can result in 
customer churn, as they may seek alternative providers who 
can offer more reliable and secure services. 
Legal and Regulatory Issues: EDoS attacks may violate 
various laws and regulations, leading to legal consequences 
for the attackers and potential legal liabilities for the targeted 
entity. Depending on the jurisdiction, the targeted 
organization may be required to notify affected customers, 
report the incident to regulatory authorities, or face legal 
actions from customers, partners, or shareholders. 
Operational and Recovery Costs: Recovering from an EDoS 
attack can be costly for the targeted entity. It may involve 
investing in additional cybersecurity measures, conducting 
forensic investigations, implementing enhanced monitoring 
systems, and hiring external experts for incident response 
and recovery. These operational and recovery costs can 
further impact the organization's financial stability. 
Business Disruption and Downtime: EDoS attacks can cause 
significant disruption to the targeted entity's business 
operations. It may result in service outages, website 
unavailability, or slowdowns in online transactions. The 
organization may need to invest time and resources to 
restore normal operations and address the vulnerabilities 
that led to the attack. 
Regulatory Scrutiny and Compliance Issues: EDoS attacks 
can attract regulatory scrutiny, especially in industries that 
handle sensitive customer data or financial transactions. 
Regulatory authorities may investigate the incident, assess 
the organization's security. 
EDoS Attack Detection and Mitigation Mechanisms 
Most CC and network monitoring researchers use 
predefined thresholds and entropy methods to detect 
anomalies in network traffic. The following are some well-
known EDoS defense strategies. 
Self-verifying proof of work (sPoW): Self-verifying Proof 
of Work (sPoW) is a concept that is used to modify network-
level DDoS traffic, identify EDoS attacks, implement on-
demand network filtering, and give priority to genuine 
traffic. There are two primary activities in sPoW: 1) 
Isolating and filtering network level DDoS traffic using 
direct packet pattern matching and 2) enabling the 
remaining genuine traffic flow. A mix of both legitimate and 
application-level DDoS traffic competes for server 
resources when resolving Self-Verifying Proof-of-Work 
(sPoW). The initialization function rejects DDoS activity at 
the network level before starting the download mechanism. 
Another measure reduces the total amount of expensive 
cloud resources required for application-level DDoS by 
using a puzzle-solving technique that enables true traffic 
competition. Second, the server must allocate separate 

channels for each request. When there are many incoming 
requests, the server generates many puzzles, which can lead 
to a puzzle stack attack if the puzzles are not solved in 
time[58]. 
Cloud Trace Back: The Deterministic Packet Marking 
(DPM) method is the basis of CTB [14]. To be close to the 
origin of the cloud network, CTB is implemented in the edge 
routers. This is placed in front of the web server as an 
instruction to use the Cloud Trace Back Mark (CTM) in the 
CTB header. All service requests are first sent to the CTB 
for tagging to prevent effective interception and direct 
attack against the service provider and address. If the attack 
crashes the web service, the target server recovers and 
rebuilds the CTM token to reveal the source of the attack. 
Cloud Protector (CP) is required for CTB to stop a DDoS 
attack. CP works as a filter engine. To facilitate DDoS 
detection and filtering, CP is a self- learning back-
propagation neural network (NN) [33]. A neural network 
consists of input, hidden, and output layers and consists of 
several connected units. In neural networks, the focus is on 
the Threshold Logic Unit (TLU). TLU calculates specified 
thresholds for verification and comparison after entering 
inputs into a set of biased quantities [59]. 
EDoS Shield: The Virtual Firewall (VF) and Verifier Nodes 
that make up the EDoS-Shield mitigation mechanism work 
together to carry out the EDoS mitigation tasks. The 
whitelist and blacklist are the two lists used by the firewall 
to filter inbound requests. The control node performs a 
Turing test on each initial access request made by the client. 
The client's IP address will be added to the white list and 
subsequent requests from the same client will be directed 
directly to the cloud scheduler, who will approve resource 
allocations, if the client passes the Turing test. Al-Haidari 
and co-researchers [60] introduced an improved version of 
the EDoS-Shield in 2012 that appends a TimeTo-Live (TTL) 
field to the IP address of end- users requesting cloud 
services. By employing a TTL field, the authors hope to 
distinguish between hostile clients using spoofed IP 
addresses and legitimate clients, thereby counteracting the 
threat posed by faked IP addresses. 
Scrubber service: Scrubber Service, an on-demand EDoS 
mitigation web service, launched an In-Cloud Scrubber that 
also inspects encryption tasks sent from the client side [61]. 
There are two modes available to the service provider: 
normal mode and suspicious mode. The web server operates 
in normal mode when the service provider believes that 
everything is normal. In the suspicious state, the user or 
consumer brute force solves the created encryption problem 
to ensure the legitimacy of the service. If a service provider 
notices that the web server and resources are being used at a 
high rate and beyond what is acceptable, this may be a sign 
of an advanced DDoS attack. To create and verify a hard 
puzzle, the service provider activates the suspect state and 
calls the Scrubber service on demand. The Scrubber service 
develops and monitors a moderation puzzle when a service 
provider detects low-level DDoS attacks, ie. whether the 
level of resource depletion on a web server is within 
acceptable limits in relation to normal bandwidth usage. 
EDoS Armor: With access and congestion control, it is a 
dual solution. This defense system has several layers; 
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initially, when a user starts a session, the server sends a 
challenge to the user, which can be in the form of a GTT or 
a cryptographic puzzle. When the user completes the 
challenge, access control receives a request. If the user was 
unable to resolve, their session would be ended and their 
ability to connect to the server would be restricted. Users 
are restricted by this system using the port-hiding technique 

since an attack cannot be launched without a valid port 
number. The following stage involves monitoring user 
browsing activity for ongoing learning. If unusual behaviour 
is noticed, the service priority for those users is decreased, 
slowing down service response and reducing application 
DDoS [62] 

Classification of EDoS and DDoS Impact in Cloud Computing Services 
 
 

S.No Aspect DDoS EDoS 
 
1 

 
Objective 

Disrupt availability  of  a 
target system, service, or 
network 

Undermine the
 economic 
sustainability of a target; inflict
 financial harm or 

   erode long-term viability 

 
2 

 
Method 

Flood the target with traffic from a 
botnet or multiple sources   to   
consume 
resources 

Various forms, including resource
 exhaustion, financial  
manipulation,  or 
market manipulation 

 
3 

 
Duration 

Typically short-lived, 
lasting hours or less 

May be prolonged, 
potentially causing long- 
term economic damage 

 
 
 
4 

 
 
 
Visibility 

 
 
More visible, as it directly disrupts 
services, often quickly detected 

Can be stealthier and not 
immediately apparent, 
involving financial 
manipulation or other tactics that are 
not as easily detected as network 
traffic 
floods 

5 Primary Impact Service unavailability, 
network congestion 

Financial losses, erosion of 
economic stability 

 
6 

 
Target 

Network infrastructure, websites, 
online services 

Financial institutions, 
businesses, industries, 
markets 

 
7 

 
Prevention/Mitigation 

Network security measures, 
traffic filtering, content delivery 
networks 

Risk management, financial 
security protocols, anomaly 
detection 

 
8 

 
Typical Tools Used 

Botnets, amplification techniques 
(e.g., DNS 
amplification) 

Social engineering, financial 
manipulation, supply chain 
disruptions 

 
Open Issues in Research 
Since many defensive mechanisms has been proposed by 
many researchers still there is a need of wide-spread unique 
solution for solving primary cloud problem is needed. There 
is a need of integrated security solution for different security 
problem to easily implement in security devices. Another 
challenge faced in cloud is improper server resource 
utilization due to multi tenancy and if DDoS attack focus 
multi tenancy issue resource will become unavailable to the 
requested service 
Conclusion 
In this work we concluded the nature of DDoS attack, the 
types of DDoS attack, its impact, detection, and Prevention 
strategies. With the aid of these kinds of solutions, a cloud 
environment can be developed with a variety of 
characteristics, such as resource allocation based on demand 

services, bot cloud, and topology management utilising 
software defined networks. These surveys make it easier 
to evaluate the benefits and drawbacks of various 
attacks and their remedies. Further the impact of DDoS in 
terms of financial aspects in the form of EDoS has been 
briefly explained. This survey opens the current existing 
security patterns available for DDoS attack and briefs the 
open research problems 
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