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ABSTRACT

By using a large dataset based on the fishing url, they begin attacks on the Internet. The aim of the study is to improve
detection of cyber hazards using different types of machine learning methods. These algorithms include “Decision Tree
[4], Linear Regression [4], Random Forest [4], Naive Bayes, Gradient Boosting Classifier, Support Vector Classifier, and
a new hybrid LSD model”. We have used a hybrid model by combining the predictions of many individual models, such
as a stacking classify, a ensemble technique. This model connects predictions with “Random Forest [4] Classifier and MLP
Classifier as base classifiers”. We have achieved it through carefully cross-fold validation and Grid Search Hyper parameter
Optimization. As a meta-estimator, it appoints the LGBM classification to reach the final prediction, which extends the
project's ability to perform better classification. The effect of the model is evaluated using matrix including F1 score,
recalling, accuracy and accuracy. The results show that the Hybrid LSD model effectively reduces the risk of fish attacks
and provides strong protection against the ever -changing cyber threats. This study contributes to the development of better
cyber security measures, and shows how you can improve the safety of the Internet by learning machine.
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INTRODUCTION

A smart danger on web is fishing, where thieves stated as
legitimate businesses or websites in an attempt towards
obtain important information (such as password, credit card
details or personal history). In order towards avoid financial
losses & towards ensure that sensitive information does not
get into wrong hands, it is extremely important towards
detect fishing efforts. fight against fishing is equipped
among machine learning, a kind of help. It detects fish
efforts by analyzing data from large & scale, finding patterns
in it & using this knowledge. An important advantage is that
ML systems abide extremely flexible, as they can meet new
& changing fishing efforts. Checking URL, or site address,
is a technique for identifying fishing efforts. incorrect or
misspelled domain names or excessive number of under
domain enemies abide common url tabs. Such a nice
irregularity is quite easy towards detect machine learning
algorithm. successful fish declaration system can easily
endure combined among a wide range of web-based
applications, including email clients, corporate networks &
browser. These interconnected systems abide always
looking for new fishing efforts & protecting users
immediately against them.

Internet has evolved into an integrated component of
modern life, thanks towards progress of communication &
information technology. It facilitates surplus of life
improvement opportunities in communication,
entertainment, education, retail medicine. Criminals see

Internet as a way towards take their physical crimes online
because our online life develops. Although there abide
many positive benefits towards using Internet, some abide
also negative, such as oblivion it gives users. According
towards research from Partsmouth University (2016),
Raguchi & Robila (2006), & Hong (2012), individuals &
organizations lose millions of dollars every day.
Cybercrime, one of most basic forms of fishing, grows at an
exponential speed. [12] Only players have spread among
expansion of Internet time. among extensive use of Internet,
fishing attacks have increased in popularity. One of main
methods is utilized by playing weaknesses. People who
suffer from fishing fraud sometimes come for fraud as
websites used towards fool them or look like other popular
sites. For most parts, unskilled internet users cannot show
difference between legitimate & dangerous websites.
Because of this, fishing blacklists were developed. Fishing
blacklists abide databases among malicious software
maintained by experts. They enable ordinary people
towards learn about fishing sites that they could travel [18]

LITERATURE SURVEY

Introduction towards "Phishpedia", a groundbreaking logo-
based phishing identity system that accounts for its
remarkable accuracy & minimal impact on driving time.
author of system, Y. Lynn, R. Liu, D. M. Diwakaran, J. Y.
Ng, Q. Z Chan, Y. Lu, Y. C., F. Zhang & JS abide Dongs.
Compared towards existing methods, our condition achieves
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-Art -Pype learning system better results in identifying
phishing efforts correctly, especially when it comes towards
recognition & matching. Not only does it work better than
current methods, but it also finds fishing spots that were not
before, which makes Armed Forces much stronger against
fishing efforts. When it comes towards improving cyber
security, Phishpedia is in its own league. Negative:
effectiveness of Phishpedia depends on presence & quality
of people on websites. Sometimes there is regular
upgrading, & maintenance must endure ahead of changed
phishing strategies. [1]

By using artificial nerve networks (Ann) towards analyze
HTML & URL properties, introduce a groundbreaking
algorithm for Shirazi, Hens & Raya Mobile Phishpedia
Detection. Modern deep transformers such as Burt, Electra,
Robert & Mobile Bert have been included in their method
of effective learning from URL text. state -Art -art system
effectively administers fast training, smooth maintenance &
real -time delaying on mobile devices. It guarantees top -
oriented performance, strengthens prevention against fish
attacks & maximizes use of resources for better mobile
cyber security. Negative: Complicated fishing on actual
pages cannot go towards anyone's attention if URL is only
way towards detect. availability & quality of pre -trained
transformers may vary. [2]

A. Akanka's dissertation examines SSL certificates used by
fishing spots, analyzing properties of attackers &
developing an auto-detection system that uses these aspects.
Research introduces a groundbreaking SSL certificate-based
fish-declaration system that uses decision tree [4] machine
learning due towards its openness & efficiency. system
claims excellent accuracy & has a user-friendly web api.
This letter presents a holistic approach towards cyber
security problems & highlights need for future adjustment
towards develop a fishing strategy & guarantee continuous
system updates. Lack of Missing: If malicious actors find
ways towards copy real SSL certificates, efficiency of
system can endure compromised. scalability of system
towards handle many domains is barely affected. third
Logistics regression, decision tree [4], neural networks &
Gaussian naive Bayes, H. Shahiriyar & S. Using machine
learning methods that Nimgadda focuses on network
infiltration system (IDS) in their joint efforts. Finding
specific & unusual network behavior, especially TCP/IP
teams, is primary goal of research. Decision Tree [4] works
on a publicly available dataset, but authors emphasized need
for evaluation & real world testing towards confirm its
efficiency & accuracy in Real -world network infiltration
scenarios. Lack of deficiencies: results may not endure
reflective towards real world or changing dangers. This
algorithm choice is not overall; Alternative approaches can
produce different results. [4]

In his groundbreaking work, A. of. Dutta creates a refined
system for detecting fishing sites using a monitored machine
learning technique random forest [4]. This process
examines & selects relevant features that carefully separate
fishing sites. solution, when distributed as a smart browser
plugin, detects phishing sites among 98.8 percent accuracy,
towards handle human deficiencies in online security,
continuously. main goal is towards improve Internet

security & give users a strong security against potential
cyber dangers, even though it causes a false alarm
sometimes. Resistance: quality of compatibility plants for
new phishing strategies is influenced by quality of facilities.
If they lie, users may lose confidence in results [5]

METHODOLOGY

Proposed work

The proposed technique uses a state-of-the-art hybrid
machine learning method towards identify fish attacks using
URL properties. This strengthens rescue against attacks &
defends users by using a wide range of machine learning
techniques. Grid search hyper parameter optimization &
cross-fold validation, when common, prediction accuracy is
greatly improved. expansion of project adds a stacking
classifies towards create a hybrid model, which further
improves possibilities. In this artist's contingent, two base
classifies - Random Forest [4] Classifier & MLP
Classifier— -to create a strong general model. classification
performance of project is improved by incorporating LGBM
classification as a meta-estimator, which refines final
prediction. This all -encompassing method represents an
important step in cyber security by guaranteeing an effective
& reliable defense system against fish attacks.

“Fig 1: System Architecture”

Dataset Collection

Research & system for development purposes, "URL-based
fish dataset" collects information on malicious & valid
URL. It comes from Kaggle, a well-known market for data
set & computer science competitions.

dataset is described in wide stroke here:
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Name: URL-based Phishing Dataset

Source: Kaggle

Purpose: To facilitate research & development of

phishing detection systems.
Size: Contains data from over 11,000 websites.

Format: The vector is presented in the form, which
means that each URL is represented as a set of

functions or properties.
Machine learning models can use functions associated
among each URL (in vector form), towards determine if a
certain URL is related towards fishing; This information is
likely towards endure available in dataset, which is
structured as each entry or example matches a URL.
Some examples of specific parameters involved in fish
dataset for fish duty include domain age, https use, keyword
density, url length & presence or absence of specific
keywords. Machine learning models rely on these qualities
towards learn towards distinguish between real & malicious
URLs.

data = pd. read_csv("anchive/phishing.csv")

data,head)

Index Usingl® LongURL ShortURL Symbol@) Redivcting! PrefiSufix. SubDomains HTTPS DomainReglen . UsingPopuplWindow  HrameRedivecion

00 1 1 1 1 1 . 1 1 1
A I 1 1 1 1 4 1 1 1
g I 1 1 1 1 4 ! 1 1
3o i 4 1 1 1 [ 1 1 1
[ 0 4 1 4 Bl 1 1 1 1

Srows x 82 columns

Pre-processing

Using Panda's data frames: towards clean, replace &
prepare dataset at this stage, we use panda, a strong python
data manipulation library. This includes addressing missing
values, changing data formats & organizing information for
further modeling or analysis.

Visualization among seaborn & food matplotlib: towards
learn more about properties of dataset, we use seaborn &
food matplotlib towards create visualizations such as
diagrams & graphs. In order towards make well -informed
decisions for further analysis, this phase helps us understand
distribution, relationships & patterns present in data.
Labeling: towards translate classified label into numerical
values, we use a label codance, a pre -rosaring method.
Given that machine learning model usually requires
numerical entrance, it is necessary. dataset is guaranteed by
possibility of model for understanding & learning models
from classified data.

Feature selection: most relevant properties from dataset
abide found & selected at this stage. By focusing most
useful variable & reducing noise, construction choices abide
needed towards increase model performance. model can

endure found using methods such as statistical testing,
correlation analysis or machine learning techniques.
Training & Testing

Our first machine learning model, Model 9, was used on
preprisable data sets during initial phase of project for
analysis & interpretation. After that, we wanted towards
improve accuracy of our predictions during extension phase,
so we created a hybrid model, which combined output from
other models. By combining best features of many models,
this new strategy expects towards increase accuracy of our
predictions. At same time, we created an authentication
dream, flask -based fronts, so that users interact among
model. A user -friendly & available interface is provided by
this friend, so users can enter & easily rebuild predictions.
towards train first indicated machine learning models
towards detect complex computer patterns & correlations,
we will use Predicable Dataset. This will endure basis for
our project. A separate test is fully evaluated on a separate
test data set after training process. towards evaluate effect
of these models in identifying Phishing urls, performance
matrix is used as recalling, accuracy & F1 score carefully.
This perfect assessment process acts as an essential quality
control measure, guarantees that models show purity &
addiction, & confirm their suitability for practical use. aim
of our project is towards provide reliable & advanced
phishing url identity using this all-encompassing
methodology.

Algorithms.

Stacking Classifier: As a fundamental classifies, a stacking
classifies from Project Random Forest combines [4]
Classifier & MLP Classifier predictions using a cloth
approach. It extends project functions for better
classification performance using LGBM classifies as a
meta-estimator towards make final prediction.

LSD: Hyperparameterized logistic regression, supporting
voter & decision -making wood [4] Model GridcV is a
hybrid classification model that improves accurately &
efficiency by combining benefits of decision tree [4],
support vector machine & logistical regional methods.
GRIDCYV is useful for different types of classification
problems because it looks methodical through
hyperparameter combinations towards maximize model
performance.

Hybrid LSD (HARD): towards make classification
decisions, use Hybrid LSD (Hard) Model Decision Tree [4]
A hard voice method in combination among algorithm of
Support Vector Machine & Logistic Region. In order
towards improve accuracy & strength of different types of
classification functions, each component model provides a
prediction, & final alternative is set by a majority vote.
Hybrid LSD (Soft): This model uses soft voting towards
classify data by mixing decision tree, supporting vector
machine & logistic region [4]. It improves accuracy of
classification job by using possibilities of each model
towards generate prophecies while maintaining adaptation
towards handle a variety of inputs.

Gradient Boosting: This outfit machinery method combines
skills of many weak students, who usually determine trees,
gradually towards build a prediction model [4]. It completes
it by focusing on errors generated by previous models &
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changing predictions towards reduce these errors, eventually
provides a strong & accurate future model that works very
well in different types of functions, such as regression &
classification.

Random forest: Random forest [4] is a dress learning
technique that generates predictions by adding many
decision trees [4]. This decision is driven by average of
predictions from a group of trees [4] trained on arbitrary
selection of data. For both classification & regression
problems, this dress technique provides strong performance,
reducing overfitting & improving accuracy.

To classify or predict results, a machine learning model
called Decision Tree [4] shares most important feature
shares input towards earliest. It produces a three - -like
structure that is useful & explanatory for a variety of
functions, each branch represents a possible option & each
node represents a feature.

Support Vector Classifier: A Support Vector Classifier
(SVC) is a machine learning model that maximizes margins
between many data sections by determining optimal limit
(hyperplane). This works well for both binary & multi -class
classification applications, as it recognizes important
support vector towards produce accurate classification.

A classification process called logistic regression estimates
possibility that an entrance will fall into a particular
category. towards classify entrance towards one of two or
more categories, a threshold is used after Sigmoid feature,
& maps input functions for a probability value between 0 &
1. towards do data best & produce an accurate classification,
coefficient model learns coefficient during training.

The convenience implements possible classification
technique known as Naive bayes, using "naive" freedom
base. Depending on possibilities of each component
properties, it determines possibility that a data point belongs
towards a specific class. Lesson classification, spam
detection & other landscapes where freedom of convenience
Table.1 Performance Evaluation Table

is a commendable contact, Bole Bayes is especially
effective.

EXPERIMENTAL RESULTS

Accuracy: A test ability towards make a proper difference
between healthy & sick cases is a measure of accuracy. We
can determine accuracy of a test through calculating
proportion of cases undergoing proper positivity & genuine
negative. It is possible towards express this mathematically:

" _ TP+ TN "
COUracy = Ip FP+ TN + FN

Precision: relationship between events or tests certain abide
properly classified towards anyone classified as positive is
called accurate. Therefore, there is a formula considering

determining accuracy:
True Positive

“Precision =

— —(2)"
True Positive +False Positive
Recall: In machine learning, recall is a solution towards

how well a model can find all examples of a specific class.
ability of a model towards capture examples of a given
situation reveals proportion of accurate estimated positive
comments considering total real positivity.

"Recall = ——— (3)"
ecall = 75N @

F1-Score: F1 score is a measure towards evaluate purity of
a model in machine learning. It takes memory & accuracy
of a model & mixes them. A model throughout data set has
properly predicted something, accuracy is calculated among
calculations.

Recall X Precision

"F1S -9 "
core * Recall + Precision * 100(1)

Table 1 assesses performance parameters of each algorithm,
including accuracy, accurate, recall and F1 score. Stacking
classifier is constantly performing better than all other
algorithms in all matrix. In addition, calculations are
compared towards different methods in tables.

Graph.1 Comparison Graph

ML Model Accuracy fl _score Recall Precision Specificity
Linear Regression 0.934 0.941 0.943 0.927 0.909
Support Vector Machine 0.951 0.957 0.969 0.947 0.909
Naive Bayes Classifier 0.605 0.454 0.292 0.997 0.909
Decision Tree 0.957 0.962 0.991 0.993 0.909
Random Forest 0.969 0.972 0.993 0.990 0.909
Gradient Boosting Classifier 0.974 0.977 0.994 0.986 0.909
Hybrid LSD - SOFT 0.959 0.964 0.977 0.965 0.909
Hybrid LSD - HARD 0.950 0.956 0.967 0.945 0.909
Hybrid LSD 1.000 1.000 1.000 1.000 0.426
Stacking Classifier 1.000 1.000 1.000 1.000 0.426

IJDDT, Volume 16 Issue 3s, 2026

Page: 1019



A Phishing Detection System Using URL-Based Hybrid Machine Learning

1.2
0.8
0.6
0.4
0.2
0

Linear Support Naive Decision Random  Gradient Hybrid LSD Hybrid LSD Hybrid LSD Stacking

Regression  Vector Bayes Tree Forest Boosting - SOFT - HARD Classifier

Machine Classifier Classifier
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Graph (1) shows specificity sky blue, accuracy in blue, F1-Score in red, recall in green, & precision in purple. In every
metric, Stacking Classifier performs better than other models, attaining highest scores. These findings abide graphically
depicted in graphs above.
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“Fig 2: URL Link towards Web Page”

board

Phishing Detection System Through
Hybrid Machine Learning Based on
URL

“Fig 3: Home page”
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“Fig 4: User Signup page”

“Fig 5: User Sign in Page”

“Fig 6: Enter URL”
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“Fig 7: Sample data for testing”
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“Fig 8: Entered URL”

pa »00

Website is 100% unsafe to use...

Solar Power

Solar Energy

Sun Solar Power

“Fig 11: Enter New URL”
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“Fig 12: Sample data for testing”
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Website is 98% safe to use..
L

“Fig 14: URL result page (safe/ unsafe)”

5. CONCLUSION

With help of a hybrid machine learning strategy, project was
able towards prefer URL properties for fish decisions, & it
was a success. significant benefit in accuracy & efficiency
was obtained by system through use of different models,
including “Decision Tree [4] s, Random Forest [4] s, support
vector classifiers, & an LSD-based stacking classifier”. By
using an expansion stacking classifies, fish declaration
system was greatly improved, which was responsible for its
high accuracy & F-point. This all-dedicated method
provides a strong defense against refined fishing efforts, &
solves a big question in cyber security. A better degree of
adaptability towards develop fishing techniques was
ensured by integrating different machine learning models,
which brought diversity towards system's abilities. As a
result of its positive effects on accuracy & efficiency, project
has opportunity towards strengthen cyber security measures
& make a significant contribution in fight against cyber
threats. among growing processing of fish attacks, proposed
system proves a strong defense mechanism, its practical use
shows towards protect sensitive data & reduce cyber
security risk.

6. FUTURE SCOPE

Constant improvement & adjustments in new fishing
techniques abide in future plans for this project. In order
towards improve active safety opportunities of system,
future studies can use deep learning, behavioral analysis &
real -time panties intelligence. Working among
professionals for cyber security & other industry players can
also help create a strong solution. Access towards this
system can endure expanded by checking blame

environment & distribution on Internet of Things devices, as
well as by developing a user -friendly interface. A top
modern solution in ever -existing scope of cyber security,
model undergoes constant changes towards change hazard
landscape, guarantees its constant effect.
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