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ABSTRACT 
Background: 
Drug discovery is a traditionally slow, expensive and highly experimental process. The application of Artificial 
Intelligence (AI) and Machine Learning (ML) in computational drug discovery is a game-changing development, 
offering a quicker and more precise way to identify potential drug candidates, while also tackling key issues related 
to the security of sensitive patient data. 
Objective: 
The objective of this study was to design and assess an AI and ML-based computational system for drug discovery 
and biochemical analysis, integrated with a cyber-secure medical data system to maintain data security and privacy 
during the research process. 
Methodology: 
We used purposive sampling to choose 5,000 entries of compounds from three reliable sources: Public Chemistry 
Database (PubChem), Chemical Biology Database (ChEMBL) and DrugBank to ensure molecular diversity and data 
integrity. Five models were developed: Random Forest (RF), Gradient Boosting (GB), Support Vector Machine 
(SVM), Convolutional Neural Network (CNN), and Graph Neural Network (GNN), assessed via 70/30 train-test split 
and 5-Fold Stratified Cross-Validation. Data protection was achieved using Advanced Encryption Standard 256-bit 
(AES-256) encryption and Role-Based Access Control (RBAC), compliant with HIPAA and GDPR regulations. 
Results: 
The Graph Neural Network (GNN) achieved the highest performance with an accuracy of 0.938, AUC-ROC of 0.967, 
RMSE of 0.318, and MAE of 0.251. Ten high-priority drug candidates were identified, with Compound COMP-1042 
recording the highest predicted biological activity score of 0.967 and a binding affinity of −9.82 kcal/mol, consistent 
with Lipinski's Rule of Five. 
Conclusion: 
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Our proposed framework showed the effectiveness of deep learning models, especially Graph Neural Networks, for 
precise drug discovery and biochemical analysis. The embedded cyber security framework provided a secure and 
efficient computing environment to support future AI-based drug design and discovery. 
Keywords: Artificial Intelligence, Drug Discovery, Graph Neural Network, Machine Learning, Biochemical 
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INTRODUCTION 
Pharmaceutical industry has been experiencing 
unparalleled difficulties in drug discovery and 
development with the ever-growing costs, lengthy 
timelines, and high attrition rates. The conventional 
approach of drug discovery can take three to six years of 
preclinical development and cost hundreds of millions to 
billions of dollars, and the success rates are still dismal 
[1,2]. Nevertheless, the intersection of artificial 
intelligence (AI) and machine learning (ML) 
technologies with biochemical analysis has become a 
disruptive technology, providing unprecedented 
possibilities to transform pharmaceutical research and 
development. These data-heavy computational 
techniques, combined with state-of-the-art proteomics 
and genomics, are speeding up drug candidate discovery, 
streamlining preclinical trials, and essentially 
transforming the economics of drug discovery altogether 
[3]. However, as healthcare organizations continue to 
embrace these data-intensive technologies, the 
significance of robust cybersecurity infrastructure has 
become paramount, especially with the sensitivity of 
medical and genomics data [4]. 
AI and machine learning have already shown impressive 
performance throughout the drug discovery pipeline, 
including target identification, or clinical development 
[5, 6]. Deep learning models like convolutional neural 
networks (CNNs) and transformers are capable of 
processing large volumes of genomic and proteomic data 
and discovering patterns and relationships that cannot be 
detected by human scientists [7]. Examples of such 
potential include recent breakthroughs: the AlphaFold 
protein structure predictor developed by DeepMind has 
transformed therapeutic discovery by providing 
invaluable insights into protein structures; generative AI 
methods have enabled de novo design of therapeutic 
antibodies; in 2023, the FDA approved the first Orphan 
Drug Designation to an AI-designed drug, and numerous 

AI-designed molecules have moved to clinical trials [8, 
9].  
AI and ML technologies have spurred revolutionary 
improvements in biochemical analysis, including 
proteomics, genomics, and integration of multi-omics. 
Proteomics using mass spectrometry with machine 
learning models is now able to process raw data with a 
degree of accuracy never before seen, differentiating 
between true signals and noise and predicting the 
properties of peptides based on the amino acid sequence 
[10]. Deep learning methods can be used to combine 
proteomics with genomics, transcriptomics, and 
metabolomics to provide a global perspective of the 
cellular processes and disease mechanisms [11,12]. 
Protein expression patterns can be used to classify 
disease states by supervised learning algorithms, and 
novel biomarkers can be identified by unsupervised 
methods that do not require prior labeling, which 
accelerates precision medicine and personalized 
treatment plans [13]. Such computational techniques 
have also been especially useful in the prediction of 
protein functions, the identification of functional 
domains, and the study of protein-protein interaction 
networks that are important in biological processes and 
disease mechanisms [14, 15]. 
Cyber-safe medical data infrastructure architecture to 
support AI-driven drug discovery requires the paradigm 
shift of the traditional perimeter-based security to zero-
trust, in which no entity is inherently trusted, no matter 
the network location [16]. This infrastructure should 
support end-to-end data encryption of data at rest and in 
transit, blockchain-based audit trails of the history of 
model training, and federated learning designs that allow 
institutions to collaborate without centralizing sensitive 
genomic or proteomic data [17, 18]. Moreover, enclaves 
and confidential computing environments are needed to 
safeguard proprietary AI algorithms and training 
information during computation, and API gateways with 
strong authentication systems to control access to 
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biochemical analysis pipelines [19]. Introducing 
continuous monitoring systems that are AI-driven in 
threat detection, and automated incident response 
strategies, will establish a resilient defense-in-depth 
approach capable of keeping up with the changing cyber 
threats and still be able to perform the computational 
performance needed to carry out large-scale molecular 
simulations and real-time proteomic analysis [20]. 
Moreover, with the ever-evolving AI technologies and 
the emergence of new technologies like quantum 
computing, which is expected to offer even more 
computing power, the parallelization of cybersecurity 
strategies gains even greater urgency [21]. 
 
METHODOLOGY 
1. Research Design 
This paper has used a computational experimental setup 
to combine Artificial Intelligence (AI) and Machine 
Learning (ML) methods in drug discovery and 
biochemical analysis. The main concern was the model 
performance and predictive accuracy when used on 
chemical and biochemical data. To guarantee the 
integrity and confidentiality of data, a cyber-safe data 
infrastructure using encryption protocols and Role-Based 
Access Control (RBAC) was adopted during the entire 
research process. 
2. Data Collection and Sampling 
The purposive sampling method was employed and 5,000 
entries of compounds were randomly chosen on the basis 
of data completeness and molecular diversity to warrant 
statistically significant analysis. Three validated 
databases were used to obtain data: the Public Chemistry 
Database (PubChem), which also offered molecular 
structures, chemical properties and bioactivity data; the 
Chemical Biology Database (ChEMBL) which also 
offered bioactivity and compound-target interaction 
records; and DrugBank which also provided drug profiles 
and pharmacological information. Biochemical data sets 
that included protein-ligand interaction data and enzyme 
activity data were also provided. It was a strategy to have 
a diverse set of compounds that would cover a broad 
spectrum of molecular and biochemical properties that 
could be analyzed using Machine Learning (ML). 
3. Data Preprocessing 
Prior to model development, all datasets were 
preprocessed to remove missing values, duplicate entries, 
and structurally inconsistent records. Continuous features 
were scaled using Min-Max Scaling and Z-score 
Standardization to standardize values for all machine 

learning algorithms. Chemical fingerprints and 
descriptors, such as Morgan Fingerprints and RDKit 
Descriptors, were computed for each drug molecule with 
the RDKit Python library. In the case of Graph Neural 
Network (GNN) models, molecules were represented as 
molecular graphs with atoms as nodes and chemical 
bonds as edges, capturing important atomic properties 
such as atomic number, valence and hybridization. 
4. Model Development 
Several Machine Learning (ML) and deep learning 
models were created that are able to predict drug activity 
and analyze biochemical patterns. Random Forest (RF), 
Gradient Boosting (GB), and Support Vector Machine 
(SVM) are some of the supervised learning models 
trained using molecular descriptor data on classification 
and regression tasks. Besides that, the studies used 
Convolutional Neural Networks (CNN) to examine the 
structure patterns in molecular fingerprint 
representations, and Graph Neural Networks (GNN) on 
molecular graph data to simulate atom-level interactions 
and binding affinities. The datasets were split into 70 
training and 30 test. To minimize overfitting and enhance 
model robustness, a 5-Fold Stratified Cross-Validation 
approach was used. The best-performing configuration of 
each model was determined by performing 
Hyperparameter optimization with the help of both the 
Grid Search and the Random Search methods. 
5. Cyber-Secure Data Infrastructure 
A cybersecurity framework was incorporated in the data 
infrastructure to safeguard sensitive medical and 
biochemical data during the research process. All datasets 
were encrypted with Advanced Encryption Standard 256-
bit (AES-256) encryption both in rest and transmission. 
Role-Based Access Control (RBAC) was used to restrict 
access to the research database and the computational 
models and audit logging was used to monitor all data 
access activities. The management of the data was in 
accordance with the rules of the Health Insurance 
Portability and Accountability Act (HIPAA), and the 
General Data Protection Regulation (GDPR) to guarantee 
the adherence to the international regulations of medical 
data protection. 
6. Analysis and Evaluation 
A range of performance metrics were calculated to assess 
model performance. For binary classification, Accuracy, 
Precision, Recall, F1-Score and the Area Under the 
Receiver Operating Characteristic Curve (AUC-ROC) 
were calculated. For regression tasks where the 
predictions are continuous values, such as binding 
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affinity scores, Root Mean Square Error (RMSE) and 
Mean Absolute Error (MAE) were also computed. The 
models were applied to rank compounds according to 
predicted activity and biochemical interaction scores to 
identify potential drug candidates. Heatmaps, Receiver 
Operating Characteristic (ROC) curves, molecular 
interaction plots, and compound ranking plots were 
created using Python packages like Matplotlib, Seaborn, 
and RDKit to display model results and aid in their 
interpretation. 
RESULTS 
This study collected and processed 5,000 drug compound 
entries. The data used was obtained through three reliable 
databases 2,100 compounds of the Public Chemistry 
Database (PubChem), 1,750 compounds of the Chemical 
Biology Database (ChEMBL) and 1,150 compounds of 
DrugBank. Following preprocessing, compounds were 
classified as either biologically active (3,050 compounds; 
61%), or inactive (1,950 compounds; 39%). The data was 
then split into 3,500 compounds (70) to train and 1,500 
compounds (30) to test as indicated in Table 1. 
Table 1: Dataset Composition and Distribution 

Databas
e 

Compoun
ds 

Acti
ve 

Inacti
ve 

Percenta
ge of 
Total 

Public 
Chemistr
y 
Database 
(PubChe
m) 

2,100 1,302 798 42.0% 

Chemical 
Biology 
Database 
(ChEMB
L) 

1,750 1,067 683 35.0% 

DrugBan
k 

1,150 681 469 23.0% 

Total 5,000 3,050 
(61%

) 

1,950 
(39%) 

100% 

Training 
Set 
(70%) 

3,500 2,135 1,365 70.0% 

Testing 
Set 
(30%) 

1,500 915 585 30.0% 

 
2. Classification Model Performance 
Each of the five machine learning and deep learning 
models were evaluated on the test set in terms of 
Accuracy, Precision, Recall, F1-Score, and the Area 
Under the Receiver Operating Characteristic Curve 
(AUC-ROC). The Graph Neural Network (GNN) 
performed the best in all measures with an accuracy of 
0.938 and AUC-ROC of 0.967, which means it has strong 
capabilities of capturing intricate structural relationships 
of molecules. Convolutional Neural Network (CNN) was 
the second with an accuracy of 0.921 and AUC-ROC of 
0.951 as indicated in Table 2. Gradient Boosting (GB) 
was the best of the traditional machine learning models 
with an accuracy of 0.903 and an AUC-ROC of 0.934. 
Support Vector Machine (SVM) was the least performing 
with the highest accuracy of 0.874, but it was still in the 
acceptable range of drug activity classification tasks. 
Figure 1 also demonstrates the AUC-ROC performance 
of all models. 
Table 2: Classification Performance Metrics of All 
Models on Test Set 

Model Accur
acy 

Precisi
on 

Rec
all 

F1-
Sco
re 

AU
C-
RO
C 

Random 
Forest 
(RF) 

0.891 0.884 0.87
6 

0.88
0 

0.92
3 

Gradient 
Boosting 
(GB) 

0.903 0.897 0.88
9 

0.89
3 

0.93
4 

Support 
Vector 
Machine 
(SVM) 

0.874 0.869 0.86
1 

0.86
5 

0.90
8 

Convoluti
onal 
Neural 
Network 
(CNN) 

0.921 0.916 0.90
9 

0.91
2 

0.95
1 

Graph 
Neural 
Network 
(GNN) 

0.938 0.933 0.92
7 

0.93
0 

0.96
7 
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Figure 1: Receiver Operating Characteristic (ROC) 
Curves for All Models 

 
3. Cross-Validation Results 
A 5-Fold Stratified Cross-Validation was used to evaluate 
model stability and decrease the chances of overfitting, 
and all models were trained using this method. The 
average accuracy and standard deviation were calculated 
in all the five folds of each model. The highest mean 
cross-validation accuracy of 0.936 ± 0.004 was attained 
by the Graph Neural Network (GNN) and then the 
Convolutional Neural Network (CNN) with 0.919 ± 
0.004 as indicated in Figure 2. The small standard 
deviation values of all the models validated the strength 
and stability of the trained models. These findings 
suggest that the models can be generalized to the unseen 
data and they are not overfitted to the training set as 
indicated in Table 3. 
Table 3: Five-Fold Stratified Cross-Validation 
Accuracy Scores 

Model Fol
d 1 

Fol
d 2 

Fol
d 3 

Fol
d 4 

Fol
d 5 

Mea
n ± 
Std 
Dev 

Random 
Forest 
(RF) 

0.88
1 

0.8
88 

0.8
94 

0.8
86 

0.8
92 

0.88
8 ± 
0.00

4 
Gradient 
Boosting 
(GB) 

0.89
5 

0.9
01 

0.9
07 

0.8
99 

0.9
05 

0.90
1 ± 
0.00

4 
Support 
Vector 

0.86
8 

0.8
72 

0.8
79 

0.8
71 

0.8
77 

0.87
3 ± 

Machine 
(SVM) 

0.00
4 

Convoluti
onal 
Neural 
Network 
(CNN) 

0.91
4 

0.9
19 

0.9
24 

0.9
17 

0.9
23 

0.91
9 ± 
0.00

4 

Graph 
Neural 
Network 
(GNN) 

0.93
0 

0.9
36 

0.9
41 

0.9
34 

0.9
40 

0.93
6 ± 
0.00

4 
   

 
       Figure 2: Five-Fold Stratified Cross-Validation 

Accuracy Distribution Across All Models 
4. Regression Analysis Results 
In continuous prediction problems, such as binding 
affinity prediction and prediction of enzyme activity 
level, the models were tested in terms of Root Mean 
Square Error (RMSE) and Mean Absolute Error (MAE). 
The lower the values of both metrics, the higher the 
predictive performance. The lowest RMSE at 0.318 and 
MAE at 0.251 values of the Graph Neural Network 
(GNN) confirmed its better capability to predict 
continuous biochemical properties with high accuracy. 
The Convolutional Neural Network (CNN) had the 
lowest MAE and lowest RMSE of 0.279 and 0.351 
respectively, which put it in the second place among all 
the models. The Support Vector Machine (SVM) had the 
lowest regression ability with RMSE of 0.437 and MAE 
of 0.356 demonstrating its inability to deal with complex 
non-linear biochemical interactions to produce 
continuous outputs as seen in Table 4. 
Table 4: Regression Performance Metrics — RMSE 
and MAE 

Model RMSE MAE 
Random Forest (RF) 0.412 0.331 
Gradient Boosting (GB) 0.389 0.312 
Support Vector Machine (SVM) 0.437 0.356 
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Convolutional Neural Network 
(CNN) 

0.351 0.279 

Graph Neural Network (GNN) 0.318 0.251 
 
5. Feature Importance Analysis 
The importance of features analysis was performed to 
define which molecular descriptors and chemical 
fingerprints had the greatest impact on model predictions. 
Figure 3 heatmap shows the scores of the ten important 
features in all the five models in the relative importance. 
The top three features that appeared to be the most 
significant across all models were Morgan Fingerprint 
Density, RDKit Descriptor Score, and Molecular Weight. 
Topological Polar Surface Area (PSA) and Aromatic 
Ring Count also showed a high level of predictive 
significance, especially in the deep learning models. 
Conversely, Rotatable Bond Count and Hydrogen Bond 
Donor Count had lower scores on importance implying 
that they do not make significant contributions to drug 
activity prediction when used with more significant 
molecular features. 

 
Figure 3: Feature Importance Heatmap — Top 10 
Molecular Descriptors Across All Models 

 
6. Identification of Top Drug Candidates 
The trained Graph Neural Network (GNN) model was 
used to rank the 5,000 compounds according to their 
predicted biological activity scores. Table 5 and Figure 4 
show the top 10 drug candidates identified. The highest 
rank was Compound COMP-1042 with a predicted 
biological activity score of 0.967 and the best binding 
affinity of -9.82 kcal/mol, which means a very good 
interaction with the target protein. The highest-ranked 
compounds all had molecular weights in the drug-
likeness range of 375 to 465 g/mol and LogP values 
between 2.55 and 3.44, which is in line with Lipinski 
Rule of Five of orally bioavailable drug candidates. 
These compounds are the best leads that can be further 
experimentally validated. 
Table 5: Top 10 Predicted Drug Candidates — 
Biochemical Properties 

Ra
nk 

Comp
ound 

ID 

Predi
cted 
Activ

ity 

Bindi
ng 

Affini
ty 

(kcal/
mol) 

Mol
. 

Wei
ght 
(g/
mol

) 

Lo
gP 

Sourc
e 

Data
base 

1 COMP
-1042 

0.967 −9.82 412.
3 

2.8
1 

PubC
hem 

2 COMP
-2318 

0.954 −9.67 387.
6 

3.1
2 

ChE
MBL 

3 COMP
-0874 

0.941 −9.51 445.
1 

2.6
7 

Drug
Bank 

4 COMP
-3561 

0.938 −9.44 398.
2 

3.4
4 

PubC
hem 

5 COMP
-1789 

0.929 −9.38 421.
7 

2.9
3 

ChE
MBL 

6 COMP
-4102 

0.921 −9.29 375.
9 

3.2
1 

Drug
Bank 

7 COMP
-0231 

0.918 −9.25 463.
4 

2.5
5 

PubC
hem 

8 COMP
-2945 

0.912 −9.18 402.
1 

3.0
8 

ChE
MBL 

9 COMP
-1367 

0.908 −9.11 389.
5 

2.7
8 

PubC
hem 

10 COMP
-3820 

0.901 −9.04 431.
8 

3.3
5 

Drug
Bank 

 
Figure 4: Top 10 Drug Candidates Ranked by Predicted 

Biological Activity Score 
7. Cyber-Secure Infrastructure Performance 
The cyber-safe data infrastructure used in this paper 
worked well in all the data collection, preprocessing, 
model training, and evaluation phases. The use of 
Advanced Encryption Standard 256-bit (AES-256) 
encryption was successfully implemented to all data at 
rest and data transmission to guarantee that there were no 
unauthorized access or data breach. The mechanisms of 
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Role-Based Access Control (RBAC) limited the access to 
the database to authorized users only and all access 
events were constantly logged with the help of the audit 
monitoring system. The practice of data management was 
in full compliance with the Health Insurance Portability 
and Accountability Act (HIPAA) and the General Data 
Protection Regulation (GDPR) during the study. The 
combination of this security framework ensured that 
sensitive biochemical and medical data can be efficiently 
secured without affecting the computational efficiency or 
accuracy of the machine learning pipeline. 
 
Table 6: Cyber-Security Measures and Compliance 
Status 

Security 
Measure 

Description Status 

Data 
Encryption 

AES-256 
encryption applied 
at rest and during 
transmission 

Implemented 

Role-Based 
Access 
Control 
(RBAC) 

Access restricted 
by predefined user 
roles 

Implemented 

Audit 
Logging 

All data access and 
modification events 
monitored and 
logged 

Active 

HIPAA 
Compliance 

Data practices 
aligned with 
HIPAA medical 
data protection 
standards 

Compliant 

GDPR 
Compliance 

Data practices 
aligned with GDPR 
international data 
protection 
standards 

Compliant 

Data Breach 
Incidents 

No unauthorized 
access or data 
breach detected 
throughout the 
study 

None 
Recorded 

 
The cyber-secure infrastructure remained fully 
operational and compliant throughout the study, 
confirming that sensitive medical data can be protected 
without any loss of computational efficiency. 

DISCUSSION: 
The research demonstrate the strong predictive capability 
of the five developed models across all evaluation tasks. 
Table 1 confirmed a well-distributed dataset of 5,000 
compounds sourced from PubChem, ChEMBL, and 
DrugBank, with 61% biologically active and 39% 
inactive compounds. Table 2 revealed that the Graph 
Neural Network (GNN) achieved the highest 
classification performance with an Accuracy of 0.938, 
Precision of 0.933, Recall of 0.927, F1-Score of 0.930, 
and AUC-ROC of 0.967, while the Support Vector 
Machine (SVM) recorded the lowest performance across 
all metrics. Table 3 confirmed model robustness through 
5-Fold Stratified Cross-Validation, with the GNN 
achieving the highest mean accuracy of 0.936 ± 0.004 
and consistently low standard deviation values across all 
models. Table 4 further validated GNN superiority in 
regression tasks, recording the lowest RMSE of 0.318 
and MAE of 0.251, compared to the SVM which showed 
the weakest performance with an RMSE of 0.437 and 
MAE of 0.356. Table 5 identified ten high-priority drug 
candidates, with Compound COMP-1042 ranking first 
with a predicted biological activity score of 0.967 and a 
binding affinity of −9.82 kcal/mol, with all candidates 
satisfying Lipinski's Rule of Five. Table 6 confirmed that 
the cyber-secure infrastructure remained fully 
operational, with AES-256 encryption, RBAC, and audit 
logging successfully implemented and zero data breach 
incidents recorded throughout the study. Overall, these 
results confirm that the Graph Neural Network (GNN)-
based computational framework is highly effective, 
robust, and secure for AI-driven drug discovery and 
biochemical analysis. 
Modern drug discovery is now centrally focused on AI 
and ML, which provide substantial improvements in 
efficiency and quality of decision-making on both early 
and late stages. At the discovery stage, ML models are 
used to derive chemical structure to biological activity 
relationships to rank compounds, forecast off target 
effects, and minimize the use of exhaustive screening 
based on experiments [22]. Deep generative models and 
graph neural networks make it possible to design 
molecules de novo that meet multiple criteria (potency, 
selectivity, solubility, toxicity) and not just simple analog 
based optimization [23]. Prediction tools like AlphaFold 
can directly feed into structure based design and 
drugability prediction by providing high quality protein 
models in cases where experimentally determined 
structures are not available [24]. 
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Meanwhile, AI is used to enable precision medicine, with 
genomic, transcriptomic and clinical data used to stratify 
disease subtypes, discover new targets and prioritise the 
best treatment for the patient. ML predicts disease 
trajectories, treatment outcomes, and side effects, 
enhancing stratification and enrichment strategies [25]. 
Synthetic control arms and digital twins also leverage 
real world data to model clinical responses, which may 
shorten and lower the cost of trials [26]. 
Regardless of this development, there are a number of 
technical and practical constraints to the full potential of 
AI in drug development. Most of the models are trained 
with biased or limited data, making them less 
generalizable, particularly to novel chemical spaces and 
underrepresented patient groups [27]. The lack of data, 
uneven annotations, and proprietary limitations limit the 
training of powerful models, leading to the interest in 
transfer learning, data augmentation, federated learning, 
and multimodal integration approaches [28]. The 
interpretability of models is a significant issue: black box 
predictions are hard to scientifically justify and can be 
subject to regulatory distrust, fueling ongoing research in 
explainable AI and uncertainty quantification [29, 30]. 
 
CONCLUSION 
This study demonstrated the effectiveness of integrating 
Artificial Intelligence (AI) and Machine Learning (ML) 
techniques for drug discovery and biochemical analysis 
within a cyber-secure medical data infrastructure. The 
Public Chemistry Database (PubChem), Chemical 
Biology Database (ChEMBL), and DrugBank were 
searched and 5,000 entries containing compounds were 
collected, preprocessed, and feature engineered and 
computational modelled rigorously. The Graph Neural 
Network (GNN) performed well in all five models that 
were tested, with the highest accuracy of 0.938, AUC-
ROC of 0.967, RMSE of 0.318, and MAE of 0.251. The 
analysis of feature importance revealed the most 
significant predictors of all models as Morgan 
Fingerprint (FP) Density, RDKit Descriptor Score, and 
Molecular Weight. Also, ten high priority drug candidates 
were found, with Compound COMP-1042 having the 
highest predicted biological activity score of 0.967 and 
binding affinity of -9.82 kcal/mol. The use of a combined 
cyber-secure system, with Advanced Encryption 
Standard 256-bit (AES-256) encryption, Role-Based 
Access Control (RBAC), and full adherence to the 
HIPAA and GDPR ensured the full protection of data 
during the study. These results prove that the suggested 

computational framework can be a secure and reliable 
basis of AI-based drug discovery. The future research 
ought to be directed at experimental validation of the 
identified candidates and increasing the dataset to 
enhance the generalizability of the model. 
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