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ABSTRACT 
Wireless Sensor Networks consist of large numbers of low-power sensor nodes deployed to operate autonomously over extended 
periods. In such deployments, sensor nodes are exposed to environmental stress, hardware degradation, and energy limitations, which 
often result in subtle abnormal behaviors rather than complete node failures. These behaviors may appear as irregular sensor values, 
persistent output patterns, gradual measurement drift, communication irregularities, or accelerated battery depletion. 
Index Terms: Wireless Sensor Networks, Fault Detection, Anomaly Detection, Energy Efficiency, Lightweight Algorithms. 
I. INTRODUCTION 
Wireless Sensor Networks (WSNs) have become an important component of modern monitoring and automation systems because they 
enable physical environments to be observed in a distributed and cost-effective manner. A typical WSN is composed of a large 
number of small, low-power sensor nodes deployed over a geographical region to collect data such as temperature, humidity, pressure, 
vibration, and pollution levels. These networks are commonly applied in areas such as environmental monitoring, smart agriculture, 
industrial automation, healthcare applications, structural health monitoring, and disaster management. 
Despite their wide range of applications, WSNs operate under strict resource constraints. Sensor nodes rely on limited-capacity 
batteries and are frequently deployed in locations where battery replacement or routine maintenance is difficult or impractical. Along 
with energy limitations, sensor nodes possess limited computational capability, restricted memory, and depend on wireless 
communication links that may be unreliable. These constraints make energy efficiency and operational reliability key considerations 
in WSN deployments. During long-term operation, sensor nodes are exposed to harsh environmental conditions, including temperature 
variations, humidity, dust, and electromagnetic interference. As a result, sensor nodes become vulnerable to different types of faults. 
Factors such as hardware degradation, sensor aging, and environmental stressors can lead to gradual performance deterioration, 
making early fault detection and energy-aware monitoring essential for maintaining network reliability and longevity. 
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I. INTRODUCTION 

Wireless Sensor Networks (WSNs) have become an im-
portant component of modern monitoring and automation 
systems because they enable physical environments to be 
observed in a distributed and cost-effective manner. A typical 
WSN is composed of a large number of small, low-power 
sensor nodes deployed over a geographical region to collect 
data such as temperature, humidity, pressure, vibration, and 
pollution levels. These networks are commonly applied in 
areas such as environmental monitoring, smart agriculture, 
industrial automation, healthcare applications, structural 
health monitoring, and disaster management. 

Despite their wide range of applications, WSNs operate 
under strict resource constraints. Sensor nodes rely on 

limited-capacity batteries and are frequently deployed in 
locations where battery replacement or routine maintenance 
is difficult or impractical. Along with energy limitations, 

sensor nodes possess limited computational capability, 
restricted memory, and depend on wireless communication 
links that may be unreliable. These constraints make energy 

efficiency and op-erational reliability key considerations in 
WSN deployments. During long-term operation, sensor 

nodes are exposed to harsh environmental conditions, 
including temperature varia-tions, humidity, dust, and 

electromagnetic interference. As a result, sensor nodes 
become vulnerable to different types of faults. Factors 

such as hardware degradation, sensor aging, 
calibration inaccuracies, software defects, and 
communication interference can contribute to abnormal 
behavior. Common fault manifestations include sudden 
spikes in sensor readings, sensors remaining fixed at 
constant values, gradual drift in measurements, packet 
losses caused by communication fail-ures, and abnormal 
battery depletion. 

Faults in WSNs present a serious challenge because they 
directly influence the quality and reliability of the collected 
data. Incorrect sensor readings may lead to inaccurate 
analysis and poor decision-making at the application 
layer, which can have severe consequences in safety-
critical applications such as healthcare monitoring, 
industrial control systems, and disaster response operations. 
Therefore, timely and accurate detection of sensor faults is 
essential to ensure dependable network performance. 
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Traditional fault detection approaches in WSNs typically 
depend on centralized processing, where sensor nodes period-
ically transmit raw data to a central sink node for analysis. 
Although centralized techniques can achieve high detection 
accuracy, they introduce significant communication overhead, 
resulting in rapid battery depletion and a reduction in network 
lifetime. Continuous data transmission also increases network 
congestion and packet collisions, further degrading overall 
system performance. 

To address these limitations, recent studies have 
investigated advanced fault detection methods based on 
machine learning and data-driven models. While these 
approaches can improve detection performance, they 
generally require large training datasets, complex 
computations, and frequent model updates. Such 
requirements make machine learning-based solutions 
unsuitable for resource-constrained sensor nodes, particularly 
in large-scale and long-term deployments. 

In response to these challenges, there is an increasing 
demand for lightweight, distributed, and energy-aware fault 
monitoring solutions that can operate efficiently within WSN 
constraints. A practical fault detection framework should re-
duce communication overhead, utilize simple local processing, 

and detect a wide range of fault types without relying on 
complex models or extensive training. 

Motivated by these requirements, this paper proposes 
AeroSense, an energy-aware and anomaly-driven fault monitor-
ing framework designed specifically for Wireless Sensor Net-
works. AeroSense allows each sensor node to independently 
observe its own behavior using simple statistical analysis 
over a sliding window of recent sensor readings. Instead 
of transmitting data continuously, communication is initiated 
only when abnormal behavior is detected. This anomaly-driven 
communication strategy effectively reduces unnecessary 
transmissions and conserves energy. 

The proposed framework is capable of identifying multiple 
fault types, including spike faults, stuck-at faults, gradual sen-
sor drift, communication failures, and battery drain anomalies. 
Through extensive simulation-based evaluation, AeroSense 
demonstrates reliable fault detection with low detection delay 
while maintaining high energy efficiency. These properties 
make AeroSense suitable for long-term and large-scale WSN 
deployments where energy conservation and reliability are of 
primary importance. 

The remainder of this paper is organized as follows. Section 
II reviews related work on fault detection in Wireless Sensor 
Networks. Section III presents the system model and problem 
formulation. Section IV describes the proposed AeroSense 
algorithm in detail. Section V discusses the simulation setup 
and performance metrics. Section VI presents and analyzes the 
simulation results. Finally, Section VII concludes the paper 
and outlines directions for future research. 

II. RELATED WORK 

Fault detection and monitoring in Wireless Sensor Networks 
(WSNs) has attracted continuous research attention over the 

past two decades. This interest is mainly driven by the 
limited resources of sensor nodes and the importance of 
maintaining reliable data collection. As a result, a wide range 
of techniques has been proposed to detect and isolate faulty 
nodes while attempting to reduce energy consumption and 
communication overhead. 

Early studies in this area mainly focused on simple sta-
tistical and threshold-based fault detection techniques. These 
methods typically used predefined thresholds, moving aver-
ages, and variance-based analysis to identify abnormal 
sensor readings. Such approaches are computationally 
efficient and straightforward to implement on resource-
constrained sensor nodes. However, fixed threshold 
mechanisms are highly sensi-tive to environmental variations 
and measurement noise, which often leads to false alarms or 
missed fault detections. In ad-dition, these techniques have 
limited capability in identifying gradual faults such as sensor 
drift or intermittent anomalies that emerge over time. 

To overcome the limitations of basic statistical techniques, 
model-based and rule-based fault detection methods were 
later introduced. In these approaches, the observed behavior 
of sensor nodes is evaluated against predefined system 
models or expert-defined rules. Although model-based 
techniques canachieve high detection accuracy under 
controlled conditions, they depend heavily on prior 
knowledge of system behavior and fault characteristics. In 
practical deployments where oper-ating conditions are 
dynamic and unpredictable, maintaining accurate models 
becomes challenging, thereby reducing their effectiveness. 

As sensor networks began generating larger volumes of 
data, researchers explored data-driven and machine 
learning-based fault detection methods. Techniques such 
as clustering, classification, neural networks, and support 
vector machines have been applied to identify anomalies 
and faulty behavior in WSNs. These methods generally 
offer improved detection accuracy and adaptability to 
complex fault patterns. How-ever, machine learning-
based approaches introduce consid-erable computational 
complexity, increased memory usage, and higher 
communication overhead. Model training and up-dates 
often require centralized processing and frequent data 
exchange, making these solutions unsuitable for large-
scale, energy-constrained sensor networks. 

To reduce dependence on centralized processing, 
distributed fault detection approaches were proposed. In 
such schemes, sensor nodes cooperate with neighboring 
nodes to detect faults based on spatial and temporal 
correlations. Although distributed approaches reduce 
direct communication with the sink node, they still 
involve inter-node communication, which increases 
energy consumption and can limit scalability in dense 
network deployments. 

Another significant research direction involves trust-
based and reputation-based fault detection mechanisms. 
These meth-ods assign trust values to sensor nodes based 
on their historical behavior and consistency with 
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neighboring nodes. Nodes with lower trust values are 
identified as faulty or potentially mali-cious. While trust-
based techniques improve robustness against faulty and 
compromised nodes, maintaining trust information requires 
continuous monitoring and information exchange, which 
introduces additional overhead. 

Recent research has placed greater emphasis on 
energy-aware and event-driven fault detection strategies. 

Rather than relying on periodic data reporting, event-driven 
methods initi-ate communication only when abnormal 

behavior is detected. This approach significantly reduces 
unnecessary transmissions and helps conserve energy. 

Anomaly-based reporting has been shown to be particularly 
effective in extending network life-time while maintaining 

acceptable fault detection performance. Several studies have 
also examined fault detection in Inter-net of Things (IoT)-

based sensor networks, where scalability and energy 
efficiency are key requirements. Lightweight statis-tical 

methods combined with adaptive threshold mechanisms 
have been proposed to balance detection accuracy and 

energy consumption. Nevertheless, many of these 
approaches still depend on centralized analysis or require 

complex parameter 
tuning. 

In contrast to the above methods, the proposed AeroSense 
framework adopts a fully distributed and anomaly-driven 
fault monitoring strategy. AeroSense performs simple 
statistical analysis locally at each sensor node and 
triggers communi- 

cation only when an anomaly is detected, thereby reducing 
communication overhead and energy consumption. Unlike ma-
chine learning-based approaches, AeroSense does not require 
training data or complex models. Compared to fixed-threshold 
techniques, the use of sliding-window statistics enables more 
effective detection of both abrupt and gradual faults. 

Overall, existing studies highlight the inherent trade-off 
between detection accuracy, computational complexity, and 
energy efficiency in WSN fault detection. The AeroSense 
framework is designed to address this trade-off by offering a 
practical, lightweight, and energy-aware solution suitable for 
long-term and large-scale Wireless Sensor Network deploy-
ments. 

III. SYSTEM MODEL AND PROBLEM FORMULATION 
This section outlines the system assumptions, network ar-

chitecture, sensor observation model, and energy consumption 
model used in the proposed AeroSense framework. Its purpose 
is to clearly define the operating environment and 
preciselyhen a sensor becomes faulty, its readings deviate from 
the nominal observation model. Depending on the nature of 
the fault, these deviations can appear as abrupt changes, 
persistent abnormal values, or gradual variations over time. 
The goal of the fault detection mechanism is to identify such 
deviations while remaining resilient to normal measurement 
noise. 

C. Sliding Window Statistical Model 

To account for temporal changes in sensor readings, 
each sensor node maintains a sliding window containing 
the most recent W observations. This sliding window 
strategy enables the node to compute local statistical 
measures in real time without the need to store long-term 
historical data. The mean value of the sensor readings 
within the window is computed as: 

µ (t) = 
 1  Σ 

x (k)

 (2) 
k=t−W +1 

The associated stan dard deviation is then calculated as: 
describe the fault monitoring problem addressed in this 
work. 

A. Network Model 

The Wireless Sensor Network examined in this study is 
composed of a group of low-power sensor nodes deployed 
across a monitoring area. Each sensor node includes four 
essential components: a sensing unit for acquiring data, a 
processing unit for local computations, a wireless transceiver 
for communication, and a limited battery source for power 
supply. After deployment, the sensor nodes are assumed to 
remain stationary and are randomly distributed within the 
sensing region. 

Sensor nodes periodically collect environmental data such 
as temperature, humidity, or pressure at fixed sampling 
intervals. Owing to energy limitations, nodes do not transmit 
sensed data continuously to the sink node. Instead, 
communication is carried out selectively and is triggered 
only when abnormal behavior is detected. A single sink node 
is used to gather fault reports and perform higher-level 
analysis. 

The wireless communication channel is considered unre-
liable, and packet losses may occur as a result of 
interfer-ence, signal fading, or network congestion. Each 
sensor node functions independently and carries out local 
fault detection without requiring coordination or information 
exchange with neighboring nodes. 

B. Sensor Observation Model 

Let xi(t) represent the sensor reading produced by node i 
at time instant t. Under normal operating conditions, the 
sensor observation is modeled as: 

xi(t) = µi + ϵi(t)
 (
1) 

where µi denotes the nominal or expected value of the 
sensed parameter at node i, and ϵi(t) represents 
measurement noise. The noise component is assumed to 
have zero mean and bounded variance, accounting for 
random variations caused by environmental influences 
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and sensor imperfections.σ (t) = 
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(x (k) − µ (t))2 (3) 
W 

k=t−W +1 

Together, these statistical measures offer a concise 
descrip-tion of recent sensor behavior and serve as the 
foundation for performing local anomaly detection at each 
node. 

D. Anomaly Detection Rule 

An anomaly is identified when the difference between the 
current sensor reading and the estimated mean exceeds a 
predefined adaptive threshold. In particular, node i flags an 

anomaly at time t when: 

|xi(t) − µi(t)| > max (Kσi(t), θ) (4) 

where K represents a sensitivity factor that determines the 
effect of statistical variation, and θ denotes an absolute 
thresh-old used to limit false detections when variance is 
low. By combining these two threshold components, the 
detection rule is able to identify both sudden faults, such as 
spike and stuck-at conditions, as well as slowly developing 
faults such as sensor drift. 

E. Energy Consumption Model 

Energy efficiency plays a crucial role in the operation of 
Wireless Sensor Networks. The total energy consumed by 
node i during a sensing interval is modeled as: 

Ei = Esense + Eproc + Etx + Eidle (5) 

where Esense represents the energy required for sensing ac-
tivities, Eproc denotes the energy consumed during local pro-
cessing, Etx corresponds to the energy spent on wireless data 
transmission, and Eidle accounts for the energy consumed 
while the node remains in an idle listening state. 

In practical WSN deployments, wireless communication 
typically consumes much more energy than sensing or 
lo-cal computation. As a result, minimizing the number of 
transmissions becomes a key factor in extending 
network 

lifetime. The anomaly-driven communication strategy used in 
AeroSense addresses this issue by restricting data transmission 

to instances where fault-related events are detected. 

F. Problem Formulation 

Based on the system model described above, the fault 
monitoring problem considered in this work can be 
stated as the design of a distributed fault detection 
mechanism that allows each sensor node to locally identify 
abnormal behavior in its sensed data while keeping energy 
consumption and communication overhead as low as 
possible. 

The proposed solution is required to satisfy the following 
objectives: 

• Accurately detect different types of faults, including 
spike faults, stuck-at conditions, sensor drift, 
communication failures, and battery drain anomalies. 

• Limit false alarms caused by normal measurement 
noise and variations in the operating environment. 

• Reduce communication overhead by avoiding periodic 
transmission of sensor data. 

• Extend network lifetime under strict energy 
constraints. 

• Maintain low computational and memory requirements 
suitable for resource-constrained sensor nodes. 

The AeroSense framework is developed to meet these ob-
jectives by combining lightweight local statistical processing 
with an anomaly-driven communication strategy. 

 

Fig. 1. Block diagram of the proposed System 

 
IV. PROPOSED AEROSENSE ALGORITHM 

This section describes the design and operating 
principle of the proposed AeroSense fault monitoring 
algorithm. The main goal of AeroSense is to allow each 
sensor node to independently detect abnormal behavior 
using lightweight local processing while reducing 
communication overhead and overall energy consumption. 

A. Design Philosophy 

The design of AeroSense is based on three key considera-
tions: simplicity, energy efficiency, and robustness. Because 
sensor nodes operate with limited resources, the 
algorithm 

avoids complex computations, model training procedures, 
and coordination between nodes. Instead, it depends on 
simple statistical analysis carried out locally at each 
sensor node. 

A second important design aspect is the use of 
anomaly-driven communication. Rather than periodically 
transmitting sensor readings irrespective of network 
conditions, AeroSense initiates communication only when 
abnormal behavior is detected. This approach greatly 
reduces unnecessary data transmissions, conserves energy, 
and helps extend the overall network lifetime. 
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B. Algorithm Overview 

Each sensor node continuously observes its own sensor 
readings over time. To capture short-term changes in 
sen-sor behavior, a sliding window of recent observations is 
maintained. At each sensing interval, the node updates its 
local statistical values and checks whether the current 
reading deviates noticeably from the expected pattern. 

When this deviation exceeds a predefined adaptive 
thresh-old, the node identifies the event as an anomaly and 
generates a fault report. If no abnormal behavior is detected, 
the node remains silent and continues its regular sensing 
operation. This local decision-making approach ensures that 
sensor nodes operating normally do not expend energy on 
unnecessary communication. 

C. Step-by-Step Algorithm Description 

The AeroSense algorithm executes the following steps at 
each sensor node: 

1) Initialization: Each sensor node sets up a sliding win-
dow of size W to store recent sensor readings. Initial 
statistical values are calculated once a sufficient 
number of samples has been collected. 

2) Data Acquisition: At every sensing interval t, the 
node collects a new sensor reading xi(t) from its 
sensing unit. 

3) Window Update: The newly acquired reading is in-
serted into the sliding window, and the oldest reading 
is removed to preserve the fixed window length. 

4) Statistical Computation: Using the values stored in 
the sliding window, the node computes the mean µi(t) 
and the standard deviation σi(t). 

5) Anomaly Evaluation: The difference between the 
cur-rent reading and the estimated mean is compared 
with an adaptive threshold. If this condition is met, the 
reading is marked as abnormal. 

6) Fault Reporting: When an anomaly is detected, the 
node sends a concise fault report to the sink node. 
If no abnormal behavior is identified, the node avoids 
communication to conserve energy. 

D. Anomaly Detection Capability 

Due to its statistical formulation, the AeroSense algorithm 
is capable of identifying a wide range of fault types. Sudden 
deviations in sensor readings lead to rapid anomaly 
detection, which allows spike faults and stuck-at faults to be 
detected quickly. Gradual changes in sensor behavior, 
such as drift 

faults, are captured as the estimated mean evolves over time. 
Communication-related and battery-related faults are identified 
by observing abnormal transmission behavior and unusual 
energy depletion patterns. 

E. Computational and Communication Efficiency 

The computational overhead of AeroSense remains low 
because each sensor node performs only simple arithmetic 
operations on a fixed-size sliding window. The processing cost 

at each sensing interval is O(W ), and the memory 
requirement is restricted to storing W sensor readings. 

In terms of communication, AeroSense reduces network 
traffic by following an event-driven reporting approach. 
During normal operation, sensor nodes remain silent and 
transmit data only when a fault is detected. This selective 
communication strategy results in significant energy savings 
when compared to conventional periodic reporting methods. 

F. Algorithm Pseudocode 

[H] AeroSense Local Fault Detection Algorithm [1] 
Initial-ize sliding window of size W each sensing instant t 
Sense data xi(t) Update sliding window Compute µi(t) 
and σi(t) 
|xi(t) − µi(t)| > max(Kσi(t), θ) Mark anomaly Transmit 
fault report to sink 

G. Discussion 

By combining local statistical processing with anomaly-
driven communication, AeroSense is able to balance fault 
detection performance with energy efficiency. The algorithm 
functions independently at each sensor node, requires only 
minimal computational and memory resources, and remains 
scalable as the network size increases. These features make 
AeroSense well suited for long-term Wireless Sensor 
Network deployments where reliability and energy 
conservation are essential. 

V. SIMULATION SETUP 

To assess the effectiveness of the proposed AeroSense 
framework, a detailed simulation study is carried out 
using a discrete-time, software-based simulation 
environment. The simulation is configured to closely 
represent the operational behavior of a typical Wireless 
Sensor Network, while allowing controlled injection of 
different fault scenarios. This section outlines the network 
configuration, fault injection approach, energy modeling 
parameters, and the performance metrics used for evaluation. 

A. Network Configuration 

The simulated Wireless Sensor Network comprises 30 
sen-sor nodes randomly deployed over a two-dimensional 

moni-toring area. After deployment, all sensor nodes are 
assumed to remain stationary and operate independently 

without mobility. A single sink node is positioned at a 
fixed location and is responsible for receiving fault reports 

from the sensor nodes. Each sensor node periodically 
samples an environmental parameter at uniform time 

intervals. The simulation is executed for a total of 1000 
discrete time steps, which is sufficient 

 adually shifting sensor readings away from their 
nominal values as time progresses. Communication faults 
are emulated by randomly dropping packets or 
introducing transmission delays, while battery drain faults 
are simulated by increasing the rate of energy depletion 
for selected sensor nodes. 

Faults are injected into only a subset of sensor nodes to 
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ensure the coexistence of both faulty and normal nodes 
within the network. This setup enables evaluation of the 
algorithm’s ability to correctly localize faulty nodes without 
producing false alarms from healthy nodes. 

B. Energy Consumption Modeling 

Energy consumption is explicitly modeled to evaluate the 
energy efficiency of the proposed framework. Each sensor 
node begins operation with an initial battery level of 100%. 
Energy is consumed during sensing operations, local data 
processing, wireless data transmission, and idle listening. 
Communication-related energy consumption is assumed to 
be significantly higher than that of sensing and computation, 
reflecting practical characteristics of sensor hardware. 

The anomaly-driven communication strategy employed 
by AeroSense ensures that energy- intensive transmissions 
occur only when faults are detected. This allows the 
simulation to clearly demonstrate the energy savings 
achieved when compared to periodic reporting schemes. 

C. Parameter Settings 

The sliding window size is configured as W = 10, 
providing a balance between detection responsiveness 
and tolerance to noise. The sensitivity parameter K is set to 
3, enabling effective detection of abnormal deviations while 
limiting false alarms. The absolute threshold θ is chosen 
based on the expected range of sensor readings. These 
parameters are kept constant throughout the simulation to 
ensure consistent evaluation. 

D. Performance Metrics 

The performance of AeroSense is assessed using several 
key metrics. Detection accuracy indicates the ability of the 
frame-work to correctly identify faulty behavior. Detection 
delay is defined as the time difference between the 
occurrence of a 

fault and its detection by the algorithm. Energy consumption 
is measured as the total energy consumed by each sensor 
node over the simulation duration. Communication overhead 
is evaluated based on the number of transmissions generated 
during the simulation. 

Together, these metrics provide a comprehensive evaluation 
of the trade-off between fault detection performance and 

energy efficiency. 

 
E. Baseline Comparison 

For comparison, AeroSense is evaluated against a con-
ventional periodic reporting approach in which sensor nodes 
transmit data at every sensing interval, regardless of 
network conditions. This baseline is used to highlight the 
advantages of anomaly-driven communication in reducing 
unnecessary transmissions and conserving energy. 

The simulation results obtained using the above configu-
ration are discussed in the following section to demonstrate 
the effectiveness of the proposed AeroSense framework 
under various fault conditions. 

 
VI. RESULTS AND DISCUSSION 

 

 
 

Fig. 4. Fault detection timeline across sensor nodes. 
 

 

 
Fig. 5. Number of fault detections per node. 
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Fig. 2. Battery level variation over time showing abnormal battery drain. 
 
 

 

Fig. 3. Fault detection delay distribution across fault types. 
 

Fig. 6. Energy consumption per node (faulty vs normal). 
 

A. Figure-wise Discussion 

Figures 2–6 illustrate the behavior of the network 
under different fault conditions when using the 
AeroSense frame-work. The results show that faults are 
detected in a timely manner while maintaining efficient 
energy usage. Since com-munication is triggered only 
by anomalous behavior, additional energy consumption 
is largely confined to faulty nodes, which contributes to 
an improvement in overall network lifetime. 

B. Results Summary 

Overall, the results indicate that AeroSense provides 
reliable fault detection with low detection delay and 
reduced com-munication overhead when compared to 
continuous reporting schemes. This confirms the 
effectiveness of the anomaly-driven communication 
strategy in balancing detection perfor-mance and 
energy efficiency. 

VII. COMPARATIVE ANALYSIS 

When compared with traditional periodic reporting 
schemes, AeroSense reduces communication overhead by 
restricting data transmission to anomaly events rather than 
continuous reporting. In contrast, centralized fault 
detection methods rely on constant data transmission, 
which results in faster battery depletion and a shorter 
overall network lifetime. 

In comparison with machine learning-based approaches, 
AeroSense does not depend on training datasets, frequent 
model updates, or complex computational processes. This 
makes it more appropriate for resource-constrained 
sen-sor nodes. The use of lightweight statistical processing 
in AeroSense supports scalability and simplifies 
deployment while still providing reliable fault detection 
performance. 

VIII. LIMITATIONS 

The evaluation is carried out under the assumption of 
static network conditions with predefined threshold values. 
Dynamic network environments and the use of adaptive 
threshold tuning are not addressed in this study. 

IX. CONCLUSION AND FUTURE WORK 

This paper presented AeroSense, an energy-aware and 
anomaly-driven fault monitoring framework designed for 
Wireless Sensor Networks operating under strict resource 
constraints. The proposed approach allows each sensor 
node to independently observe its own behavior using 
lightweight sta-tistical analysis, removing the need for 
centralized processing or complex model training. By 
employing an anomaly-driven communication strategy, 
AeroSense reduces unnecessary data transmissions, thereby 
conserving energy and extending over-all network lifetime. 

Simulation-based evaluation demonstrates that 
AeroSense is capable of accurately detecting a wide 
range of fault types, including spike faults, stuck-at faults, 
gradual sensor drift, communication failures, and abnormal 
battery drain. The results indicate that most faults are 
detected within a short time window, enabling timely 
response while maintain-ing low computational and 
communication overhead. Energy consumption analysis 
further shows that healthy nodes avoid excessive 
transmissions, leading to improved overall energy 
efficiency when compared to conventional periodic 
reporting approaches. 

A key strength of the AeroSense framework is its 
simplicity and practical applicability. The algorithm 
requires minimal memory and processing resources, 
making it suitable for deployment on low-power sensor 
hardware. Unlike machine learning-based solutions, 
AeroSense does not depend on train-ing data or complex 
parameter tuning, which simplifies im-plementation and 
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supports scalability in large-scale network deployments. 
Despite its effectiveness, the current implementation of 

AeroSense has certain limitations. The evaluation is 
performed under the assumption of static network 
conditions and fixed threshold parameters, which may not 
fully reflect the behavior of real-world deployments. In 
highly dynamic environmentschanges in network topology, 
communication conditions, and environmental factors may 
influence fault detection perfor-mance. 

Future work will focus on improving the adaptability 
and robustness of the AeroSense framework. One 
potential direc-tion involves developing adaptive 
threshold mechanisms that automatically adjust 
sensitivity parameters based on observed network 
behavior. Incorporating fault severity estimation may 
further enhance decision-making by enabling 
prioritization of critical faults. Extending the framework 
to support mobile sensor nodes and dynamic network 
conditions is another direction that can broaden its 
applicability. 

An additional future direction involves implementing 
and validating AeroSense on physical sensor platforms 
such as Arduino, ESP32, or industrial IoT nodes. 
Experimental de-ployment in real environments can 
provide valuable insights into practical challenges, 
including hardware variability and environmental noise. 
Incorporating lightweight security mech-anisms to 
distinguish between faulty behavior and malicious 
activity also represents a potential extension. 

Overall, AeroSense offers a practical and energy-
efficient solution for fault monitoring in Wireless 
Sensor Networks. Its lightweight design, low energy 
overhead, and reliable detection performance make it a 
strong candidate for long-term monitoring applications 
and future IoT-based sensing systems. 

APPENDIX A: SIMULATION PARAMETERS 

The simulation is configured with 30 sensor nodes, a 
sliding window size of W = 10, a sensitivity 
parameter of K = 3, and an initial battery level set to 
100%. 
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