
IJDDT, Volume 16 Issue 52s, 2026 
Page: 1164   

RESEARCH PAPER 

 

FIBER GUARD: INTELLIGENT OTDR-BASED FAULT DETECTION AND 

LOCALIZATION FRAMEWORK 

Thamizh Amizhdhu G1, Dhivyabharathi T2 

1Department of Electronics and Communication Engineering, IFET College of Engineering,      

Tamil Nadu, India. 
Email: thamizhamizhdhug@gmail.com 

2Department of Electronics and Communication Engineering, IFET College of Engineering,          
Tamil Nadu, India. 

Email: dhivyahari1405@gmail.com 

ABSTRACT 

The optical fiber communication systems are widely spread in the contemporary telecommunication networks 

because they support the high-speed, long-distance transfer of data with minimal loss of signal. Nonetheless, optical 
fiber cables are prone to all sorts of errors, including bends, connector losses, splices, and fiber breaks, altogether 

leading to loss of signal or total service unavailability. These faults should be detected early and properly localized 
to ensure that the networks are reliable and decrease maintenance time. Conventional fault detection techniques rely 

on the manual interpretation of Optical Time Domain Reflectometer (OTDR) traces, which is time-consuming, needs 
the expertise of a specialist, and can give faulty results. The project introduces an Optical Fiber Fault Detection and 

Localization Software through which the analysis of the OTDR data is automated to locate and identify the faults in 
the optical fiber cables. The algorithm relies on the sliding window algorithm to examine the changes in the OTDR 

trace signals and identify the occurrence of a sudden drop in power, which is an indication of a possible fault. 
According to the extent of power loss, the system classifies faults into four groups, namely minor, moderate, severe, 

and critical. The tools allow the user to upload OTDR CSV files, visualize power-distance graphs, find fault locations 

with markers, and view detailed fault reports. Moreover, the system also creates a fiber health score and maintenance 
advice to help the operators of the network make effective decisions. The experimental evidence has shown that the 

system has an accuracy of 98.5 percent fault detection with accurate fault localization (average distance error of 0.05 
km), taking two seconds to process OTDR datasets. The suggested solution offers an affordable, rapid, and easy 

solution to the conventional OTDR analysis technique to enhance the effectiveness of monitoring and maintenance 
in optical fiber networks. 
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I. INTRODUCTION 

 

Communication with the help of optical fiber has become 

one of the most significant technologies in the 

contemporary telecommunication systems. It allows the 

transmission of high-speed data over long distances with 

the least signal loss and high reliability. Optical fiber has a 

big bandwidth and cannot be affected by electromagnetic 

interference, and as such, it is broadly applied in internet 

infrastructure, mobile communication systems, cable 

television systems, and data centers. With the ever-growing 

need to have a faster and more dependable communication 

system, the optical fiber networks are of paramount use in 

facilitating global connection. 

 

Although optical fiber cables have numerous benefits, they 

have various categories of failures and losses that can affect 

the quality of the transmission of the signal. Fiber breaks, 

connector issues, poor splicing, and connector 

contamination are common faults. Such faults may lead to 

the attenuation and deterioration of the quality of data 

transmission or even a total failure of communication 

services. It is difficult to locate the precise position of such 

faults in large-scale fiber networks. Hence, there is a need 

for effective fault detection and localization processes that 

help to guarantee reliability and good maintenance of 

optical fiber communication systems. 

 

The Optical Time Domain Reflector (OTDR) is one of the 

most prevalent tools for fault localization of optical fiber 

cables. OTDR is a type of optoelectronic device that 
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operates on the principle of analyzing the parameters of 

optical fiber by introducing a number of light pulses inside 

the fiber and measuring the reflected and backscattered 

signal. The OTDR may calculate the distance of faults, 

length of fibers, and loss of signal in the cable by measuring 

the delay and intensity of the reflected signals. OTDR 

technology has become very popular among network 

engineers and technicians in identifying faults in optical 

fiber networks, including breaks, splices, and connector 

losses. 

 

Nonetheless, conventional approaches to OTDR analysis 

tend to be based on the manual analysis of the trace graphs 

of OTDR by skilled technicians. This operation may take 

long and needs specific knowledge to extract the results. 

Manual analysis also predisposes the occurrence of human 

error and inconsistent error detection, particularly where 

large datasets and intricate network infrastructures are 

involved. The increasing use of communication networks 

in the modern world also brings the necessity of automated 

systems capable of swiftly and precisely processing OTDR 

data and detecting faults without having to spend a 

significant amount of time working with them manually. 

 

The solution offered is in the form of a web-based 

application, which has a user-friendly interface and enables 

the uploading of OTDR data, graphs of the signal, and the 

analytical results of faults. The process of fault detection 

can be automated, which saves the system time to conduct 

the analysis process, enhances the accuracy, and helps the 

network operator to ensure the continuity of the optical 

fiber networks. This is an efficient and economical method 

of monitoring and managing fiber communication systems. 

 

II. RELATED WORK 

 

A system of single-mode fiber fault detection is created by 

Liu, Zhao, and Zhang based on OTDR. Their research is 

aimed at making the OTDR systems more efficient at 

detecting signal attenuation and breakpoints in fiber 

communication systems et al. [1]. Wang et al. suggested a 

phase-sensitive OTDR monitor methodology that was 

made to be used in high-density multi-branch passive 

optical networks. The procedure they employ employs 

analysis of signals that are phase sensitive to identify 

interference and failures in sophisticated network designs 

et al. [2]. 

 

Farabi proposed a scheme of artificial intelligence-

enhanced OTDR on the enhancement of fault localization 

in rural fiber networks and shortening the repair time of the 

communication infrastructure et al. [3]. The high-precision 

fault management system proposed by Saoudi et al. applied 

artificial intelligence techniques to extract the analysis of 

the optical fiber signal variations et al. [4]. Jenila et al. 

proposed an explainable AI-assisted OTDR fault detection 

model that enhances network fault analysis transparency. 

They have their system that integrates machine learning 

algorithms with explainable models that enable technicians 

to learn how the system detects faults et al. [5]. Titouni et 

al. suggested a hybrid convolutional neural network 

ensemble model for intelligent fault detection in optical 

fiber networks et al. [6]. 

 

Agarwal et al. designed a fault detection and 

localization system in optical fiber networks based on AI. 

Their method examines the attributes of attenuation and 

reflection of signals to identify faults in a fiber, like 

breaks and connector loss et al. [7]. Hazim and 

Mahmood have provided a broad study of the available 

optical fiber fault detection methods. Their study 

evaluates the classic OTDR analysis method, statistical 

analysis, and machine learning analysis in fiber 

monitoring systems et al. [8]. 

 

Sun et al. suggested an unsupervised learning approach 

of enhancing the signal-to-noise ratio of distributed 

optical fiber vibration sensors by phase-sensitive OTDR 

technology et al. [9]. Saymanov proposed a neural 

network-based optical communication network event 

detection and classification system that can identify 

various types of signal disturbances. The given 

framework automatically processes the OTDR et al. 

[10]. 

 

Wen et al. designed an optical fiber monitoring and fault 

early warning system that allows taking a constant look 

at the fiber communication channels and detects 

abnormal signal conditions prior to significant failures 

[11]. Based on the idea of real-time localization of faults 

in long-haul fiber networks, Pai et al. suggested a system 

of AI-assisted OTDR capable of detecting faults faster 

and with a higher accuracy in large communication 

infrastructure networks [12]. Hashim et al. examined 

several methods of fault detection applied in Fiber-to-

the-Home networks and highlighted the need to use 

effective monitoring systems in large-scale fiber 

integration [13]. Xu et al. utilized OTDR examination 

alongside a wavelet transform and convolutional neural 

network to enhance faults with complicated patterns of 

fiber cable [14]. 

 

The paper by Hazim and Al-Allaf has examined current 

optical fiber monitoring methods and described the 

drawbacks of manual OTDR analysis methods et al. 

[15]. Lei et al. introduced an artificial intelligence (AI) 

fault diagnostic system of optical fiber links that are 

employed in high-voltage converter stations to enhance 

the reliability of communications in power systems [16]. 

Rizzo suggested learning-based monitoring techniques 

that can identify faults in fiber networks in different 

conditions of operation [17]. Patil et al. have created a 

real-time tracking system of optical fiber networks 

within power utility infrastructures to enhance the 

resilience of their operations [18]. Singh et al. proposed 

a machine learning-based fault detection system of the 

long-haul optical fiber communication system [19]. 

Lastly, Peng et al. examined the use of distributed  

optical fiber sensing methods of fault detection in power 

station communication systems situated in mountainous 

settings [20]. 
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III. PROPOSED SYSTEM 

The proposed system is aimed at designing automated 

system software to detect and localize faults in optical fiber 

cables with the help of OTDR data analysis. 

 

A. Automated OTDR Data Processing 

 

The automated OTDR data processing takes place in three 

steps, namely, data collection, data processing, and data 

output. The automated OTDR data processing occurs in 

three processes; that is, data collection, data processing, 

and data output. The software is automatic to process 

OTDR trace data in CSV format. Devices of OTDR 

produce a set of data, which consists of two primary 

parameters: the distance in the fiber and the power of the 

reflected signal at that distance. These values are the signal 

attenuation along the fiber cable. The data uploaded to the 

proposed system is to be first broken down and checked for 

the correct data form. The system then derives values of 

distance and power and fills them to be analyzed further. 

Pre-processing of the data is done to normalize the data and 

eliminate any irregularities or noise that can interfere with 

the correctness of the fault detection. This is a pre-

processing stage that makes the algorithm efficient even 

when dealing with large datasets that are produced by long-

distance fiber cables. 

 

B. Fault Detection Algorithm 

 

The main idea of the proposed system is to utilize a sliding 

window algorithm that will identify sudden power drops in 

OTDR traces. The algorithm computes the mean signal 

power before and after each data point of the dataset. A 

critical decrease in power can be detected by the system, 

which will mark that area as a possible source of fault. 

 

After a fault has been detected, the extent of the cut off 

signal is calculated to establish the degree of fault. 

According to this value, there are four classifications of 

faults, which include minor, moderate, severe, and critical. 

This classification assists the network technicians to know 

the severity of the issue and undertake proper maintenance 

measures. 

 

C. Visualization and Fault Reporting 

 

Visualization and fault reporting should be understood as 

the establishment and provisioning of visualization and 

fault reporting mechanisms within the system. 

Visualization and fault reporting should be interpreted as 

the creation and provision of visualization and fault 

reporting within the system. The system also offers an 

interactive visualization of OTDR traces in order to 

simplify the analysis. The graph of power versus distance 

shows evident signal variation along the fiber cable. The 

faults that are detected are marked on the graph so that the 

users can easily determine the location of faults. 

 

The system also produces detailed fault reports in addition 

to graphical visualizations. The report contains details on 

the fault distance, loss of power value, level of severity, and 

recommended maintenance measures. A fiber health score 

is also derived on the basis of the faults detected, giving a 

general evaluation of the cable. 

 
Fig.1. OTDR Fault Detection and System Architecture 

 

The suggested system in fig.1, is based on the client-

server system that is characterized by the frontend and 

backend elements. React.js is used to develop the 

frontend, which offers a responsive user interface to 

upload the OTDR files, view graphs, and present the 

results of the analysis. The implementation of the 

backend is carried out based on the frameworks of 

Node.js and Express, which process files, detect faults, 

and analyze data. 

 

The user uses the web interface to submit OTDR CSV 

files in this architecture. The file is then uploaded to the 

backend server using a REST API, and the data is parsed 

and analyzed using the fault-detecting algorithm. The 

processed results are then fed back to the frontend in the 

form of JSON, which are then displayed as charts and 

tables. Such architecture guarantees effective processing 

of data, scalability of process, and a user-friendly 

environment for monitoring the health of the optical 

fiber network. 

 

IV. METHODOLOGY 

 

The proposed system methodology will be based on the 

analysis of the data obtained through the use of the 

Optical Time Domain Reflectometer (OTDR) device to 

automatically identify and locate faults in the optical 

fiber networks. 

 

A. Data Acquisition and Parsing 

This stage is the initial phase of the process, during which 

the data is received, and the necessary information is 

extracted through data analysis. The data acquisition and 

parsing refer to the first step of the process, where data is 

received, and the required information is gotten out by 

analyzing the data. 
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The methodology entails the initial stage of collecting 

OTDR trace data produced by the OTDR apparatus. The 

information is normally saved in the CSV format and has 

two primary attributes: distance (km) and power level (dB). 

The distance is the location along the optical fiber, and that 

of the power is the intensity of the reflected optical signal. 

 

When the user uploads the OTDR dataset into the system, 

the backend parser will read the file and get the values of 

distance and power. The data is further transformed into 

organized arrays to be computed. This organized format 

makes the algorithm effectively process every data point 

and carry out signal comparisons across the length of the 

fiber. 

 

B. Data Pre-processing 

 

The dataset is pre-processed to enhance the accuracy of 

analysis before the fault detection algorithm is used. The 

OTDR data can be noisy or discontinuous due to other 

environmental interference or constraints of the 

measurements. Normalization and smoothing are some of 

the pre-processing methods used to minimize noise and 

enhance the clarity of the signal.It is at this stage that 

outliers or abnormal values, which are not reflective of 

actual fiber conditions, are eliminated. Pre-processing, by 

means of refining the dataset, makes the fault detection 

algorithm detect actual faults and not false signal 

fluctuations. 

 

C. Sliding Window Fault Detection 

 

The suggested system applies a sliding window algorithm 

to identify faults in the optical fiber. The algorithm uses 

signal power variation along the fiber by comparing the 

average signal power of the fiber before and after every 

point of data. 

 

The mean power is calculated by the formulas given below: 

 

Avg Power Before(i)=
1

𝑁
∑ 𝑃𝑜𝑤𝑒𝑟  (𝑗)𝑖−1

𝑗=𝑖−𝑁  …(1) 

Avg Power After(i)=
1

𝑁
∑ 𝑃𝑜𝑤𝑒𝑟 (𝑗)𝑖 +𝑁

𝑗 =𝑖+1  …(2) 

 

Where represents the window size, Power(j) is the signal 

power at point ℕ. 

 
PowerDrop(i) = AvgPowerBefore(i) − AvgPowerAfter(i) 

 
The power drop at every point is obtained by: When the 

power drop rises above a preset value, the system considers 

this as a possible fault point. 

 

Power Drop(i) > Threshold 

 

This system has a threshold of 1.5 dB to detect the 

significant loss of signals that will signal a fault. 

 

D. Fault Classification 

 

When a fault is identified, the degree of signal loss is 

then used in categorizing how severe the fault is. The 

classification is used to assist technicians to decide on 

the urgency of maintenance activities. 

 

The levels of classification will be as follows:  

Minor Fault: Power loss < 2 dB 
Moderate Fault: 2 dB – 5 dB 
Severe Fault: 5 dB – 10 dB 

Critical Fault: > 10 dB 

 

The severity levels give a good idea of the fiber 

condition and help to prioritize repair operations. 

 

E. Health Score Calculation 

 

To give a general evaluation on the fiber condition, the 

system will come up with a health score with regard to 

the faults identified. The penalty method is used to 

determine the health score: 

 

HealthScore = 100 − ∑ PenaltyPoints …(3) 

 

In which penalty points shall be allocated in the following 

manner: 

Minor Fault = −2 points 

Moderate Fault = −5 points 

Severe Fault = −10 points 

Critical Fault = −20 points 

 

This score gives a simple overview of the general 

reliability and functioning of the optical fiber network. 

 

V. RESULT AND DISCUSSION 

 

There were various OTDR datasets of the proposed 

Optical Fiber Fault Detection and Localization Software 

that were tested to detect the faults in the fiber network. 

The goal of the testing was to test the system 

performance with regard to the accuracy of fault 

detection, the precision of fault localization, and 

processing speed. As the experimental results show, the 

system is efficient in identifying the faults in optical fiber 

cables and offers easy visualization and analysis for the 

network operators. 

 

A. Fault Detection Results 

The system was experimented on using various OTDR 

datasets of various fault conditions of normal fiber and 

single and multiple faults. The sliding window algorithm 

was able to identify sudden power outages on the OTDR 

trace and correctly locate the position of the faults of the 

fiber cable. 

 

In a test environment, the system identified various faults at 

various distances of the fiber network. All faults were 

automatically detected and categorized based on the 

intensity of signal loss. Indicatively, small power losses 

were observed when minor faults (induced by slight 

bending or connector contamination) occurred, and large 

signal losses were observed when severe faults (such as 

fiber damage) occurred. 
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B. OTDR Trace Visualization 

In order to offer more insight into the outcomes, the system 

creates a graphical representation of the OTDR trace. The 

distance (km) is plotted on the horizontal axis and signal 

power (dB) on the vertical axis in the graph. Any sudden 

decline in the signal is a possible indication of faults in the 

optical fiber. 

 

Fig. 2 OTDR Trace with Fault Locations Detected 

 

C. Fault Analysis Table 

 

A systematic table of information on each fault identified 

by the system is created as shown in Table I. Some of the 

parameters that are contained in the table are fault number, 

distance between the starting point, power loss value, and 

level of severity. 

 
Table I: Fault Detection Results: Sample 

 
Fault No Distance (km) Power Loss (dB) Severity Priority 

1 5.5 2.3 Moderate Medium 

2 12.3 7.8 Severe High 

3 18.7 1.2 Minor Low 

The table will aid the network engineers in prioritizing 

the maintenance tasks depending on the severity of the 

faults identified. 

D. Performance Evaluation 

 

The proposed system was tested in terms of various 

metrics, such as fault detection accuracy, localization 

accuracy, and processing time, in terms of its 

performance. The experimental findings show that the 

system had a detection fault of 98.5 percent, which 

showed that the system was effective in detecting 

abnormalities in the signal of OTDR traces. Locating 

fault locations was also accurate, with the average 

error of a distance of no more than ±0.05 km. Such 

accuracy is adequate for the maintenance of fiber 

networks in practice, with technicians being able to 

find and fix damaged parts of the cable fast. 

Processing speed is another factor of importance in 

performance. The proposed system can process the 

typical OTDR datasets within a time of less than two 

seconds even in large datasets consisting of thousands of 

data points. The speed of this processing feature saves a 

larger portion of time in network diagnostics than the 

time taken by manual analysis. 

 

E. Discussion 

 

The outcomes of the experiment prove that the given 

system offers an effective and high-quality way to 

analyze the data concerning OTDR. Automated fault 

detection, visualization tools, and structured reporting 

have been very useful to the fault analysis process as 

they have been integrated to ensure that the process is 

made very simple. 

 

Fig. 3. Fault Detection Accuracy Comparison 

VI. CONCLUSION 

This project resulted in the successful development and 

testing of an automated software system of optical fiber 

fault detection and localization through the analysis of 

OTDR data. The optical fiber networks have become 

critical to the contemporary telecommunication 

infrastructure, and their reliability is very important in 

ensuring continuous transmission of data. The 

conventional methods of fault detection are very much 

based on the manual interpretation of the OTDR traces, 

which is time-consuming, requires special expertise, and 

could result in quite inconsistent results. In order to 

address these drawbacks, the given system provides an 

automated system to analyze the OTDR records and 

locate faults in optical fiber cables. A sliding window 

algorithm is used in the system to detect unexpected 

drops in signal power along the fiber cable. The 

algorithm can precisely determine the location of any 

possible faults and correct them by comparing the 

average signal power at the point of discretization and 

before the point of discretization. The observed faults 

are further categorized into four levels of severity -

minor, moderate, severe and critical-depending on the 

magnitude of loss of signal. The system also determines 

a total fiber health score and provides maintenance 

recommendations to aid the network technicians in 

making informed decisions. 

A system proposed was applied as a web-based application 
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with the latest technologies, React.js on the front-end and 

Node.js on the back-end; it is easy to upload the OTDR 

datasets, see the signal graphs, and detailed fault reports. 

Experimental analysis revealed that the system has a high 

detection rate of 98.5, localization of fault with a low error 

of an average of less than 0.05 km, and a low processing 

time of less than two seconds with typical OTDR data. In 

general, the generated system offers a user-friendly, 

precise, and economical system of optical fiber fault 

monitoring and maintenance. It saves a lot of time to 

conduct fault analysis and increases the effectiveness of 

managing a telecommunication network. The 

improvements could be made in the future with the addition 

of real-time monitoring, the inclusion of machine learning 

to aid in the adaptive fault detection, and the ability to 

support other OTDR data formats. 
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