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Abstract 
This paper explores how to blend predictive classification techniques for big data in cloud computing with 
blockchain technology to boost the safety and usability of Electronic Health Records (EHRs) in healthcare. Given 
the massive amounts of data generated daily, managing storage, analysis, and protection becomes quite 
challenging. Though clouds handle large volumes well, security remains a sticking point. Our proposed approach 
involves using cloud platforms to execute machine learning methods such as Random Forest and SVM for 
analyzing health data. At the same time, blockchain ensures secure transactions, preserving patient information. 
This setup allows for real-time sorting to predict illnesses and assess risks while recording everything safely via 
blockchain. Simulations demonstrated accuracy as high as 92%, enhanced by encryption and access controls. This 
combo tackles significant challenges like data breaches, integrating disparate systems, and scaling up. In sum, it 
provides practical guidance for establishing secure and efficient health data systems. 
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. Introduction 
Healthcare's getting a major digital makeover. Every 
day, hospitals, clinics, and labs pump out huge 
amounts of data - think patient histories, test results, 
and images like X-rays and MRIs, not to mention 
machine monitoring logs and drug effectiveness 
info. This mountain of data's known as Big Data in 
healthcare. If used right, it can boost disease 
prediction, customize treatments, minimize errors, 
and slash costs too. But here's the thing - managing 
and making sense of that much data is super tough. 
Regular computers often can't keep up with the 
workload. Enter cloud computing. Nowadays, many 
health organizations rely on AWS, Azure, and 
Google Cloud for help. These services offer loads of 
storage, hefty processing power, and you can scale 
resources as needed. Thanks to cloud tech, 
healthcare providers no longer have to break the 
bank to handle their massive datasets. Big data in the 
cloud is super helpful for predictive classification. It 
uses machine learning to go through and analyze 
health info, which lets doctors spot if a patient is at 
high risk for things like diabetes, heart disease, or 
cancer. Common methods include Random Forest, 
SVM, Decision Trees, and XGBoost; these find 
patterns in past cases and use them to make accurate 
predictions about new patients. Running in the cloud 
allows these methods to swiftly handle huge 
amounts of data—in real time even—and this makes 
for quickly, smart decisions by the doctors. Moving 

patient data to the cloud is tricky even though it has 
perks. The major problems are security and privacy 
issues. Electronic health records contain super 
personal info, which needs top-notch protection. 
What’s more, massive data thefts happen all the 
time, showing how risky centralized cloud systems 
really are. Patients often don’t get a say in who 
views their medical details either. And maintaining 
record integrity—making sure they’re not changed 
without permission—is another big worry. Lastly, 
swapping patient info seamlessly among different 
caregivers is tough. On the bright side, blockchain 
technology could solve a lot of these troubles. It’s 
essentially a decentralized system that safely logs 
transactions nobody can alter. Since of that, it’s 
perfect for managing EHRs. Using blockchain gives 
patients more control via digital permissions; 
medical personnel only see records when 
authorized. Plus, every access is permanently 
logged, making audits a breeze. 
There's tons of research on how blockchain can 
improve healthcare data management these days. 
Yet, most of it either zeroes in on big data analysis 
in the cloud or focuses solely on security using 
blockchain. Fewer studies out there actually blend 
both approaches together. Still, there's a clear need 
for a system where cloud tech predicts health trends, 
while blockchains protect Electronic Health 
Records. This is precisely what the current study 
aims to tackle – a method that merges cloud 
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prediction with blockchain security. The main goals 
here are: First, to find the best ways to predict big 
data in the cloud and adapt those methods for 
healthcare. Next, to figure out how blockchains can 
keep health records protected. To create a system 
that combines prediction and security seamlessly. 
To test the efficiency and safety standards of this 
system. And to discuss potential issues that might 
arise when putting this setup into healthcare use, 
suggesting ways to solve them. Overall, this study 
strives to bridge that gap by integrating cloud tech 
and blockchains, looking to elevate healthcare data 
management. The suggested framework allows 
healthcare providers to carry out sophisticated 
predictive analyses on large cloud-stored datasets. 
Each access, share, or update is safely logged on a 
blockchain, making quick data handling and strong 
security possible at the same time.  
2. Literature Review 
2.1 Predictive Classification Techniques for Big 
Data in Cloud Environments 
Big data in healthcare is growing super-fast, 
boosting the demand for better analysis methods. 
Predictive classification, a type of machine learning, 
helps by sorting data and forecasting trends. This 
can mean identifying diseases early, figuring out 
patient risks, and even recommending treatments. 
Many researchers now concentrate on using 
predictive classification in the cloud. It's really 
helpful since cloud computing offers distributed 
storage and parallel processing, which are essential 
for handling large datasets. Plus, tools like Apache 
Hadoop and Apache Spark allow them to quickly 
analyze these huge sets of data, all at a low cost. 
Several classification algorithms really excel with 
healthcare big data. Random Forest, for example, is 
super popular because it handles massive datasets 
and reduces overfitting. Support Vector Machines 
(SVM) also rock when dealing with high-
dimensional data like medical images and genetic 
info. Decision Trees, XGBoost, and Deep Neural 
Networks get used a lot as well. These models hit 
accuracy rates from 85% to 95%, predicting 
conditions like diabetes, heart disease, and cancer. 
Cloud-based systems bring their own set of 
advantages—they’re scalable, flexible, and lower 
infrastructure costs. Researchers have developed 
frameworks combining cloud storage with ML 
libraries like scikit-learn and TensorFlow. Despite 
these benefits, though, there are still data privacy 
concerns, pricey computations for real-time 
analysis, and difficulties handling unstructured data 
such as doctors' notes and images. 
2.2 Blockchain Technology in Healthcare 
Blockchain keeps data secure, transparent, and 
unchanged by spreading it across many computers. 
Each block contains transactions, and to mess with 
the data, you'd need to change every block following 
it in the chain, which makes it super tricky to tamper 

with. This is why it's fantastic for handling private 
health information. 
Folks recently have been diving into how blockchain 
can help with electronic health records, or EHRs. It 
fixes major problems, like when a single failure 
exposes all the data or when patient info isn’t 
controlled by the actual patient. If a patient uses a 
smart contract, they choose exactly who gets access. 
Also, every access point is logged, making it easy to 
track who saw what info. 
There's been a look at various blockchain platforms 
by healthcare pros for this very purpose. Hyper 
ledger Fabric is favoured in permissioned networks 
because of its superior privacy and performance, 
whereas Ethereum is picked for transparent, public 
setups. Some researchers team up blockchain with 
IPFS to keep large medical files off-chain, storing 
only secure hashes on the blockchain this boosts 
efficiency and reduces storage costs. 
While blockchains improve data integrity, hospital 
communication, and patient trust, they also grapple 
with issues like slow transaction speeds and high 
energy consumption. Scalability is another 
challenge, particularly with huge datasets. 
2.3 Integration of Cloud Computing, Big Data 
Analytics, and Blockchain 
New studies are combining cloud computing with 
blockchain technology. These systems store plenty 
of data in the cloud for fast processing and depend 
on blockchain for security and trust. In healthcare, 
this mix allows smooth predictive analytics while 
safeguarding important stuff like data sharing and 
consent management with blockchain. For instance, 
some systems use the cloud to predict diseases 
through machine learning but secure the results and 
access logs with blockchain. This combo promises 
improved performance and safety. Yet, most 
projects still focus heavily on one side or the other – 
analysis or security – and haven't fully blended them 
for regular healthcare use. 
2.4 Research Gap 
We've made good progress in each area separately, 
but we still need frameworks that blend predictive 
big data classification in the cloud with secure 
electronic health records using blockchain. Most 
research doesn't show how real-time analytics and 
secure systems can smoothly work together. This 
paper dives into that gap with a hybrid model. The 
plan is to use the cloud for machine learning 
predictions and let blockchain handle security, 
privacy, and transparency issues. 
3. Proposed Methodology 
We discuss the design of a hybrid framework that 
merges predictive big data classification in the cloud 
with blockchain for secure EHR management. It's 
meant to boost disease prediction accuracy and risk 
analysis, while keeping data private and secure, and 
giving patients control back. 
3.1 System Architecture 
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The proposed system works great because it has 
three key parts. 
First up is the Data Collection and Storage Layer. 
This gathers patient data from everywhere – 
hospitals, labs, and even wearables like 
smartwatches. The info includes both structured 
data, such as age or blood pressure, and unstructured 
stuff like X-rays or physician notes. To protect 
privacy, all data is encrypted before being stored 
safely in the cloud. Next is the Cloud-Based 
Predictive Classification Layer. This layer analyzes 
large piles of healthcare data using scalable and 
powerful cloud services like Microsoft Azure or 
AWS. These platforms handle the heavy lifting, 
making analysis quicker and more efficient. Data 
pre-processing begins by cleaning the raw data to 
remove noise and dealing with missing values 
through imputation. Next, we normalize the 
features. For feature selection, we use Recursive 
Feature Elimination to choose important variables; 
this enhances model performance and reduces 
computation time. 
We also implement different machine learning 
algorithms and compare them. These include 
Random Forest for high accuracy, Support Vector 
Machines, XGBoost because of its speedy and 
efficient gradient boosting, and deep neural 
networks to detect complex patterns. Trained on past 
patient information, these models help classify and 
predict health risks such as diabetes, heart disease, 
and early cancer signs. 
3.1 Blockchain Security Layer  
This layer keeps sensitive operations secure and 
tamper-proof. We use a permissioned blockchain 
network like Hyperledger Fabric for better privacy 
and speed; it outperforms public blockchains. The 
patient data is stored off-chain, in the cloud or IPFS, 
making things more efficient. Only cryptographic 
hashes of the data, access logs, and transaction 
records are stored on the blockchain. Smart 
contracts are used as well – they’re self-executing 
programs that enforce rules automatically. So, a 
smart contract can ensure a patient has given consent 
before a doctor sees their records. 

3.2 System Workflow 
The proposed system operates in a pretty simple 
way. First off, new patient data comes in through 
secure APIs. This data is then cleaned and analyzed 
in the cloud, where predictive models figure out the 
risk scores or make some forecasts. Next, prediction 
results, data access requests, and updates are all 
hashed and added to the blockchain. Smart contracts 
take care of verifying each transaction, ensuring 
everything is legit. For accessing data, authorized 
users like doctors, researchers, or even the patient 
themselves, can make a request. If the smart contract 
approves it, they’re granted access. Every move 
made is logged permanently on the blockchain, 
making it really easy to track actions and build a 
solid audit trail. 

3.3 Implementation Details 
We use Microsoft Azure or AWS for storing and 
computing data. Apache Spark processes big data 
super efficiently, handling distributed data really 
well. For machine learning, we rely on Python and 
its awesome libraries like scikit-learn, XGBoost, 
and TensorFlow. Plus, we use Hyperledger Fabric 
with smart contracts written in Go or JavaScript for 
our blockchain needs. For large file storage, IPFS 
ties in with blockchain hashes. Our security game is 
strong – data at rest is locked with AES-256 
encryption, and we use attribute-based encryption 
for access control. Everything gets hashed with 
SHA-256 for added security. Built to manage 
massive datasets, our system scales automatically 
based on what's needed. We minimize blockchain 
use to just crucial security tasks to avoid slowing 
things down. Privacy? It's key. That's why we stick 
to international standards such as HIPAA and 
GDPR. Patients own their data and can revoke 
access anytime via our blockchain setup. 
3.4 Evaluation Metrics 
We'll measure the system's performance in three 
ways. First, for classification, we use accuracy, 
precision, recall, F1-score, and the AUC-ROC 
curve. Next, blockchain performance is checked 
with transaction latency, throughput in transactions 
per second, and its security against tampering. 
Finally, scalability is assessed as data load increases 
and by looking at the overall end-to-end response 
time. 
By combining cloud-based machine learning with 
blockchain's security features, we develop a 
powerful method to tackle current healthcare 
challenges. 
4. Experimental Setup, Results, and Discussion 
This section describes the experimental 
environment, datasets used, implementation details, 
and the results obtained from the proposed hybrid 
framework. The performance of the system is 
evaluated in terms of predictive classification 
accuracy and blockchain security efficiency. 
4.1 Experimental Setup 
The proposed system was implemented and tested in 
a simulated environment that closely represents real-
world healthcare scenarios. 

● Cloud Environment: Microsoft Azure cloud 
platform was used with virtual machines having 16 
vCPUs, 64 GB RAM, and scalable storage. Apache 
Spark 3.5 was employed for distributed big data 
processing. 

● Machine Learning Tools: Python 3.10 with scikit-
learn, XGBoost, and TensorFlow libraries. 

● Blockchain Platform: Hyperledger Fabric 2.5 was 
deployed as a permissioned blockchain network 
with 4 peer nodes and 1 orderer node. Smart 
contracts were written in JavaScript. 

● Storage: Large files (medical images) were stored 
using IPFS, while only hashes and metadata were 
recorded on the blockchain. 



Integrating Predictive Classification of Big Data in Cloud Environments with Blockchain for Secure Electronic 
Health Records Management in Healthcare 

 

IJDDT, Volume 16 Issue 57s, 2026 Page 1332 

 

● Hardware: Experiments were conducted on a 
server with Intel Xeon processor, 128 GB RAM, and 
SSD storage for local testing before cloud 
deployment. 

● Evaluation Tools: Performance was measured 
using standard metrics. All experiments were 
repeated 10 times to ensure statistical reliability. 
4.2 Dataset Description 
Two types of datasets were used for evaluation: 

1. Public Healthcare Datasets (for predictive 
classification): 

o Diabetes Prediction Dataset (from UCI Repository) 
– 100,000 records with 22 features. 

o Heart Disease Dataset – 50,000 records. 
o Combined synthetic dataset generated to simulate 

big data volume (total 500,000 patient records). 
2. Blockchain Testing Data: Simulated EHR 

transactions including patient registration, data 
access requests, record updates, and sharing 
between hospitals (10,000 transactions). 
Data was divided into 70% for training, 15% for 
validation, and 15% for testing. Pre-processing steps 
included handling missing values, normalization, 
and feature selection. 
4.3 Results 
4.3.1 Predictive Classification Performance 
The following table shows the performance of 
different classification models in the cloud 
environment: 
Model Accuracy (%) Precision (%) Recall (%) F1-Score 

(%) 
Training Time 
(min) 

Random Forest 92.4 91.8 92.1 91.9 18.5 
XGBoost 90.7 90.2 90.5 90.3 12.3 
SVM 87.5 87.1 86.8 86.9 45.2 
Deep Neural 
Network 

89.3 88.7 89.0 88.8 28.7 

Key Observations: 
● Random Forest achieved the highest accuracy of 

92.4%, making it the most suitable model for the 
proposed system. 

● Cloud-based processing reduced the overall 
classification time by 68% compared to traditional 
standalone servers. 

● The system successfully handled 500,000 records 
efficiently, demonstrating good scalability. 
4.3.2 Blockchain Performance 
Metric Result 
Average Transaction Time 2.8 seconds 
Throughput 85 transactions/second 
Tamper Detection Success Rate 100% 
Data Retrieval Time (with access control) 1.4 seconds 
Storage Overhead (hashes only) Very low (0.8% of original data) 
The hybrid system showed excellent security. All 
unauthorized access attempts were automatically 
rejected by smart contracts. Patient consent 
management worked smoothly, with instant updates 
reflected across the network. 
4.3.3 Comparison with Existing Systems 
System Type Accuracy Security Level Scalability Overall Efficiency 

Traditional Cloud-only 91% Low High 
Blockchain-only N/A High Low 
Proposed Hybrid Framework 92.4% High High 
The proposed system outperformed existing 
approaches by providing both high accuracy and 
strong security. 
4.4 Discussion 
The experimental results clearly demonstrate the 
effectiveness of integrating predictive classification 
in cloud environments with blockchain technology. 
The high classification accuracy (over 92%) enables 
reliable disease prediction and early intervention, 
which can significantly improve patient outcomes. 
At the same time, the blockchain layer ensures that 
all data transactions remain secure and traceable. 
Advantages: 

● Better patient privacy and control over personal 
health data. 

● Reduced risk of data breaches through decentralized 
storage and encryption. 

● Faster and more accurate clinical decision support. 
● Improved interoperability between different 

healthcare providers. 
Limitations: 

● Initial implementation cost and complexity are 
relatively high. 

● Blockchain transaction speed can become a 
bottleneck if not properly optimized. 

● Regulatory approval for real-world deployment may 
take time. 
Overall, the results validate the proposed framework 
as a practical and efficient solution for modern 
healthcare challenges. 
5. Conclusion and Future Work 
5.1 Conclusion 
This paper examines how predictive classification 
techniques, combined with cloud and blockchain 
technology, can securely manage Electronic Health 
Records (EHRs). As healthcare data explodes in 
volume, we need strong methods to both analyze and 
protect it. Cloud computing jumps in to deal with 
large data processing tasks, while blockchain tackles 
security concerns like maintaining data integrity and 
ensuring privacy. 
The suggested system cleverly integrates cloud and 
blockchain tech. In the cloud, they ran machine 
learning models; one model, a Random Forest 
algorithm, hit a predictive accuracy of 92.4%, 
nailing disease risk classification. Meanwhile, the 
blockchain handled all transaction tracking securely, 
used smart contracts for access control, and kept 
thorough audit logs. Testing proved its accuracy, 
reliability, and supreme security. Plus, it addresses 
major problems like data theft, subpar data sharing, 
and patients lacking control over their medical 
records. 
This research makes several important 
contributions: 

● It bridges the gap between big data analytics and 
blockchain security in healthcare. 
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● It offers a practical architecture that can be 
implemented using existing technologies such as 
Azure, Apache Spark, and Hyperledger Fabric. 

● It shows how predictive classification and secure 
data management can work together to support 
better clinical decisions and improved patient care. 
The study confirms that combining these two 
powerful technologies creates a smarter, safer, and 
more trustworthy healthcare information system. 
5.2 Limitations 
Though the study shows promise, it has some limits. 
The experiments used synthetic and public data in a 
simulation, but real healthcare info is way more 
complex. It has a lot of variety, noise, and strict rules 
to follow. Small orgs might also struggle with initial 
costs and the need for tech expertise to use 
blockchain. 
5.3 Future Work 
Future research will focus on the following 
directions: 

1. Real-world Implementation: Deploy and test the 
proposed framework in actual hospital settings to 
evaluate performance with live patient data. 

2. Advanced AI Integration: Incorporate deep 
learning models and federated learning to further 
improve prediction accuracy while maintaining 
privacy. 

3. Scalability Enhancement: Explore newer 
blockchain solutions such as layer-2 scaling or 
sharding to handle millions of transactions 
efficiently. 

4. IoT Integration: Connect wearable devices and 
Internet of Medical Things (IoMT) for continuous 
real-time health monitoring and immediate risk 
prediction. 

5. Regulatory and Ethical Aspects: Conduct detailed 
studies on compliance with global standards 
(HIPAA, GDPR) and develop ethical guidelines for 
patient data ownership. 

6. Cost-Benefit Analysis: Perform a thorough 
economic evaluation to understand implementation 
costs versus long-term benefits in different 
healthcare settings. 
By addressing these areas, the hybrid system can 
evolve into a complete, production-ready solution 
for next-generation healthcare. 
In conclusion, the integration of cloud-based 
predictive classification and blockchain technology 
represents a significant step toward building 
intelligent and secure healthcare ecosystems. This 
research provides a strong foundation for future 
innovations that can ultimately lead to better health 
outcomes for patients worldwide. 
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