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ABSTRACT 
Background 
The distributed computing is rapidly growing over the cloud, edge, and end devices and allows carrying out intelligent real-
time analytics but makes sensitive data vulnerable to privacy and security threats. In this paper, we provide the Layer-Adaptive 
Secure Federated Learning (LASFL) which is a new framework that aims to facilitate secure and privacy-conscious 
collaborative learning in heterogeneous settings. 
Materials and Methods 
LASFL implements layer-adaptive gradient perturbation that injects noise selectively basing on the sensitivity of local data and 
device reliability, and dynamic contribution weighting, which gives trustworthy devices a greater priority in improving the 
performance of global models without jeopardizing the privacy. The framework is capable of supporting scalable and efficient 
distributed training by encrypting the edge-layer model aggregation to ensure that intermediate updates are not leaked. LASFL 
dynamically strikes a balance of utility and privacy of the model and data privacy among end, edge, and cloud layers to alleviate 
inference attacks without sacrificing accuracy. 
Results 
Experimental analysis of benchmark datasets proves that LASFL can decrease by up to 40 percent the privacy leakage with 
respect to the traditional federated learning methods, with little effect on the model performance. 
Conclusion 
The proposed system offers a software-intensive framework of privacy-guaranteeing distributed intelligence, combining 
adaptive privacy, trust-based updates, and encrypted aggregation into a single and scalable framework. 
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Layer-adaptive gradient perturbation, Secure model aggregation. 
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I. INTRODUCTION 

Federated learning (FL) is one of the collaborative 
machine learning paradigms that have been facilitated by 
rapid growth of cloud, edge, and end devices where 
distributed model training is possible without centralizing 
sensitive data. FL improves privacy, but also creates new 
security issues, such as leakage of data, malicious 
participants, and non-homogeneous trust among devices. 
Existing methods have examined privacy preserving methods 
in the cloud platform; an example is given by Tyagi and 
Sharma [1], to show that federated learning coupled with 
differential privacy (DP) and secure aggregation can reduce 
privacy risks in a multi-tenant cloud data warehouse with 
high predictive accuracy and minimal data exposure. On the 
same note, Li et al. [2] presented APPFLx which is a platform 
that offers cross-silo FL as a service which simplifies 
collaborative training and at the same time preserves privacy 
of sensitive information such as healthcare and financial data. 
The ML-based security mechanisms provide extra security at 

the edge. Aarella et al. [3] pointed out that lightweight 
machine learning model can be used to detect intrusion and 
manage trust in collaborative edge computing, especially 
when an authentication mechanism like Physical Unclonable  

 

Function Certificate Authorities (PUF CAs) is used to 
protect distributed edge nodes. Parallel to this, Wu [4] 
suggested an optimized state-space model of sequence 
learning, the Mamba architecture, which, when combined 
with FL, enhances its efficiency and accuracy in 
decentralized environments that are privacy sensitive. 
Although these developments have occurred, there are a 
number of challenges. Hsu and Huang [5] pointed out the 
need to maintain privacy of data during preprocessing and 
encrypted query to safeguard the research motive of the data 
providers during federated training. This underscores the 
importance of the adaptive privacy mechanisms that are 
sensitive to the data sensitivity and trust of participants and 
are highly model performing. These issues inspired this 
paper, which will offer Layer-Adaptive Secure Federated 
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Learning (LASFL) as a framework that incorporates trust-
based update weighting, layer-adaptive gradient perturbation, 
and encrypted aggregation among cloud, edge, and end 
devices. Through a combination of these strategies, LASFL 
shall focus on developing a scalable, privacy-adaptable and 
robust distributed learning system that can be compatible 
with heterogeneous environments.  

II. RELATED WORKS 

Federated learning (FL) is a quickly gaining momentum 
promising model of privacy-preserving distributed machine 
learning, which allows collaborative model training without 
providing access to raw data. Khalil et al. [6] studied FL 
applied to educational data and proved that federated learning 
is capable of the same predictive performance as the 
conventional non-federated methods and provides greater 
resilience against adversarial attacks. This brings out the 
potential of FL even in sensitive areas like education where 
privacy and data protection is crucial. Recent efforts have 
been put on the optimization of privacy in resource-
constrained and heterogeneous settings. Jeong and Choi [7] 
suggested sensitivity-based selective homomorphic 
encryption where the highest fraction of privacy-sensitive 
parameters are encrypted. Their methodology will greatly 
decrease computational costs and memory consumption that 
will render privacy preserving FL a reality in embedded and 
edge-based devices. And to this end, Li et al. [8] proposed an 
edge-cloud collaborative FL architecture to optical networks, 
which leads to better training performance and minimizes 
network congestion and proves the benefits of joint edge-
cloud coordination in high-precision tasks. Complex, 
dynamic networks have been investigated in terms of the 
integration of advanced orchestration. The edge-cloud 
collaborative digital twin network presented by Ren et al. [9] 
was a dynamic resource allocation network of both 
computation and communication allowing both low-latency 
and large-scale processing needs to be met concurrently. This 
proves the value of resource-conscious FL designs in the case 
of IoT and heterogeneous networks. 

Lastly, there is currently new research into the 
intersection between FL and quantum technologies. Kannan 
et al. [10] suggested quantum-enhanced federated learning, 
which makes use of quantum key distribution and protocols 
based on entanglement to strengthen privacy in distributed 
learning. Their model offers conceptual assurances of safe 
collaborative learning to handle current adversarial threats 
and regulatory limitations and opens the path to unlocking 
next-generation secure FL designs. The growing number of 
IoT devices and the demand of low-latency processing with 
a limited bandwidth led to the development of edge-cloud 
collaborative architectures. According to D et al. [11], an 
adaptive load balancing framework with edge-cloud systems 
based on AI was proposed by combining multi-agent 
reinforcement learning (MARL) and federated learning. 
Their strategy is that workload is dynamically distributed in 
heterogeneous edge and cloud nodes and results in better 
resource utilization, lower latency and a stable Quality of 
Service (QoS) in different network conditions. Intelligent 
collaborative computing has also been applied in allocating 
resources in cloud-edge-device hierarchies. Li et al. [12] 
proposed a computing power allocation algorithm that 
allocates computing tasks dynamically based on the 
capabilities of the devices, network latency and energy 
efficiency. Their approach shows significant changes in 

throughput, task completion time, and stability in variable 
workloads, which provides an example of what the 
optimization of the use of ML may achieve in distributed 
environments. These developments notwithstanding, the 
issue of privacy vulnerability is a major issue. He et al. [13] 
performed an analysis of assaults targeting edge-cloud 
collaborative inference systems and argued that the 
conventional noise-based preventive mechanisms fail to 
combat high-end attackers. Their contribution provides 
arguments on why edge-cloud deployments should have 
stronger privacy-protecting mechanisms. 

Federated learning together with edge computing has 
been suggested as the solution to improve privacy and 
efficiency of cloud-based machine learning systems. Kumar 
Reddy et al. [14] explored the synergy between edge 
computing and FL and emphasized how the decentralized 
processing at the edge enhances the reduction of latency, 
bandwidth consumption, and privacy threat and elevates the 
model performance in comparison with centralized methods. 
Lastly, Welagedara et al. [15] were able to review 
collaborative learning at resource-constrained edge devices. 
Their discussion finds that partitioned model training is the 
most appropriate method to be used in the domain of IoT edge 
applications because of its capability to minimize the 
communication overhead and allow distributed learning with 
a limited number of devices. They also point to gaps in 
research in the application of collaborative learning to novel 
deep learning architectures and optimised communication-
efficient training methods. Taken together, these studies 
highlight the significance of embedding trust-sensitive, 
privacy-sensitive, and adaptive protocols of cloud-edge-end 
intelligence of a gap that is bridged by the proposed LASFL 
framework which integrates layer-adaptive perturbation, 
encrypted aggregation, and trust-based contributions.  

III. PROPOSED SYSTEM 

The Layer-Adaptive Secure Federated Learning (LASFL) 
framework proposed is aimed at providing privacy-
preserving collaborative learning between cloud, edge, and 
end-entities and preserving the performance of the model. 
The classical federated learning models are uniform in terms 
of device updates and simply do not take into account data 
sensitivity or trustworthiness of a device, which can lead to 
privacy violations and unreliability of a model. Figure.1 
shows a proposed work architecture design. LASFL focuses 
on the following constraints and proposes layer based 
gradient perturbation and trust based contribution weighting.  

 

Figure.1 Proposed Work Architecture Diagram 
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In LASFL, every device that is involved informs its 
sensitivity of the local data and score of trust based on past 
behavior, reliability and compliance to security standards. 
Adaptive noise is randomly and selectively perturbed to 
gradients of highly sensitive data, privacy, but without 
degrading model usefulness. At the same time, dynamic 
contribution weighting is used so that contributions of 
devices with high degree of trust are more impactful on the 
global model, whereas the contributions of low-trust or 
possibly compromised devices are down-weighted. To 
further improve the security, LASFL uses the encrypted 
edge-layer aggregation where the intermediate model updates 
are not accessible to the cloud or other devices. This system 
enables the edge devices to compute together a local 
aggregated model in encrypted format and forward it to the 
cloud where the global aggregations are computed. The 
hierarchical architecture, comprising of end devices, edge 
nodes, and cloud servers, makes distributed learning both 
scalable and minimizes communication overhead and 
maintains privacy at every level. The framework is adaptive: 
It constantly checks the performance of the model, leakage of 
privacy and reliability of the device to modify the level of 
noise, contribution weights, and aggregation policies. LASFL 
provides a sensible trade-off between privacy, security, and 
model accuracy by including the concept of trust-aware 
updates, adaptive gradient perturbation, and encrypted 
aggregation. It has been experimentally shown that this 
technique can effectively minimize privacy leakage and has 
similar performance to centralized or traditional federated 
learning algorithms. Altogether, LASFL is a software-driven 
and scalable system of secure collaborative intelligence, 
which is appropriate in the real-life cloud-edge-end settings 
where sensitive information should be processed without a 
threat to privacy.  

IV. METHODOLOGY 

The methodology proposed is the Trust-Guided Layer-
Adaptive Federated Learning (LASFL), which is aimed at 
facilitating secure and privacy-friendly collaborative learning 
between heterogeneous cloud, edge, and end devices. 
LASFL, unlike traditional federated learning where all 
updates of a device are treated equally is implemented with 
trust evaluation, layer-adaptive noise injection, and encrypted 
aggregation to guarantee model accuracy as well as data 
privacy. The system is hierarchical and the end devices 
conduct local model training, edge node conducts partial 
aggregation and the cloud server conducts global model 
updates. 

A. Layer-Adaptive Gradient Perturbation 

Gradients that have been created locally during local 
training are not sent directly to the server in LASFL. Instead, 
they are perturbed in a layer-adaptive manner, i.e. noise is 
added selectively, depending on sensitivity of the underlying 
data and the reliability of the device. Sensitivity of layers is 
elevated to ensure that the privacy of an individual is not 
infringed without compromising on model utility in an 
unjustifiable manner. LASFL provides the control of the 
privacy-utility trade-off at the layer level with fine-grained 
precision, whereas in coordination with the traditional 
methods, all gradients receive equal noise levels. 

During local training, each device computes its model 
gradients, denoted as 𝑔௜

௟ , where iii represents the device and l 
represents the model layer. To preserve privacy, LASFL 

applies layer-adaptive perturbation based on the sensitivity of 
the data in that layer. The perturbed gradient 𝑔෤௜

௟ is computed 
as: 

𝑔෤௜
௟ = 𝑔௜

௟ + 𝜂௜
௟ ⋅ 𝑁(0, 𝜎ଶ)             (1) 

Here, 𝜂௜
௟  is the sensitivity-based scaling factor for layer l 

at device i, and 𝑁(0, 𝜎ଶ) represents Gaussian noise with 
variance 𝜎ଶ. This ensures that more sensitive layers receive 
higher noise, while less sensitive layers retain useful gradient 
information. 

B. Trust-Guided Contribution Weighting 

The trust in devices is determined by the past 
performance, dependability, and adherence to security 
protocol. The contributions of the devices that have a higher 
level of trust are given more weight in the aggregation 
process whereas the less trustworthy or even compromised 
devices have their weight down-weighted. It is a mechanism 
which will enhance the strength and dependability of the 
world model by reducing the chances that the malicious 
updates or bad quality updates will affect the final model 
result. 

LASFL evaluates the trust score 𝑇௜  of each device, 
computed based on historical behavior, reliability, and 
compliance with security standards. During aggregation, 
updates from trusted devices are prioritized using a weighted 
sum. The global model update at the edge node is defined as: 

𝛥𝑊௟ =
∑ே

௜ୀଵ 𝑇௜ ⋅ 𝑔෤௜
௟

∑ே
௜ୀଵ 𝑇௜

          (2) 

Where N is the total number of participating devices, 𝑔෤௜
௟ 

is the perturbed gradient from Equation 1, and 𝛥𝑊௟  
represents the aggregated update for layer l. 

C. Encrypted Edge-Layer Aggregation 

Edge nodes are the intermediary aggregators which 
receive updates on several end devices. These updates are 
compiled encrypted, to avoid the exposure of intermediate 
information. The encrypted integrated model is then sent to 
the cloud to be integrated on a global basis. This top-down 
aggregation decreases overhead in communication, and 
ensures privacy at every level and enables the system to scale 
well within a big network of devices. 

To prevent intermediate data exposure, LASFL performs 
aggregation in encrypted space. Using a homomorphic 
encryption scheme, the edge node computes: 

𝐸𝑛𝑐(𝛥𝑊௟) = ෍

ே

௜ୀଵ

𝑇௜ ⋅ 𝐸𝑛𝑐൫𝑔෤௜
௟൯        (3) 

The cloud server receives the encrypted aggregated 
updates, performs secure decryption, and integrates them into 
the global model. This hierarchical aggregation preserves 
privacy and supports scalability across large networks. 

D. Adaptive Privacy-Utility Balancing 

LASFL constantly assesses the model performance, the 
levels of privacy leakage and the behavior of the device so 
that it can dynamically tune the level of noise, contribution 
weights as well as the aggregation strategies. This adaptive 
approach can be used to guarantee that the system is highly 
model-accurate and minimizes the possibility of sensitive 
data exposure, providing a realistic trade-off between privacy 
and utility when deploying the system to the cloud-edge.  
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LASFL dynamically adjusts perturbation 𝑇௜  and trust 
weights 𝜂௜

௟  based on continuous monitoring of privacy 
leakage and model accuracy. Let U denote model utility and 
PPP denote privacy leakage; the system aims to maximize U 
while minimizing P: 

𝑚𝑎𝑥
ఎ೔

೗,்೔

𝑈 − 𝜆𝑃         (4) 

Here, λ is a tunable parameter controlling the trade-off 
between privacy and utility. This adaptive mechanism 
ensures that LASFL maintains high accuracy while 
protecting sensitive data across cloud, edge, and end layers. 

V. RESULT & DISCUSSION 

A. Experimental Setup 

In order to determine the effectiveness of the suggested 
LASFL framework, three benchmark datasets (MNIST, 
CIFAR-10, and a synthetic IoT device dataset) simulating the 
heterogeneous end-edge-cloud environments were tested. 
Each dataset was split to make non-IID data distribution 
among devices. The experimental environment consisted of 
50 end devices, 5 edge nodes and a central cloud server. It 
was compared to the conventional federated learning 
(FedAvg), differentially private federated learning (DP-FL), 
and trust-agnostic layer-adaptive FL. The model performance 
was assessed based on accuracy, privacy leakage and 
communication efficiency. 

B. Model Accuracy 

The LASFL system was competitive and produced 
accurate results on all data sets and presented privacy-
awarding systems. Figure 2 illustrates that the global model 
accuracy of LASFL converged quicker than the global model 
accuracy of DP-FL because of trust-guided weighting of the 
device updates. LASFL achieved an accuracy of 86.5 on 
CIFAR-10, although DP-FL and standard FedAvg achieve 
84.2 and 87.0 respectively, indicating that little utility is lost 
despite privacy protection.  

 

Figure.2 Global Model Accuracy across Datasets 

Layer-adaptive gradient perturbation enabled the top 
sensitive layers to get more noise and maintain the accuracy 
in the feature extraction layers that are of vital importance to 
the process. 

C. Privacy Leakage Analysis 

The information gain measure of local gradients was used 
to measure privacy leakage. LASFL minimized privacy 
leakage by 40-25% relative to conventional FL and 25-20% 
relative to DP-FL as shown in Figure 3.  

 

Figure.3 Privacy Leakage Comparison 

The resultant layer-adaptive perturbation and encrypted 
edge-layer aggregation was quite successful in safeguarding 
intermediate updates, particularly when the data 
characteristics were non-IID where ordinary FL is susceptible 
to inference attack. 

D. Communication and Scalability Performance 

The communication overhead was used to measure the 
scalability of the systems, which is the sum of the data sent 
between the devices and the edge nodes with the cloud. Table 
I highlights the cost of communication in the various 
frameworks.  

TABLE I.  COMMUNICATION OVERHEAD ACROSS FRAMEWORKS 

Framework Data Transferred 
(MB) 

Convergence Time 
(Rounds) 

FedAvg 1200 50 
DP-FL 1250 55 
LASFL 
(Proposed) 

1020 48 

 

LASFL showed a 15%. decrease in data transfer over 
standard FedAvg since partial aggregation at edge nodes was 
seen, which also indicates the aptitude of the protocol in a 
large-scale deployment. Figure 4 also indicates that 
convergence time is reduced with the use of edge aggregation 
which highlights the effectiveness of hierarchical learning. 

 

Figure.4 Communication Efficiency with Edge Aggregation 

E. Layer-Wise Performance Evaluation 

Besides its general accuracy, the layer-wise effectiveness 
of LASFL was studied to determine the effect of layer-
adaptive perturbation. The results in Table II indicate the 
accuracy that the various layers of the convolutional network 
attain in CIFAR-10.  
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TABLE II.  LAYER-WISE ACCURACY FOR CIFAR-10 

Layer FedAvg 
Accuracy (%) 

DP-FL 
Accuracy (%) 

LASFL 
Accuracy (%) 

Input Layer 92.3 90.5 91.8 
Conv Layer 
1 

88.7 86.1 87.5 

Conv Layer 
2 

86.5 84.0 86.0 

Fully 
Connected 

85.2 82.7 85.0 

 

Noise injection was a little higher in layers closer to the 
input which process sensitive raw features leading to slight 
accuracy loss (less than 2 percent). Further layers remained 
virtually original, which shows that selective perturbation 
helps to preserve the performance of the global model and 
safeguard sensitive gradients. 

F. Visualization of Privacy vs. Utility Trade-Off 

The model utility versus privacy trade-off was plotted in 
Figure 5. The graph is the privacy leakage against model 
accuracy of LASFL, DP-FL and FedAvg (Y-axis and X-
axis). LASFL has a desirable balance with less privacy being 
leakage with no accuracy being compromised.  

 

Figure 5.Trade-off visualization between privacy leakage 
and model utility for LASFL, DP-FL, and FedAvg 

As illustrated in this visualization, the combination of 
trust-conscious weighting and layer-adaptive perturbation is 
beneficial, and the effectiveness of the framework is 
beneficial in the context of cloud-edge-end applications. 

G. Discussion 

 According to the experimental outcomes, LASFL 
provides a compromise between privacy, utility, and 
scalability in cloud-edge-end collaborative learning. A 
contribution weighting method based on trust will make sure 
that trusted devices have a stronger impact on the 
international model, making it more resistant to malicious or 
low-quality updates. The layer-adaptive gradient perturbation 
adversely infuses those layers which are sensitive without 
significantly lowering model accuracy, as revealed in the 
analysis of layer-wise performance. Encoded edge-layer 
aggregation minimizes the communication overheads and the 
intermediary updates remain confidential to allow scalable 
deployments in large networks. The visualizations of 
privacy-utility trade-offs suggest that LASFL can reduce 
privacy leakage (maximally 40 percent) relative to traditional 
federated learning, and has equal accuracy to FedAvg. 
Together, these findings show that LASFL is a software-
based, realistic approach to heterogeneous, privacy sensitive 

settings proving that adaptive privacy schemes with trust-
based weighting and hierarchical aggregation can deliver 
secure, efficient and high performance distributed 
intelligence. 

VI. CONCLUSION 

Trust-Guided Layer-Adaptive Federated Learning 
(LASFL) is a new framework of privacy-preserving 
collaborative intelligence on cloud, edge, and end devices as 
introduced in this paper. LASFL incorporates a balance 
between privacy, model accuracy, and communication 
efficiency through layer-adaptive gradient perturbation, trust-
based contribution weighting as well as encrypted edge-layer 
aggregation. The experimental outcomes on benchmark 
datasets show that LASFL can decrease the privacy leakage 
by up to 40% relative to the traditional approaches to 
federated learning at the level of similar accuracy as standard 
FedAvg. It is proved through layer-wise analysis that 
selective perturbation can maintain the performance of the 
critical layers and hierarchical aggregation can minimize 
communication overheads which makes the system scalable 
to heterogeneous and large scale application. This work has 
had contributions in the form of a software-based privacy 
mechanism that is privacy-sensitive to data sensitivity and 
device stability, a scheme of trust-based weighting to provide 
global model robustness, and a secure hierarchical 
aggregation approach, which secures intermediate updates. 
These mechanisms have been combined into a single 
framework that can be used in the real world to carry out 
edge-end cloud-edge-end applications in which sensitive data 
have to be provided with security. In future research, it is 
possible to apply LASFL to dynamic device on boarding and 
real-time trust updates, and combine it with federated 
reinforcement learning to make adaptive decisions to IoT 
networks. The idea of using energy-efficient perturbation 
strategies and the cross-silo type of federated learning 
settings will advance applicability in resource-constrained 
and industrial settings. 
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