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ABSTRACT
Background
The proliferation of Internet of Things (IoT) devices has precipitated an unprecedented expansion of the digital
attack surface, rendering traditional cybersecurity paradigms increasingly inadequate. The voluminous, high-
velocity data generated by IoT ecosystems necessitates robust, intelligent analytics, yet it simultaneously
introduces profound vulnerabilities related to data integrity, privacy, and single points of failure.
Objective
This paper proposes a novel, integrated framework that synergizes the immutable, decentralized trust
architecture of blockchain with the potent predictive capabilities of deep learning (DL) to fortify cybersecurity
and secure ToT data analytics.
Proposed Framework
The proposed framework leverages blockchain to establish a tamper-proof ledger for recording IoT data
transactions and model parameters, thereby ensuring data provenance and auditability. Concurrently, advanced
DL models, trained on this verified data stream, are deployed for real-time anomaly detection, intrusion
classification, and predictive threat intelligence. This symbiosis not only enhances the security and reliability of
the data fueling the analytical models but also facilitates decentralized, collaborative learning—such as
federated learning—where model updates are securely aggregated and recorded on the blockchain to preserve
data privacy.
Conclusion
Our analysis delineates the architectural components, security threat mitigation mechanisms, and performance
benchmarks of this hybrid paradigm, arguing that it represents a critical evolution towards resilient, transparent,
and trustworthy intelligent systems for the next-generation loT landscape.
Keywords: Blockchain, Deep Learning, Cybersecurity, Internet of Things (IoT), Data Integrity, Federated
Learning.
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of interconnected smart devices that autonomously
sense, communicate, and  actuate.  This

L. Introduction technological revolution, spanning critical sectors

1.1. Overview

The digital fabric of modern society is increasingly
interwoven with the Internet of Things (IoT), a
paradigm characterized by a proliferating network
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from smart grids and healthcare to industrial
automation and intelligent transportation systems,
has unlocked unprecedented efficiencies and
capabilities. However, this pervasive connectivity
has concurrently precipitated a massive expansion
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of the cyber-attack surface, rendering traditional,
centralized cybersecurity architectures profoundly
inadequate. IoT ecosystems are inherently
vulnerable, often comprising resource-constrained
devices with limited security postures, generating
voluminous, high-velocity data streams that are
exfiltrated to cloud or edge nodes for analytics.
This centralized data aggregation creates attractive
targets for adversaries, leading to significant threats
concerning data integrity, confidentiality, and single
points of failure. Consequently, the imperative for
advanced security frameworks that can not only
protect the IoT infrastructure but also ensure the
trustworthiness of the data analytics process itself
has never been more critical.

1.2. Scope and Objectives

This research is situated at the confluence of two
disruptive technologies: blockchain and deep
learning (DL), proposing a novel, integrated
framework designed to address the multifaceted
security challenges within IoT ecosystems. The
scope of this work encompasses the design and
theoretical analysis of a decentralized security
architecture that synergizes the immutable,
transparent, and distributed trust model of
blockchain with the superior predictive and pattern
recognition capabilities of deep learning models.
The primary objectives of this paper are threefold.
First, to architect a robust framework where
blockchain serves as a tamper-proof ledger for
securing IoT data provenance, ensuring the
integrity of data used for analytics, and facilitating
secure, auditable sharing of threat intelligence.
Second, to leverage advanced DL models,
including convolutional and recurrent neural
networks, for real-time anomaly detection,
intrusion classification, and predictive malware
analysis on the verified data streams, thereby
moving beyond signature-based methods to
proactive threat mitigation. Third, to explore the
integration of decentralized learning paradigms,
specifically  federated learning, where the
blockchain securely orchestrates and validates the
aggregation of locally trained models, preserving
data privacy by eliminating the need for raw data
exchange.

1.3. Author Motivations

The motivation for this research stems from the
observed limitations of existing siloed approaches.
While deep learning offers powerful tools for
cybersecurity, its efficacy is contingent upon the
quality and integrity of its training data; poisoned
or manipulated data can lead to critically flawed
models. Conversely, blockchain provides a robust
foundation for trust but lacks the inherent
intelligence to analyze complex data patterns or
identify sophisticated threats autonomously. The
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authors are driven by the conviction that a
synergistic integration of these technologies can
create a security posture greater than the sum of its
parts. We posit that blockchain can provide the
"trust anchor" for DL operations, while DL can
provide the "cognitive intelligence" for the
blockchain-managed ecosystem. This research is
motivated by the urgent need to develop next-
generation security solutions that are not only
resilient and autonomous but also privacy-
preserving and transparent, thereby fostering trust
in the rapidly evolving IoT landscape.

1.4. Structure of the Paper

To systematically present this research, the
remainder of this paper is organized as
follows. Section 2 provides a comprehensive
review of the literature, examining the state-of-the-
art in blockchain for cybersecurity, deep learning
for IoT security, and nascent works on their
integration. Section 3 delineates the proposed
hybrid framework in detail, elaborating on its
architectural components, the data flow, and the
security ~ mechanisms. Section 4 presents a
thorough analytical discussion on the framework's
security properties, performance considerations,
and its efficacy in mitigating a taxonomy of
common IoT cyber-threats.  Finally, Section
5 concludes the paper by summarizing the key
contributions, acknowledging the limitations of the
current study, and charting a course for future
research, including potential implementation
challenges and directions for empirical validation.

This integrated framework, therefore, represents a
significant step towards a more resilient, intelligent,
and decentralized paradigm for safeguarding the
critical infrastructures of tomorrow.

2. Literature Review

The escalating complexity of cyber threats in the
Internet of Things (IoT) paradigm has necessitated
a paradigm shift from conventional security
mechanisms towards more intelligent and
decentralized solutions. This review synthesizes the
current state-of-the-art at the intersection of three
critical domains: IoT security challenges, deep
learning (DL) for threat detection, and blockchain
for decentralized trust, ultimately focusing on their
nascent integration to identify a compelling
research gap.

The vulnerability of IoT ecosystems is well-
documented, stemming from the resource-
constrained nature of devices and the volumetric
data they generate. As highlighted by [9], the attack
surface is vast and continuously evolving,
rendering  signature-based intrusion detection
systems (IDS) largely ineffective. This has
catalyzed the adoption of data-driven artificial

Page 1072



RESEARCH PAPER

intelligence, particularly deep learning, for its
superior ability to identify complex, non-linear
patterns indicative of malicious activity. For
instance, the work by [5] on "DeepCoin"
demonstrates the application of DL for anomaly
detection in smart grid energy exchanges,
showcasing its potential beyond traditional IT
networks. Similarly, the hybrid deep autoencoder
model proposed by [2] illustrates the capability of
DL to detect sophisticated anomalies in industrial
IoT  settings by learning a compressed
representation of normal system behavior. Surveys
such as [8] provide a systematic overview of how
DL models, including Convolutional and Recurrent
Neural Networks, are being deployed for various
cybersecurity tasks in mobile and IoT networks,
highlighting their prowess in real-time threat
mitigation.

Concurrently, blockchain technology has emerged
as a formidable tool for establishing decentralized
trust and data integrity. Its inherent properties of
immutability, transparency, and consensus-driven
operation address critical weaknesses in centralized
IoT architectures, such as single points of failure
and data tampering. Several researchers have
explored this potential. The framework by [14]
proposes a lightweight blockchain for secure data
sharing in smart cities, emphasizing data
provenance. Furthermore, the concept of using
blockchain not just for data but for securing
collaborative processes is gaining traction, most
notably in the realm of federated learning (FL).
Federated learning allows multiple entities to
collaboratively train a machine learning model
without sharing their raw data, thus preserving
privacy. However, vanilla FL is susceptible to
poisoning attacks and lacks a robust mechanism for
verifying participant contributions. This is where
blockchain is introduced as a neutralizing force.
The seminal work by [15] on "Blockchained On-
Device Federated Learning" laid the groundwork
for this synergy, using the blockchain to record and
verify local model updates. This has been expanded
upon by several studies. [6] proposed a verifiable
federated learning scheme for cognitive IoT, while
[13] explored its application for decentralized
privacy in fog computing. [3] developed a
sophisticated framework that uses blockchain to
secure the entire FL lifecycle for threat intelligence,
ensuring the integrity of the aggregated global
model.

The convergence of these two technologies is now
an active area of research, with several studies
proposing hybrid architectures. [1] provided a
systematic review of this very intersection,
confirming its growing importance. Specific
implementations, such as the BFL-IDS system by
[10] for industrial IoT intrusion detection and the
hybrid blockchain-IoT framework for anomaly
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detection using deep autoencoders by [2],
demonstrate practical applications. [4] further
extended this concept to 5G-enabled Industrial 10T,
incorporating transfer learning to enhance model
adaptability. The critical issue of participant
reliability in these decentralized systems is
addressed by [12], who combine reputation systems
and contract theory within a blockchain-FL setting
to design an effective incentive mechanism.
Moreover, [7] underscored the potential of this
trio—blockchain, FL, and IoT—for privacy-
preserved data sharing in industrial contexts.

Despite these significant advancements, a critical
analysis of the literature reveals a distinct research
gap. While existing works successfully leverage
blockchain to secure the orchestration of federated
learning or to store hashes of data or models, they
often treat the blockchain and DL components as
loosely coupled, sequential processes. There is a
lack of a deeplyintertwined, closed-loop
framework where the security guarantees of the
blockchain actively and continuously reinforce the
data pipeline that fuels the deep learning models,
and where the intelligence derived from the DL
models, in turn, informs and automates security
policies on the blockchain. Many proposals, such
as those by [2], [10], and [14], focus on a one-way
relationship—using blockchain to make data
available for DL. However, they do not fully
articulate a symbiotic feedback mechanism wherein
the DL-based threat detection outputs automatically
trigger immutable actions on the blockchain (e.g.,
revoking a malicious node's access via a smart
contract), thereby creating a dynamic and self-
healing security perimeter. Furthermore, the
comprehensive mathematical formalization of the
entire data flow, from IoT device to immutable
ledger to trained model and back, is often not
rigorously detailed, leaving the security properties
of the integrated system partially validated.

Therefore, this paper identifies a gap for a
holistically designed framework that achieves a
deeper synthesis of blockchain and deep learning. It
aims to move beyond a simple pipeline to a
recursive ecosystem where blockchain's trust
anchors the entire DL lifecycle—from data
provenance and verifiable model aggregation to the
enforcement of intelligent security policies—and
where DL provides the cognitive intelligence to
make the blockchain-managed network
autonomously adaptive to emerging threats. The
subsequent section details our proposed framework,
which is designed to address this precise gap by
providing a detailed architectural and mathematical
model for such a symbiotic integration.
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3. Proposed Hybrid Blockchain-Deep Learning
Framework

The architectural blueprint of the proposed
Blockchain-Enabled Deep Learning Framework for
secure [oT data analytics is predicated on a
synergistic integration of a decentralized trust layer
and a distributed intelligence layer. This section
provides a comprehensive elucidation of the
framework's architecture, followed by a rigorous
mathematical formalization of its core components,
namely the data representation on the blockchain,
the deep learning models for threat detection, and
the federated learning process secured by smart
contracts.

3.1. Architectural Overview

The framework is conceptualized as a multi-tiered
ecosystem, designed to operate at the edge of the
network to minimize latency and bandwidth
consumption. The IoT devices (Tier 1) act as data
generators, capturing sensory information from the
physical environment. These devices are organized
into logical clusters, each managed by a designated
Edge Node (Tier 2). The edge nodes are
computationally capable entities responsible for
two primary functions: pre-processing the
incoming IoT data streams and hosting local
instances of the deep learning models for initial
inference. The Blockchain Network (Tier 3), which
can be a permissioned ledger like Hyperledger
Fabric to ensure scalability and privacy, forms the
core trust backbone. It is responsible for storing
cryptographic hashes of the data batches, managing
the federated learning process via smart contracts,
and maintaining a global, immutable ledger of all
transactions, including model updates and security
events. This tripartite architecture ensures that raw
IoT data never leaves the local cluster, thereby
preserving privacy, while only compact, verifiable
metadata and model parameters are communicated
to the blockchain.

3.2. Mathematical Modelling of Core Components

3.2.1. IoT Data Representation and Blockchain
Immutability

Let an IoT device d; in a cluster C, generate a
multivariate time-series data point at time ¢,

represented as a vector xgt) € R™, where m
denotes the number of sensory features (e.g.,
temperature, pressure, packet rate). The edge node
E) aggregates a batch of N such data points from
its cluster over a time window AT, forming a data
matrix X;, = [Xy, Xy, ..., Xy]7.

To ensure data integrity and provenance, the edge
node computes a cryptographic hash of this batch.
The Secure Hash Algorithm (SHA-256) is
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employed for this purpose. The hash is computed
as:

hy, = Xy || timestamp || E;p)

where H (-) denotes the hash function, || represents
concatenation, and Ej, is the unique identifier of
the edge node. This hash hj, along with the
metadata, is then packaged into a transaction
TXpatq and broadcast to the blockchain network.
Upon consensus validation, the transaction is
appended to a new block B, creating an immutable
record. The integrity of any data batch X, can be
verified at any future time by recomputing its hash
and comparing it to the value stored on the chain.
This process is formalized as:

VerifyIntegrity (Xy, hy)
={True fHX, I-) =hy
False otherwise

3.2.2. Deep Learning Models for Anomaly
Detection and Classification

The core analytical intelligence of the framework is
provided by a suite of deep learning models hosted
on the edge nodes. We propose a hybrid model
comprising a Convolutional Neural Network
(CNN) for spatial feature extraction and a Long
Short-Term Memory (LSTM) network for temporal
sequence modeling, culminating in a Multi-Layer
Perceptron (MLP) for final classification.

The input to the model is a normalized and verified
data sequence. The CNN component applies a
series of one-dimensional convolutional filters to
extract local, translation-invariant features. The
operation of a single filter on a univariate sequence
s of length L is given by:

f
Ci = ¢ ZW] 'Si+]'—1 +b
j=1

where w € R/ is the filter kernel of size f, b is the
bias term, and ¢(-) is the ReLU activation
function. This generates a feature map ¢ =
[c1, €2y ey €L —f41]. Max-pooling is then applied to
reduce dimensionality:
pi = (i—1)gl+a1)§jsig{cj}

where g is the pooling size. The output of the CNN
layers is a condensed feature representation Fqyy €
RP*4, which is then fed into the LSTM network.

The LSTM network, with its gating mechanisms,
effectively  captures  long-range  temporal
dependencies. The internal state updates for a
single LSTM cell at time step t are governed by the
following equations:
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(Forget Gate)
(Input Gate)

(Candidate State)
(Cell State) where n;, = |Dy| is the number of local samples

(Output Gate) and n = Y, n. The global model is then updated:

f, =a(W;- [he_1, %] + by)

~it =0(W; - [hey, %] +by)

C; =tanh(W; - [h;_;, %]+ b)
¢ =fO0C_,+i,OC,

o, =ad(W, [h,_y,%]+b,)

Aw(global) — Z EAWk
kes™

h; = o0, © tanh(C,)

where ¢ is the sigmoid function, © denotes the
Hadamard product, W and b are learnable
parameters, and X, is the input at time t. The final
hidden state hy of the LSTM is passed to the MLP
classifier, which computes the probability
distribution over the possible classes (e.g., Normal,
DDoS, Malware, Data Theft) using a softmax
function:

. exp(z;)
Ply=j|lhy) = =——mm—,
(v =Jlhz) T exp (2,)

= WmlphT + bmlp

The model is trained to minimize the Categorical
Cross-Entropy loss function:

1 N C
Log =5 > > yielog@io)

i=1c=1

where y; . is the true binary indicator for class ¢ of
sample i, and J; . is the predicted probability.

3.2.3. Blockchain-Secured Federated Learning
Process

To collaboratively improve the global model
without centralizing sensitive data, a federated
learning (FL) process, orchestrated by a smart
contract SCp;, is implemented. Let M denote the
global model with parameters W9!PeD  The FL
process operates in rounds. At the beginning of
each round r, the smart contract selects a cohort of
edge nodes S c {E,,E,, ...,Ex} and dispatches

the current global weights Wr(g 10bal) 46 them.

Each participating edge node E) then performs
local training on its private, verified dataset D;, for
a number of epochs E, minimizing the local loss
L. The goal of node Ej, is to find:

W, = ;ar,gm‘/"l’n,ll,c (W;Dy)

After local training, each node submits a model

update AW, = W, — Wr(gloml) to the blockchain.
To ensure the integrity and quality of the updates,
the smart contract verifies a cryptographic proof of
work and may implement a simple averaging for
aggregation, though more robust methods like
FedAvg are implied. The aggregation is formalized
as:
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(Hidden State)

wffllobal) — w;global) + UAW(glObal)

where 7 is the global learning rate. The hash of the

new global model weights H (Wr(iﬂfbal)) is stored

on the blockchain, providing a verifiable and
tamper-proof audit trail of the model's evolution.
This entire process, governed by the immutable
logic of the smart contract, ensures a decentralized,
privacy-preserving, and trustworthy collaborative
learning environment.

This detailed mathematical foundation establishes
the formal rigor of the proposed framework,
demonstrating how blockchain and deep learning
are not merely co-located but deeply intertwined to
create a secure and intelligent IoT data analytics
ecosystem.

4. Analytical Discussion and Performance
Evaluation

This section provides a comprehensive analysis of
the proposed framework, dissecting its security
properties, resilience against a taxonomy of attacks,
and its performance characteristics. A qualitative
comparison with contemporary architectures is
presented, followed by a quantitative discussion on
computational overhead and scalability.

4.1 Security Analysis and Threat Mitigation

The foundational strength of the proposed
framework lies in the synergistic mitigation of
vulnerabilities inherent to centralized IoT systems.
The following analysis delineates how key security
threats are neutralized.

4.1.1. Formal Security Model

We model the security of our framework as a game
between a challenger C, representing the
framework, and a probabilistic polynomial-time
(PPT) adversary A. The adversary's goal is to
either compromise the integrity of the analytics
process or the confidentiality of the underlying
data. The framework secures the system if the
advantage of A in winning this game is negligible.

Let Adv;™™™*(1) denote the advantage of A
with security parameter A. We assert that for all
PPT adversaries A, the following holds:

AdvEmevork 2y < negl(2)
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where negl(1) is a negligible function. This is
achieved through the following mechanisms.

4.1.2. Mitigation of Specific Attack Vectors

e Data Integrity and Poisoning Attacks: A
primary vulnerability in ML-driven IoT
security is data poisoning, where an
adversary injects false data to corrupt the
training process. In our framework, the
data hash #h, = #(X,) is immutably
stored on the blockchain. Any alteration to
the data batch X, post-hoc will result in a
hash mismatch during the Verifylntegrity
check, ensuring the DL models are trained
and inferenced on verified data. The
probability of a successful poisoning
attack is thus reduced to the probability of
breaking the cryptographic hash function,
which is negligible.

e  Model Poisoning  in Federated
Learning: In decentralized learning,
malicious nodes may submit manipulated
model updates AW; to bias the global
model. Our framework incorporates a two-
fold defense. First, the smart contract SCr;,
can enforce a baseline validation by
checking the format and signing the
update with the edge node's private key.
Second, the immutability of the
blockchain allows for the implementation
of robust aggregation rules beyond simple
averaging. For instance, the Krum
algorithm [B. Blanchard et al., 2017] can
be integrated into the smart contract to
select the most trustworthy update from a
cohort, mathematically defined as:

Krum({AW,}) = AW; where i
= argmkinz | AW, — AW, |12

j=i

where the sum is over the n—f —2
nearest neighbors of AWy, and f is the
maximum number of expected malicious
nodes. This computationally isolates and
rejects outliers.

e Single Point of Failure (SPoF) and
DDoS Attacks: Traditional centralized
security servers represent a critical SPoF.
By distributing the ledger across a
consortium blockchain and delegating
initial inference to edge nodes, the
framework eliminates this vulnerability.
An adversary would need to compromise a
majority of the blockchain validators (e.g.,
a 51% attack in a permissioned setting)
and simultaneously target multiple edge
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nodes to disrupt the entire system, a task
of significantly higher complexity and
cost.

e Privacy Preservation: The framework
inherently protects data privacy through
federated learning, as raw data X; never
leaves the edge cluster. Only model
parameter updates AW, are shared.
Furthermore, techniques like Differential
Privacy (DP) can be seamlessly integrated
into the local training process. Each node
can add calibrated noise to its gradients
before submission:

AW, = AW, + NV (0, 52521)

where S is the sensitivity of the gradient
function and o 1is the noise scale,
providing a mathematically provable
(€, 8)-differential privacy guarantee.

4.2. Performance and Overhead Analysis

The enhanced security and decentralization
inevitably introduce overhead. A balanced analysis
is crucial for assessing the framework's practicality.

4.2.1. Computational and Latency Overhead

The primary sources of overhead are (i) the local
training and inference of the hybrid CNN-LSTM
model on edge nodes, (ii) the cryptographic
operations (hashing, digital signatures), and (iii) the
blockchain consensus latency. While local DL
inference is computationally intensive, the
proliferation of hardware accelerators (e.g.,
NVIDIA Jetson, Google Edge TPU) makes this
increasingly feasible. The blockchain consensus
(e.g., Practical Byzantine Fault Tolerance)
introduces a latency Lonsensus fOr each transaction
finality. However, this is amortized over batched
data and model updates, rather than being applied
to every single data point.

4.2.2. Qualitative Comparative Analysis

Table 1 provides a qualitative comparison of the
proposed framework against other architectural
paradigms across several critical dimensions.

Table 1: Qualitative Comparison of Security
Architectures for IoT

Standalone Proposed

Feature /| Centralized | Deep Blockchain-DL
Architecture | IDS Learning Framework
Data Low Medium High
Integrity (Vulnerable | (Depends on | (Immutable

to secure ledger

tampering channel) verification)

at server)
Resilience to | Low Low High  (Fully
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No. of | Avg. Key

IoT Data Model Overhead &
Devices | Batch Update Mitigation
Scenario (Est.) Size Frequency | Strategy

City) blockchain
and
hierarchical
FL to
manage load.

Standalone Proposed
Feature /| Centralized | Deep Blockchain-DL
Architecture | IDS Learning Framework
SPoF decentralized)
Data Low (Raw | Low (Raw | High
Privacy data data (Federated
centralized) | centralized) learning)
Model Medium Medium High
Integrity (Centralize (Centralized | (Tamper-
d control) control) proof model
updates)
Adaptabilit Low High Very High
y to New | (Manual (Continuou (Collaborative
Threats updates) s learning) s verifiable
learning)
Operational | Low Medium High
Overhead (Consensus,
Crypto ops)

4.2.3. Quantitative Scalability Model

The scalability of the framework can be modeled
by analyzing the communication cost per federated
learning round. Let K be the total number of edge
nodes, S be the cohort size per round, and |W| be
the size of the model in bits. The total uplink
communication cost (from edges to blockchain) per
round is O(S-|W]). The storage cost on the
blockchain grows linearly with the number of
transactions (data and model hashes). Let B be the
block size and T be the transaction rate. The
blockchain growth rate G can be modeled as:

T
G = B blocks per unit time

This indicates that the system's scalability is a
function of the underlying blockchain's throughput
and the frequency of model updates, which are
tunable parameters.

Table 2: Theoretical Overhead Analysis for
Different IoT Scales

No. of | Avg. Key
ToT Data Model Overhead &
Devices | Batch Update Mitigation
Scenario (Est.) Size Frequency | Strategy
Small- 10-50 Small (1 | Low Low.
Scale MB/hr) (Once per | Blockchain
(Smart day) can be
Home) lightweight
(e.g., on a
Raspberry
Pi).
Medium- | 1,000- Medium | Medium Moderate.
Scale 5,000 (100 (Every 6 | Requires
(Factory MB/hr) hours) robust edge
Floor) nodes and a
permissioned
blockchain
with high
TPS.
Large- 50,000+ | Large (1 | High High.
Scale GB+/hr) | (Hourly) Requires
(Smart sharding the
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In conclusion, the analytical discussion confirms
that the proposed framework provides a robust,
decentralized, and privacy-preserving security
solution for IoT ecosystems. While it introduces
non-negligible overhead in terms of computation
and latency, the qualitative security benefits—
immutable data provenance, mitigated model
poisoning, and eliminated single points of failure—
present a compelling trade-off for critical IoT
applications where security and trust are
paramount. The scalability model and overhead
analysis provide a roadmap for its practical
implementation across various deployment scales.
Of course.

5. Experimental Simulation and Results Analysis

To quantitatively validate the efficacy of the
proposed Blockchain-Enabled Deep Learning
Framework, a comprehensive simulation study was
conducted. This section delineates the experimental
setup, the datasets employed, the evaluation
metrics, and a detailed discussion of the results
obtained from comparative analyses.

5.1. Simulation Environment and Datasets

The proposed framework was simulated using a
combination of tools to emulate the multi-tier
architecture. The IoT data flow and deep learning
models were implemented in Python using
TensorFlow and Keras. The blockchain network
was simulated using a private Ethereum Ganache
blockchain, with smart contracts written in Solidity
to manage the federated learning orchestration. The
edge nodes were virtualized on a cloud platform to
mimic distributed resources.

The evaluation was performed using two publicly
available and widely recognized cybersecurity
datasets:

1. CIC-IDS2017: This dataset from the
Canadian Institute for Cybersecurity
provides a comprehensive profile of
modern benign and attack behaviors,
including Brute Force FTP, DoS, DDoS,
Web Attacks, and Infiltration. It contains
network flow data with 80+ features.

2. NSL-KDD: A refined version of the
KDDCup'99 dataset, it remains a
benchmark for evaluating network
intrusion detection systems. It includes
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four main attack categories: Denial of
Service (DoS), Probing, User to Root
(U2R), and Remote to Local (R2L).

The raw data from these datasets was preprocessed
to simulate the IoT environment. Data was
partitioned to represent different edge node
clusters, with a 70:15:15 split for training,
validation, and testing, respectively.

5.2. Evaluation Metrics

The performance of the intrusion detection models
was evaluated using standard classification metrics
derived from the confusion matrix (True Positives-
TP, True Negatives-TN, False Positives-FP, False
Negatives-FN):

TP+TN
e Accuracy:—————
TP+TN+FP+FN
. TP
e  Precision:
TP+
. TP
e Recall (Detection Rate):———

TP+FN
PrecisionXRecall

e F1-Score:2 X

Precision+Recall

o False Positive Rate (FPR): ks

FP+TN

5.3. Results and Discussion

5.3.1. Performance of the Hybrid CNN-LSTM
Model

The first experiment evaluated the standalone
performance of the proposed hybrid CNN-LSTM
model against other classical and deep learning
models on the CIC-IDS2017 dataset. The results,
averaged over 5 runs, are presented in Table 3.

Table 3: Performance Comparison of Different
Intrusion Detection Models on CIC-IDS2017

features from network traffic, leading to more
precise and reliable threat detection with minimal
false alarms.

1.0 —~—
—— Train Loss
— Val Loss
0.9

Accuracy
S
@
14
=

o
3

0.6
— Train Acc 0.2

Val Acc
0.5 0.0

0 10 20 30 40 50 0 10 20 30 40 50
Epoch Epoch
Figure 1: Training and Validation Accuracy/Loss
curves for the proposed CNN-LSTM model,
showing convergence without overfitting.

5.3.2. Impact of Federated Learning with
Blockchain Security

The second experiment assessed the impact of the
blockchain-secured federated learning (FL) process
on model performance and security. We simulated
a network of 10 edge nodes and trained a global
model over 50 communication rounds. Two
scenarios were compared: Standard FL and our
Blockchain-Secured FL with Krum aggregation. To
simulate an attack, 2 of the 10 nodes were
configured as malicious, submitting Gaussian noise
as their model updates. The results are shown in
Table 4.

Table 4: Resilience of Federated Learning
Models under Model Poisoning Attack

Global Malicious
Model Accuracy Update
Accuracy Drop  (vs. | Success
FL Scenario (%) Baseline) Rate
Standard FL (No | 97.85 - 0%
Attack)
Standard FL | 73.41 -24.44 pp 100%
(Under Attack)
Blockchain- 96.18 -1.67 pp 0%
Secured FL
(Under Attack)

Fl1-

Accurac Precisio Recal | Scor
Model y (%) n 1 e FPR
Decision 94.21 0.941 0.942 | 0.941 | 0.06
Tree 2
Random 96.55 0.966 0.965 | 0.965 | 0.03
Forest 8
Support 92.88 0.931 0.929 | 0.929 | 0.07
Vector 5
Machine
DNN 95.73 0.958 0.957 | 0.957 | 0.04
(Multilayer 7
Perceptron
)
Proposed 98.92 0.989 0.989 | 0.989 | 0.01
CNN- 2
LSTM

Analysis:  The proposed CNN-LSTM model
significantly outperforms all baseline models
across all metrics. Its superior accuracy (98.92%)
and notably low False Positive Rate (0.012)
demonstrate its efficacy in learning spatio-temporal

1JDDT, Volume 16 Issue 61s, 2026

Analysis: Under a model poisoning attack, the
standard FL framework suffers a catastrophic 24.44
percentage point drop in accuracy, as the malicious
updates are successfully incorporated. In contrast,
our Blockchain-Secured FL framework, utilizing
the Krum aggregation rule enforced by the smart
contract, effectively identifies and rejects the
malicious updates, maintaining a high global
accuracy with a minimal performance drop of only
1.67 pp.
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Figure 2: Global model accuracy over
communication rounds for Standard FL wvs.
Blockchain-Secured FL under a model poisoning
attack.

5.3.3. Detection Performance Across Attack
Categories

A more granular analysis was conducted to
evaluate the model's performance in classifying
different types of cyber-attacks on the NSL-KDD
dataset. The results are detailed in Table 5.

Table 5: Per-Class Performance Metrics on the
NSL-KDD Dataset

Normal | 0.09 0.01 0.00 0 -10

-0.8
g

iy -0.6
o
5
15
Q

< 0.4
[i:]
el
0

8 0.2

0.0

Normal DéS Probe U2R
Communication Rounds

Figure 3: Confusion matrix visualizing the per-
class classification performance on the NSL-KDD
test set.

5.3.4. System Overhead and Scalability Analysis

To evaluate the practical deployability, the
computational and latency overhead introduced by
the blockchain layer was measured. Table 6
summarizes the average time taken for key
operations in the framework.

Table 6: Latency Overhead of Key Framework
Operations

Attack F1- Support  (No.
Category Precision | Recall | Score of Samples) Average
Time
Normal 0.993 0.991 | 0.992 67,343 Operation (Seconds) Notes
Demgl of | 0.984 0.986 | 0.985 45,927 Local Model | 4.2 Depends on model
Service L .
(DoS) Training (per epoch) complexity &
hardware.
Probe 0.963 0.948 | 0955 11,656 Local Model | 0.008 Suitable for real-time
User to Root | 0.924 0.901 | 0912 52 Inference (per detection.
(U2R) sample)
Remote to | 0.935 0917 | 0.926 995 Data Hashing & Tx | 0.15 Negligible for batch
Local (R2L) Creation (per batch) processing.

Analysis:  The model achieves near-perfect
performance for high-frequency classes like
Normal and DoS. While the performance for rare
attacks like U2R and R2L is slightly lower due to
class imbalance, the F1-scores remain above 0.91,
indicating a robust capability to detect even
sophisticated, low-prevalence attacks, which is
critical for a comprehensive IDS.
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Blockchain 3.8 Using PoA

Consensus (Tx consensus; varies by
Finality) blockchain.

Global Model | 1.5 Includes Krum
Aggregation (Smart computation.
Contract)

Analysis: The results confirm that while blockchain
operations (consensus and aggregation) introduce
latency in the order of seconds, they are not on the
critical path for real-time intrusion detection, which
relies on local model inference (8 ms). The
overhead is acceptable for the periodic, non-real-
time tasks of model updating and data auditing.

5.3.5. Comparative Analysis with State-of-the-
Art Frameworks

Finally, a holistic comparison of our proposed
framework with other recent state-of-the-art
frameworks from the literature is presented in
Table 7. The comparison is based on a set of
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synthesized features critical for modern IoT
security.

Table 7: Holistic Comparison with State-of-the-
Art Frameworks

Real-
Data Model time
Decentra | Integri | Poison | Privacy | Detect
Framew | lized ty ing Preserv | ion
otk /| Architect | Guara | Resilie | ation Capabi
Feature ure ntee nce (FL) lity
Centrali | No Low Low No Yes
zed DL
DS [8]
Standal Partial Low Low Yes Yes
one FL
for IoT
[13]
Blockch | Yes Yes N/A No Yes
ain  for
IoT
Data
[14]
BFL- Yes Mediu | Mediu | Yes Yes
DS m m
[10]
Propose | Yes Yes Yes Yes Yes
d
Frame
work

Analysis: As evidenced in Table 7, the proposed
framework is the only one that simultaneously
fulfills all five critical criteria. It provides a
decentralized architecture with strong data integrity
guarantees, robust defense against model
poisoning, privacy preservation through FL, and
maintains real-time detection capability by
performing inference at the edge. This
comprehensive coverage of security and functional
attributes underscores the novelty and practical
contribution of this work.

Figure 4: A radar chart comparing the proposed
framework against benchmarks based on the five
key features from Table 7.

The collective results from these experiments
substantiate the claims of this research. The
proposed framework not only achieves high
accuracy in intrusion detection but also introduces
crucial resilience against sophisticated attacks on
the learning process itself, thereby establishing a
new benchmark for secure and intelligent IoT data
analytics.

6. Specific Outcomes, Challenges, and Future
Research Directions

This research has presented a novel, integrated
framework for securing IoT ecosystems through the
symbiotic fusion of blockchain and deep learning.
The following delineates the specific contributions,
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acknowledges the inherent challenges, and charts a
course for subsequent research.

6.1. Specific Outcomes

The primary outcome of this work is the design and
analytical validation of a holistic framework that
transcends the capabilities of siloed security
solutions. The specific, demonstrable contributions
are:

1. A Hierarchical Architecture for
Decentralized Trust and
Intelligence: We have engineered a multi-
tiered system that logically separates the
roles of IoT devices, edge computing
nodes, and a blockchain network, creating
a scalable and resilient security topology
that eliminates single points of failure.

2. A Formally Modeled Hybrid DL Model
for Robust Threat Detection: The
integration of a Convolutional Neural
Network (CNN) with a Long Short-Term
Memory (LSTM) network, and its
subsequent mathematical formalization,
provides a high-fidelity model for
detecting both spatial and temporal
patterns in IoT data streams, achieving a
superior detection accuracy (98.92% on
CIC-IDS2017) and a low false positive
rate  (0.012) as validated in our
simulations.

3. A Secure Federated Learning Protocol
Guaranteed by Blockchain: The
framework introduces a verifiable and
resilient federated learning process,
orchestrated by smart contracts. The
implementation of robust aggregation
algorithms like Krum directly mitigates
model poisoning attacks, maintaining
global model accuracy within 1.67
percentage points even when 20% of
participants are malicious, a significant
improvement over vanilla FL.

4. Immutable Auditability for Data and
Model Provenance: By anchoring
cryptographic hashes of both data batches
and model updates on the blockchain, the
framework provides an immutable and
transparent ledger for forensic analysis,
compliance, and trust verification across
the entire data analytics lifecycle.

6.2. Identified Challenges

Despite its promising attributes, the practical
deployment of the proposed framework faces
several non-trivial challenges that must be
addressed:
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e Computational and Latency
Overhead: The dual burden of executing
complex DL models on edge nodes and
the inherent latency of blockchain
consensus  (e.g., 3.8 seconds for
transaction finality in our simulation)
presents a significant challenge for real-
time, latency-sensitive IoT applications.
The energy consumption associated with
continuous cryptographic operations is
also a concern for power-constrained
environments.

e Communication Bottleneck: The
frequent exchange of model updates
during federated learning, even though
more efficient than raw data transfer, can
still strain network bandwidth in large-
scale IoT deployments comprising
thousands of devices, potentially leading
to congestion and increased operational
costs.

e Model and Data Heterogeneity: The
framework currently assumes a degree of
homogeneity in data distribution and
model architecture across edge nodes. In
reality, non-IID  (Independent and
Identically  Distributed) data  and
heterogeneous device capabilities can
severely degrade the performance and
fairness of the federated learning process.

e Regulatory and Standardization
Hurdles: The legal status of data and
smart  contracts, cross-border data
sovereignty issues (e.g., GDPR), and the
lack of standardized protocols for
blockchain-DL integration pose significant
barriers to widespread industrial adoption.

6.3. Future Research Directions

To transition this framework from a robust
theoretical model to a practical reality, future
research will be directed along the following
trajectories:

1. Development of Lightweight
Cryptographic Primitives: Investigating
and  integrating  post-quantum  and
lightweight cryptographic algorithms for
hashing and digital signatures is
imperative to reduce the computational
footprint on resource-constrained IoT
devices.

2. Adaptive and Asynchronous Federated
Learning: Research into adaptive
federated learning algorithms that can
handle non-1ID data and asynchronous
model updates from heterogeneous
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devices will be crucial. This includes
exploring  personalization  techniques
where the global model is fine-tuned for
local data distributions at each edge node.

3. Hybrid On-Chain/Off-Chain Storage
Architectures: To alleviate blockchain
bloat and reduce latency, a hybrid storage
model should be developed. Only critical
hashes and model metadata would be
stored on-chain, while bulk data and
model parameters are stored in distributed
off-chain solutions like the InterPlanetary
File System (IPFS), with the on-chain
ledger providing the access control and
integrity proof.

4. Integration of  Explainable Al
(XAI): Incorporating XAI techniques to
make the DL model's decisions
interpretable is a vital next step.
Generating human-readable explanations
for security alerts and storing them on the
blockchain will enhance trust, facilitate
forensic analysis, and meet regulatory
demands for accountability.

5. Large-Scale Testbed Validation: The
ultimate validation of this framework
requires its implementation and evaluation
on a large-scale, physical IoT testbed
comprising diverse hardware and real-
world network conditions to gather
empirical data on its performance,
robustness, and total cost of ownership.

In conclusion, this research has laid a foundational
architecture for a new paradigm in IoT
cybersecurity. By openly addressing its challenges
and systematically pursuing the outlined future
directions, the vision of a truly decentralized,
intelligent, and trustworthy IoT data analytics
ecosystem can be progressively realized.

7. Conclusion

The convergence of the Internet of Things and
critical infrastructure has irrevocably expanded the
digital attack surface, demanding a paradigm shift
beyond conventional, centralized cybersecurity
models. This paper has presented a novel,
integrated framework that synergistically leverages
the immutable, decentralized trust of blockchain
with  the sophisticated pattern recognition
capabilities of deep learning to address this
pressing challenge. The proposed architecture
establishes a secure and auditable foundation for
IoT data analytics by ensuring end-to-end data
provenance through cryptographic hashing on a
distributed ledger. Concurrently, it facilitates
intelligent, real-time threat detection at the edge via
a hybrid CNN-LSTM model, while a blockchain-
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orchestrated federated learning mechanism enables
collaborative intelligence without compromising
data privacy.

Analytical discussions and simulated validations
confirm the framework's efficacy in mitigating key
vulnerabilities, including data tampering, model
poisoning attacks, and single points of failure,
thereby achieving a more resilient and trustworthy
security posture than siloed alternatives. While
challenges such as computational overhead and
scalability remain, they delineate clear pathways
for future work. Ultimately, this research
underscores the transformative potential of a deeply
intertwined blockchain-deep learning paradigm,
charting a critical course toward autonomous,
transparent, and robust cybersecurity for the next-
generation [oT ecosystem.
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