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Abstract 
This is a critical systematic review of 40 peer-reviewed articles published between 2021 and 2025 on artificial 
intelligence-enhanced Intrusion Detection Systems (IDS). To maintain rigour and transparency in the review, the 
PRISMA 2020 and Kitchenham guidelines are adhered to. The appropriate literature was also searched in six major 
databases, such as IEEE Xplore, ACM Digital Library, ScienceDirect, SpringerLink, Scopus, and Web of Science, 
and concentrated on the IDS methods, which used machine learning (ML), deep learning (DL), reinforcement learning 
(RL), and ensemble methods. The results show that there is a clear shift of traditional ML algorithms, including SVM 
and Random Forest, towards advanced deep learning and hybrid ensemble models that have a higher detection 
accuracy and flexibility in a variety of benchmark datasets, including CICIDS2017 and UNSW-NB15. The 
frameworks of reinforcement learning also increase the autonomy of IDS by learning on its own and adapting 
dynamically, but they have difficulties with the issues of computational efficiency, and the stability of the 
convergence. On the whole, the review demonstrates that there is ongoing methodological standardization deficit, 
diversity of datasets, and inter-study reproducibility absence. It finds that explainable, adaptive, and federated AI 
models should be the main focus of future IDS studies to attain scalable, transparent, and trustworthy cybersecurity 
frameworks that are able to conduct proactive and intelligent network protection. 
Keywords: Artificial Intelligence; Intrusion Detection Systems; Machine Learning; Deep Learning; Reinforcement 
Learning; Ensemble Models; Cybersecurity 
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Introduction 
The contemporary online environment is witnessing a 
surge in cyber-attacks on the critical infrastructure, 
commercial, and personal systems as never before 

(Leroy et al., 2025). Attackers exploit vulnerabilities 
in the networks in an even more sophisticated way as 
the networks expand and cloud computing, IoT, and 
remote operations become more widespread (Pan et 
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al., 2025). The standard security measures like 
firewalls and signature-based anti-virus programs are 
not adequate in identifying dynamic, unknown and 
changing attacks. This fact explains why more 
sophisticated and smart systems that would detect and 
act against malicious actions in real time are necessary 
(Mohamed, 2025). Intrusion Detection Systems (IDS) 
have turned into an essential part of the contemporary 
cybersecurity structures, which may conduct 
continuous monitoring of the network and identify 
anomalies (Rehman et al., 2025). IDS solutions will 
improve situational awareness and reduce response 
time because they analyze traffic patterns, user 
behavior, and system activities. Nevertheless, the scale 
and dynamism of network data require adaptive and 
learning-driven IDS that can adapt to new attack 
vectors and guarantee its resilience to the continuously 
changing cybersecurity threats (Christy et al., 2025). 
The idea of intrusion detection has developed greatly 
compared to the past rule-based methods to the present 
data-centric, AI-based, approaches. Initially, the IDS 
solutions were based on manual rules and signature 
databases to detect familiar patterns of attacks (Johnny 
& Ajao; Sowmya & Anita, 2023). Although effective 
when dealing with a threat that had been previously 
faced, these systems were not effective with zero-day 
attacks and new patterns of intrusion (Diana et al., 
2025). The complexity in cyber threats made it 
necessary to have more than the simple rule-based 
detection. With the development of machine learning 
(ML) and deep learning (DL) methods, this paradigm 
has changed, more than ever before, as systems are 
trained based on large data sets and can identify 
abnormalities automatically (Dardouri & Almuhanna, 
2025). The data-centric IDS now work on behavioral 
analysis, feature learning, and adaptive learning to 
detect slight variations of the normal activity (Kumar 
& Gutierrez, 2025). The models used to enhance the 
accuracy of intrusion detection include neural 
networks, decision trees, and ensemble methods, 
which are AI-based intrusion detection models that are 
beneficial in enhancing detection accuracy and 
minimizing false alarms. This change would be the 
shift towards the reactive defense to the proactive, 
smart, and constantly adaptive cybersecurity measures 
(Bibers et al., 2025). 
Intrusion Detection Systems (IDS) have advanced 
through machine learning (ML) and deep learning 
(DL) to be automatable in detecting threats and 
increasing their accuracy (Alharthi et al., 2025). In 
contrast to the older methods based on fixed signatures 
or manual settings, ML and DL models can learn 
through the data and be able to detect complex attack 
patterns and unknown threats. Those models examine 
the network traffic, user behavior, and system logs to 
differentiate between normal and malicious actions 

(Ali et al., 2025). Supervised algorithms, including 
Support Vector Machines and Random Forests, are 
able to classify known attacks, whereas unsupervised 
and deep networks, like Autoencoders, CNNs, and 
LSTMs, are able to detect new or changing threats 
(Ataa et al., 2024). Deep learning also increases 
accuracy by extracting features hierarchically and 
learning features contextually by using large amounts 
of data. Because of constant changes with new data, 
AI-based IDS can offer adaptive defenses, reduce false 
positives, and offer real-time threat visibility, thereby 
creating a basis of proactive and self-directed 
cybersecurity infrastructures (Awajan, 2023). 
Although there has been a great advancement in the 
usage of artificial intelligence in cybersecurity, study 
in relation to Intrusion Detection System (IDS) is very 
disjointed. There are so many studies suggesting 
machine learning and deep learning models but they 
vary in terms of datasets, evaluation metrics and 
experimental setups and therefore it is hard to compare 
them directly. There are those that use classical 
algorithms like SVM and Random Forest, and there 
are also those that examine deep neural networks like 
CNN, LSTM and Autoencoders. Nevertheless, data 
preprocessing, feature selection, and validation 
protocols commonly give inconsistent findings on 
model effectiveness due to inconsistencies in data 
preprocessing. Further, the majority of the reviews do 
not contain quantitative synthesis in order to determine 
statistically significant trends in performance. Thus 
the systematic review and meta-analysis is necessary 
to summarize the available results, measure the 
methodological rigor and give the collective 
information on model performance and gaps in the 
research. This will help to have a full picture of the 
state of AI-driven IDS and is oriented on the future 
research of standardized, reproducible, and scalable 
intrusion detection solutions. The fast growth of AI-
based solutions to cybersecurity has led to a wide 
range of methodologies, but the common opinion on 
which ones is more effective than the others is still 
ambiguous. Since datasets, evaluation criteria and 
algorithm designs are inconsistent, there is an acute 
necessity of systematic study on existing research. The 
paper fills this gap by conducting a systematic review 
and a meta-analysis to bring together evidence on a 
variety of AI-based IDS frameworks. The synthesis of 
empirical findings in the review is aimed at 
determining predominant models, the performance 
trends, and limitations that impede the implementation 
of large scale. In order to direct this study, the 
following research questions (RQs) are developed: 

 RQ1: What machine learning and deep 
learning models have been applied to 
Intrusion Detection Systems (IDS), and how 
do their performance metrics (accuracy, 
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recall, F1-score, AUC) compare across 
standard benchmark datasets? 

 RQ2: How do hybrid and ensemble AI-
driven IDS architectures improve detection 
accuracy and adaptability compared to 
traditional single-model approaches? 

 RQ3: How can reinforcement learning and 
adaptive AI frameworks be integrated with 
traditional IDS models to enable self-learning 
and autonomous cyber defense systems? 

Methodology 
To guarantee the methodological rigor, transparency, 
and reproducibility, this systematic review adhered to 
the PRISMA 2020 protocol and the protocol used to 
conduct evidence-based software engineering reviews 
by Kitchenham (Kitchenham & Brereton, 2013; Page 
et al., 2021). The objective of the review was to 
identify, analyze, and synthesise the research on 
artificial intelligence-based Intrusion Detection 
Systems (IDS) with the emphasis on using machine 
learning (ML), deep learning (DL), reinforcement 
learning (RL) and ensemble-based adaptive 
architectures published between 2021 and 2025. 
Search Strategy 
The search strategy adopted was comprehensive so as 
to cover a large amount of the latest and topical 
literature. It was searched in six high-impact academic 
databases: IEEE Xplore, ACM Digital Library, 
ScienceDirect (Elsevier), SpringerLink, Scopus, and 
Web of Science. The data source selected these 
databases because they have a huge number of indexed 
peer-reviewed journals and conference proceedings in 
artificial intelligence, computer science, and 
cybersecurity. Search was carried out with a 
combination of Boolean operators and groups of key 
words which had a general and a specific content 
pertaining to AI-driven research in the field of IDS. 
There were added synonyms and abbreviations to 
enhance recall and accuracy. The timeframe of search 
was January 2021 to December 2025, which 
guaranteed the presence of more recent work 
representing the newest developments in the field of 
ML, DL, and RL methods of intrusion detection. 
Table 1: Search Databases and Keyword Strings 

Datab
ase 

Sea
rch 
Per
iod Search String / Keywords Used 

IEEE 
Xplor
e 

202
1–
202
5 

(“machine learning” OR “deep 
learning” OR “neural network”) 
AND (“intrusion detection” OR 
“IDS” OR “cybersecurity”) 

ACM 
Digita
l 

202
1–
202
5 

(“SVM” OR “Random Forest” OR 
“CNN” OR “LSTM”) AND 
(“network security” OR “threat 
detection”) 

Librar
y 
Scienc
eDirec
t 
(Elsev
ier) 

202
1–
202
5 

(“federated learning” OR 
“adversarial attack” OR 
“explainable AI”) AND 
(“intrusion detection” OR “cyber 
defense”) 

Spring
erLink 

202
1–
202
5 

(“machine learning” OR “deep 
learning”) AND (“cybersecurity” 
OR “IDS”) 

Scopu
s 

202
1–
202
5 

(“hybrid model” OR “ensemble 
learning”) AND (“intrusion 
detection system” OR “AI 
security”) 

Web 
of 
Scienc
e 

202
1–
202
5 

(“intelligent IDS” OR 
“reinforcement learning”) AND 
(“network threats” OR “cyber 
attacks”) 

The search was done on titles, abstracts, as well as key 
words. Manual backward and forward reference 
checking to the snowballing of references was also 
done to obtain the wider range of studies that were not 
directly indexed in databases. Only articles peer 
reviewed and written in English were retained as 
represented in table 1. 
Inclusion and Exclusion Criteria 
Inclusion and exclusion criteria were pre-screened so 
as to ensure the integrity, relevance, and scientific 
quality of the review. They were used in the abstract 
screening as well as full-text assessment as presented 
in table 2. 
Table 2: Inclusion and Exclusion Criteria 

Cate
gory Criteria 

Description / 
Rationale 

Incl
usio
n 
Crit
eria 

Peer-reviewed 
journal or 
conference papers 
(2021–2025) 

Ensures selection of 
high-quality, 
credible sources 
within the defined 
period. 

  

Studies applying 
ML, DL, RL, or 
ensemble 
algorithms for IDS 

Focuses on AI-
driven, empirical 
approaches to 
intrusion detection. 

  

Quantitative 
performance 
metrics (accuracy, 
precision, recall, 
F1, AUC) 

Enables comparative 
analysis and meta-
synthesis. 

  
English-language, 
full-text available 

Guarantees 
accessibility and 
linguistic 
uniformity. 
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Excl
usio
n 
Crit
eria 

Non-peer-
reviewed, 
theoretical, or 
opinion papers 

Removes studies 
lacking empirical 
rigor. 

  
Duplicate or 
incomplete records 

Prevents redundancy 
and data 
inconsistency. 

  

Papers unrelated to 
IDS (e.g., 
cryptography-only, 
blockchain-only) 

Maintains focus 
strictly on IDS and 
network intrusion 
detection. 

The inclusion process ensured methodological 
soundness and empirical grounding. Only studies that 
met all inclusion criteria and passed quality 
assessment were retained for synthesis. 
Study Selection Process 
In order to achieve methodological transparency and 
replicability, this review followed the PRISMA 2020 
framework of systematic reviews strictly. The process 
of choosing the study was conducted in four 
consecutive stages, namely, identification, screening, 
eligibility, and inclusion. At the identification phase, 
six scholarly databases (IEEE Xplore, ACM Digital 
Library, science direct, springer link, Scopus, and web 
of science) were searched and 1,500 records were 
found. Out of them, 15 were opted out because of the 
missing metadata or the unavailable sources, and 420 
duplicates were eliminated before the screening. 
During the screening phase, 1,065 records were 
evaluated according to the title and abstract and 805 of 
them were excluded due to being irrelevant to artificial 
intelligence-driven Intrusion Detection System or 
being irrelevant as an experiment. Thereafter, 260 full-
text papers were obtained to be evaluated in details but 
five were not available in full. 
In the initial step of the eligibility, 255 articles were 
thoroughly reviewed considering predefined inclusion 
and exclusion criteria. Consequently, 210 studies have 
been excluded based on not satisfying inclusion 
criteria (Reason 1 = 100; Reason 2 = 65; Reason 3 = 
40) which was mainly because they were theoretical 
oriented, incomplete performance measurement, or no 
IDS in the context. Ultimately, a total of 40 studies 
were included in the final synthesis, which fulfilled all 
the inclusion criteria and met the methodological and 
empirically validated works regarding the AI-
powered, machine learning-driven Intrusion Detection 
Systems as presented in figure 1. 
 
 
 
 
 
 
 

 
 
 

 
 

 
Data Extraction and Quality Assessment 
All 40 selected studies underwent a structured data 
extraction and quality evaluation process to ensure 
consistency and reliability. For each study, key 
information was recorded, including the author(s), 
year of publication, AI/ML approach category 
(classical ML, deep learning, reinforcement learning, 
or ensemble), the datasets used (e.g., NSL-KDD, 
UNSW-NB15, CICIDS2017, TON_IoT), and the 
performance metrics (accuracy, precision, recall, F1-
score, and AUC).  Extracted data were compiled into 
a comparative matrix to assess algorithmic 
performance, dataset dependencies, and 
methodological rigor across studies as shown in table 
3. Quality assessment was conducted using four 
criteria: relevance to AI-driven IDS research, 
experimental rigor of model development and 
evaluation, data transparency regarding datasets and 
reproducibility, and scholarly impact of the 
publication. Only studies meeting a minimum quality 
threshold (≥3 out of 5) were included in the synthesis, 
ensuring the inclusion of methodologically sound and 
empirically validated research. 
Table 3: Data Extraction and Quality Assessment 
Summary 

Criterion Purpose 

Author(s), Year 
Identify research patterns 
and trends 

AI/ML Method, 
Dataset, Metrics 

Enable algorithmic and 
dataset comparison 

Figure 1: PRISMA 2020 Flow Diagram 
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Findings, Limitations 
Capture key results and 
research gaps 

Relevance, Rigor, 
Transparency, Impact 

Ensure validity, 
reproducibility, and 
credibility 

Result 
Classical Machine Learning in IDS 
Table 4 shows a summary of the recent works that 
utilized classical machine learning algorithms in 
Intrusion Detection Systems. The evidence has always 
shown that the Support Vector Machines, Decision 
Trees, Random Forests, Naïve Bayes, and K-Nearest 
Neighbor models are still used to form the analytical 
foundation of the IDS research. Their advantage is that 
they are interpretable, computationally efficient, and 
stable in the case of structured datasets, including 
NSL-KDD, UNSW-NB15, and CICIDS2017. Among 
these, the ensemble-based models, especially the 
Random Forest, is often better than other models 
because the method has the capability to handle non-
linearity and address overfitting. In spite of these 
strengths, the research findings in the studies indicate 
some significant weaknesses. Classical algorithms 
have limited adaptability to dynamic and zero-day 
attacks, only through using a static feature engineering 
and retraining to adapt to changing threats. Besides, 
the lack of consistency in preprocessing and 
evaluation of benchmark data sets undermines the 
reproducibility of published findings and makes meta-
analytic comparisons more difficult. Although high 
accuracy scores, usually above 98 percent are 
commonly reported, this is mostly because of dataset 
homogeneity and not actual generalization ability. A 
combination of those findings shows that classical 
machine learning is still unavoidable in cases of a 
baseline benchmark and interpretable intrusion 
detection. Nonetheless, its scalability and ability to 
withstand more advanced and dynamic attack vectors 
is still low. This limitation has led to a methodology of 
change to hybrid and ensemble models that aim to 
combine the openness of classical models and the 
adaptive adaptability of deep learning models. 
Table 4: Summary of Classical Machine Learning 
Approaches in Intrusion Detection Systems 

St
u
d
y / 
Y
ea
r 

Algori
thms 
Used 

Benc
hmar
k 
Datas
ets 

Ev
alu
ati
on 
Me
tric
s 

Key 
Findings 

Identi
fied 
Gaps / 
Chall
enges 

(
H
ak
ke
, 

SVM, 
DT, 
NB, 
RF, 
KNN, 

NSL-
KDD, 
UNS
W-
NB15

Ac
cur
acy
, 
Pre

RF and 
XGBoost 
models 
achieved 
the highest 

Datase
t 
imbala
nce 
and 

2
0
2
5) 

LR, 
QDA, 
LDA, 
AdaB
oost, 
CatBo
ost, 
XGBo
ost 

, 
CICI
DS20
17 

cisi
on, 
Rec
all, 
F1-
sco
re 

detection 
accuracy; 
demonstra
ted 
performan
ce 
variability 
across 
datasets. 

non-
standa
rd 
prepro
cessin
g 
affecte
d 
compa
rabilit
y. 

(T
ri
pa
th
y 
& 
B
eh
er
a, 
2
0
2
5) 

SVM, 
KNN, 
DT, 
LR, 
NB, 
RF, 
XGBo
ost, 
Adabo
ost, 
ANN 

KDD’
99, 
NSL-
KDD, 
UNS
W-
NB15
, 
CICI
DS20
17, 
CSE-
CIC-
IDS2
018 

Ac
cur
acy
, 
Det
ecti
on 
Rat
e, 
F1-
sco
re 

Comprehe
nsive 
dataset-
based ML 
review; 
highlighte
d classifier 
roles and 
dataset 
biases. 

Lack 
of 
standa
rdizati
on in 
featur
e 
extract
ion 
and 
evalua
tion 
criteri
a. 

(
A
zh
ar 
et 
al.
, 
2
0
2
4) 

Rando
m 
Forest 
(optim
ized 
sub-
ensem
ble) 

Propri
etary / 
real-
time 
traffic 
datase
t 

Ac
cur
acy
, 
Tes
ting 
Ti
me 

Proposed 
“IDRando
m-Forest” 
model 
improving 
detection 
accuracy 
and 
lowering 
latency. 

Needs 
validat
ion on 
public 
datase
ts; 
limite
d 
cross-
datase
t 
compa
rison. 

(S
ha
ki
r 
& 
M
o
hs
in
, 
2
0
2
4) 

SVM, 
DT, 
NB, 
RF, 
LR 

KDD’
99, 
NSL-
KDD 

Ac
cur
acy
, 
Pre
cisi
on, 
Rec
all 

Demonstr
ated that 
applying 
feature 
selection 
significant
ly 
enhances 
ML 
performan
ce. 

Overfi
tting 
due to 
limite
d 
datase
t 
diversi
ty; 
redun
dancy 
in 
selecte
d 
featur
es. 
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(
B
ai
d
o
o 
et 
al.
, 
2
0
2
3) 

SVM, 
DT, 
RF, 
Ensem
ble 

UNS
W-
NB15 

Ene
rgy 
& 
Me
mo
ry 
Co
nsu
mpt
ion, 
Ac
cur
acy 

Assessed 
energy/me
mory 
usage of 
ML 
models; 
ensemble 
balanced 
accuracy 
and 
resource 
efficiency. 

High 
compu
tationa
l cost 
for 
SVM; 
lack of 
runtim
e IDS 
testing
. 

(
A
b
ba
s 
et 
al.
, 
2
0
2
3) 

RF, 
RFE, 
Ensem
ble 
Metho
ds 

NSL-
KDD, 
UNS
W-
NB15
, 
CSE-
CIC-
IDS2
018 

Ac
cur
acy
, 
Pre
cisi
on, 
Rec
all 

Hybrid 
ensemble 
achieved 
up to 
99.9% 
accuracy 
with 
reduced 
training 
time. 

Limite
d 
interpr
etabili
ty; 
overre
liance 
on 
ensem
ble 
structu
res. 

(
V
an
in 
et 
al.
, 
2
0
2
2) 

SVM, 
DT, 
NB, 
KNN, 
RF 

NSL-
KDD, 
CICI
DS20
17 

Ac
cur
acy
, 
Det
ecti
on 
Rat
e, 
FA
R 

Classified 
ML 
techniques 
and 
compared 
IDS 
performan
ce across 
datasets. 

Poor 
zero-
day 
detecti
on; 
incons
istent 
perfor
mance 
metric
s. 

(
M
as
en
o 
et 
al.
, 
2
0
2
2) 

Hybri
d (RF, 
SVM 
+ DL 
varian
ts) 

Multi
ple 
IDS 
datase
ts 
(2012
–
2022) 

Ac
cur
acy
, 
Det
ecti
on 
Rat
e, 
FA
R 

Reviewed 
111 hybrid 
ML-based 
IDS 
papers; 
identified 
integration 
trends 
with DL. 

Lack 
of 
reprod
ucibili
ty; 
incons
istent 
hybrid 
archite
ctures. 

(
M
us
a 
et 
al.
, 
2

ML, 
Bayesi
an, 
Swar
m, 
Marko
v 

KDD’
99, 
NSL-
KDD, 
UNS
W-
NB15 

Ac
cur
acy
, 
Rec
all, 
F1-

Reviewed 
ML-based 
IDS 
methods; 
compared 
algorithms 
and 
datasets. 

Datase
t 
imbala
nce 
and 
lack of 
cross-
validat

0
2
1) 

Model
s 

sco
re 

ion 
across 
studie
s. 

(J
a
w 
& 
W
an
g, 
2
0
2
1) 

K-
means
, One-
Class 
SVM, 
DBSC
AN, 
EM 
(KOD
E 
Ensem
ble) 

CICI
DS20
17, 
NSL-
KDD, 
UNS
W-
NB15 

Ac
cur
acy
, 
Det
ecti
on 
Rat
e, 
FA
R 

Hybrid 
feature 
selection 
(HFS-
KODE) 
achieved 
>99% 
accuracy 
on all 
datasets. 

High 
compu
tationa
l 
compl
exity 
and 
limite
d 
interpr
etabili
ty. 

Evaluation Metrics and Datasets 
Table 5 introduces a summary analysis of the 
benchmark datasets and metrics of evaluation used in 
a recent AI-powered Intrusion Detection System (IDS) 
research. There is an apparent tendency toward using 
a small number of benchmark datasets - CICIDS2017, 
UNSW-NB15 and NSL-KDD - which collectively 
represent the majority of experimental assessments. 
Although this indicates a step towards standardized 
benchmarking, there is also a methodological 
bottleneck of the approach, since the excessive use of 
older datasets including KDD99 and NSL-KDD is 
restricting the ecological validity of the model 
performance in current heterogeneous network 
settings. More modern datasets such as CICIDS2017 
and UNSW-NB15 are more realistic in their network 
traffic and attack patterns, resulting in increased 
reported accuracies (usually over 98%), especially 
when using hybrid or ensemble architectures that have 
deep and classical learning elements. Secondary 
observation is related to the inconsistency and 
incompleteness of evaluation metrics. Almost all 
studies use the accuracy as a major measure, and only 
some of them report precision, recall, and F1, and 
hardly any report AUC or false alarm rate (FAR). This 
measure difference makes the comparability of cross-
studies and meta-analytic rigor invalid because 
different models with similar levels of accuracy can 
have a radically different error balance. The pre-
eminence of accuracy without supporting measures of 
sensitivity and specificity has the danger of overstating 
the actual performance of detection, especially in 
skewed data sets where the attack classes have been 
underrepresented. 
Moreover, the critical analysis of Table 5 reflects the 
fact that lack of balance in databases, use of outdated 
benchmarks and non-standardized metrics reporting 
are some of the chronic constraints in research on IDS. 
Although in the recent times, the integration of IoT-
specific datasets (e.g., MQTT-IoT-IDS2020) and 
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methods to eliminate class-imbalances (e.g., SMOTE, 
ADASYN) are present, they are still intermittent and 
do not have integrated methodological frameworks. 
This fragmentation does not allow the reliable cross-
validation and generalization to the real-life 
deployments. As a result, the next round of studies in 
the field of IDS needs to focus on the creation and 
implementation of extended, updated, and publicly 
accessible datasets (like TON_IoT) and consistent 
assessment frameworks requiring the imposition of 
multi-metric reporting. This type of standardization 
would greatly promote reproducibility, comparative 
evaluation and statistical strength of meta-analytic 
inferences in AI-based cybersecurity studies. 
 
 
Table 5: Summary of Benchmark Datasets, Evaluation 
Metrics, and Performance Results in AI-Driven 
Intrusion Detection Systems 

Stu
dy 
/ 
Ye
ar 

Dataset
s Used 

Eval
uati
on 
Met
rics 

Performance 
Summary 

Limitatio
ns / Gaps 

(S
har
ma 
& 
Ku
ma
r, 
20
25) 

CICID
S2017, 
UNSW
-NB15, 
KDD 
CUP 99 

Acc
urac
y, 
Con
fusi
on 
Mat
rix 

Hybrid 
CapsNet + 
BiLSTM 
model 
achieved 99% 
(CICIDS2017
), 97% 
(UNSW-
NB15), 98% 
(KDD CUP 
99). 

Dataset 
imbalance 
not 
addressed
; FAR and 
AUC not 
reported. 

(L
v 
et 
al., 
20
25) 

KDD9
9, 
NSL-
KDD, 
UNSW
-NB15, 
CICID
S2017 

Acc
urac
y, 
Prec
isio
n, 
Rec
all, 
F1 

TAN model 
showed 
competitive 
performance 
and improved 
interpretabilit
y through DT 
integration. 

Metric 
reporting 
inconsiste
nt; no IoT 
dataset 
testing. 

(K
am
al 
& 
Ma
sha
ly, 
20
24) 

NF-
UNSW
-NB15-
v2, 
CICID
S2017 

Acc
urac
y, 
Prec
isio
n, 
Rec
all, 
F1 

Achieved 
≈99.7% 
(binary) and 
99.0% 
(multiclass) 
accuracy; 
addressed 
class 
imbalance 
with 
SMOTE/AD
ASYN. 

Real-time 
validation 
absent; 
high 
computati
onal cost. 

(Al
saf
far 
et 
al., 
20
24) 

CICID
S2017, 
UNSW
-NB15 

Acc
urac
y, 
Rec
all, 
F1 

Multi-
stacking 
ensemble 
outperformed 
baseline 
models on 
both datasets. 

Dataset 
imbalance 
and 
computati
onal 
overhead 
persist. 

(M
em
on 
et 
al., 
20
23) 

MQTT
-IoT-
IDS202
0 

Acc
urac
y 
(97–
99%
) 

PSO + LIME 
framework 
enhanced 
model 
interpretabilit
y and attack 
detection. 

Uses non-
standard 
IoT 
dataset; 
limited 
comparab
ility with 
traditional 
benchmar
ks. 

(A
bb
as 
et 
al., 
20
23) 

NSL-
KDD, 
UNSW
-NB15, 
CSE-
CIC-
IDS201
8 

Acc
urac
y, 
Prec
isio
n, 
Rec
all 

Ensemble 
RF-RFE 
achieved up 
to 99.9% 
accuracy 
across 
datasets. 

Lack of 
interpreta
bility; no 
runtime 
testing. 

(T
hir
im
an
ne 
et 
al., 
20
22) 

NSL-
KDD 

Acc
urac
y, 
Prec
isio
n, 
Rec
all, 
F1 

DNN pipeline 
achieved 81–
96% across 
metrics with 
real-time 
feature 
extraction. 

Single 
(outdated) 
dataset; 
limited 
generaliza
bility. 

(K
ha
n 
et 
al., 
20
22) 

KDD9
9, 
NSL-
KDD, 
UNSW
-NB15, 
CICID
S2017 

Acc
urac
y, 
Prec
isio
n, 
Rec
all, 
F1, 
FA
R 

Review 
showed DL 
outperforms 
ML on recent 
datasets; 
highlighted 
dataset bias 
issues. 

Metrics 
not 
standardiz
ed across 
studies; 
dataset 
variation 
not 
controlled
. 

(G
hur
ab 
et 
al., 
20
21) 

KDD9
9, 
NSL-
KDD, 
UNSW
-NB15, 
CICID
S2017, 
CIDDS
-001 

Des
cript
ive 
com
pari
son 

Compared 8 
datasets by 
size, features, 
and attack 
classes; 
outlined 
dataset 
characteristic
s. 

No model 
testing or 
performa
nce 
analysis 
included. 
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(M
ah
ala
ks
hm
i et 
al., 
20
21) 

UNSW
-NB15 

Acc
urac
y 

CNN model 
achieved high 
binary 
classification 
accuracy on 
UNSW-
NB15. 

Single 
dataset; 
recall and 
F1 not 
reported. 

Deep Learning Architectures in Intrusion Detection 
Systems 
Table 6 is a synthesis of current findings on the use of 
deep learning (DL) models in intrusion detection 
systems, which shows a convincing shift towards 
automation and making use of data to model threats as 
a classical machine learning. In various papers, 
convolutional neural networks (CNNs), recurrent 
neural networks (RNNs), long short-term memory 
(LSTM), gated recurrent units (GRU), autoencoders, 
generative adversarial networks (GANs), and 
Transformers demonstrate higher accuracy and 
generalization than other types of architectures. The 
presence of the same benchmark datasets 
(CICIDS2017, UNSW-NB15, CSE-CIC-IDS2018) 
indicates the persistence of reproducibility and 
comparability of the benchmark on the use of 
standardized benchmarks. 
Importantly, there are the hybrid types, e.g. CNN-
LSTM, CNN-GRU and Cu-LSTMGRU models, 
which demonstrate the increased incorporation of the 
spatial and temporal learning into complex network 
traffic analysis. These configurations are more 
accurate and recallable and more beneficial in dealing 
with multi-class attack detection than single-model 
settings. Systems based on transformers and GAN-
promised enhancements even more to allow greater 
adaptability, especially in real-time settings and when 
dealing with imbalanced data, but at a very high 
computational cost and stability implications. Table 6 
synthesis indicates that, although the accuracy and 
feature abstraction are always higher when using the 
DL models, interpretability, scalability, and resource 
usage are major weaknesses. The growing scientific 
attention to explainable AI (XAI) and lightweight DL 
models is one sign of an acute shift to operational, 
trusted and energy-efficient IDS solutions that can 
operate in a wide range of environments including IoT, 
IIoT, and cloud infrastructures. 
Table 6: Summary of Deep Learning Architectures 
and Hybrid Models for Intrusion Detection Systems 

St
ud
y / 
Y
ea
r 

Deep 
Lear
ning 
Arch
itect
ure 

Data
set(s
) 
Used 

Perfo
rman
ce 
Metr
ics 

Key 
Findings 

Identifi
ed 
Challen
ges / 
Trends 

(A
fra
ji 
et 
al.
, 
20
25
) 

CNN 
+ 
LST
M + 
GRU 
(hybr
id) 

TON
_IoT
, 
CICI
DS2
017 

Accu
racy 
= 
99.4
9%, 
Preci
sion 
= 
0.99
54, 
F1 = 
0.99
49 

Parallel–
sequential 
fusion of 
CNN-
LSTM-
GRU 
achieves 
state-of-
the-art 
detection 
for IoT / 
IIoT 
traffic. 

High 
comput
ational 
cost; 
limited 
interpre
tability 
despite 
excelle
nt 
accurac
y. 

(
M
us
th
af
a, 
20
25
) 

CNN
, 
RNN
, 
Tran
sfor
mer 

CICI
DS2
017, 
UNS
W-
NB1
5 

Accu
racy, 
FAR, 
F1, 
Infer
ence 
Late
ncy 

Transform
er yields 
best 
generaliza
tion and 
low-
latency 
detection 
in live 
traffic. 

Transfo
rmer 
models 
require 
large 
memor
y and 
comple
x fine-
tuning. 

(S
aji
d 
et 
al.
, 
20
24
) 

XGB
oost 
+ 
CNN 
+ 
LST
M 
(hybr
id) 

CICI
DS2
017, 
UNS
W-
NB1
5, 
NSL
-
KD
D, 
WS
N-
DS 

Accu
racy, 
FAR, 
Preci
sion 

Hybrid 
feature 
extraction 
(XGBoost
, CNN) + 
LSTM 
classifier 
improves 
detection 
and 
reduces 
FAR. 

Model 
comple
xity; 
potenti
al 
overfitt
ing on 
high-
dimens
ional 
data. 

(
W
u 
et 
al.
, 
20
24
) 

Auto
enco
der, 
DNN
, 
CNN
, 
RNN
, 
GAN
, 
Tran
sfor
mer 

Mult
iple 
benc
hmar
k 
IDS 
datas
ets 

Com
parat
ive 
accur
acy, 
AUC 

Comprehe
nsive 
review 
identifyin
g BERT / 
GPT 
transform
er trends 
in IDS. 

Lack of 
explain
ability 
and 
high 
comput
e 
deman
d 
hinder 
deploy
ment. 

(L
uo 
et 
al.
, 

CNN
, 
RNN
, 
LST

Auto
moti
ve 
(IVN
) 

Accu
racy, 
Dete
ction 
Rate 

Deep 
learning 
effectively 
detects 
IVN 

Limite
d real-
world 
IVN 
dataset
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20
23
) 

M, 
Auto
enco
der 

datas
ets 

attacks; 
LSTM 
and 
Autoenco
der 
perform 
best. 

s; 
general
ization 
to 
unseen 
vehicle
s 
unclear
. 

(S
hir
i 
et 
al.
, 
20
23
) 

CNN
, 
RNN
, 
LST
M, 
GRU
, 
GAN
, 
DRL 

Com
parat
ive 
(3 
open 
datas
ets) 

Accu
racy, 
Preci
sion, 
Reca
ll 

Benchmar
ks CNN 
and GRU 
as highly 
accurate 
for 
temporal 
cyber 
tasks. 

Interpr
etabilit
y and 
dataset 
bias 
remain 
major 
issues. 

(A
ld
all
al, 
20
22
) 

Cu-
LST
M + 
GRU 
(hybr
id) 

CICI
DS2
018 

Accu
racy 
↑ 
12.0
5% 
vs 
basel
ine 

Cu-
LSTMGR
U 
achieves 
notable 
gain in 
cloud IDS 
accuracy 
and 
symmetry. 

High 
training 
time; 
require
s 
hardwa
re 
optimiz
ation. 

(N
et
o 
et 
al.
, 
20
25
) 

CNN
, 
RNN
, 
Auto
enco
der, 
Tran
sfor
mer 
(revi
ew) 

Mult
i-
dom
ain 
datas
ets 
(clou
d, 
IoT, 
edge
) 

N/A 
(qual
itativ
e 
revie
w) 

Identifies 
need for 
trustworth
y and 
operationa
l DL IDS 
solutions. 

Poor 
explain
ability 
(XAI 
gap); 
scarcity 
of real-
system 
validati
on. 

(K
ha
n, 
20
21
) 

CNN 
+ 
RNN 
(hybr
id) 

CSE
-
CIC-
IDS2
018 

Accu
racy 
= 
97.7
5% 

CRNN 
captures 
both 
spatial and 
temporal 
features 
effectively
. 

Requir
es 
frequen
t 
dataset 
updates
; 
comput
ationall
y 
intensi
ve. 

(X
ia

GAN 
(WG

NSL
-

Accu
racy / 

GAN-
based 

GAN 
training 

od
on
g 
Li
u 
et 
al.
, 
20
21
) 

AN-
GP) 
+ 
Feat
ure 
Selec
tor 

KD
D, 
UNS
W-
NB1
5, 
CICI
DS2
017 

F1 vs 
basel
ine 

oversampl
ing 
mitigates 
data 
imbalance 
and boosts 
ML model 
accuracy. 

instabil
ity and 
comput
ational 
load. 

AI-Driven Adaptive and Ensemble Intrusion 
Detection Systems 
Table 7 is a synthesis of the modern methods of 
combining reinforcement learning, adaptive 
retraining, and ensemble intelligence with intrusion 
detection. The overall data confirms a sharp transition 
to self-optimizing and context-aware IDS systems that 
can autonomously modify model parameters based on 
the changing threats. The Proximal Policy 
Optimization and Deep Q-Learning reinforcement 
learning models show significant improvement of both 
detection accuracy and robustness by means of policy-
guided adaptation and dynamic decision 
maximization. Similarly, ensemble mechanisms, such 
as stacking, boosting, and bagging, are always used to 
increase accuracy and generalization by integrating 
heterogeneous base learners into unified hybrid 
systems. 
Most importantly, these architectures are significantly 
more accurate (usually more than 97%) and have 
significantly reduced false-alarm rates relative to their 
counterparts in the case of static ML or DL. 
Nevertheless, the incorporation of several adaptive 
elements brings with it some novel constraints: RL-
based systems become converge-unstable and 
computationally in-efficient, whereas ensemble and 
incremental-learning systems become complex in 
architecture and energy-intensive. Moreover, although 
there are claims of performance under offline 
operation, there is limited real-world validation, even 
though it is claimed to perform well in large-scale, 
decentralized, or live operations. All in all, Table 7 
points to an evident research direction towards the 
continuous learning federated and resource-aware IDS 
architecture. The existing trade-off is between 
adaptivity and interpretability - how to come up with 
scalable systems that maintain the high performance in 
detection without compromising explainability or 
operational efficiency. 
Table 4: Summary of AI-Driven Adaptive and 
Ensemble Intrusion Detection Systems (IDS) 

Stu
dy / 
Yea
r 

Approa
ch 
Type 

Core 
Method / 
Architect
ure 

Perfor
mance 
Highlig
hts 

Key 
Limita
tion / 
Trend 
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(Sur
esh 
& 
Cyri
l 
Jose, 
202
5) 

Reinfor
cement 
Learnin
g (PPO) 

Dynamic 
ensemble 
weighting 
with PPO 
+ MLP 
meta-
learner 

Avg Acc 
= 97.16 
%; 
strong 
novel-
attack 
detectio
n 

RL 
stabilit
y and 
scalabi
lity 
issues 

(Nta
yaga
biri 
et 
al., 
202
5) 

Ensemb
le 
(LightG
BM + 
XGBoo
st) 

Bagging-
based 
OMIC 
framewor
k for IoT 

99.26 % 
Acc on 
CICIoT
2023 

Limite
d 
web/re
con 
attack 
accura
cy 

(Als
affar 
et 
al., 
202
4) 

Adaptiv
e 
Ensemb
le 
(ResNet 
+ 
Stackin
g) 

Multi-
stacking 
with 
dimension
ality 
reduction 

Superior 
to DL 
baseline
s on 
CICIDS 
/ UNSW 

High 
comple
xity, 
costly 
feature 
process
ing 

(Tar
igan, 
202
4) 

Hybrid 
Ensemb
le (RF + 
GB + 
Voting) 

Simple 
hybrid 
ensemble 
on NSL-
KDD 

Higher 
accurac
y, 
reduced 
FPR 

Needs 
multi-
dataset 
validati
on 

(Als
erha
ni & 
Alja
red, 
202
3) 

Hybrid 
Ensemb
le ML 

Integrated 
ensemble 
for 
advanced 
attack 
prediction 

> 99 % 
Acc, < 1 
% FPR 

Compu
tational 
overhe
ad 

(Jem
ili et 
al., 
202
4) 

Hybrid 
(Big-
Data 
Ensemb
le) 

RF + 
XGBoost 
fusion for 
big data 
IDS 

97 % 
Acc on 
multiple 
datasets 

Model 
tuning 
and 
data 
imbala
nce 

(Das 
& 
Pra
mod
, 
202
2) 

Ensemb
le (Tree 
& 
Baggin
g) 

IoT 
malware 
detection 
via 
stacked 
tree 
models 

Excellen
t PE 
malware 
detectio
n 

Limite
d real-
world 
deploy
ment 

(Ala
viza
deh 
et 
al., 
202
2) 

Deep 
Q-
Learnin
g (RL) 

DQL + 
DNN for 
autonomo
us IDS 

Outperf
orms 
ML 
baseline
s on 
NSL-
KDD 

Conver
gence 
and 
trainin
g cost 

(Xia
ohu 
Liu 
et 
al., 
202
1) 

Deep 
Recurre
nt Q-
Networ
k (RL) 

DQN with 
stochastic 
game 
model 

Effectiv
e 
adaptive 
defense 

Partial 
observ
ability 
constra
ints 

(Wu 
et 
al., 
202
1) 

Adaptiv
e 
Increme
ntal 
Ensemb
le 
(DEIL-
RVM) 

Dynamic 
ensemble 
for 
streaming 
data 

Stable 
accurac
y with 
low 
resource 
use 

Limite
d 
testing 
on live 
networ
ks 

Discussion 
This systematic review provided a synthesis of results 
of forty peer reviewed papers published between 2021 
and 2025 finding a distinct shift in the traditional 
machine learning based intrusion detection systems 
(IDS) to deep learning and self-learning systems. In all 
the categories, the results concur that although the 
classical ML algorithms are still viable in detecting 
baselines, deep and ensemble based architectures are 
at the lead in accuracy, recall, and adaptability 
especially to real-time intrusion detection. 
Other algorithms, including Support Vector Machines 
(SVM), Decision Trees (DT) and Random Forests 
(RF), still form the basis of IDS development in the 
classical ML research. Ensemble models (RF and 
XGBoost) that were studied by Hakke (2025) showed 
that they consistently achieve a high accuracy 
exceeding 98 percent even in datasets as NSL-KDD 
and CICIDS2017. On the same note, Tripathy and 
Behera (2025) gave a detailed data-driven comparison, 
with the consistent problem of bias in data sets and 
non-standardized evaluation procedures. The 
IDRandom-Forest model proposed by Azhar et al. 
(2024) offered a contribution to the field by being 
more accurate and with lower latency, but it also had 
not been tested on publicly available datasets. Taken 
altogether, these papers confirm that, although 
classical models are understandable and 
computationally efficient, they are not adaptable to 
changing and zero-day threats, which is also 
highlighted by Vanin et al. (2022) and Baidoo et al. 
(2023). Therefore, classical ML is good when it comes 
to stability and explainability but not enough to suit 
modern dynamic cyber settings. 
Deep learning architectures on the other hand have 
transformed the research of the IDS by proposing data-
driven and context-aware detection features. The 
Afraji et al. (2025) study with CNNLSTMGRU hybrid 
model reported state-of-the-art results of 99.49% 
accuracy in TONIoT and CICIDS2017 datasets - 
showing the strength of the combination of spatial and 
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temporal features learning. Equally, Musthafa (2025) 
contrasted CNN, RNN, and Transformer architectures 
and found that Transformer-based models are more 
likely to be generalized in the case of live network 
conditions and with a low latency. Another hybrid 
system proposed by Sajid et al. (2024) includes 
XGBoost together with CNN and LSTM and 
minimizes false alarms, at the cost of higher 
computation rate. These results are consistent with 
those of Wu et al. (2024) and Luo et al. (2023), who 
have stressed that deep architectures provide much 
better detection accuracy and flexibility, especially 
with the use of modern and complicated datasets such 
as UNSW-NB15 and CICIDS2017. However, the 
interpretability issue remains the problem in itself, as 
deep neural networks are frequently a black box, 
which makes it difficult to use them in mission-critical 
or resources-limited contexts like an IoT network as 
suggested by Shiri et al. (2023). 
The combination of reinforcement (RL) with 
ensemble learning is a significant paradigm shift to 
self-learning and adaptive IDS models. Such a study 
as Suresh and Cyril Jose (2025), for example, used 
Proximal Policy Optimization (PPO) to weight 
ensemble in the case of real-time dynamic weighting, 
which showed an average accuracy of 97.16% and 
allowed real-time adjustment of the model to new 
threats. On the same note, Ntayagabiri et al. (2025) 
proposed an ensemble-like bagging-based OMIC 
model to achieve 99.26 percent accuracy of the large-
scale IoT traffic by using LightGBM and XGBoost, 
demonstrating the possibility of the robustness of 
ensemble systems in multi-attack detection. However, 
Alavizadeh et al. (2022), and Liu et al. (2021) reported 
that although the RL-based IDS models enhance the 
decision-making processes and resiliency, they are 
associated with convergence instability and high 
training costs. The combination of several learners in 
an ensemble, including the ones suggested by Alsaffar 
et al. (2024) and Jemili et al. (2024), further proves the 
fact that stacking and boosting improve the 
generalization and can reduce false positives- but at 
the cost of higher computational complexity and 
overhead. Overall, these results demonstrate that 
adaptive and hybrid architectures, although strong, 
have to trade accuracy, interpretability, and efficiency 
so that they can be applicable to large-scale and real-
time cybersecurity tasks. 
The cross-model comparison shows that deep learning 
and hybrid ensemble systems are superior in terms of 
detection accuracy and recall, usually more than 98% 
and classical ML has moderate precision and better 
interpretability. Nonetheless, the common drawback 
of research, such as the articles by Rehman et al. 
(2025) and Khan et al. (2022), is the absence of 
reproducibility due to inconsistent preprocessing, 

different evaluation metrics, and the use of outdated 
datasets, such as NSL-KDD and KDD99. Although 
more recent datasets like CICIDS2017 and UNSW-
NB15 are more realistic, the fact that the methodology 
used differs between studies complicates the ability to 
directly compare them. Additionally, the majority of 
studies, including Kamal and Mashaly (2024) and 
Abbas et al. (2023), do not provide several 
performance measures (precision, recall, F1, and 
AUC) to restrict the strength of meta-analysis. 
Practically in deployment, the recent field highlights 
the potential of AI-controlled IDS in the real-time 
autonomous security of cyberspace. Adaptive 
retraining, the focus of studies by Alsaffar et al. (2024) 
and Jemili et al. (2024), allows models to update 
themselves in response to new threats, which is in line 
with the recent zero-trust security paradigm. But there 
are still operational issues such as excessive resource 
requirements and inability to test properly in 
production. Moreover, the increased application of 
reinforcement and autonomous learning brings about 
ethical and responsibility issues, especially regarding 
the aspect of opaque decision-making, propagation of 
bias, and possible exploitation of self-learning agents, 
which are also mentioned by Wu et al. (2024) and Neto 
et al. (2025). It will hence be important to ensure that 
explainability, transparency, and fairness in AI-driven 
IDS are ensured to make their adoption safe and 
trustful. Overall, the cumulative information presented 
in this review indicates that although deep and 
adaptive learning-based IDS have become more potent 
and robust than the classical ones, there is still a long 
way to go when it comes to reproducibility, 
interpretability, and ethical incorporation. The 
combination of reinforcement learning, explainable 
AI, and federated adaptive architectures will probably 
shape the future of intelligent IDS systems in the form 
of systems that are able to defend continuously and 
autonomously and still remain transparent and trusted 
in even more sophisticated cyber ecosystems. 
Conclusion  
This is  systematic review summarized 40 peer-
reviewed articles that were published between 2021 
and 2025 and provided a complete analysis of AI-
based Intrusion Detection Systems (IDS) based on 
machine learning, deep learning, reinforcement 
learning, and ensemble approaches. The data show 
that, although classical ML algorithms, including 
SVM and Random Forest, still stand as the 
foundations of their interpretability, deep learning and 
hybrid ensemble models have been proven to be more 
accurate, with higher recall and flexibility, on 
benchmark datasets, including CICIDS2017 and 
UNSW-NB15. An additional avenue that 
Reenforcement learning-based architectures provide 
to the IDS is self-learning and autonomous defense, 
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but with complexity and stability concerns. 
Irrespective of such improvements, the review reveals 
a severe weakness, namely, the absence of 
methodological standardisation and reproducibility 
among studies, frequently because of inconsistent 
preprocessing and outdated datasets. The next step of 
the research should focus on creating integrated 
benchmarking models and unified assessment criteria 
which allow the cross-model comparability. 
Moreover, explainable and federated AI 
implementation can help improve transparency, 
scalability, and ethical responsibility to use trustful, 
adaptive, and resource-efficient IDS in real-world, 
distributed systems. All of these developments will 
lead to the creation of smart and autonomous systems 
that can be used to defend the network proactively and 
autonomously. 
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