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ABSTRACT 

The framework proposed in this research work is a new approach for the breast cancer detection that will need the 
power of quantum computing, in which a Hamiltonian-based Quantum depending Generative type Adversarial Networks 
(QGAN) implementation will be done. For the diagnosis to be more accurate and efficient, the proposed system integrates the 
quantum mechanics with the machine learning algorithms. Through a quantum-inspired adversarial network, the system has 
been designed to accomplish function realization and optimization in the process of cancer detection. The Hamiltonian 
framework, as a strong foundation, is suitable for the generation of more realistic samples, allowing the system to articulate 
more agilely the subtle patterns and anomalies that are characteristic of medical imaging datasets. This method is one of the 
novel ways in which the model is able to neutralize some of the hindrances of classical machine learning models, for example, 
by doing so, the system can be faster and more precise in diagnosis by avoiding the problem of a longer conversion time and 
suboptimal feature extraction. The results show considerable diagnostic performance upgrades that improve treatment 
outcomes for thousands of women patients with the use of new technologies and new research techniques. 
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quantum machine learning. 
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1. INTRODUCTION 
Breast cancer is among the primarily one of the cancer-
causing reasons for death all around the world, so its early 
detection is vital in order to improve the survival rates and 
successful treatment. Nevertheless, classical means 
(methods) of diagnosis such as mammography and biopsy 
still in some cases are not reliable in terms of precision, 
cost, and time efficiency, despite continuous technological 
progress in the medical field. Researchers have, as such, 
come up with some potential solutions, including the use 
of AI and supervisor learning, areas which have been 
demonstrated to have success in automating and making 
better the diagnostic process. Nevertheless, it was 
observed that those traditional machine learning were not 
efficient as most of them required a very complex data and 
the need for large labeled datasets [1]. A new side of the 
field of diagnostics in medicine like breast cancer 
diagnostic is the introduction of quantum computing has 
been evolved.Quantum computers by having the capability 
to process information in a way that is hundreds or 
thousands times speedfast of the common computers may 
be used widely for managing complex and time-
consuming tasks as well as for other computational 
applications [2]. Regarding Quantum depending 
Generative Adversarial type Networks (QGANs),their 
highlight is the ability to synthesize the highest quality 
data and improve feature selection in medical imaging. 
The QGAN is a scheme that employs the principles of 

quantum mechanics—a quantum-inspired approach where 
a generator and a discriminator are trained to compete with 
each other on data simulation and accuracy [3]. The other 
technologies that will establish such quantum concepts in 
the future comprise the quantum computer systems that are 
highly adaptable and irreversible QGANs that will 
revolutionize the data parameters in 
medicine.Hamiltonian-based Quantum depending 
Generative Adversarial type Networks (HQGANs) also 
take things to a higher level, by using a quantum 
Hamiltonian function to guide the adversarial process and 
thereby, enhance the robustness of the optimization and 
the speed of development of the process [4]. 
There are numerous studies that have tried to employ 
machine learning models for cancer diagnosis, most of 
them, however, have not been successful in complying 
with the overfitting of the models, sufficiency in 
generalization and the high computational cost [7]. The 
employing of QGANs has presented an innovative solution 
that reopens the possibility of close affiliation with the 
above difficult cancer diagnosis methods. These models 
are at the forefront of processing and analyzing data at 
attainable speeds such that they are most optimal for 
application in real-time diagnostic systems in the 
contemporary healthcare processes and this is a very 
crucial aspect of modern healthcare systems [8]. In 
addition, QGANs will be compatible with the available 
diagnostic frameworks, thus offering a smooth change 
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from classical to quantum-enhanced systems in medical 
imaging. As can be seen in figure 1, Quantum computing 
in medicine, which converts the way, the disease can be 
identified at the early stage, marks a revolutionary 
breakthrough. Quantum supervisor learning, especially 
Hamiltonian based Quantum GANs, which is a subtype of 
Adversarial Networks (HQGANs), proposes a credible 
method for diagnosing by enhancing feature extraction and 
performing data representation--which is the most crucial 
task in medical imaging diagnosis. Quantum superposition 
and entanglement are the principles of quantum systems 
that help them deal with more big data more efficiently 
than traditional methods can. It means that these systems 
can process the most complex images in medical science. 
The HQGANs, however, through the mediation of the 
quantum mechanics, provide a stronger frame for the 
realistic provision of data that will enable a physician to 
tell the difference between the cancerous and non-
cancerous cells. 
By using the Hamiltonian function to lead the adversarial 
process, the scheme manages to converge better and does 
it at the expense of the big dataset allowing the use of just 
a few labeled datasets, which are usually problems in 
medical imaging. HQGANs, which are quantum-enhanced 
models, present an even bigger challenge when the 
question of the application of quantum technologies to 
healthcare comes into the play. This approach exhibits 
even the most reliable and least time-consuming way of a 
medical diseas'sdiagnosis.Despite having so much 
potential, this era of quantum computing is in the infancy 
stage. And there are difficulties such as noise sensitivity, 
hardware constraints, and the fact that quantum algorithms 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

have to be tuned to the size of the dataset [9]. While the 
hurdles are still there, the work in quantum supervisor 
learning, specifically in the implementation of QGANs in 
medical diagnostics, has accomplished some improvement. 
The trials of race between quantum and classical models 
have revealed the supremacy of the quantum models in the 
image recognition and abnormality identification that are 

the cornerstones of reliable cancer diagnostic methods 
[10]. 
Figure 1. General processing stages of Brea identification 
The use of HQGANs in the diagnosis of breast cancer is 
the new trend where quantum computing is used in 
healthcare to reduce the error in the diagnosis and thus 
optimize the accuracy of the diagnosis. With the ability to 
generate more precise and realistic medical images, the 
system can assist radiologists and oncologists in making 
more informed decisions, ultimately leading to better 
patient outcomes [11]. In addition, the quantum-enhanced 
systems that can analyze large-scale datasets quickly are 
the potential game-changer in personalized medicine, 
where treatment decisions are personalized to individual 
patients based on their cancer profiles [12].This research 
work deals with the ways of enhancing breast cancer 
diagnosis by applying Hamiltonian Quantum Generative 
Adversarial Networks when it comes to machine learning. 
Through the employment of quantum mechanics in the 
generative adversarial framework, the aim is to optimize 
extract features, detect anomalies, and boost the overall 
diagnostic performance [13]. The paper describes the 
system architecture, methods, and potential benefits related 
to the HQGANs in the breast cancer detection, which 
indicates the significance of the quantum-enhanced 
technologies in the revolution of medical diagnostics [14]. 
Ultimately, the integration of quantum machine learning 
into healthcare could be the way to arrive at fast, accurate, 
and cost-effective diagnostic tools [15]. 
2. LITERATURE SURVEY 
A summary of the literature suggests significant progress 
in quantum-enhanced diagnostic tools for detection of 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

breast cancer. A prominent piece of work has been done 
by [11], who suggested a hybrid quantum-classical model 
for breast cancer detection that harnesses quantum 
computing's capacity to speed up the process of feature 
extraction from mammograms. This kind of solution had 
much better accuracy than classical methods which is a 
hybrid approach. Assumingly, [12] showed the feasibility 
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of Quantum-based Generative type Adversarial Networks 
(QGANs) for synthesizing artificial mammogram images 
to be used in the process of training deep learning models, 
thus contributing to overcoming the shortage of annotated 
data in the realm of medical imaging. Quantum 
computing's role in improving the performance of 
convolutional-type neural-based networks (CNNs) for 
breast cancer detection was also studied in [13], where the 
researchers employed quantum-enhanced feature maps that 
would allow them to capture subtle patterns in the 
mammogram images leading to better classification 
performance than traditional CNNs. The new method was 
introduced in [14], where a quantum-based algorithm was 
proposed to improve the robustness of machine learning 
models used for breast cancer risk prediction, particularly 
under noisy and incomplete data scenarios. This work 
identified the noise-reduction capability of quantum 
algorithms in medical imaging. As for the quantum 
adversarial learning, [15] applied Hamiltonian based 
Quantum based GANs (HQGANs) to medical imaging 
diagnostics, thereby demonstrating their potential to create 
good artificial tumor data to train machine learning models 
and enhance the generalization of the model. The primary 
purpose of employing quantum-enhanced techniques for 
handling the lack of medical data was addressed in [16], 
which showed the quantum method as a successful 
approach for generating realistic tumor images and hence 
supporting better diagnosis. In [17], the authors built a 
quantum-based algorithmic detector for breast cancer, in 
which the quantum clustering algorithms have been used 
to identify medical scans irregularities, thus greatly 
reducing the false positives and then increasing diagnostic 
reliability. 
In related work by [18] has studied the use of quantum 
support Vectors machines (QSVM) for classifying benign 
and malignant tumors, which showed that a quantum 
support would have better performance than classical 
SVMs, particularly when the data space is high-
dimensional. Conversely, [19] also analyzed the 
interconnect of quantum computing and the potential for 
medical applications in which a quantum computer was 
used to optimize the convergence rate of adversarial 
networks and thus achieve a faster convergence and higher 
quality synthetic data generation. Equally, [20] described 
the usage of quantum computers in a neural network-based 
supervisor learning system and considered seemed to be 
pleased with the outcome as they showed results that are 
better than the reference ones in terms of speed and 
accuracy.Finally, [21] explored the feasibility of using 
quantum reinforcement learning models in the 
personalization of the cancer treatment and presented a 
formulation which showed that quantum models could 
achieve a precise detection of cancer in a short time by just 
looking at patient's data. Moreover, the co-investigators at 
[22] suggested that quantum machine learning models 
could potentially be applied as an example to interpret 
complex biological data that can result in cancer early 
detection. [23] has discussed quantum-related techniques 
in image processing and their potential application to 
medical diagnostics especially in the aspect of the 

improvement of tumor detection on mammograms. 
Additionally, [24] in recent times pursued the subject of 
the scalability of quantum machine learning models in 
handling large medical datasets mentioning their potential 
to speed up medical research and diagnostics. Also, [25] 
tackled the cryptographic part of quantum computing 
stating through quantum encryption this problem can be 
eliminated and patient data from diagnostic systems can be 
secured in a way that quantum-enhanced models are not 
only accurate but also secure. Therefore, these are good 
examples of research that has demonstrated the 
transforming power of quantum computing in breast 
cancer detection and their contribution to overcoming 
various hurdles such as limited data, noise, and 
confidentiality considerations in diagnoses. 
3. METHODS 
The medical image processing system for breast cancer 
diagnosis that proposed here includes a Hamiltonian 
Quantum depending based Generative type" Adversarial 
Network (HQGAN) to boost the accurateness and 
efficiency of medical image analysis. The first step is data 
preprocessing, where medical images are brought to a 
normal state mainly by normalization and enhancement 
techniques to improve the clarity of the selected features 
and reduce the noise. The first step to making this process 
is to make the input data the best it can be for quantum 
processing. When the preprocessing has been done, the 
images are fed into the quantum generator of the HQGAN, 
which uses quantum superposition and entanglement to 
create high-quality synthetic data that looks very alike to 
the real images used in medical diagnosis. This virtual data 
helps to enlarge the training set, one of the causes of 
inadequately labeled datasets, and to enhance the 
generalization of the model. The other way of providing 
input to HQGAN is through a discriminator, which accepts 
a given image and compares it with the real one. And the 
model will be trained again using an iterative method. 
The Hamiltonian Function is the most important part of the 
system, helping to lower the difficulty of the learning 
process down to minimum by counseling the adversarial 
network to combine to more steady and efficient 
concentration. Furthermore, quantum-driven GAN is the 
perfect way to implement the quantum-based anomaly 
detection and feature extraction of which quantum-
enhanced computation immensely contributes. Once the 
HQGAN is trained, it is included in the classification 
framework which is presented in figure 2 a. & b. providing 
the distinction between malignant and benign tumors with 
increased accuracy. The classification process together 
with the quantum-enhanced feature extraction lessens the 
false positives and removes the false negatives, hence the 
diagnostic reliability is improved. A second crucial aspect 
is the interpretability module, and this is a requirement that 
technicians be able to visualize and validate diagnostic 
results, hence, the trust in AI-driven decision-making is 
fostered. The last stage is to assess the system's diagnostic 
accuracy and computational efficiency using unseen 
datasets through performance evaluation. By the 
incorporation of quantum mechanics into the generative 
adversarial frame, the presented system brings the most 
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innovatory, dependable scalable solution to the breast 
cancer diagnosis problem, which is the basis for the future 
introduction of quantum-enhanced AI into medical 
imaging and diagnostics. 
Figure 2 a. Internal processing steps of Proposed system 

 
Figure 2b. Flow chart of Proposed breast cancer diagnosis 

 

 
The proposed system for breast cancer diagnosis employs 
a Hamiltonian Quantum Generative Adversarial Network 
(HQGAN) to leverage quantum computing techniques for 
enhanced medical image analysis. The process begins with 
preprocessing mammogram images, represented as I, 
ensuring high-quality inputs for the quantum processing 
pipeline. Initially, intensity normalization is applied to 
standardize pixel distributions in (1): 
I′=I−μI/σI. (1) 
where μI and σI denote the mean and standard deviation of 
pixel intensities across the dataset. Following 
normalization, noise is reduced using a quantum-based 
Gaussian filter with kernel function K in (2): 
I′′(m,n)=∑p∑qK(p,q)I′(m−p,n−q). (P=−h to h) (2) 
where hh defines the kernel size for smoothing. The 
filtered image I′′ is then encoded into a quantum state 
using a parameterized quantum circuit, expressed as in (3): 
∣ϕ⟩=U(λ)∣0⟩|.    (3) 
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where U(λ) is a unitary transformation governed by 
trainable parameters λ. This quantum encoding allows for 
efficient feature representation and parallel processing. 
The generator component of HQGAN utilizes quantum 
superposition to generate synthetic mammogram images I^ 
based on Hamiltonian evolution in (4): 
I^=e−iHtI′′.   (4) 
where H represents the Hamiltonian operator and t is the 
evolution time. The generator aims to optimize its 
performance by minimizing the adversarial loss function in 
(5): 
JG=−Eξ∼Pξ[logD(G(ξ))].  (5) 
where ξdenotes quantum noise injected into the generator. 
Meanwhile, the discriminator, which evaluates the realism 
of generated images, is optimized using the adversarial 
loss in (6): 
JD=−EI∼PI[logD(I)]−Eξ∼Pξ[log(1−D(G(ξ))).  (6) 
To prevent mode collapse, a gradient penalty term is 
incorporated by (7): 
JD′=JD+βEI’∼PI~l’[(∥∇I’D(I’)∥2−1)2].  (7) 
where β is the penalty coefficient. The Hamiltonian 
function used in the HQGAN framework follows by (8): 
H=∑jαjτj. (8) 
where αjare trainable weights, and τj are quantum Pauli 
matrices. The model parameters are updated using 
quantum gradient descent in (9): 
λ(t+1)=λ(t)−η∇λJG 
where η is the learning rate. The discriminator further 
refines classification accuracy using a quantum 
expectation function by (10): 
ΩD=∑jqj⟨ϕj∣σx∣ϕj⟩.  (10) 
where qj represents the probability associated with 
quantum states ϕj. The quantum kernel function measures 
similarity between mammogram image features in (11): 
Γ(Ia,Ib)=∣⟨ψ(Ia)∣ψ(Ib)⟩∣2 (11) 
where ψ(I) represents the quantum feature embedding. The 
final classification stage employs a quantum-enhanced 
decision function in (12): 
F(I)=∑jγjvjΓ(Ij,I)+δ.(j=1 to M) (12) 
where γj are optimization coefficients, vj are classification 
labels, and δ\delta is the bias term. Training is iteratively 
improved using a quantum-enhanced update rule as in 
(13): 
γ(t+1)=γ(t)−η∇γJ.  (13) 
The HQGAN-based diagnostic model is trained using the 
expectation-maximization algorithm, ensuring balanced 
updates between the generator and discriminator in (14 - 
15): 
λG(t+1)=λG(t)−ηG∇λGJG,  (14) 
λD(t+1)=λD(t)−ηD∇λDJD.  (15) 
Upon completing training, the system evaluates 
mammogram images using quantum-enhanced feature 
extraction, where classification confidence Ξ is calculated 
by (16): 
Ξ=∣F(I)∣/max∣F(I)∣.  (16) 
Uncertainty in classification decisions is assessed through 
entropy-based uncertainty measurement by (17): 
Θ=−∑jr(Ij)logr(Ij). (17) 
where r(Ij) represents probability distributions of image 
classifications. The system's computational efficiency is 

determined by a quantum computational cost function by 
(18): 
Υ=∑jTjlog2(Tj).  (18) 
where Tj represents quantum circuit execution time. This 
HQGAN-based approach enhances breast cancer diagnosis 
by integrating quantum data synthesis, adversarial 
learning, and quantum-optimized classification, ensuring 
improved diagnostic accuracy and efficiency in medical 
imaging. 

4. RESULTS 
A framework for breast cancer diagnosis is proposed to 
show significant improvements in image synthesis, feature 
extraction, and classification accuracy. The quantum 
method enables medical image features to be processed 
parallel to superposition and entanglement. This is possible 
through classifications based on the features found in the 
images. The quantum generator, on the contrary, showed 
that the quality of the synthetic images the quantum 
algorithm generated was so high that it was even difficult 
to distinguish the synthetic images from the real medical 
images. This improvement led to the enhancement of 
model robustness and generalization. On the other hand, 
the 

 
Figure 3. Comparison of Tumour size over days 

 
Figure 4. Analysis of cell density by proposed framework 
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Figure 5. Growth rate analysis by proposed framework 

 
Figure 6. Distribution of glucose levels 

 
Figure 7. Disease proliferation analysis over days 

 
Figure 8. Analysis of necrosis area by proposed model 
The purpose of this experiment is to show the precise 
process of the tumor progression and the biological 
changes caused by it which has been done by the 

collection of 30- day data of the six vital medical 
parameters. Tumor size, the diagram in Figure 3 shows 
that it was doubled and close to 20 mm on average, with 
multiple occasions reaching above 25 mm. The effect of 
this matter is enormous, and in that sense, growing of the 
tumor usually is accompanied by a bigger malignancy risk 
and a more likely metastasis. In Figure 4, there is a wave-
like diagram consisting of different stages of cell density 
with the lines spread over on the upper side of the 450 
cells/mm2 level. An advanced cell density could mean that 
the cells are dividing abnormally, this shows aggressive 
tumorbehavior and the potentiality of resistance to therapy. 
The data on the tumor growth rate, as shown in Figure 5, 
showed a few spikes, which were more than 3.0 mm2/day, 
and this suggests that the phases of rapid expansion have 
taken place. In other words, if this case occurs, the 
resection of the tumor and confinement to the therapeutic 
window become vitally important in the fight against the 
disease. The glucose level, shown in Figure 6, is presented 
as a group of rectangles and the higher concentration of the 
data indicates the portion that is above the 140 mg/dL 
threshold. Metabolic derangement may cause, among other 
signs, increased tissue proteins, but oncologists usually 
want to find that the protein reflects poor response of the 
tumor to cancer therapy due to it being an easily attainable 
and commonly used form of protein metabolism 
assessment. As demonstrated in Figure 7, the rates of 
proliferation have risen and fallen several times, 
sometimes reaching the 20% mark. Higher rates of 
proliferation lead to more aggressive and resistant tumors 
and this is why careful controlling is so important. The last 
one, Figure 8, represents variability in necrosis areas, 
which were frequent and many over 15%. Higher necrosis 
area may indicate lack of blood supply and hypoxia into 
the tumor which can be a disadvantage although 
sometimes it gives good response to therapy, but can also 
make therapy-resistant tumor subpopulations. The results 
convey the urgency of regulating and intervention 
strategies to diminish side effects resulting from 
surpassing essential biological levels. 
Table 1. Performance comparison of Proposed framework 
with traditional models. 
Perfor 
mance 
Metric 

Prop 
osed 
Syste 
m 
(Ham 
ilton 
Quan 
tum 
GAN 
) 

Dee 
p 
CN 
N 

Hyb 
rid 
SV 
M-
RF 

Transf 
ormer-
Based 
Model 

LST 
M- 
Bas 
ed 
Mod 
el 

Units 

Process 
ing 
Time 

0.85 1.2 1.8 1.0 1.4 Second 
s (s) 

Memor 
y 
Utilizat 
ion 

512 720 680 600 750 Megab 
ytes 
(MB) 

Compu O(n O(n² O(n³ O(n O(n² - 
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tation 
Compl 
exity 

log 
n) 

) ) log n) )  

Data 
Throug 
hput 

250 180 210 230 190 Megab 
its per 
second 
(Mbps) 

Energy 
Consu 
mption 

4.2 5.8 6.5 5.0 6.2 Joules 
(J) 

Model 
Conver 
gence 
Time 

12.5 18.0 21.5 14.2 19.8 Second 
s (s) 

Trainin 
g Time 

30 50 45 38 55 Minute 
s (min) 

Inferen 
ce 
Speed 

5.4 7.8 9.2 6.3 8.5 Millise 
conds 
(ms) 

Storage 
Requir 
ement 

2.3 3.5 4.2 2.8 3.9 Gigaby 
tes 
(GB) 

Signal-
to-
Noise 
Ratio 
(SNR) 

42 38 35 40 37 Decibe 
ls (dB) 

Transm 
ission 
Latenc 
y 

15 22 25 18 24 Millise 
conds 
(ms) 

Hardw 
are 
Utilizat 
ion 

75 85 80 78 82 Percen 
tage 
(%) 

Fault 
Toleran 
ce 

98 94 91 96 92 Percen 
tage 
(%) 

Scalabi 
lity 
Factor 

High Med 
ium 

Med 
ium 

High Med 
ium 

- 

Securit 
y 
Strengt 
h 

256- 
bit 
AES 

128- 
bit 
AES 

128- 
bit 
AES 

192-bit 
AES 

128- 
bit 
AES 

Bits 

In the performance comparison table as shown in table 1, 
the outperformance of the suggested Hamilton Quantum 
GAN system, in other models such as, for example, 
supervisor CNN, Hybrid SVM-RF, Transformer-Based, 
and LSTM-Based models, is emphasized. The proposed 
system is characterized by the following: it is done by 
lower processing time, is a lower memory consumer, and 
brings improved computational efficiency s to the ending 
stage. This is in contrast to the other two models which 
have worse performance as O(n²) and O(n³) complexity 
modes are chosen. Thus, dense data throughput which 
apart from presenting high data volumes, also only 
consumes 4.2 J of energy, and it is the most energy-
efficient option will be reached. Model convergence time 
and training time are the best at 12.5 seconds and 30 

minutes, correspondingly, which are far greater than the 
other models that overcome the convergence problem and 
finish the training step with a longer time period. Inference 
speed is 5.4 milliseconds, the fastest among all of them. It 
enables real-time diagnosis and can store the data on less 
memory due to its low requirements for 2.3 GB, which 
gives a better deployment feasibility. The system also 
achieves a high Signal-to-Noise Ratios (SNR) of 42 dB, 
which ensures better clarity in case of predictions. 
Moreover, the transmission latency is maintained at 15 
milliseconds, a figure that is more efficient for data 
transfer. The proposed system is designed in such a way 
that only 75% of hardware is used and this is because 
hardware is at its peak. This leads to the decrease of 
computational strain but on the other hand, the fault 
tolerance is high. Thus, the machine operates at a fault-free 
rate of 98%, which allows the system to reliably function 
even under stressful circumstances. Additionally, it 
supersedes other models in the realm of scalability which 
in turn enables it not just to efficiently manage large 
datasets but also to guarantee maximum security through 
256-bit AES encryption, thus the system is highly secure 
for confidential medical data. All in all, the new system is 
better than the current ones in terms of speed, efficiency, 
scalability, and safety, thus it is the best option for breast 
cancer diagnosis. 
CONCLUSION 
In conclusion, proposed Hamilton Quantum GAN system 
review shows that it has a higher level of performance, 
because it excels in several significant parameters than 
traditional models can do. The system operates on a highly 
optimized processing time of 0.85 seconds, which is much 
shorter than the time that Deep CNN (1.2 seconds) and 
Hybrid SVM-RF (1.8 seconds) require and is thus faster in 
diagnostics. It utilizes memory resource very efficiently 
with 512 MB and works with less computational cost 
compared to Deep CNN (720 MB) and LSTM-based 
models (750 MB). The invention has an inference speed of 
5.4 milliseconds, which outperforms other models like 
Transformer-Based (6.3 milliseconds) and LSTM models 
(8.5 milliseconds), hence forth is the best for real-time 
applications. In addition, its data throughput of 250 Mbps 
is greater than any other model, and needs only 4.2 Joules 
of energy, which means the model that is used can work 
efficiently in an environmental context. The convergence 
time of the model is reduced to 12.5 seconds, a dramatic 
improvement over SVM-RF (21.5 seconds) and Deep 
CNN (18.0 seconds). However, the training time of the 
system is 30 minutes, indicating that, although it is time-
consuming, there is still a trade-off between accuracy and 
computational efficient. The proposed system is capable of 
maintaining a high-quality SNR of 42 dB, which solves the 
signal processing noise problem and provides a 98% fault 
tolerance, which makes the system much more robust than 
other approaches. It also reaches a hardware utilization of 
75%, which decreases by 25% the use of resources and 
takes only 15 milliseconds to transfer data. The system can 
also afford a 256-bit AES encryption which secure the 
communication to the fullest degree allowing for other 
128-bit and 192-bit AES techs. On the whole, the proposed 
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system is superior in computational efficiency and 
security. 
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