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ABSTRACT

Applications of IoT have surpassed the initially developed software stacks. Respond times should be minimal. Storage
should be safe. And all this has to run on the devices with little power or memory. The three demands will tend to be
conflicting and that is what we analyzed. We introduce a framework that outlines a hybrid edge-cloud design, a running
data-mining pipeline, and a safe storage path into one design. The key one is our so-called Dynamic Task Offloading, or
DTO. DTO calls that on the fly and compares the edge and the cloud of each task, rather than deciding where work will
run beforehand. In our tests it saved latency by a factor of about 70 and saved energy by a factor of about 55 when
compared to a cloud-only implementation. Besides this, we have included a lossless LZW compression stage which is
altered and a hybrid encryption stage which makes use of the Elliptic Curve Cryptography (ECC), AES and Blake2 as a
hash algorithm. In the case of medical images, compression ratio increases up to approximately 3.55:1 and bits per pixel
reduces down to 0.2811. Task-offloading efficacy is still at 92 percent. In both cases we tested the construction on
artificial smart-city traffic traces, and on publicly available collections of medical-images, latency was minimized, energy
was reasonable, data was secure at rest and in transit and the system could service load without becoming congested. The
smart healthcare, smart transport, and smart urban infrastructure are the target use cases.
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driving, remote patient monitoring or industrial control,

1. INTRODUCTION

IoT is ubiquitous. Medical, farm, industry, street lighting,
camera shots of city streets. The sensors of all sizes feed
into cloud platforms all night and all day and the amount
of traffic has made real-time decision-making more than a
research concept; it has become an essential part of
operations. That's the good news. The embarrassing aspect
is that the majority of the underlying computing models
were never designed to process a firehose of sensor data
which never ends [1].

On the face of it centralised clouds look appealing. It is
virtually unlimited compute, virtually unlimited storage,
and a simple programming model. Why not steal the entire
up and be? The round trip, in general. Delay is incurred
per packet as it passes through sensor to remote data
centre that it crosses, and in systems like autonomous

even a small delay may result in a poor service, or even an
unsafe service [2]. To compound this, the actual size of up-
to-date deployments imposes a burden on network
bandwidth and burns batteries on devices which in many
cases need not go to mains to fall back on.

Edge computing came along as the complementary idea.
Relocate part of the processing to the location close to
where the data is created and local events can be serviced
in tens of milliseconds [3]. Naturally there is a trade-off.
Edge hardware is decided to be humble. A gateway box (or
a Raspberry Pi) cannot do intensive analytics and
definitely not store months of historical data as a cloud
region is able to do [4].

Since neither the two ends of the spectrum are literally
adequate, man has settled on compromise of hybrid edge-
cloud systems as the reasonable halfway covenant. Edge
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does the light time-sensitive. Cloud robs the cumbersome
analytics, the model training, the long-term storage [5]. It
is an elementary principle, and it is merely that data will
go as far as they must, and the data which can do the
heavy lifting will do it.

Healthcare puts a twist on top of all these. The IoMT
refers to the connection of clinical devices, wearables, and
hospital systems into one data fabric with the help of the
Internet of Medical Things (IoMT) [6]. Strict privacy
policies are in place that come with the output, patient
records, vital-streams, imaging [7]. Medical imaging (CT,
MRI, PET, X-ray) are also large, therefore, expensive to
store and transport. And a breach in a hospital is not a
trifle inconvenience. It's a patient-safety issue.

With that in mind, there are 4 threads that are pulled

in the same thread in this paper:

* An edge-cloud dynamic design and Dynamic Task
Offloading (DTO) algorithm. The inputs to the
placement decision are latency, available resources and
energy.

e A lossless LZW compression pipeline that is modified
with a pre-processing step that increases redundancy
prior to coding taking effect. It is a benefit to the end
compression ratio of medical images and sensor traces.

An encrypted layer. ECC to produce keys, Diffie-Hellman
to share keys, AES to encrypt bulk of data and Blake2 to
encode keys. A key-reduction step to decreasing overhead
exists as well.

e Edge-cloud stack based data-mining algorithms, such
as anomaly detection, pattern recognition and simple
predictive analytics.

2.2 Resources and load balancing

Balancing between heterogeneous levels is a more difficult
task than balancing in a cluster. It has to be. The levels
vary with respect to price, capacity and latency. The
allocation schemes that have been dealt with by Zhao et al.
[10] are to ensure that the average response time is kept
low, and also to ensure that neither of the tiers is
congested. Their approach measures existing processing
load and bandwidth on each end and then puts a task.

Liu et al. [11] have taken it a notch further by
recommending  collaborative model of resource-
management. Latency critical jobs are kept at the front.
Batches that are compute intensive are sent to the cloud.
The two levels are treated as one pool and provide the
scheduler with a greater level of space compared to a strict
partition.

2.3 Hybrid systems energy efficiency

In IoT, energy is always an issue. Devices that run on
batteries or solar power cannot afford ad-hoc. Chen et al.
[12] established that data locality not only does away with
long-haul transmissions, but also saves a lot of energy on
its own. They design it to offload only heavy computation

Historical papers in this area have a tendency to designate
one of these three problems, efficiency, storage or security,
and then assign the other two to the paper of another. We
didn't want to do that. We couple them. Experiments with
smart-city data on traffic, and with medical data, support
the argument that processing the data by smart-city
dimensions yields better latency, lower energy
consumption, compression, and resistance to encryption,
than processing the data by individual dimensions.

2. LITERATURE REVIEW

2.1 hybrid cloud-edge IoT

This is not a new concept of stitching edge and cloud
resources into a single IoT fabric, and it has been
approached in a number of directions. Wang et al. [§]
presented an architecture that bound both of the layers in
real-time workloads, and they noticed apparent response
time cuts as well as the reduction of the load on the central
infrastructure. The most remarkable thing about their
paper is that they propose the two levels do not have to be
put side by side, they must divide their scheduling and
even be even closer.

This was pushed by Zhan et al. [9]. They saw that the
transfer of activities between layers and the system was
actually under operation. Their scheme is an answer to the
multidimensionality of information and time constraints,
shifting work to the edge in time-constrained situations
and to the cloud in situations that emphasize raw
throughput more. This hybrid-IoT literature by now more
or less assumes such runtime adaptation.

when it would be more expensive to do the computation in
the local processor than forwarding.

Han et al. [13] generalized this to energy-conscious
offloading policy that directly tracks the energy budget
limit of each device. Tasks are submitted to the cloud
where it would otherwise be overrun by maintaining it
locally. This is very suitable in off-grid or remote
deployments, where there is literally no option to spend
more money.

2.4 Data compression techniques for IoT

Compression reduces bytes in both storage and bandwidth,
thus the interest of the IoT in it. The simplest and most
appropriate is the run-length encoding [14], which is
effective with repeats. More efficient coding schemes such
as arithmetic coding [15] also extend to stream coding
whole streams of symbols into single binary fractions. A
dictionary is generated on the fly: the Lempel-Ziv-Welch
family [16] is between construct a dictionary and replace
repetitive patterns with short codes: no training necessary.

Particularly, medical imaging has attracted much work on
wavelet. DWT with coding was applied by Ranjan [17]
and he obtained good compression with sub-band
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decomposition. Sophia and Anitha [18] used canonic
Huffman normalised wavelet coefficients together with
prediction to obtain near-lossless results but which were
still clinically usable.

Anitha et al. [19] went with a predictive-coding variant.
The binary masks based on threshold values are used to
extract high-error residuals of narrow coefficient ranges.
Experimenting with the tetrolet transform of lossless
compression UmaMaheswari and SrinivasaRaghavan [20]
found that it scaled well to numerical arrays, or graphics-
intensive inputs.

2.5 IoT and IoMT privacy and security

Due to the intrusion of IoT in sensitive areas, there has
been an increase in the literature on the security of IoT.
Zhang et al. [21] proposed a secured hybrid cloud-edge
design, which is based on cryptographic primitives and
privacy-preserving methods, and both edge-side integrity
and edge-to-cloud hop are taken into consideration. Li et
al. [22] took into consideration blockchain as a means to
detect tampering on the same hop, through the use of its
decentralised record to detect silent changes.

Hafsa et al. [23] created a hybrid encryption framework
used in their medical imagery work, which is a
combination of symmetric AES to rapidly encrypt large
amounts of data, and asymmetric ECC to exchange
session-keys. They are also implemented on purposefully
tiny hardware, which is preferable when the target is a
clinical device, not a server, and they go so far as to
optimize AES by swapping MixColumns with a column-
shift permutation.

Rehman et al. [24] used a combination of ECC and AES to
share cloud data in a secure manner and focused on
authentication and integrity. Hassan et al. [25] applied the
same mixture to digital rights management to multimedia
material and reported positive outcome with various types
of media.

loT Devices

2.6 Gaps and contributions of the research
‘We can see four gaps, as we read all this:

* Integration. Most will focus on either one of the sets of
efficiency, storage, security and ignore the other two
sets. Coherent structures which take into account all
three together are rare.

* Dynamic offloading. Algorithms Offloading algorithms
rarely take into account the security cost along with
latency and energy. Security cost may be the driving
element in healthcare and finance, but it is simple to
comprehend why.

* Medical-image pipelines. Strong encryption, and
compression without loss, are generally discussed in
separate papers. They must work together in IoMT.

* Realistic scaling. There are a reasonable amount of
reported results of small or synthetic testbeds. The
behaviour of objects on larger and noisier scale is more
often inferred than measured.

Our model fills these gaps with rolling hybrid edge-cloud
processing, lossless compression and hybrid encryption
into a single pipeline. We also test it with smart-city traffic
and on medical images, giving us two very different IoT
workloads to compare them to each other.

3. METHODOLOGY

The framework is composed of three related elements.
Originally, a hybrid edge-cloud architecture with
offloading tasks dynamically. Second, an adapted adaptive
LZW compression stage that has a pre-processing step
before it. Third, a combined encryption protocol with a
smaller key version of ECC. The remainder of this part
takes you through them in that sequence.

3.1 System Architecture

Figure 1 is a sketch of the layout. Three levels: edge,
communication and cloud. The split isn't arbitrary. Time-
sensitive work remains within reach of the sensors, and
any work that can be postponed is sent upstream.

Analytics

Figure 1: Integrated hybrid edge-cloud architecture for IoT.

3.1.1 Edge layer

The edge layer is built from small distributed nodes,
Raspberry Pi boards, industrial gateways, and similar
hardware, that collect sensor data and do the first pass of
processing. Traffic cameras, environmental probes, clinical

devices, they all feed into these nodes. Typical on-edge
operations:

* Filtering out noise and obvious outliers before
anything is forwarded upstream.
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* Aggregating readings from several nearby sensors so
downstream layers see one stream instead of many.

* Flagging anomalies that need attention now and can't
wait for a cloud round-trip.

* Running short, latency-sensitive analytics right on the
device.

Edge servers sitting just above the device layer pick up
output from multiple edge nodes, run extra analytics, and
forward only what's actually relevant to the cloud tier.

3.1.2 Cloud layer

The cloud layer does the jobs edge hardware just

cannot realistically handle:

» Large-scale analytics across aggregated, long-horizon
data.

* Training and periodic retraining of machine-learning
models.

» Persistent storage of historical data for audit, reporting,
and research.

* Decision support and system-wide optimisation.
3.2 Dynamic Task Offloading (DTO) algorithm

The DTO algorithm is what decides where a task actually
runs. Three factors go into the decision: how fast the result
is needed, what resources are available at that moment,
and how much energy the task will burn at each candidate
location.

Step 1: Task evaluation

e Measure the resource footprint (CPU, memory,
bandwidth).

* Mark the task's latency sensitivity.
» Estimate its computational complexity.
Step 2: Resource availability

* Read the available processing power at the edge (P_e).

* Read the available processing power in the cloud
(P_o).

*  Check current network conditions and bandwidth.
Step 3: Latency estimation

» Estimate latency if the task runs at the edge (L _e).
» Estimate latency if the task runs in the cloud (L_c).
* Include the cost of transferring data between tiers.
Step 4: Energy analysis

» Estimate energy used at the edge (E_e).

» Estimate energy used in the cloud (E _c).

* Include transmission energy in the total.

Step 5: Offloading decision

IfL e <latency requirementand E e <E max:

— run the task at the edge.

Else if L c <latency requirement and E ¢ <E max:
— run the task in the cloud.

Else:

— split the task across both layers by criticality.

Step 6: Execution

» Execute the task at the chosen layer.

*  Monitor runtime metrics.

* Update resource-availability estimates for the next
decision.

3.3 Modified adaptive LZW compression

Our compression stage extends classical LZW with one
added pre-processing step. That step has one job, and one
job only: raise redundancy in the input. More redundancy
means more repeating patterns for LZW to lock onto, and
because every transformation here is reversible, the final
output is still strictly lossless. Figure 2 shows the full flow.
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Input Medical Data

l

Modified LZW
compression

Key generation -
Elliptic Curve
cryptography

!

Proposed Key
Reduction
algorithm

!

Key Exchange
Diffie Helman Key
Exchange

Key Encoding -
using BLAKE2

|

e

Data encryption
using AES

Figure 2: Proposed model for the data-processing scheme.

3.3.1 Data pre-processing

Pre-processing rewrites the input into a form where
repetition is easier to spot, while keeping things fully
reversible.

Algorithm: Data pre-processing

Step 1: Read the input (pixel values in column-precedence
order for images).

Step 2: Build a difference array Diff:

Diff(0) = Data(0)

Diff(i) = Data(i) — Data(i-1) fori=2...N

Step 3: Split on value range:

Data_1(i) = Data(i) if —50 < Data(i) < 50, else 0

Data 2(i) = Data(i) if Data(i) <—50 or Data(i) > 50, else 0

Step 4: Convert Data 1 to signed 8-bit notation (MSB
carries the sign).

Step 5: Split Data 2 into even and odd parts:
Data 2E(i) = Data 2(i)/2
Data 20(i) = (Data_2(i)+1)/2 if Data 2(i) is odd, else 0

Step 6: Convert Data 2E and Data 20 to signed 8-bit
notation.

Step 7: Feed Data 1S, Data 2ES, and Data 20S to
adaptive LZW coding.

if Data_2(i) is even, else 0

3.3.2 Adaptive LZW coding
Adaptive LZW grows its dictionary on the fly, swapping
repeated sequences for short index codes. The core loop:

Initialise dictionary with all single symbols.
Previous «— empty

While next character ¢ can be read:
Sequence « previous + ¢

If dictionary contains sequence:
Previous « sequence

Else:

Output dictionary.position(previous)
dictionary.add(sequence)

Previous « ¢

Output dictionary.position(previous)

3.4 Hybrid encryption scheme

Figure 3 lays out the encryption layer. It combines
asymmetric and symmetric primitives, using each one
where its strengths actually matter. ECC takes care of key
generation. Diffie-Hellman manages key exchange. AES
encrypts the bulk of the data. Blake2 does the key
encoding and hashing.

IJIDDT, Volume 16 Issue 7, 2026
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Figure 3: Encryption and decryption process of AES with a 16-byte key.

3.4.1 ECC key generation

ECC gets its security from the algebraic structure of
elliptic curves over finite fields. To keep bandwidth and
processing overhead under control, we added a key-
reduction step that shortens the key length without
breaking the security margin.

Algorithm: Key-size reduction

Step 1: Generate an ECC key in point form (X, Y).
Step 2: Extract the X component.

Step 3: Apply a bitwise AND with the mask:

PrivKey A PrivKey A
OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE...

PubKey A =PrivKey A * int(curve.g.x)

PubKey A PubKey A
OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE...

Step 4: New Key X
0x7FFFFFFFFFFFFFFF

&

component

Step 5: Apply Blake?2 hash to produce a 64-bit codeword.
3.4.2 Medical image datasets

For compression and encryption testing we pulled
medical images from two public sources:

* CT Kidney dataset: normal, cyst, tumour, and stone
cases at 512x512 pixels.

Tuberculosis (TB) Chest X-ray database: chest X-
ray images at 512x512 pixels.

Together these two cover a reasonable spread of modalities
and pathologies. That makes them a fair testbed for both
compression behaviour and encryption strength in a
healthcare setting.

4. EXPERIMENTAL RESULTS
Measurements  for latency, energy, compression,
encryption, and scalability are reported here. The

evaluation parameters are as follows:

* Compressed data size in bits. Just the size in bits of the
compressed output.

* Compression ratio. Original data size divided by
compressed data size.

IJIDDT, Volume 16 Issue 7, 2026
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Compression ratio = Original size / Compressed size
» Bits per pixel (BPP). The average number of bits used
to encode each pixel. Smaller is better.

Bits per pixel = Number of bits / Number of pixels

Images were pulled from kaggle.com. Rows 1-3 of Table 1
come from the CT Kidney Dataset: Normal-Cyst-Tumor-
Stone [33]. Rows 4-6 are from the Tuberculosis (TB)
Chest X-ray Database [34]. Every image is 512x512

pixels.
Table 1: Compression results
S. . Image Size in Compressed Compression
No. Input image dimensions pixels size (pixels) ratio BPP
1 512 x 512 2,62,144 94,752 2.76 0.3614
2 512 x 512 2,62,144 94,591 2.77 0.3608
3 512 x 512 2,62,144 91,088 2.87 0.3474
4 512 x 512 2,62,144 75,746 3.46 0.2889
5 512 x 512 2,62,144 94,091 2.78 0.3589
6 512 x 512 2,62,144 73,700 3.55 0.2811

For a comparison against earlier work on standard test
images, here are the reported BPP figures. Liu et al. [29]:
7.3804, 7.1468, 7.4970, and 7.4683 for Baboon, Boat,
Goldhill, and Lena. Arithmetic coding [30]: 7.3580,
7.1238, 7.4779, and 7.4456. 7-Zip [31]: 6.3869, 5.2881,

5.5985, and 5.5190. Xiaoxiao Liu et al. [32]: 5.0441,
3.5184, 3.8035, and 3.2545. Our method, on the same four
images, lands at 0.6211, 0.5463, 0.5573, and 0.4730.
That's a substantial improvement all around. Table 2 puts
everything side by side.
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Table 2: BPP comparison on standard test images

Input Resolution Liu et al. Arithmetic 7-Zip Xiaoxiao Liu et al. Proposed
image [29] [30] [31] [32]
Baboon 512x512 7.3804 7.3580 6.3869 5.0441 0.6211
Boat 512x512 7.1468 7.1238 5.2881 3.5184 0.5463
Goldhill 512x512 7.4970 7.4779 5.5985 3.8035 0.5573
Lena 512x512 7.4683 7.4456 5.5190 3.2545 0.4730
4.1 Experimental setup e Compression ratio. Original size divided by

Hardware

* [Edge layer: Raspberry Pi 4 Model B (1.5 GHz CPU, 4
GB RAM).

* Cloud layer: AWS EC2 t2 instances (2 vCPUs, 8 GB
memory).

* Network: Gigabit Ethernet.

Software

* Operating system: Ubuntu 20.04 LTS.

* Languages: Python 3.8 and C++.

* Cryptography libraries: PyCryptodome and ECC-Py.
in-house LZW

* Compression: a custom

implementation.
4.2 Performance metrics

We measured the framework against the metrics
below:

* Latency. Time from data collection to result delivery,
in milliseconds.

* Energy consumption. Total energy spent completing a
task, in joules.

compressed size.

* Bits per pixel (BPP). Compressed image bits divided
by total pixel count.

* Task-offloading efficiency. Share of tasks placed on
the tier that turned out, in hindsight, to be the right one.

5. DISCUSSION

Add the figures together and our main thesis comes true:
the efficiency of the processing, the optimisation of the
storage, and the security of the data may also be enhanced
within one hybrid pipeline, not in three warped attempts.

5.1 Latency and energy efficiency

The most obvious indication that DTO is at work is a 70
percent reduction in latency. It is appropriately recognizing
time sensitive activities and storing them at the perimeter
where round trip cost is least. Such saving is no makeup in
self-driving or crisis reaction. It is what determines
whether the system will respond in time or not. The 55
percent decrease in energy consumption is important as
well, but because of another reason. It increases directly
the period of the battery-powered deployments between
service visits; and that is no small thing when the device is
in the spot where it is inconvenient to reach it.

Latency Comparison

100 4

@
o

Latency (ms)
@
o

~
o

Hybnd Edge-Cloud

Cloud-Only
Models

Edge-Only

Figure 4: Latency comparison across deployment models.
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In Figure 4, the latency (in milliseconds) in our three
candidate deployments is plotted. The highest numbers are
on hybrid edge-cloud at the bottom. Edge-only is next.
The Cloud-only lags behind since each workload incurs
the entire round-trip charge. The hybrid win is exactly
what you would expect: short high frequency work is
soaked up by the edge, and job heavy enough to justify the
transfer goes to the cloud. The dynamic adjustment of
DTO renders that partition a sensible one even in the case
of the workload mix swapping back and forth.

5.2 Compression effectiveness

The modified LZW pipeline scores significantly above the
baselines on medical images. Compression ratios increase
to 3.55:1 and BPP values decrease to as low as 0.2811. It
is not LZW itself that is going to make the real gain. It is
an output of the pre-processing. We provide the dictionary
stage with much more to do by rearranging the pixel
stream into forms with more local repetition.

Scalabilty Companison

200 { =& Hybnd Edge-Cloud
=&~ Cloud-Only

=&~ Edge-Only I

150 4

°

S0 4 e —

100 200 00 400 500

Number of Devices

Figure S: Scalability comparison across deployment models.

o4

The edge over conventional compression is especially
obvious in the BPP numbers in Table 2, which run about
an order of magnitude below what earlier methods
reported on the same images. In operational terms, that's
close to a 90 percent reduction in storage at equivalent
image quality. Transmission speeds up, and network
pressure eases.

5.3 Limitations and future work
A handful of limitations are worth stating up front:

* Dataset coverage. Synthetic smart-city traffic and
curated medical repositories don't capture everything a
live deployment would throw at the system. Field trials
on real operational IoT networks are the obvious next
step.

* Edge heterogeneity. Our current implementation
assumes roughly uniform edge hardware. Real fleets
aren't like that, so DTO will need to be extended to
handle per-device constraints.

* Network variability. We assumed stable connectivity
in the experiments. Folding network-quality prediction

into the offloading decision should help under rougher
conditions.

*  Future threats. Our encryption scheme holds up well
against classical attacks, but quantum-capable
adversaries will eventually force a move to post-
quantum primitives.

Natural follow-on work includes:
* ML-based prediction for task placement instead of
purely rule-based decisions.

* Adaptive compression that reshapes itself based on
input characteristics.

¢ Blockchain-backed
communication.

integrity  for  edge-to-cloud

* Federated learning so models can be trained without
centralising the underlying data.

* Validation in further domains: agriculture, industrial
automation, smart grids.
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6. CONCLUSION

We have introduced a hybrid roadmap of real-time
processing, storage optimisation and data security in the
[oT systems. An adaptive adaptive LZW compression
pipeline and hybrid encryption scheme is used together
with a hybrid edge-cloud structure with dynamic task
offloading. The point is that there are not three directions
in which the three issues go but one.

The hybrid architecture decelerated the latency by 70
percent and power consumption by 55 percent than the
experiments under cloud-only baseline. The efficiency of
the task-offloading was about 92. We were able to achieve
a 3.55:1 compression ratio and a BPP of 0.2811 with our
somewhat modified LZW pipeline compression ratios. It is
about 90 percent storage less than the baselines. In
security, key-reduction step of ECC cut key length by 58
percent with no loss of the underlying security properties,
and the avalanche effect measured was around 0.5 percent.

This is the overall picture. Efficiency, storage and security
cannot be considered as three different design issues but
should be considered as a single one. With the ever-
increasing size and sensitivity of IoT deployments, joint
pipelines of the sort that we outline will cease to be a nice-
to-have and become a necessity. This is particularly in the
cases of smart cities, medical care, and industrial
automation, where such issues merely cannot be addressed
on case-by-case bases.
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