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ABSTRACT 
Wireless sensor networks (WSN) pose significant security risks, as they are vulnerable to attacks at every network layer, 
making them crucial for network protection. The constrained resources of sensor nodes pose significant challenges, 
necessitating the development of energy-efficient and secure communication protocols.  Localization technology is 
crucial in WSNs, but advancements have led to increasing security issues, such as Sinkhole attacks, selective 
forwarding attacks, wormhole attacks, malicious attacks, etc. This paper addresses the critical issue of achieving both 
energy efficiency and security in WSNs. The proposed framework ensures the confidentiality, integrity, and authenticity 
of data while minimizing energy consumption. To create a safe network environment, the suggested framework makes 
use of a novel Inter-Channel Data Communication Algorithm and a fault-tolerant data transfer mechanism. To ensure 
high separation, the algorithm chooses non-sequential cluster heads based on the Davies-Bouldin function and mean 
frequency. Initiating communication among nodes involves taking into account the cluster heads' level of trust, which is 
estimated by utilizing the beta distribution and signal arrival time. The process is streamlined and the load of trust 
checks for all nodes is lessened because the mean trust value barrier is met. The probable malicious nodes are identified 
using circular concentric frequency mapping and clone authentication in a multi-region detection approach. To look for 
suspicious activity in non-collinear neighborly nodes, an adaptive threshold function based on reputation is employed. 

Keywords: Wireless sensor networks; Security; Clustering; Trust; Cluster Head Selection; circular concentric 
frequency mapping. 
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1. INTRODUCTION 
WSNs are extremely useful in a different platforms, 
comprising environmental monitoring, target tracking, 
health monitoring, as well as different maintenance 
tasks [1]. Security is crucial when using WSNs for a 
variety of uses [2]. However, in wireless sensor 
networks, both prevention and identification of 
malicious attacks may be high or poor [3]. Numerous 
attacks, including wormholes [4], sinkholes [5], Sybil 
[6], sleep [7], and selective forward assaults [8], have 
been seen in Sensor Network. Numerous academics 
have acknowledged their infrastructure, which consists 
of movable devices used in various trade activities 
using decentralized and scalable methods. 

WSNs are subject to errors and malicious attacks due 
to their limited resources and use in hostile situations. 
The base station may get inaccurate or misleading data 
from the damaged or impacted sensor nodes. To lower 
system performance, hostile nodes in the network will 
maliciously delete packets, alter their contents, and 
delay data transfer [9]. These kinds of attacks shorten 
the lifespan of the network, cast doubt on the veracity 
of the data, cause the fault-tolerant routing system to 
malfunction, and lower energy levels [10]. Serious 

attacks against routing protocols could include 
injecting malicious or incorrect routing information 
into a network, which would result in packet losses or 
delays from routing disputes. Numerous strategies, 
including information correlation across numerous 
nodes and encryption, have been put forth to prevent 
routing attacks [11]. The term "faulty nodes" refers to 
nodes that malfunction or malfunction-related 
abnormalities in operation. The term "malicious nodes" 
refers to the opposite category, which consists of 
compromised nodes. Among these threats include 
distributed denial of service (DDoS), challenge 
collapsar, fake data injection (FDI), and witch assaults 
[12]. Designing an effective and energy-efficient 
malicious node detection approach is crucial since the 
detection and defence of malicious nodes are severely 
limited by factors like the environment and energy 
usage [13]. Therefore, in order to guarantee that the 
networks operate dependably, it is essential to precisely 
and quickly identify malicious and malfunctioning 
nodes. 

In general, there is no unified master node in the social 
and defense networks to oversee communication 
among network nodes. According to peer-to-peer 
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network research, these networks display virtual 
networks coventry existence or network logical 
functionalities, i.e., networks constructed on top of 
other networks, similar to the Internet [14]. The 
structure of a network node is often determined by its 
logical ID. The majority of wireless sensor networks 
are made up of smaller infrastructure or non-
infrastructure networks. WSN nodes are not part of 
static infrastructure, which can include base stations, 
gateways, access points, single-hop, and multi-hop 
communication [15]. The majority of recent research 
has been on encryption and RSSI methods as 
safeguards against malicious attacks and the remaining 
answers accounted for artificial intelligence and 
encryption hybrid techniques, however there exists 
issues related to security and fault tolerance in 
malicious attacked network. Hence there is a need to 
develop a secured environment to defend the network 
from malicious attacks. The key contribution of the 
suggested work is given as follows: 

 To ensure a high point of isolation among cluster 
heads, a novel Inter-Channel Data Communication 
Algorithm is utilized within a secure network 
framework. 

 By taking into account the signals' arrival time and 
assessing the degree of the trust relationship, trust is 
built. 

 To ensure clone authentication in the network, 
suspicious malicious nodes are identified using a 
multi-region detection approach. 

 Back propagation routing is used to find the nodal 
communication line, which isolates the attack 
source from the rest of the system. 

 With this method, frequency hopping and data 
transfer caused by malicious nodes are eliminated, 
along with the requirement to inspect every node 
for malicious activity. 

The remaining section of this article is structured as 
follows. The related work on security management in 
WSNs is compiled in Section 2. The suggested 
Security Design Scheme for Concentric Mapping-
Based Malicious Attacks in Clustered WSN is 
presented in Section 3. The model setting and the 
performance estimation findings are covered in Section 
4. Section 5 provides a conclusion and a few points of 
view for the paper. 

2. LITERATURE SURVEY 
Jlassi et al [16] in their paper proposed an active and 
precise technique for Sybil attack recognition and 
prevention. The suggested technique creates a routing 
table with deployed node data within it. The node’s 
keys that will be used for communication and data 
transmission among them are confirmed by the base 
station. As soon as nodes receive the signal from the 
base station, data transmission takes place among them. 
The message authentication technique will enhance 

data transfer in the network and boost performance 
when compared to RPC. Future research should 
employ a revolutionary technique that ensures the 
network's energy usage while identifying malicious 
assaults. 

Muruganandam et al [17] in their work employed 
Passive Ad Hoc Identity Technique and Key 
Distribution by utilizing Neighbor Discover Distance 
Process. The cooperative message authentication 
protocol operates under the supposition that every 
safety message contains the sender vehicle's location 
data, which can be produced by a global positioning 
system. Throughput, delivery ratio, delay time, and 
energy-efficient parameters are examples of factors that 
can be used to enhance the total efficacy of safe data 
transmission over wireless sensor networks and to 
distinguish between outcomes. However, future work 
can propose a new Sybil attack for defense 
mechanisms. 

Dong et al [18] in their work presented a recognition 
and security process beside Sybil attacks based on the 
distance vector-hop (DV-Hop) technique. According to 
experimental results, the approach may increase the 
security of the node location in WSN. Compared to the 
conventional DV-Hop, the suggested technique 
decreased the average localization error by 3% when 
there were 50 beacon nodes. Future work must be done 
to boost location coverage in WSN and enhance the 
accuracy of DV Hop-based security localization. 

Abbas [19] in his work proposed a recognition system 
that discovers both direct and indirect Sybil identities 
by means of one-time localization without causing 
overhead in the form of period localization data 
distribution. The examination of our approach reveals 
that the overhead of communication, storage, and 
computing is greatly reduced. Nonetheless, 
to implement the suggested plan, methods that are 
appropriate for scenarios in which users might not alter 
their wireless transmit capabilities must be used. 

Huan et al [20] suggested a new node identification 
system namely node identification against Spoofing 
attack (NISA). To accomplish simultaneous node 
recognition and assault detection, it makes use of the 
reverse time synchronization system, which evaluates 
the clock skews of sensor nodes at the head of a 
wireless sensor network (WSN), as well as spatially 
correlated radio link data. Additionally, they offer 
distributed and centralized NISA for handling single-
hop and multi-hop situations, the prior of which makes 
use of a convolutional neural network with one input 
and numerous outputs. Conversely, by using more 
sophisticated thresholding and parameter fusion 
approaches, distributed NISA might be enhanced. 

From the survey, for [16] detecting malicious attacks 
with an assurance of energy consumption of the 
network is required, [17] Defense mechanisms for 
attacks at network layer has to be developed, [18] 
to increase location coverage in WSN and enhance the 
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accuracy of DV Hop-based security localisation [19], it 
is essential to implement suitable techniques for 
scenarios in which users might not alter their wireless 
transmit powers. These techniques could be enhanced 
by implementing more sophisticated thresholding and 
parameter fusion methods [20]. Hence to overcome the 
above mentioned issues a novel technique has to be 
adopted. 

3. PROPOSED METHODOLOGY 
WSNs are open networks where anyone can identify 
and capture messages among sensor nodes. Attackers 
can use illicit techniques to connect with powerful 
workstations or information sources, resulting in 
potential security vulnerabilities. Network security has 
turn out to be a serious problem for WSNs. Previous 
research has focused on rerouting data due to malicious 
attacks, which can cause impaired modulation quality 
and low system data rates. To identify suspicious 
malicious nodes in routing attacks, previous works 
have focused on collecting nearby data using all nodes 
in WSNs via internode communication, which rises the 
communication problem and reduces network lifetime. 
A novel technique is needed to overcome these issues. 

A framework for the secure network is adopted in 
which initially the fault-tolerant data transfer is 
employed by a novel Inter-Channel Data 
Communication Algorithm in which initially non-
sequential cluster heads are selected in the network 
which utilizes mean frequency and Davies-Bouldin 
function to maintain high separation between the 
cluster heads. The communication between the nodes is 
initiated by considering a degree of trust to the cluster 
heads which is identified using the time of arrival of 
signals to the cluster heads considering beta 
distribution to describe the trust value cluster head 
region in the network space and evaluate the trust 
relation degree to carryout communication between 
nodes which satisfy the threshold of mean trust value 
thereby establishing a secured data transfer, thereby 
eliminating the need to check the trust of all the nodes 
in the network which in turn reduces burden. In case of 
suspicious maliciousness, the node is identified by 
adopting a novel Multi Regional Detection Approach in 
which the monitoring node are chosen with initial trust 
degree which checks for clone authentication in the 
network nodes with circular concentric frequency 
mapping in which the detective communication 
channel is initially progressed in non-collinear 
neighborly nodes of the monitoring node by reputation 
adaptive threshold function, creating a threshold 
considering packet transfer and power density of nodes 
and the check progresses until the suspicious node is 
recognized by which the monitoring node concentric 
region is checked thereby the malicious node in the 
particular concentric space is identified and the nodal 
communication path to the node is identified by back 
propagation routing which performs a neighboring 
cluster head data transmission search in the bounded 
concentric space is done through which the source of 

the attack is identified and is isolated from the system 
and hence the frequency hopping and the need for 
checking all nodes for maliciousness is avoided thereby 
the transmission of data in the network due malicious 
node is eliminated. Thus the adopted framework 
provides a secure environment for the wireless sensor 
network. 

3.1 Multi-Regional Detection Approach 
The term "Multi-Regional Detection Approach" 
suggests a method or strategy for detecting and 
identifying malicious activities or entities in a network 
that spans multiple regions or areas. This approach is 
often employed in the context of wireless sensor 
networks (WSNs) or similar distributed systems where 
security is a significant concern. 

Here's a general explanation of a Multi-Regional 
Detection Approach: 

 Detection Across Multiple Regions: 
In a network, especially a wireless sensor network, 
regions can be defined based on geographic or logical 
criteria. The Multi-Regional Detection Approach 
involves monitoring and analyzing activities or 
behaviors across these different regions. 

 Monitoring Nodes: 
The approach typically involves deploying special 
nodes, known as monitoring nodes, strategically across 
the network. These nodes are responsible for observing 
and analyzing the behavior of other nodes within their 
respective regions. 

 Initial Trust Degree: 
Monitoring nodes may be assigned an initial trust 
degree, indicating a level of reliability or credibility. 
This trust degree serves as a starting point for 
evaluating the trustworthiness of neighboring nodes. 

 Clone Authentication and Concentric Frequency 
Mapping: 

The approach may incorporate techniques such as 
clone authentication, which helps in detecting 
malicious nodes. Concentric frequency mapping 
involves organizing nodes based on their 
communication frequencies in concentric circles, 
facilitating the analysis of their interactions as shown 
in Figure 1. 

 Reputation Adaptive Threshold Function: 
To identify suspicious activities, a reputation adaptive 
threshold function may be employed. This function 
dynamically adjusts detection thresholds based on the 
reputation or historical behavior of nodes. Nodes 
exceeding these thresholds are flagged as potential 
threats. 

 Progressive Check of Neighborly Nodes: 
The approach involves a systematic and progressive 
check of nodes in the vicinity of the monitoring node. 
The reputation adaptive threshold function is applied to 
non-collinear neighborly nodes to identify anomalies or 
signs of malicious behavior. 
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 Back Propagation Routing: 
If a suspicious node is identified, a mechanism like 
back propagation routing may be used to trace the 
communication path to the node. This can involve 
identifying neighboring cluster heads or determining 
the path through which the malicious activity entered 
the network. 

In summary, a Multi-Regional Detection Approach is a 
security strategy that encompasses monitoring, 

analyzing, and adapting to potential threats across 
different regions in a network. It leverages a 
combination of techniques such as clone 
authentication, concentric frequency mapping, 
reputation-based thresholds, and back propagation 
routing to enhance the recognition and division of 
malicious nodes or activities. 

 

 
Figure 1: Architecture Diagram 

3.2 Inter-Cluster Data Communication Algorithm 
This section introduces a novel inter-cluster data 
communication algorithm that functions at both intra- 
and inter-cluster levels. For evaluating trust, every one 
of those two tiers employs a distributed and centralized 
methodology. According to a predetermined trust 
threshold, each cluster member (cluster-head) in the 
distributed approach evaluated the unique trust values 
for each of its neighboring nodes in the cluster (or, in a 
WSN, separately), in order to determine whether or not 
they were trustworthy. Regarding the centralized 
method, a base station (or cluster-head) constructs 

feedback for every member (or cluster-head) according 
to the recommendation values (i.e., previously 
computed on the dispersed method) that are obtained 
from other members (or other cluster-heads). 

3.2.1 Network topology and assumptions 
In the hierarchical WSNs architecture, a node can be in 
two ways a cluster leader or a cluster member, as 
shown in Fig. 2. A member of a cluster can 
communicate with its cluster leader directly or over 
many hops. A cluster head sends the aggregated data to 
the base station directly or through additional cluster 
heads. 

 
Figure 2: Network topology 

Equivalent to the considerations presented in [21], we 
adopt the subsequent presumptions: 

 The choice of a reliable node to serve as the cluster 
head is one of the most crucial specifications for 
clustered WSNs. Interesting techniques for 
choosing reliable cluster heads were proposed in; 

 To protect trust values, we presume an encrypted 
communication channel, which may be constructed 
with any key management system; 

 Since the trust value is an integer among 0 and 10, 
it takes up 4 bits of memory space, which is 50% 
less than that of a Group-based Trust Management 
Scheme (GTMS), which uses 1 byte, and 87.5% 
less than that of other protocols that treat the trust 
value as a real number, which uses 4 bytes; 
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 We use a timing window with several time units, as 
described in, to count the number of successful Si j 
and unsuccessful Ui j connections among nodes i 
and j. Every operation that takes place within a time 
unit is documented. The temporal window adds 
fresh experiences while also forgetting older ones. 

3.2.2 Intra-cluster trust management 
The works claims that regardless of the application's 
need for fault tolerance, the majority of trust 
management techniques employ a static function to 
assess node cooperation. The number of successful 
connections in GTMS is inversely related to the 
severity or punishment coefficient. The punishment 
coefficient in the Lightweight and Dependable Trust 
System (LDTS) is based on how many interactions fail. 

Without using a severity coefficient, a lot of alternative 
trust protocols calculate the proportion of successful 
contacts. Using an integer parameter α, we describe an 
adaptive trust function in the suggested approach that 
may be adjusted based on the application's severity 
requirements. 

3.2.2.1 Communication trust calculation 
Certain attacks, such as the blackhole and greyhole 
attacks, involve a malicious node tricking other nodes 
into forwarding their packets over it in order to discard 
the targeted packets and sever connectivity. In order to 
counter such assaults, we use the following equation to 
describe the communication trust 𝑇௜௝

௖  of node 
𝑗 maintained at node 𝑖: 

𝑇௜௝
௖ = ඃ10 × 𝑃(ଵି௉)∝ඇ   (1) 

Where ⌈. ⌉ is the nearest integer value. A 
parameter, 𝛼 ≥  2 controls the severity of the trust 

function and 𝑃 is the percentage of effective 
communications over the time window △ 𝑡 defined by: 

𝑃 =
ௌ೔ೕ

೎ (∆௧)

ௌ೔ೕ
೎ (∆௧)ା௎೔ೕ

೎ (∆௧)
   (2) 

Here 𝑆௜௝
௖ (∆𝑡)and 𝑈௜௝

௖ (∆𝑡) are the number of times that 
the transmitter node i and the receiver node j 
successfully and unsuccessfully communicated over a 
period of time △t, accordingly. The successful 
percentage is not a linear function of this concept of 
trust communication. 

The trust function presented in this study has an 
additional intriguing feature in that it increases the 
difference among the trust values provided to 
trustworthy and untrustworthy nodes, hence reducing 
decision-making difficulty when choosing a relay node. 

It is true that this function treats non-cooperative nodes 
badly and rewards those that perform as predicted. 

3.2.2.2 Data trust calculation 
The focus of this research is on WSNs with high 
deployment densities where the data recorded has a 
spatial correlation, meaning that the values recorded on 
the same phenomena by neighbouring nodes are 
basically identical. Similar to communication trust, 𝑇௜௝

ௗ  
is defined as the data trust that member node 
𝑖 maintains with its neighbour 𝑗 inside the same cluster, 
as determined by the equation that follows: 

𝑇௜௝
ௗ = ඃ10 × 𝑃(ଵି௉)∝ඇ   (3) 

where 𝑃 is the fraction of effective recorded data for the period of △ 𝑡. This fraction is defined by: 

𝑃 =
ௌ೔ೕ

೏(∆௧)

ௌ೔ೕ
೏ (∆௧)ା௎೔ೕ

೏ (∆௧)
   (4) 

Corresponding to its neighbour node 𝑖, 
𝑆௜௝

ௗ (∆𝑡) represents the number of effective data reports 

submitted by node 𝑗 over a period △ 𝑡, and 𝑈௜௝
ௗ(∆𝑡) 

represents the number of unsuccessful recorded data by 
node 𝑗 over a period △ 𝑡. Taking into account that the 
recorded values of node 𝑖 and its neighbour 𝑗 in the 
cluster at time 𝑡 are 𝑟௜(𝑡) and 𝑟௝(𝑡), accordingly. 
When |𝑟௜(𝑡)  −  𝑟௝(𝑡))|  ≤  𝜀, the neighbour 𝑖 considers  
𝑟௝(𝑡) as a successful report. The error tolerance 𝜀, may 
vary depending on the node's sensing unit error 
variance and network spatial correlation. If 𝜀 is greater 
than or equal to 𝜀, the report is deemed failed. 

It should be noted that all nearby nodes of the data 
source listen to its broadcasts in order to assess the data 
trust. The goal is to maximise the number of votes on 
the sensor node, which will reduce the impact of any 
potentially poor suggestions in the cluster head's 
overall evaluation. 

The communication is impacted by the detected data's 
correctness. In fact, the source may also believe that 𝑖 
is unwilling to assist in forwarding its data if a cluster 
member 𝑖 chosen as a relay by the source 𝑗 believes the 
latter's reported data are inaccurate and should be 
rejected. It is unclear which of the two nodes is correct. 
The subsequent trust values that the cluster head has 
received from its members will be added together to 
settle this issue. 

Assume that every cluster has 𝑛 members, and that 
every cluster-head,𝑐ℎ, broadcasts a request packet to its 
members on a regular basis. Each member will reply 
by sending 𝑐ℎ their report on trust values for the 
cluster's neighbouring nodes. 𝐶ℎ in the two matrix will 
uphold these trust principles. As seen below, the first 
matrix 𝐷 preserves data trust values, while the second 
matrix 𝐶 saves communication trust values that are 
provided by its members: 
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𝐷 =

⎝

⎛

𝑋 𝑇ଵଶ
ௗ

𝑇ଶଵ
ௗ 𝑋

⋯
⋯

𝑇ଵ௡
ௗ

𝑇ଶ௡
ௗ

⋮ ⋮
𝑇௡ଵ

ௗ 𝑇௡ଶ
ௗ

⋮
⋯

⋮
𝑋 ⎠

⎞  (5) 

C= ൮

𝑋 𝑇ଵଶ
௖

𝑇ଶଵ
௖ 𝑋

⋯
⋯

𝑇ଵ௡
௖

𝑇ଶ௡
௖

⋮ ⋮
𝑇௡ଵ

௖ 𝑇௡ଶ
௖

⋮
⋯

⋮
𝑋

൲  (6) 

Li et al. [21] derived inspiration from the beta feedback 
system [22], which computes the trust feedback 
൫𝑇௖௛,ଵ, 𝑇௖௛,ଶ,··· , 𝑇௖௛,௡൯ for cluster members using 

statistical theory. For the binary event (α, β), the beta 
distribution function is expressed as follows: 

𝑃(𝑥) = 𝐵𝑒𝑡𝑎(𝛼, 𝛽) = ∫ 𝜃ఈିଵ(1 − 𝜃)ఉିଵଵ

଴
𝑑𝜃  (7) 

where α > 0 and β > 0, and the equivalent probability density function is denoted by the gamma function Γ as follows: 

𝑓(𝑝|𝛼, 𝛽) =
௰(ఈାఉ)

௰(ఈ)௰(ఉ)
𝑝ఈିଵ1 − 𝑝ఉିଵ   (8) 

Here 0 ≤ p ≤ 1 and α, β ≥0. The probability expectation value for beta density function is determined as: 

𝐸൫𝑓(𝑝|𝛼, 𝛽)൯ =
ఈ

ఈାఉ
  (9) 

We estimate the feedback using the beta probability 
density function because of the method's simplicity and 
versatility ((𝑇௖௛,௝)j=1..2. Thus, the data trust feedback 

(𝑇௖௛,௝
ௗ  )j=1..2 for a given member is calculated as 

following way: 

𝑇௖௛,௝
ௗ = ቒ10 × 𝐸 ቀ𝑓൫𝑝ห𝑣௝

ௗ + 1, 𝜐௝
ௗ + 1൯ቁቓ  (10) 

𝑇௖௛,௝ = ඄10 ×
௩ೕ

೏ାଵ

௩ೕ
೏ାజೕ

೏ାଶ
ඈ  (11) 

The closest integer function is represented by ⌈.⌉; the 
total number of positive data trust suggestions (𝑇௜௝

ௗ  ≥ 5) 

is represented by 𝑣௝
ௗ ; the the amount of negative data 

trust suggestions (𝑇௜௝
ௗ< 5) is indicated by 𝜐௝

ௗ , which is 
determined from the matrix D for member 𝑗; the 
subsequent likelihoods of binary events (𝑣௝

ௗ , 𝜐௝
ௗ) are 

indicated by 𝑓൫𝑝ห𝑣௝
ௗ + 1, 𝜐௝

ௗ + 1൯. Prior to determining 

communication trust feedback (𝑇௖௛,௝
௖ )j=1..2, the cluster-

head estimates the data trust feedback of its members 
and declines communication trust suggestions of 
members absorbing a low data trust feedback from the 
matrix C. This is due to the suggestions are likely to be 
untrustworthy, as we previously explained above. 
Similar to data trust feedback, feedback on 
communication trust is defined as follows: 

𝑇௖௛,௝
௖ = ቒ10 × 𝐸 ቀ𝑓൫𝑝ห𝑣௝

௖ + 1, 𝜐௝
௖ + 1൯ቁቓ  (12) 

𝑣௝
ௗ , 𝜐௝

ௗ = ඄10 ×
௩ೕ

೎ାଵ

௩ೕ
೎ାజೕ

೎ାଶ
ඈ   (13) 

Where⌈. ⌉ is the nearby integer function; 𝑣௝
௖  represents 

the total amount of negative communication trust 
references (i.e., 𝑇௜௝

௖ < 5) determined from the matrix C 
for member 𝑗, and 𝑣௝

௖  corresponds to the amount of 
positive communication trust references (i.e., 𝑇௜௝

௖ ≥ 5); 

𝑓൫𝑝ห𝑣௝
௖ + 1, 𝜐௝

௖ + 1൯ represents the posterior 
probabilities of binary events (𝑣௝

௖ , 𝜐௝
௖c). Thus, a cluster-

member 𝑗 is theoretical communication trusted if 
𝑇௖௛,௝ 

௖ ≥ 5, else it is indicated as communication 
untrusted. 

Now, based on two vectors (𝑇௖௛,௝ 
ௗ )୨ୀଵ..ଶ and(𝑇௖௛,௝ 

௖ )୨ୀଵ..ଶ, 
we describe the global trust feedback (Tch,j)j=1..2 for 
every cluster-member as follows: 

𝑇௝ = ඄10 × ೕ்
೏× ೕ்

೎

ೕ்
೏× ೕ்

೏ା(ଵ଴ି ೕ
೏)×(ଵ଴ି ೕ்

೎)
ඈ   (14) 

According to this concept of feedback, a sensor node 
that reports inaccurate measurements is probable to be 
distrusted in communications since it believes that data 
recorded by nodes nearby is unreliable and should be 
rejected if it is chosen to serve as a relay. 

3.3 Davies–Bouldin Index (DBI) 

This index uses both clusters and means to represent 
class separability as the proportion of within-cluster 
scattering to between-cluster isolation. Since scatter 
matrices depend on the cluster geometry, this index has 
a geometrical as well as statistical rationale. The 
comparison of every pair of clusters that represents the 
degree of difference between the two clusters must be 
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calculated to obtain the DB index. Data samples that 
have been labeled for a particular activity in feature-

channel space form clusters. The definition of two 
clusters, i and j, being similar is 

𝑅௜௝ =
ௌ೔ାௌೕ

ெ೔ೕ
 (15) 

where 𝑆௜ and 𝑆௝  are the diffusions of i th and j th clusters, correspondingly and attained by 

𝑆௜ = ቄ
ଵ

|௑೔|
∑ ‖𝑥 − 𝑚௜‖ଶ

௤
௫∈௑೔

ቅ
ଵ

௤ൗ
 (16) 

The Xi and mi are the number of points and mean point of cluster i th, correspondingly. 

𝑚௜ =
ଵ

|௑೔|
∑ 𝑥           𝑥,௫∈௑೔

𝑚௜𝜖ℜ௅    𝐿 = 𝐿௙ ∙ 𝐿௖  (17) 

𝑀௜௝is the inter-cluster distance and specified by 

𝑀௜௝ = ൛∑ ห𝑚௜ − 𝑚௝ห
௣஼

௞ୀଵ ൟ
ଵ

௣ൗ
  (18) 

We have chosen to use the Euclidean distance as a metric among the points in the cluster and the mean point, assuming 
p=q=2. DB index is described as 

𝐷𝐵𝐼 = ௠௔௫
௜ఢ஼

ଵ

஼
∑ 𝑅௜௝

஼
௝ୀଵ    (19) 

Where C represents the quantity of clusters. Finding 
clusters with the least amount of scatter within the 
cluster and the greatest amount of separation across 
classes is geometrically feasible. The DB index is 
predicted to drop monotonically for clusters that are 
well-separated, therefore reducing the DB index may 
be a trustworthy objective function that helps identify 
the optimal selection of the cluster head. 

3.4 Clone Authentication: 
In a network, a single node can sometimes attempt to 
impersonate multiple legitimate nodes, leading to a 
clone attack (also known as a malicious attack). This is 
especially common in wireless sensor networks or 
other distributed systems. Clone authentication is the 
process of identifying and removing these fraudulent 
nodes to maintain the network's integrity. 

To achieve this, each node in the network is uniquely 
identified through a combination of features such as its 
unique identifier, cryptographic keys, or physical 
properties. During the initialization phase, security 
measures are implemented to ensure that each node is 
initialized uniquely and securely. 

Clone authentication mechanisms use various 
techniques to detect nodes that try to create multiple 
identities. This may include monitoring communication 
patterns, analyzing cryptographic signatures, or using 
physical attributes of the nodes. When a potential clone 
is identified, the network can take action to isolate or 
eliminate the suspicious node. This may involve 
revoking cryptographic keys, blocking communication 
from the identified clone, or informing neighboring 
nodes about the potential threat. 

3.5 Concentric Frequency Mapping: 
Concentric frequency mapping is a strategy commonly 
used in networks, especially in wireless sensor 
networks. It involves organizing nodes based on their 
communication frequencies into concentric circles or 
regions. This helps to facilitate efficient 

communication, minimize interference, and provide a 
structured approach to monitoring and managing 
network activities. 

The process of concentric frequency mapping includes 
assigning specific communication frequencies to nodes 
based on a mapping strategy. Nodes with similar or 
adjacent frequencies are then organized into concentric 
circles. These circles represent different 
communication zones or regions within the network. 
Nodes within the same circle or region share a similar 
frequency or communication channel. 

Concentric frequency mapping helps to reduce 
interference between nodes that operate on different 
frequencies, making it easier to analyze interactions 
between nodes within the same or neighboring circles. 
It enables efficient use of the available spectrum and 
enhances overall communication reliability and 
performance. Additionally, this mapping structure can 
be particularly useful in detecting abnormal patterns of 
communication that may indicate malicious activities 
or deviations from expected behavior. 

This approach enhances wireless communication 
security by organizing nodes based on communication 
frequencies and implementing measures against clone 
attacks, resulting in a more robust and efficient 
communication environment. 

3.6 Reputation Adaptive Threshold Function: 
A Reputation Adaptive Threshold Function is a 
mechanism used in security systems, particularly in the 
context of intrusion detection or anomaly detection in 
networks. This function helps identify abnormal 
activities in networks while minimizing false positives. 
It dynamically adjusts detection thresholds based on 
the historical behaviour or reputation of entities within 
the network to enhance the accuracy and effectiveness 
of identifying abnormal activities. 
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There are key components and aspects of a Reputation 
Adaptive Threshold Function. Nodes or entities within 
the network are assigned reputation scores based on 
their past behaviour and interactions. Reputation can be 
established through a variety of metrics, including 
successful transactions, adherence to security 
protocols, or feedback from other nodes in the network. 
Initially, the system sets detection thresholds based on 
a default or predefined value. These thresholds 
represent the acceptable limits for normal behaviour 
and activities within the network. 

As the system operates and collects more data about 
the behaviour of nodes, the Reputation Adaptive 
Threshold Function continuously updates the detection 
thresholds based on the evolving reputation scores. If a 
node's reputation is consistently high, the threshold for 
deeming its behaviour as anomalous may be raised. 
Conversely, if a node's reputation deteriorates, the 
threshold for flagging anomalous behaviour may be 
lowered. 

The function evaluates real-time events or activities 
against the dynamically adjusted thresholds. If an 
entity's behaviour surpasses the threshold, it may be 
flagged as potentially malicious or suspicious. By 
adapting thresholds based on reputation, the system 
aims to reduce false positives. Nodes with a positive 
reputation are less likely to trigger alarms, even if their 
behaviour slightly deviates from the norm. 

This adaptive approach helps maintain a balance 
between sensitivity to anomalies and the avoidance of 
unnecessary alerts. The function incorporates machine 
learning or statistical methods to continuously learn 
and adapt to changes in the network environment. This 
adaptability allows the system to respond to evolving 
threats and ensures that the thresholds remain relevant 
over time. 

Reputation adaptive thresholding adds a level of 
context-awareness to security measures. The system 
considers the historical context of entities' behaviour, 
making it more resilient to adaptive or sophisticated 
attacks. This approach is particularly valuable in 
dynamic environments where the characteristics of 
normal behaviour may change over time. By 
dynamically adjusting thresholds based on reputation, 
the Reputation Adaptive Threshold Function 
contributes to a more resilient and effective security 
system in networks, improving the overall accuracy of 
anomaly detection. 

3.7 Progressive Check of Neighbourly Nodes: 
"Progressive Check of Neighbourly Nodes" refers to a 
process of systematically examining neighbouring 
nodes in a network. This is typically done in the 
context of WSNs or further distributed systems. The 
examination process involves progressively assessing 
the behaviour, interactions, or attributes of nearby 
nodes to identify any anomalies, potential threats, or 
deviations from expected norms. 

The approach involves a step-by-step assessment of 
nodes that are in proximity or neighbours to a reference 
node. Each node in the neighborhood is subject to a 
progressive check to analyse its behaviour and 
activities. This evaluation process may incorporate 
adaptive threshold mechanisms to dynamically adjust 
the thresholds based on factors such as the historical 
behaviour of the nodes, their reputation scores, or 
statistical metrics. Adaptive thresholds can help in 
distinguishing normal variations from potentially 
malicious activities. 

Reputation scores of neighbouring nodes may also be 
considered during the progressive check. Nodes with 
positive reputations are less likely to trigger alarms, 
while those with declining reputations may undergo 
more scrutiny. The evaluation includes an analysis of 
the behaviour exhibited by neighbourly nodes. This 
may involve assessing communication patterns, data 
transfer rates, energy consumption, or other relevant 
metrics depending on the specific context of the 
network. 

The primary objective of the progressive check is to 
detect any anomalies or deviations from the expected 
behaviour of neighbouring nodes. Anomalies may 
indicate potential security threats, such as malicious 
activities or compromised nodes. The progressive 
check is often an iterative process that can be repeated 
periodically or triggered by specific events. This 
iterative nature ensures that the security system 
continuously monitors and adapts to changes in the 
network environment. 

In some cases, collaborative detection mechanisms 
may be employed. Neighbouring nodes may share 
information about their own observations and 
contribute to the overall assessment of the network's 
security. If a node is identified as potentially malicious 
or exhibiting anomalous behaviour, immediate 
response mechanisms, such as isolation or alert 
generation, may be triggered to mitigate the impact of 
the threat. 

The progressive check of neighbourly nodes is often 
integrated into broader security protocols within the 
network. It aligns with the overall security strategy and 
contributes to maintaining the integrity of the network. 

3.8 Back Propagation Routing: 
Back Propagation Routing is a technique used in 
network communication, specifically in WSNs, to trace 
and identify the source of detected anomalies or 
security threats. The term "back propagation" is 
borrowed from artificial neural networks. In the 
context of routing, it involves moving backward 
through the network iteratively, retracing the 
communication path from the point of detection back 
to its source. This routing strategy is typically 
employed when a monitoring node or security 
mechanism identifies potential security threats or 
malicious activities within the network. 
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Once a threat is detected, the back propagation routing 
algorithm works by progressively backtracking through 
the nodes that relayed the suspicious information, 
moving towards the original source. The process 
involves analyzing communication logs, routing tables, 
or other relevant data to pinpoint the exact path through 
which the malicious data or activity entered the 
network. By identifying the source of the threat, 
network administrators can take targeted action, such 
as isolating the compromised node, strengthening 
security measures, or conducting further investigations. 

Back propagation routing is instrumental in enhancing 
the resilience and security of wireless sensor networks 
by enabling a focused response to security incidents 
and efficiently mitigating potential risks. Key features 
and steps involved in Back Propagation Routing 
include: iterative backtracking through the network, 
analyzing communication logs and routing tables, 
pinpointing the exact path of the malicious data or 
activity and taking targeted action to mitigate the 
threat. 

Before starting the back propagation routing process, 
there is usually a trigger event that alerts the network to 
malicious activity, anomalies, or security threats. 
Intrusion detection systems, anomaly detection 
algorithms, or other security mechanisms can help 
identify such events. Once a suspicious activity is 
detected, the goal is to trace back and identify the 
source of the event. Back propagation routing helps 
locate the origin of the communication or security 
incident. 

Back propagation routing involves a trace-back 
mechanism that reverses the path of data transmission. 
Instead of moving forward through the network toward 
the destination, the system traces backward from the 
affected or monitored node. During the back 
propagation, the routing mechanism identifies the 
intermediate nodes or hops that the data packet 
traversed. This information is crucial for understanding 
the route taken by the communication event. 

In the context of wireless sensor networks, particularly 
those organized into clusters, back propagation may 
involve searching for neighbouring cluster heads. This 
step helps narrow down the potential source of the 
event. The search for the source of the event is often 
conducted within a bounded concentric space. This 
space may be defined depend on the closeness to the 
affected node or the region where the suspicious 
activity occurred. 

Once the source node is identified through back 
propagation routing, appropriate measures are taken to 
isolate the node from the network. This may involve 
revoking its access privileges, blocking its 
communication, or taking other security actions. The 
ultimate goal of back propagation routing is to 
eliminate the security threat or address anomalous 
behavior, as isolating the source node can prevent the 
propagation of malicious activities and maintain 
network integrity. 

4. RESULT AND DISCUSSION 
The simulation setting and evaluation metrics are 
covered in this segment. We talk about how the 
quantity of fake nodes affects the accuracy of 
localization. We test the effectiveness of our suggested 
algorithm, the DV-HOP scheme with malicious attack, 
and the DV-HOP scheme without malicious attack in 
this research. 

4.1 Simulation Settings 
A detailed description of our simulation setup is 
presented in this section. For periodic monitoring, a 
target area measuring 100 m x 100 m has 100 sensor 
nodes organized in total. The base station, or sink node, 
is situated in the middle of the area.  The same network 
simulation parameters are used throughout the 
simulation, which are included in Table 1 below. To 
simulate, the suggested strategy, we used MATLAB. 
Every simulation is run on a system equipped with a 
16GB DDR3 1600MHz RAM and an Intel (R) Core 
(TM) i5-3230M CPU running at 2.60GHz. The 
MATLAB R2021a was utilized. 

Table 1: Simulation parameters 
Parameters Values 

Number of nodes 100 
MAC protocol 802.11 

Transmission Radius 200 m 
% of fake nodes 10-50 
Coverage area 100 m*100 m 

Radio propagation model Two ray ground 
Number of malicious nodes 5–35 

In our simulations, the CHs’ distribution according to 
the proposed algorithm is identical to that in Fig 3. As 
shown in Fig 3, the network has been divided into 16 

clusters in this simulation, and each cluster has selected 
a CH and an IN. 
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Figure 3: Network nodes distribution 

4.2 Evaluation Metrics 

1. Network Lifetime 
The network lifetime refers to the duration between the 
deployment of the nodes and the point when the 
network stops functioning. The interpretation of this 
duration varies based on the application area. For 
example, it can be measured as the number of 
communication rounds until the first node fails, or the 
rounds until a certain percentage of nodes fail. 
Additionally, it can also be measured as the rounds 
until the last node exhausts its energy reserves in the 
network. 

 Number of live nodes: the number of live nodes per 
round. (N−dead). 

 Number of malicious nodes: the number of 
malicious nodes in a round. (malicious = dead). 

2. Throughput 
The total number of successfully transferred bits to the 
destination during a given amount of time is referred to 
as throughput. The efficiency of the network capacity is 
determined by the throughput. This formula can be 
used to calculate the network throughput. 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
ேோ

ேௌ
  (20) 

Where 𝑁𝑆 is the total number of packets transmitted by 
the source, and 𝑁𝑅 is the total number of packets 
received by the destination. 

3. Average Residual Energy 

Residual energy (RE) is another name for remaining 
energy. The residual energy indicates the protocol's 
capacity to utilize network energy as effectively as 
feasible. Calculating the average residual energy 
requires using equation (34) 

𝑅𝐸 =
ாబି஼ா

ாబ
 (21) 

where 𝐶𝐸 is the average energy consumption and 𝐸଴ is 
the average starting energy. 

4. Average Localization Error (ALE) 

Furthermore, we use the average localization error and 
coverage as assessment measures in this research. The 
following formula is used to get the average 
localization error, or ALE for short: 

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝐿𝑜𝑐𝑎𝑙𝑖𝑧𝑎𝑡𝑖𝑜𝑛 𝐸𝑟𝑟𝑜𝑟 (𝐴𝐿𝐸)  =
∑ ට൫௫೔

ᇲି௫೔൯
మ

ା൫௬೔
ᇲି௬೔൯

మ೙
೔సభ

௡௥
    (22) 

Where 𝑛 is the number of unknown nodes, 𝑟 is the 
network communication radius, and (𝑥௜

ᇱ , 𝑦௜
ᇱ) and 

(𝑥௜ , 𝑦௜) are the indefinite node's actual and estimated 
coordinates, respectively. 

Figures 4 and 5 indicate the network lifespan 
performance in terms of the number of live nodes and 
malicious nodes. It is abundantly clear from the results 
that the suggested approach performs better with regard 
to network lifetime. The rationale is that by minimizing 

the use of nodes with high traffic rates for sensing and 
transmission duties, the suggested strategy takes traffic 
variability into account. In order to mitigate the early 
mortality of high traffic nodes which mainly involves 
the avoidance of picking nodes with high traffic for CH 
roles this is accomplished by employing an energy and 
traffic aware distributed and centralized approach. It 
was shown that by utilizing a distributed and 
centralized method, the number of live nodes, as shown 
in Fig. 4, may extend the lifespan of the network. 
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Figure 4: Number of live nodes. 

Fig 5 represents the number of malicious nodes per 
round which displays that the number of malicious 
nodes in proposed method is deferred unlike in existing 

methods which display fast growth in the number of 
malicious nodes. 

 
Figure 5: Number of malicious nodes. 

4.3 Throughput 
The total number of bits transferred to the target in a 
certain amount period is referred to as throughput. 
Although using a dispersed and centralized approach 
across the network nodes, the suggested strategy offers 

somewhat higher throughput, as seen in Fig. 6 below. 
As the number of communication rounds increases, the 
suggested approach protocol has demonstrated an 
increase in throughput to BS. This is explained by the 
suggested technique's extended network lifetime. 



Page: 6 2 8   

Revolutionizing Data Communication: A Secure and Efficient Inter-Channel Framework with Multi-Regional Detection Approach 

IJDDT, Volume 16 Issue 7, 2026 
 
 
 

 
Figure 6: Throughput 

4.4 Average Residual Energy 
The suggested method has more residual energy than 
the current methods, as Fig. 7 illustrates. This is the 
outcome of energy-saving techniques used in the 
suggested approach, such as CH selection, the 
application of a decentralized and distributed 
technique, and the reduction of energy loss from idle 
listening in the steady state. Since choosing a node 
with a high number of couples in this framework 
prevents the choice of isolated nodes for CH roles, the 
CH selection approach utilised in the suggested 
approach improves load balancing. As a result, as 
shown in Fig. 7, eliminating redundant data 
transmission between pair nodes by adding distributed 

and centralized approach and appropriately selecting 
CH in the framework should have an important effect 
on decreasing network energy consumption. This is 
accurate because only one node among the pairs sends 
data to CH during each communication round, and that 
node has high energy and low data rate. Furthermore, a 
significant contribution to reducing node energy usage 
was made by employing efficient TDMA time 
allocation between paired groups and unpaired nodes. 
As a result, the framework has demonstrated 
significant network average residual energy when 
compared to the current approaches, as illustrated in 
Fig 7. 

 
Figure 7: Average residual energy 



Page: 6 2 9   

Revolutionizing Data Communication: A Secure and Efficient Inter-Channel Framework with Multi-Regional Detection Approach 

IJDDT, Volume 16 Issue 7, 2026 
 
 
 

The accuracy of the security localization approach 
depend on the DV-HOP technique can be affected in 
the real-world situation by the number of malicious 
nodes. Thus, we test our proposed algorithm's 

performance with different numbers of malicious nodes 
and discover that our technique performs superior even 
as the number of fake nodes increases. 

 
Figure 8: Average location error against the number of malicious nodes 

We select the quantity of fake nodes from the following 
set: {5, 10, 15, 20, 25, 30, 35}. We assess and contrast 
our suggested algorithm's performance with those of 
the other two approaches (DV-Hop with and without 
malicious attack). The model outcomes are displayed in 
Figs. 8 and 9, in that order. Figure 8 shows that while 
DV-Hop localization without malicious attack stays 

constant, the localization error for both our suggested 
technique and DV-Hop localization with malicious 
attack increases as the number of malicious nodes rises. 
This is owing to the possibility of an increase in the 
mistake rate of recurrence and the quantity of malicious 
nodes that, in WSN, depict the erroneous location. 

 
Figure 9: Coverage percentage in relation to the quantity of malicious nodes 
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As can be seen in Fig. 8, the fault grows with the 
quantity of malicious nodes. By employing the hop 
difference and the neighbor list to alter the two-step 
security localization technique depend on DV-HOP, 
our algorithm reduces the localization error. We 
discover that as the quantity of malicious nodes rises, 
our process's coverage falls. This is indicated by the 
coverage metric. Nevertheless, as Fig. 9 illustrates, the 
coverage in DV-Hop Localization with malicious 
attacks rises whereas the coverage in DV-Hop 
Localization without malicious attacks stays 
unchanged. The rationale is that to rise the accuracy of 
the security localization, our system uses the merging 
method to further limit the number of malicious nodes. 
As the number of malicious nodes reduces, the overall 
coverage lowers. As seen, in the case of a malicious 
attack in WSN, our technique performs better than the 
DV-Hop algorithm. 

5. CONCLUSION 
In conclusion, addressing the security issues in WSNs, 
particularly the threat of malicious network layer 
attacks, is imperative for ensuring the integrity of the 
network. The proposed framework offers a 
comprehensive solution by incorporating a novel Inter-
Channel Data Communication Algorithm and a fault-
tolerant data transfer mechanism. The algorithm's 
selection of non-sequential cluster heads, guided by the 
Davies-Bouldin function and mean frequency, ensures 
effective separation and organization within the 
network. The incorporation of trust levels in 
communication, determined through the beta 
distribution and signal arrival time, not only enhances 
security but also optimizes the process by setting a 
mean trust value threshold. The multi-region detection 
approach, featuring circular concentric frequency 
mapping and clone authentication, proves effective in 
identifying potential malicious nodes. The adaptive 
threshold function, based on reputation, further refines 
the process by scrutinizing non-collinear neighborly 
nodes for suspicious activity. Altogether, this 
framework establishes a robust security foundation for 
WSNs, mitigating the risks associated with malicious 
attacks and providing a safer and more reliable wireless 
sensor network environment. 
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