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Abstract: 

Purpose: This study presents an intelligent Early Fusion Representation Learning Intrusion Detection 
System (EFRL-IDS) designed to enhance cyber protection through intelligent computing and cybernetic optimisation. 
The system aims to address challenges in recognising evolving intrusion patterns by integrating adaptive feature 
fusion, self-learning feedback, and hybrid deep learning techniques to intelligent decision-making in dynamic network 
environments. 

Methodology: The suggested EFRL-IDS uses early data fusion to combine different features obtained from 
the UNSW-NB15 dataset, which ensures a complete picture of how the network behaves. The SMOTE-ENN method 
fixes class imbalance, and feature selection is done by Mutual Information, Chi-Squared, or Random Forest 
Importance. Random Forest is the most important for finding attacks. The hybrid deep architecture combines a 
pretrained Autoencoder to unsupervised representation learning, Convolutional Neural Networks to extracting spatial 
features, multi-head attention for improving context, and BiGRU layers for modelling temporal sequences. 

Findings: The EFRL-IDS has a test accuracy of 86.91% and a validation accuracy of 87.01%, which is much 
better than traditional Early-Fusion Deep Learning models. Better precision, recall, or F1-scores show that it can find 
both. Types of common and rare assaults that show a lot of generalisation or adaptive learning across different traffic 
patterns. 

Originality: EFRL-IDS introduces a cybernetically inspired, intelligent fusion-based deep learning 
framework that unifies data fusion, feature selection, and adaptive feedback learning. This model offers a scalable and 
interpretable solution for modern network security systems, contributing to the advancement of intelligent computing 
and autonomous cybernetic intrusion detection research.  
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1  Introduction 
 
In the contemporary era of pervasive digital 

connectivity, societies increasingly depend on 
intelligent and interconnected networks to sustain 
critical infrastructures, business ecosystems, and daily 
communications. This transformation driven by e-
commerce, financial systems, and smart governance 
has simultaneously intensified exposure to complex 
cyber threats. Among these, network intrusions 
represent a critical challenge that undermines data 

integrity, disrupts control systems, and compromises 
organiza- tional decision processes [1][3]. As 
cyberattacks becoming more complicated, we need 
defensive systems that can adapt, think for themselves, 
or regulate themselves that go beyond the limits of 
static or rule-based security systems.Traditional 
Intrusion Detection Systems (IDS) have used 
deterministic or signature-based criteria to discover 
known attack patterns, but they have trouble adapting 
to new and changing invasions. [4][8]. Anomaly-
based IDS approaches delineate normative network 
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behaviour and detect irregularities; nevertheless, they 
often produce a significant volume of false positives 
owing to inadequate contextual understanding. 
[9][11]. To tackle these shortcomings, the integration 
of advanced computer paradigms, particularly 
machine learning (ML), deep learning (DL), or 
cybernetic feedback mechanisms, has become a vital 
emphasis in current cybersecurity research. [13][15]. 
These paradigms enable IDS frameworks to 
autonomously learn, adapt, and enhance their decision 
limits within dynamic network environments, hence 
establishing a foundation for intelligent cyber defence 
systems. Despite the progress enabled by ML and DL, 
standalone models often face chal- lenges related to 
high-dimensional feature spaces, imbalanced class 
distributions, and the need for rapid yet interpretable 
decision-making [15][22]. To mitigate these issues, 
researchers have explored hybrid and fusion-based 
intelligent architectures that com- bine the strengths of 
multiple computational paradigms within a unified 
cybernetic framework. Among these, data fusion has 
emerged as a vital strategy to aggregate heterogeneous 
traffic features and form holistic situational awareness. 
Particularly, early fusion, which integrates multi-
dimensional features at the input stage, enables the 
system to capture correlated patterns across diverse 
network attributes thereby enhancing discriminative 
power and decision reliability [15][22]. Benchmark 
datasets such as UNSW-NB15, developed by the 
Australian Centre for Cyber Security, offer 

realistic testing grounds for such 
frameworks, containing both benign and malicious 
traffic across multiple attack categories (DoS, 
Exploits, Reconnaissance, Shellcode, etc.) [15][22]. 
However, the dataset?s high feature dimensionality 
and class imbalance necessitate preprocessing 
strategies such as SMOTE (Synthetic Minority 
Oversam- pling Technique) and ENN (Edited Nearest 
Neighbours) to ensure equitable class representation. 
In parallel, feature selection techniques like Mutual 
Information, Chi- Squared tests, and Random Forest 
ranking help eliminate redundant attributes and 
emphasize the most informative features, improving 
both accuracy and interpretability [21][26]. Against 
this backdrop, the present study proposes a Hybrid 
Intelligent Deep Learning Based Intrusion Detection 
System (HIDL-IDS) structured around cyber- netic 
feedback and intelligent control principles. The 
architecture integrates multiple modules: a pretrained 
autoencoder for dimensionality reduction and 
denoising, convo- lutional neural networks (CNNs) to 
extract spatial dependencies, multi-head attention 
mechanisms to emphasize contextual relations, and 
bidirectional gated recurrent units (Bi-GRU) to 
capture temporal dynamics [21][26]. These 
interconnected components collectively establish a 

self-optimizing cybernetic loop, allowing the system 
to adap- tively respond to evolving network states and 
attack behaviors. To further enhance resilience, the 
model incorporates Focal Loss during training, which 
prioritizes difficult- to-classify minority samples and 
reduces the dominance of major classes. A staged 
training strategy, beginning with autoencoder 
pretraining followed by multi-phase fine- tuning, 
supports robust generalization and stability. By uniting 
early fusion, feature selection, and deep hybrid 
architectures under an intelligent cybernetic design, 
this study contributes toward the next generation of 
adaptive, scalable, and interpretable IDS frameworks. 
The proposed system addresses the limitations of 
traditional and ML- based IDS and advances the 
broader vision of intelligent computing in cyber 
defense, ensuring security for heterogeneous, dynamic 
network environments [29][35]. 

 
2  Literature Review 
 The evolution of Intrusion Detection 

Systems (IDS) reflects a progressive transition from 
static rule-based mechanisms to intelligent, adaptive, 
and cybernetic architec- tures capable of learning and 
self-optimization. Over the past decade, researchers 
have explored diverse computational paradigms 
ranging from traditional machine learn- ing to deep 
learning and hybrid intelligent systems to strengthen 
network resilience against dynamic cyber threats. 

 
2.1  Classical Machine Learning Based 

IDS 
 
Early research laid the groundwork for data-

driven detection by showing that even standard 
algorithms might find unusual behaviour in network 
traffic. Mishra and Mishra (2023) [36] utilised 
classical classification methods on the KDD 99 dataset 
to successfully tell the difference between good and 
bad activities. Their work was one for the first attempts 
to make decision support automatic in intrusion 
detection. Similarly, Mandru et al. (2022) [37] 
extended this direction by employing Deep Neural 
Networks (DNNs) with varying architectures and 
learning rates on KDDCup 99, revealing that deeper 
network layers outperform traditional ML models by 
recognizing novel and complex attack patterns. 
However, such models were still constrained by class 
imbalance, high-dimensionality, and limited 
contextual adaptability key challenges in the design of 
cybernetically intelligent systems. 

 
2.2  Advanced Clustering and 

Optimization Techniques 
 
To improve accuracy and cut down on false 
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positives, Alfoudi et al. (2022) [38] came up with a 
hyper-clustering method that combines DBSCAN 
with cosine similarity or dynamic cluster evolution. 
This unsupervised paradigm showed a big 
improvement in how compact and adaptable clusters 
were across benchmark datasets. These optimization-
driven methods are similar to the self-organising 
concepts that are at the heart of cybernetic systems, 
which change dynamically based on changes in input. 

 
2.3  Hybrid and Intelligent Architectures 

for IoT and Network Environments 
 
As cyber-physical and IoT infrastructures 

grew, IDS research shifted to hybrid and intelligent 
designs that could work in distributed contexts with 
limited resources. Banaamah and Ahmad (2022) [39] 
integrated machine learning (ML) and deep learning 
(DL) methodologies to fortify IoT networks against 
Denial of Service (DoS) attacks, utilising lightweight 
Python-based tools to facilitate practical deployment, 
a crucial advancement towards the integration of 
intelligent systems in real-world applications. Liu et 
al. (2021) [40] similarly introduced a Spark-based 
hybrid IDS that combines K-Means clustering and 
Random Forests for initial classification, and then uses 
CNN and LSTM layers for deep sequential analysis. 
Their method, tested on NSL-KDD and CIC-IDS2017, 
showed how distributed artificial intelligence may be 
used to find intrusions, which is a big focus of 
cybernetics research. 

 
2.4  Deep Learning Driven Hybrid 

Cybernetic Systems 
 
The field has changed to multi-layered hybrid 

models that combine feature extraction, 
dimensionality reduction, or adaptive classification. 
Ugendhar et al. (2022) [6] presented a multi-layer deep 
Intrusion Detection System (IDS) that incorporates 
preprocessing, autoencoders, and classifiers, attaining 
an accuracy of 96.7%, however it has not been 
validated in real-time scenarios. Karthiga et al. (2022) 
[7] created a hybrid Intrusion Detection System (IDS) 
that uses ANFIS (Adaptive Neuro-Fuzzy Inference 
System) to find existing threats and CNN to find new 
assaults. It was more than 98% accurate on CIC-
IDS2017. Although confined to VANET applications, 
their methodology demonstrated the amalgamation of 
soft computing with deep learning, a distinctive 
attribute of cybernetic system design. Wang et al. 
(2022) [8] used autoencoders and Isolation Forests to 
find new threats to IoT security. Dat-Thinh et al. 
(2022) [9] built a collaborative Intrusion Detection 
System (IDS) that uses federated intelligence and got 
an accuracy rate of 99.68%. These models 

demonstrate that individuals are increasingly 
focussing on intelligent coordination and distributed 
learning. But there are still issues with latency, 
scalability, and interoperability, which are all needed 
for cybernetic systems to perform successfully. 

 
2.5  Intelligent Computing, Optimization, 

and Emerging Directions 
 Numerous complementary studies have 

advanced this domain by providing extensive 
intelligent computing perspectives. Islam et al. (2021) 
[41] performed a comparative examination of diverse 
machine learning and deep learning models employing 
IoT datasets, illustrating that deep architectures 
frequently outperform shallow models, however 
issues with explainability and lightweight deployment 
remain. Kushwah (2022) examined proxy cache 
optimisation, demonstrating that LRU AVL caching 
techniques improved secondary memory access times 
compared to conventional methods [42]. Singh 
Kushwah (2022) broadened the applications for 
supervised machine learning, illustrating that Decision 
Trees function as efficient dual-purpose tools for both 
regression and classification [43]. Pathak (2022) 
introduced blockchain-based secure digital record 
systems, highlighting the incorporation of intelligent 
control and trust mechanisms for secure data 
management [45]. Ghuraiya (2024) conducted a 
comprehensive analysis of swarm intelligence 
algorithms, such as PSO, ACO, and BA, assessing 
their adaptive and collaborative decision-making 
functionalities inside cyber-physical systems [46]. 
Current IDS research has advanced from conventional 
machine learning to deep hybrid models; yet, 
significant shortcomings remain in adaptive 
intelligence and data fusion. Many systems do not 
have self-optimization based on input, and it can be 
hard to appropriately connect different network pieces. 
This work introduces a Hybrid Deep Learning-Based 
Intrusion Detection System that utilises early data 
fusion and advanced feature selection to enhance 
contextual awareness and interpretability. The model 
achieves intelligent adaptation, robust detection, and 
dynamic decision-making by integrating 
Autoencoders, CNN, Attention, or Bi-GRU into a 
cybernetic feedback framework. This effectively 
tackles issues of scalability, heterogeneity 
management, and real-time responsiveness in modern 
intrusion detection systems. 

 
3  Research Methodology 
 The suggested study framework uses an 

intelligent and cybernetic method for intrusion 
detection that combines adaptive hybrid deep learning. 
The data comes from the UNSW-NB15 dataset or goes 
through a lot of preparation, which includes getting rid 
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of duplicates, normalising, and encoding categorical 
variables. The use of SMOTE-ENN helps to fix class 
imbalance so that all attack categories are fairly 
represented. A fusion-driven feature engineering 
pipeline uses Mutual Information, Chi-Squared, and 
Random Forest significance to find the most 
distinguishing features and make a coherent, high-
quality feature space. Unsupervised representation 
learning is based on a pretrained autoencoder that 
works with regular network data. After being 
compressed, the embeddings are passed to a hybrid 
deep learning model that combines 1D CNN, multi-
head attention, or Bi-GRU layers. This idea includes 
geographical, contextual, and sequential 
interconnection, which lets smart systems adapt to 
changing network patterns. The classifier uses Focal 
Loss to effectively deal with class imbalance. A 
dynamic feedback technique uses adaptive rate 
scheduling and checkpoint-based optimisation to keep 
learning going and make sure that it keeps getting 
better. This hybrid architecture, which is based on 
cybernetics, focusses on data fusion, adaptive 
intelligence, or self-optimization. The end result is an 
intrusion detection system that can think for itself and 
provide decision assistance in complicated, real-world 
network environments. 

 
3.1  Data Preprocessing 
 The UNSW-NB15 dataset went through a 

strict cybernetic preprocessing approach to make sure 
that the data was reliable and the analysis was 
consistent. To avoid model bias and overfitting, 
redundant or duplicate instances were deleted at first. 
To make features more relevant, non-informative 
elements like unique IDs or binary class labels were 
removed. More attention was paid to the attack cat 
property, which makes it easier to sort attacks into 
different classes. This makes the learning process 
more subtle and intelligent, which is necessary for 
finding complex cyber threats. We label-encoded all 
categorical variables, such protocol, service, and state, 
into numbers while keeping their meanings separate. 
This made it possible for intelligent computing. The 
attack cat column was also encoded to make it easier 
to sort things into more than one class. After encoding, 
features were grouped by data type to make context-
aware processing easier. For example, continuous 
(float-type) variables showed how traffic was 
changing, and integer-type metrics showed how 
communication was happening in a more discrete way. 
To stop data from leaking during training, the target 
variable was split up. This structured preprocessing 
pipeline makes a feature space that is ready for 
integration and works well with adaptive learning and 
cybernetic optimisation in the proposed hybrid deep 
learning framework. 

 
3.2  Feature Engineering 
 
The first step in feature engineering was to 

encode the categorical variables or the target column 
to the attack cat with labels. This turned all of the 
important features into numbers so that hybrid 
learning models could handle them more quickly. We 
standardised continuous (float-type) features for 
uniform scaling, while we kept discrete (integer-type) 
features to provide network event counts and 
categorical metrics. The various feature sets were then 
merged by early data fusion, creating a single, context-
rich feature matrix. This fusion-based representation 
lets the model learn spatial, temporal, and contextual 
patterns all at once, which makes adaptive decision-
making better and the cybernetic hybrid IDS work 
better overall. 
 

 
Fig.1 Flowchart of proposed approach. 

 
Handling Class Imbalance with SMOTE-

ENN 
 The UNSW-NB15 dataset showed a lot of 

class imbalance, with some assault types being very 
under-represented. This made it hard to train models 
effectively. To make the distributions even, synthetic 
instances were created for minority classes using an 
SMOTE-based oversampling method. After that, 
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Edited Nearest Neighbours (ENN) was used to get rid 
of samples from the majority classes that were noisy 
or unclear, which made the dataset better. This hybrid 
oversampling-cleaning approach improved the quality 
of the feature space and made it more representative of 
all types of attacks. By ensuring fair learning, the 
system may dynamically recognise different assault 
patterns, making intrusion detection that is aware of 
the environment and cybernetically informed easier. 

 
Data Early Fusion of Numerical Features 
 In order to provide a full picture for network 

traffic, continuous (float-type) or discrete (integer-
type) data were combined into one input space. Using 
z-score normalisation, continuous features were 
normalised to have a mean of 0 or a standard deviation 
of 1. This reduced the effect of large-scale attributes 
that were too strong. After normalisation, float or 
integer features were combined at the input level, 
creating a single feature matrix that was richer in 
context. The encoded labels to attack cats made up the 
target vector, which allowed supervised hybrid 
learning for all types of attacks. This first fusion 
method makes it easier for adaptive pattern 
recognition or cybernetic feedback systems to work 
inside the proposed deep learning framework. 

 
3.3  Feature’s Selection Techniques 
 
As an intelligent intrusion detection systems 

to work better, they need to be able to choose features 
efficiently. This will reduce dimensionality, make the 
system easier to understand, and speed up calculations. 
We used Mutual Information (MI), the Chi-Squared 
Test, and Random Forest feature importance on the 
preprocessed UNSW-NB15 dataset to find the features 
that best separate the two groups for hybrid deep 
learning. Mutual Information looks at how each 
attribute relates to the target class and highlights the 
ones that give the most information on attack 
categories. This approach found the top 25 features, 
such as dur, rate, sload, dload, sinpkt, sjit, service, 
spkts, dpkts, or ct srv dst. These traits summarise 
important geographical, temporal, and contextual 
trends in network traffic, making sure that the model 
focusses on the most useful variables to multi-class 
categorisation. The feature selection pipeline works 
with the pretreatment step, which comes after 
SMOTE-ENN class balancing or label encoding, to 
provide a strong, high-quality, and ready-to-fuse 
feature set. This improved input makes adaptive 
learning easier within the hybrid framework, which 
lets for quick and context-sensitive detection in a wide 
range of assault scenarios. 

 
 

(𝑋ୠୟ୪ୟ୬ୡୣୢ, 𝑦ୠୟ୪ୟ୬ୡୣୢ) = SMOTEENN(𝑋, 𝑦), (1) 
 where,  

 SMOTE: 𝑥′ = 𝑥 + 𝛿 ⋅ (𝑥୬୬ −
𝑥),    𝛿 ∼ 𝑈(0,1) 

 ENN: remove𝑥௜ifmajorityoϐk −
nearestneighbors ≠ 𝑦௜  (2) 
 
SMOTE generates synthetic samples for minority 
attack classes, while ENN removes noisy or borderline 
samples from majority classes, resulting in a balanced 
dataset ready for machine learning. 

 
 𝑦ୣ୬ୡ୭ୢୣୢ =

target_encoder(𝑦ୠୟ୪ୟ୬ୡୣୢ),    AttackName௖ =
target_encoderିଵ(𝑐), (3) 
  
All class labels are encoded into integers, ensuring 
compatibility with machine learning models. Encoded 
labels can be mapped back to attack names for 
interpretation and analysis. 

 
 𝐼(𝑋௝; 𝑦ୣ୬ୡ୭ୢୣୢ) =

∑௫ೕ∈௑ೕ
∑௬೔∈௬౛౤ౙ౥ౚ౛ౚ

𝑝(𝑥௝ , 𝑦௜)log
௣(௫ೕ ,௬೔)

௣(௫ೕ)௣(௬೔)
, (4) 

 
 
 ℱ୑୍ =

{𝑋௝|𝐼(𝑋௝; 𝑦ୣ୬ୡ୭ୢୣୢ)isamongtop𝑘},    𝑘 = 25, (5) 
  
Mutual Information evaluates the dependency between 
each feature and the encoded target class. The top 25 
features with highest MI scores are selected, forming 
a robust and informative feature set for downstream 
intrusion detection modeling. 

 
 𝑋ୠୟ୪ୟ୬ୡୣୢ ∈ ℝ௡×௠,    𝑦ୣ୬ୡ୭ୢୣୢ ∈

{0,1, … , 𝐶 − 1}௡ 
 𝑛 = numberofsamples,    𝑚 =

numberoffeatures 
 𝐶 = numberofattackcategories 

 
Chi-Squared Test is a statistical technique 

that measures the correlation between features and 
class labels, requiring all features to be non-negative. 
The 25 features with the strongest associations, such 
as dload, spkts, dbytes, ct_srv_src, and ct_dst_ltm, 
were retained. This method ensures that features 
contributing significantly to class discrimination are 
prioritized, improving predictive performance while 
removing irrelevant attributes. 

The balanced dataset obtained via SMOTE-
ENN is used for Chi-Squared feature selection. 
Negative feature values are replaced with zero to 
satisfy the method’s requirements, and the top 25 
features with the highest 𝜒ଶ scores are selected as the 



EFRL-IDS: An Intelligent Early Fusion Deep Learning Framework for Cybernetic Intrusion 
Detection Systems 

 IJDDT Volume 16 Issue 72s 2026 Page: 1499 

most discriminative for intrusion detection. 
 
 𝑋௝

୬୭୬ି୬ୣ୥
=

max(𝑋௝ , 0),    ∀𝑗 = 1,2, … , 𝑚 (6) 
 

 
 𝜒௝

ଶ =

∑௡
௜ୀଵ

(ை೔ೕିா೔ೕ)మ

ா೔ೕ
,    ℱఞ = {𝑋௝|𝜒௝

ଶisamongtop𝑘},    𝑘 =

25 (7) 
 

Chi-Squared feature selection requires non-
negative features; negative values are replaced with 
zero. Each feature’s dependency on class labels is 
quantified using the 𝜒ଶ statistic. The top 25 features 
with highest scores are selected as the most 
discriminative attributes for downstream 
classification. 

 
 𝑋ୠୟ୪ୟ୬ୡୣୢ ∈ ℝ௡×௠,    𝑦ୠୟ୪ୟ୬ୡୣୢ ∈

{0,1, … , 𝐶 − 1}௡ 
 𝑛 = numberofsamples,    𝑚 =

numberoffeatures 
 𝐶 = numberofattackcategories 

 
Random Forest (RF) uses a group of decision 

trees to figure out how important a feature is by 
lowering its impurity. Key factors, including sbytes, 
smean, service, sttl, ct dst src ltm, and trans depth, 
were pinpointed. Random Forest finds factors that 
have a big effect on categorisation assessments and 
gives a wide range of predictors. A Random Forest 
classifier is trained on a balanced dataset provided 
using SMOTE-ENN. The ensemble to decision trees 
gives us feature importance scores, which we use to 
pick the 25 most important characteristics for quick 
intrusion detection. 

 
 RF୧୫୮୭୰୲ୟ୬ୡୣ൫௑ೕ൯ =

ଵ

்
∑்

௧ୀଵ Δ𝐼௧൫𝑋௝൯,    ℱୖ୊ =

{𝑋௝|top𝑘importancescores},    𝑘 = 25 (8) 
 
 Random Forest computes feature importance via 
impurity reduction across all decision trees. The top 
25 features with highest importance scores are 
selected as the most discriminative features for 
downstream classification. 

 
 𝑋ୠୟ୪ୟ୬ୡୣୢ ∈ ℝ௡×௠,    𝑦ୠୟ୪ୟ୬ୡୣୢ ∈

{0,1, … , 𝐶 − 1}௡ 
 𝑛 = numberofsamples,    𝑚 =

numberoffeatures 

                                                      
 

 𝐶 = numberofattackcategories 
 𝑇 =

numberoftreesintheRandomForest 
 

 
Table  1: Top 25 Features Selected by Different 
Techniques 

  
  Mutual 
Information  

 Chi-Squared Test  Random Forest  

 dur   dload   sbytes  

rate   sjit   smean  

sload   service   service  

dload   spkts   sttl  

sinpkt   dpkts   ct_dst_src_ltm  

dinpkt   sbytes   ct_srv_dst  

sjit   dbytes   
ct_dst_sport_ltm 

proto   sttl   
ct_src_dport_ltm 

service   dttl   ct_srv_src  

spkts   sloss   sload  

dpkts   dloss   ct_dst_ltm  

sbytes   swin   dmean  

dbytes   stcpb   trans_depth  

sloss   dtcpb   
ct_flw_http_mth
d  

dloss   dwin   ct_src_ltm  

smean   smean   rate  

dmean   dmean   dbytes  

ct_srv_src   
response_body_le
n  

 dur  

ct_state_ttl   ct_srv_src   ct_state_ttl  

ct_dst_ltm   ct_dst_ltm   proto  

ct_src_dport_lt
m  

 ct_src_dport_ltm  dload  

ct_dst_sport_ltm  ct_dst_sport_ltm   sinpkt  

ct_dst_src_ltm   ct_dst_src_ltm   dpkts  

ct_src_ltm   ct_src_ltm   sloss  
ct_srv_dst   ct_srv_dst   tcprtt  

 
   
 
3.4  EDA 
 
Exploratory Data Analysis (EDA) was 
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performed on the UNSW-NB15 dataset to understand 
its structure and distribution. Initially, the dataset 
showed a big class imbalance, with some attack types, 
like Worms and Shellcode, not having enough 
examples. Figures 1 and 2 show how the courses were 
split up before and after the SMOTE-ENN approach 
was put into place. This way of balancing classes made 
sure that minority attack classes were well-represented 
during training. This is necessary for developing a 
multi-class security detection model that works well. 
The EDA shows that the dataset’s distribution has 
changed from being very skewed to being more even. 
This is a better place to train models. Figures 1 and 
2demonstrate how the classes in the UNSW-NB15 
dataset were spread out before and after SMOTE-ENN 
was employed. This shows how the dataset went from 
having a very uneven distribution to having an even 
split of assault types. 

 
3.5  Auto encoder Pre training on Normal 

Traffic 
 
The proposed technique begins with 

Autoencoder pretraining on standard network data to 
identify inherent behavioural patterns. The 
Autoencoder gets a compressed latent representation 
that makes it easy to spot anomalies by separating 
samples that are tagged as "Normal." This method of 
unsupervised learning allows the model uncover weird 
things that happen because people are doing badly. 

 

 
 
   

Figure  2: Class distribution in the UNSW-NB15 
dataset before SMOTE-ENN 

  

 
   

Figure  3: Class distribution in the UNSW-NB15 
dataset after SMOTE-ENN 

  
Autoencoders take inputs and compress them 

into a latent space, then put them back together. This 
helps kids understand how genuine networks work 
together. Early data fusion puts together different 
types of network properties before they are used. This 
makes the representation more full and useful. The 
Autoencoder learns to reduce reconstruction error by 
dividing standard samples into sets for training or 
testing. This makes it easier to find useful features. 
The pretrained encoder is preserved and incorporated 
to the hybrid deep learning system. This makes it 
easier to see trends in different kinds of attacks and 
makes classification more accurate. 

 
Let the input feature vector representing 

normal traffic be:  
 
 

𝐱 ∈ ℝଶହ (9) 
 

 The encoder maps 𝐱  to a latent 
representation 𝐳 ∈ ℝଵ଺:  

 
 𝐡ଵ = ReLU(𝐖ଵ𝐱 + 𝐛ଵ),    𝐖ଵ ∈

ℝଷଶ×ଶହ, 𝐛ଵ ∈ ℝଷଶ (10) 
 𝐳 = 𝐖ଶ𝐡ଵ + 𝐛ଶ,    𝐖ଶ ∈

ℝଵ଺×ଷଶ, 𝐛ଶ ∈ ℝଵ଺ (11) 
 

 The decoder reconstructs the input from 𝐳:  
 
 𝐡ଶ = ReLU(𝐖ଷ𝐳 + 𝐛ଷ),    𝐖ଷ ∈

ℝଷଶ×ଵ଺, 𝐛ଷ ∈ ℝଷଶ (12) 
 𝐱ො = 𝐖ସ𝐡ଶ + 𝐛ସ,    𝐖ସ ∈

ℝଶହ×ଷଶ, 𝐛ସ ∈ ℝଶହ (13) 
 

 The reconstruction loss is measured using 
Mean Squared Error (MSE):  

 

ℒ(𝐱, 𝐱ො) =
ଵ

ே
∑ே

௜ୀଵ ∥ 𝐱௜ − 𝐱ො ௜ ∥ଶ
ଶ (14) 

 
 Using gradient-based optimization (Adam), 

the network parameters 𝜃 = {𝐖ଵ, 𝐛ଵ, … , 𝐖ସ, 𝐛ସ} are 
updated as:  

 𝜃 ←
𝜃 − 𝜂 ⋅ ∇෡ఏℒ(𝐱, 𝐱ො) (15) 
 

 After training, only the encoder is retained:  
 

𝐳 = 𝑓 ୬ୡ୭ୢୣ୰(𝐱) (16) 
 
This latent vector 𝐳  is then used as a pretrained 
feature representation in a hybrid intrusion detection 
model. Early data fusion can combine 𝐳 with other 
network metrics to improve anomaly detection 
performance. 
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3.6  Hybrid Deep Learning Architecture 
for Cybernetic Intrusion Detection 

 
The suggested hybrid deep learning model 

uses multiple types of neural networks to detect 
complicated patterns in network traffic that have to do 
with time, place, and context. It combines the 
pretrained Autoencoder encoder, convolutional layers, 
multi-head attention, or bidirectional GRU (Bi-GRU) 
to leverage the fact that the fused features work well 
together. The Autoencoder, which has been trained on 
standard data, makes latent embeddings z that depict 
what normal activity looks like. This is a good starting 
point for finding anomalies. Preliminary data fusion 
combines these embeddings with other network 
measures to create a single, contextually rich input 
space that makes the model more responsive to 
anomalies that could mean an assault. Dropout layers 
stop overfitting, while convolutional layers find 
localised spatial patterns that show short-term 
correlations. The multi-head attention approach makes 
the most important parts stand out, making it easier to 
focus on important temporal or spatial interactions. 
The Bi-GRU captures sequential dependencies in both 
directions, creating feature representations that take 
context into account for subsequent categorisation. 
The classifier has fully connected layers that use 
nonlinear activation or dropout to make predictions 
about different types of attacks. Focal Loss helps with 
class imbalance by focussing on samples from the 
minority class that are hard to classify. This makes it 
easier to find threats that are not well represented, like 
Worms or Shellcode, while still keeping the overall 
performance robust. The dataset has been 
preprocessed and has features chosen, and now it is 
split into three parts: training, validation, and testing. 
The training and validation subsets make it easier to 
learn in steps, while the test set checks how well the 
model works in the end. The model is trained for 100 
epochs while checking its accuracy, precision, recall, 
or macro F1-score. A ReduceLROnPlateau scheduler 
changes the learning rates automatically when the 
validation performance levels off, and checkpointing 
keeps the model that has the highest validation F1-
score. Consistent documentation of comprehensive 
measurements ensures a dependable evaluation of the 
hybrid architecture’s adaptive, context-aware, and 
cybernetically informed intrusion detection 
capabilities. 

Let the input feature vector be:  
 

𝐗 ∈ ℝௗ,    𝑑 = 25 (17) 
 

The pretrained Autoencoder encoder 𝑓୅୉(⋅) 
is used to extract latent features:  

 𝐙 =

𝑓୅୉(𝐗) ∈ ℝ௟ ,    𝑙 = 16,     (18) 
 

The convolutional layer maps latent features 
to local feature maps:  

 
 𝐂 = ReLU(Conv1D(𝐙)) ∈

ℝி×௅ ,    𝐹 = numϐilters, 𝐿 = sequencelength (19) 
 

The multi-head attention mechanism 
computes weighted feature interactions:  

 
 𝐀 =

MultiHeadAttention(𝐂, 𝐂, 𝐂) ∈ ℝி×௅ (20) 
 

The bidirectional GRU captures sequential 
dependencies:  

 
 𝐇 =

BiGRU(𝐀) ∈ ℝଶ௛,    ℎ = 64 (21) 
 

Finally, the classifier maps the representation 
to class probabilities:  

 
 𝐘෡ =

Softmax(𝐖௖𝐇 + 𝐛௖),    𝐘෡ ∈ ℝ௡ౙౢ౗౩౩౛౩ (22) 
 

The model is trained using Focal Loss:  
 
 ℒ୤୭ୡୟ୪(𝐘෡, 𝐘) =

−
ଵ

ே
∑ே

௜ୀଵ (1 − 𝑦ො௜)ఊ𝑦௜ log(𝑦ො௜),    𝛾 = 2 (23) 

 
 During training, the network parameters are 

updated via gradient descent:  
 
 𝜃 ←

𝜃 − 𝜂 ⋅ ∇ఏℒ୤୭ୡୟ୪(𝐘෡, 𝐘) (24) 
 

 Here, 𝜃  includes the pretrained encoder 
parameters, CNN, attention, BiGRU, and classifier 
weights. Early data fusion is achieved by combining 𝐙 
with additional input features before CNN processing, 
enhancing the model’s capability to detect anomalies 
in network traffic. 

  
Table  2: Hyperparameters of the Proposed Hybrid 
Model 

  
  
Component  

 
Hyperparameter 

 Value / Setting  

 Autoencoder 
Encoder  

 Input Dimension  25  

 Autoencoder 
Encoder  

 Latent 
Dimension  

 16  

 Autoencoder 
Encoder  

 Hidden Layer 
Dimension  

 32  
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 Autoencoder 
Decoder  

 Hidden Layer 
Dimension  

 32  

 CNN Layers  Conv1 Filters   16  
 CNN Layers  Conv2 Filters   32  
 CNN Layers  Kernel Size   5  
 CNN Layers  Dropout Rate   0.2  
 Attention 
Layer  

 Type   Multi-head 
Attention  

 Attention 
Layer  

 Number of 
Heads  

 4  

 BiGRU 
Layer  

 Hidden Units   64  

 BiGRU 
Layer  

 Direction   Bidirectional  

 BiGRU 
Layer  

 Dropout   0.3  

 Classifier   Fully Connected 
Layer 1 Units  

 64  

 Classifier   Dropout   0.3  
 Classifier   Fully Connected 

Layer 2 Units  
 Number of Classes  

 Training   Optimizer   AdamW  
 Training   Learning Rate   0.001  
 Training   Loss Function   Focal Loss (𝛾 = 2) 
 Training   Batch Size   64  
 Training   Epochs   100  
 Training   LR Scheduler   

ReduceLROnPlateau 
(patience=4, 
factor=0.5)  

   

Accuracy =
்௉ା்ே

்௉ା்ேାி௉ାி
 (25) 

 
 
 

Precision =
்௉

்௉ାி௉
 (26) 

 
 
 

Recall =
்௉

்௉ାிே
 (27) 

 
 
 F1 −

Score = 2 ⋅
୔୰ୣୡ୧ୱ୧୭୬⋅ୖୣୡୟ୪୪

୔୰ୣୡ୧ୱ୧୭୬
 (28) 

 
where,  
 𝑇𝑃 = TruePositives 
 𝑇𝑁 = TrueNegatives 
 𝐹𝑃 = FalsePositives 
 𝐹𝑁 = FalseNegatives (29) 
4  Results 
 
The evaluation of the suggested hybrid 

Autoencoder + CNN + BiLSTM model utilising early 
data fusion demonstrates that feature selection is 
essential for improving intrusion detection 
effectiveness. Among the applied procedures, Random 
Forest-based feature selection gave the most 
consistent and superior outcomes, followed by Mutual 
Information, while Chi-Squared demonstrated 
somewhat inferior performance.The hybrid model, 
which used Mutual Information, showed strong 
generalisation across all datasets. It had training, 
validation, and validation accuracies of 0.8402, 
0.8605, and 0.8606, respectively, and a balanced test 
F1-score of 0.7631. These results show that Mutual 
Information is quite good at finding the most useful 
parts, which makes it easier to The model to accurately 
differentiate between normal or attack traffic patterns. 
Adding early data fusion to Autoencoder-derived 
latent representations speeds up this process, which 
improves anomaly detection in a variety of network 
situations. The Chi-Squared approach did not do very 
well, with testing and training accuracies of 0.6776 or 
0.6857, respectively. Even though the precision was 
only 0.7791, the recall was only 0.5819 and the F1-
score was only 0.6050, which shows that it wasn’t very 
good at finding complex, non-linear patterns related to 
violence against minorities. This finding underscores 
the inadequacy of relying simply on statistical 
correlation methods for simulating high-dimensional 
network data. On the other hand, Random Forest 
feature selection gave the best results, with training, 
validation, and testing accuracies of 0.8537, 0.8701, 
and 0.8691, with a test F1-score of 0.7737. The 
balance between precision and recall shows that it 
works well for finding both common and rare types of 
assaults. The hybrid Autoencoder + CNN + BiLSTM 
architecture can use both linear and non-linear 
relationships in the data because it combines feature 
importance from Random Forest with early data 
fusion. This makes the architecture more accurate, 
more generalisable, and more resistant to class 
imbalance. This research shows how useful hybrid 
learning and information fusion methods can be for 
getting reliable intrusion detection in networks that 
change all the time. 

 
Table  3: Performance Comparison of Feature 
Selection Methods using Early Data Fusion on the 
Proposed Hybrid Model 

  
  Feature 
Method  

 Dataset   
Accurac
y  

 
Precisio
n  

 
Recall 

 F1-
Score 

 Mutual 
Informatio
n  

 Train   0.8402   0.7599   
0.736
9  

 
0.741
2  

  Val   0.8605   0.7906    



EFRL-IDS: An Intelligent Early Fusion Deep Learning Framework for Cybernetic Intrusion 
Detection Systems 

 IJDDT Volume 16 Issue 72s 2026 Page: 1503 

0.765
2  

0.768
8  

  Test   0.8606   0.7887   
0.758
4  

 
0.763
1  

Chi-
Squared 
Test  

 Train   0.6776   0.7442   
0.580
1  

 
0.601
9  

  Val   0.6773   0.7792   
0.580
2  

 
0.604
3  

  Test   0.6857   0.7791   
0.581
9  

 
0.605
0  

Random 
Forest 
Feature  

 Train   0.8537   0.7751   
0.753
6  

 
0.758
3  

  
Validatio
n  

 0.8701   0.8070   
0.779
3  

 
0.784
9  

  Test   0.8691   0.7969   
0.767
7  

 
0.773
7  

 
Table  4: Comparative Analysis Between Existing 
and Proposed Models 

  
  Models   Test 

Accuracy  
 Validation 
Accuracy  

 References  

 Early-
fusion DL 
model  

 76.47   84.44   [40]  

Random 
Forest 
Importance 
AE-IDS  

 86.91   87.01   –  

 
   
This study use Random Forest-based feature 

importance to assess the performance of a baseline 
Early-Fusion Deep Learning model in comparison to 
the suggested hybrid deep learning technique. The 
comparison looks at test or validation accuracy to see 
how well the model can generalise. The baseline 
Early-Fusion DL model got a test accuracy of 76.47% 
and a validation accuracy of 84.44%, which shows that 
it can generalise rather well. Early fusion makes it 
easier to merge information before classification, but 
the model had problems figuring out complicated and 
different intrusion patterns, especially when it had to 
deal with traffic situations it wasn’t used to. 

In contrast, the proposed hybrid model, 
which integrates Random Forest-based feature 

                                                      
 

selection with a pretrained Autoencoder for 
dimensionality reduction, demon- strated significantly 
improved performance. It achieved 86.91% test 
accuracy and 87.01% validation accuracy, 
highlighting enhanced learning stability and 
robustness. The observed improvement results from 
the hybrid architecture?s ability to jointly learn spatial, 
contextual, and temporal dependencies while filtering 
out redundant fea- tures. This comparative analysis 
confirms that the proposed hybrid approach offers 
superior effectiveness and generalization for intrusion 
detection across diverse network environments. 

 
5  Conclusion 
 
A combination of the UNSW-NB15 dataset 

and a cybernetically inspired data-driven approach, 
this paper presents EFRL-IDS, an advanced hybrid 
deep learning system for smart intrusion detection. To 
deal with differences and imbalances in network 
traffic, the proposed system focusses on thorough data 
pretreatment, initial data fusion, and adaptive class 
balancing using the SMOTE-ENN technique. We 
looked at three ways to choose features: Mutual 
Information, Chi-Squared, and Random Forest 
Importance. Random Forest was the best because it 
helped reduce the number of dimensions while 
keeping important information for multiclass intrusion 
detection. The EFRL-IDS model has a pretrained 
Autoencoder or unsupervised representation learning. 
Then, CNN, multi-head attention, and BiGRU 
modules work together to capture spatial, contextual, 
and temporal connections. This architecture makes 
learning faster and sets up a cybernetic feedback loop 
that helps people make decisions that adapt to 
changing network conditions. The model had a 
validation accuracy of 87.01% and a test accuracy of 
86.91%. It was more accurate and resilient than typical 
early-fusion structures. The evaluation findings show 
that the system works the same for all types of attacks. 
The higher F1-scores mean that it is better at finding 
attacks on minority groups. When you combine early 
data fusion, hybrid representation learning, and smart 
optimisation, you get something that is both scalable 
and helpful in real life. EFRL-IDS improves 
intelligent computing and cybernetic systems for safe 
digital spaces. It lays the groundwork for self-
adaptive, interpretable, and effective intrusion 
detection systems that follow the principles of 
cybernetic intelligence and have a lot of potential for 
use in dynamic cybersecurity infrastructures. 
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