
RESEARCH PAPER 

 IJDDT Volume 16 Issue 74s 2026 Page: 2063 

PDF Malware Detection Using CNN Based Machine Learning 
 

M.Varatharaj 1*,  Darshan K  2*, Ajay R  3*  , Dharnis K 4* 
 

1* Associative Professor, Department of Computer Science and Engineering, V.S.B College of Engineering Technical campus, 
kinathukadavu, Coimbatore, Tamilnadu, India. 

  
2* UG Scholar, Department of Computer Science and Engineering, V.S.B College of Engineering Technical campus, 

kinathukadavu, Coimbatore, Tamilnadu, India 
 

3* UG Scholar, Department of Computer Science and Engineering, V.S.B College of Engineering Technical campus, 
kinathukadavu, Coimbatore, Tamilnadu, India. 

 
4* UG Scholar, Department of Computer Science and Engineering, V.S.B College of Engineering Technical campus, 

kinathukadavu, Coimbatore, Tamilnadu, India. 
 

Abstract-- Portable Document Format (PDF) files represent a popular choice for sharing digital documents because of their flexibility 
and platform independence. Besides their extensive use, PDF files have also become a favorite medium for malware distribution as 
hackers embed malicious scripts and exploit vulnerabilities in PDF readers. Conventional malware detection methods mostly depend 
on signature, based or rule, based approaches, which fail to detect new and zero, day attacks. To mitigate these restrictions, this 
paper introduces an automated PDF malware detection framework utilizing Convolutional Neural Networks (CNNs) where the 
proposed model not only looks at PDF files structurally but also at the byte, level allowing it to learn complex patterns automatically 
without the need for manual feature extraction. Hence, the model becomes capable of identifying obfuscated and even new malware 
samples effectively. In addition, to resolve the issue of deep learning models being black boxes, the paper details further 
incorporation of explainability analysis via SHAP to understand the model's prediction mechanism and to identify the features 
contributing most to classification decisions. Experimental results demonstrate that the newly proposed system performs very well 
in detecting malware while at the same time allowing for interpretability. The overall framework thus offers a promising and 
transparent method for the improvement of security measures against the ever, changing threats of PDF malware. 
Keywords-- PDF Malware Detection, Convolutional Neural Network, Deep Learning, Explainable Artificial Intelligence, SHAP, 
Cybersecurity. 
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INTRODUCTION 
Portable Document Format (PDF) files are one of the most 
popular and widely used file formats when compared to other 
file formats in communication and information sharing on the 
Internet in terms of portability and reduced size of the files, 
and the files are able to maintain the format of the documents 
on any platform and operating system, including the 
hardware and software combinations [1], [2]. The PDF files 
have become highly popular in terms of email 
communication, research publications, businesses, 
governments, and e-commerce due to the features and 
benefits of the files. However, the rising popularity of PDF 
files has also encouraged malicious users to exploit the 
format for their malicious purposes. In fact, malicious users 
often exploit the PDF format for spreading malware by 
embedding malicious scripts, JavaScript codes, and 
objectsin the structure of the PDF file [5], [22]. When a 
malicious PDF file is executed by the user, malicious scripts 
may execute in the background without the knowledge of the 
user, which may result in unauthorized access of the system, 
data theft, and even system compromise [7], [29]. 

 
The security threats associated with the PDF format 
underscore the need for developing an efficient 
mechanism to detect malicious PDF files. Traditionally, 
various mechanisms have been proposed for malware 
detection in PDF files. The most frequently used 
mechanisms for malware detection are signature-based 
detection and rule-based detection. These detection 
mechanisms are used to identify malicious PDF files by 

comparing them with previously identified malicious 
signatures and rule sets, respectively [4], [30]. Although 
signature-based detection and rule-based detection are 
effective detection mechanisms for identifying 
previously identified malware, they are unable to 
identify newly emerging malware and zero-day attacks 
that lack a signature [10], [33]. 

 
The malware authors are changing their malicious code 
to evade detection by traditional detection mechanisms; 
thus, traditional detection mechanisms are no longer 
reliable for detection. In order to address the 
aforementioned shortcomings of the aforementioned 
techniques, researchers have proposed various machine 
learning-based malware detection techniques that 
consider the structural and behavioral properties of PDF 
files [11], [23]. Machine learning-based malware 
detection techniques have been proven to be effective in 
improving the accuracy of malware detection compared 
to the aforementioned techniques [3], [8]. 
However, most of the proposed machine learning-based 
malware detection techniques heavily rely on manual 
feature extraction and engineering, which is considered 
time-consuming and requires domain expertise [31]. In 
recent years, various deep learning techniques have been 
proposed and have shown promise in the domain of 
malware detection based on their ability to learn from the 
data in an efficient manner. Among these techniques, 
Convolutional Neural Networks have shown promising 
results in the analysis of the byte-level representations of 
files in the classification of malware. These techniques 
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have 
shown promising results in the identification of patterns that 
may indicate the presence of malware, thereby eliminating 
the need for manually engineered features. Various 
techniques have also been proposed in the visualization of 
malware in the form of images. Although these models were 
successful in their task, they are classified as black-box 
systems. This means that it is difficult to understand the 
decision-making processes used by these models. This could 
be a problem for cybersecurity experts who must be able to 
understand why a certain file is classified as malicious. In 
order to address the aforementioned problem, a set of 
techniques called Explainable Artificial Intelligence (XAI) 
has been proposed to improve the interpretability of machine 
learning and deep learning techniques [32]. 
In particular, it has been shown that the SHAP method has 
been successful in interpreting the results of machine 
learning and deep learning techniques by calculating the 
feature contribution to the final classification result [10]. 
Recent research has shown that the application of deep 
learning techniques for malware detection can lead to better 
results in terms of accuracy and interpretability [18], [19], 
[20]. Apart from the use of deep learning techniques, various 
research has been conducted on the use of hybrid and 
hierarchical machine learning techniques for improving 
malware detection and cybersecurity systems [16], [21]. 

 
These techniques use various types of machine learning 
techniques to improve the efficiency and flexibility of the 
malware detection system. Moreover, modern cybersecurity 
systems emphasize the importance of developing efficient 
malware detection systems that can handle large amounts of 
data and detect complex types of attacks in real-time systems 
[29].Inspired by the challenges and importance of the topic, 
the proposed research aims to develop an efficient AI-based 
system that can be used to detect malicious PDF documents 
using Convolutional Neural Network and Explainable AI 
techniques. The proposed system will be efficient in 
improving the accuracy of the malware detection system. The 
main contributions of the proposed research are discussed as 
follows: A CNN-based malware detection model with the 
capability to learn the characteristics of PDF files at the byte 
and structural levels for effective malware detection and 
threat identification [12], [26]. 

 
The rest of the paper is structured as follows. Section II 
presents an in-depth discussion on the related work in PDF 
malware detection and the role of machine learning in the 
security system. Section III presents the methodology and 
system architecture. Section IV presents the experimental 
results and performance evaluation. Finally, Section V 
presents the conclusion of the paper and the future research 
direction. 

I. RELATED WORKS 
Portable Document Format (PDF) files in digital 

communication and sharing of documents, attackers have 
begun using PDF files as a means of spreading malware. 
Consequently, a lot of research has been conducted on the 
detection of malicious PDF files using various security 
mechanisms. Most of the initial research work used 
signature-based  detection  mechanisms,  which  
areimplemented in most of the traditional antivirus systems. 
Signature-based mechanisms work on the principle of 
comparing the signatures of incoming files with known 

signatures of malicious files stored in a database. If a match 
is found, the file is marked as malicious. Signature-based 
mechanisms have proven effective in detecting known 
malicious attacks and are popular in commercial products 
[1],[30]. However, these mechanisms have various 
disadvantages in dealing with new types of attacks, i.e., 
zero-day attacks, where the signature of the malware is 
not known [4], [33]. 
In order to avoid these drawbacks, static analysis-based 
methods for detecting malicious PDF files have been 
proposed. The static analysis-based method for detecting 
malicious PDF files involves the analysis of the internal 
structure of the PDF files. In the research proposed in 
[1], [17], the analysis of the structural features and 
metadata information related to the PDF files has been 
proposed as a method for detecting malicious PDF files. 
Moreover, in the research proposed in [2], the analysis 
of the hierarchical structure of the documents has been 
proposed as a method for detecting malicious PDF files. 
In other research, the analysis of the JavaScript code of 
the PDF files has been proposed as a method for 
detecting malicious PDF files. Although the analysis of 
the PDF files using the static analysis-based method 
provides a clear idea about the internal PDF file 
behavior, the method has some drawbacks. In order to 
improve the performance of the detection of the system, 
various research studies have explored the use of 
machine learning-based detection mechanisms. 

 
Machine learning-based detection mechanisms use the 
previously labeled data sets to learn the pattern and 
classify the PDF files as malicious or benign based on 
the features of the files. Various research studies have 
used machine learning algorithms such as Support 
Vector Machines, Random Forest, and Decision Trees to 
identify the presence of malware in the PDF files 
[23],[31]. The proposed detection mechanisms analyze 
the structural features, behavioral features, and statistical 
features of the PDF files. Various research studies have 
also explored the use of classification mechanisms to 
identify the presence of encrypted malware traffic and 
network-based malware behavior using machine 
learning-based detection mechanisms [8], [27]. 
Although the proposed detection mechanisms using 
machine learning algorithms improve the performance 
of the detection of the system compared to the traditional 
mechanisms, the performance of the detection of the 
system depends on the features of the files. In recent 
times, deep learning techniques have attracted 
considerable attention in the field of malware detection 
due to their ability to automatically learn complex 
patterns from raw data [9], [28]. 

 
Among various techniques of deep learning, 
Convolutional Neural Network (CNN) has proven its 
effectiveness in the analysis of malware using the byte-
level representations of files. Saxe and Berlin presented 
the use of deep neural networks for the detection of 
malware using binary program features [3]. Further 
research was conducted on the use of CNN-based 
architectures for the analysis of malware 
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patterns and detection of malware [11], [26]. Additionally, 
the use of visual representations of malware was also 
presented by transforming binary files into images and using 
deep learning techniques for the detection of malware [13], 
[24]. Some research has also been conducted on hybrid and 
advanced deep learning models that can be utilized to 
improve the malware detection results. For example, hybrid 
CNN-based models and lightweight deep learning models 
have been proposed in order to improve the malware 
detection results in terms of classification accuracy while 
keeping the models computationally efficient [15], [21]. 

 
Moreover, malware detection models based on machine learning that can be utilized to identify malicious PDF files have also been 
proposed in order to identify suspicious PDF structures and behaviors [12], [25]. Some research has also been conducted on 
proposing cybersecurity frameworks and models that can be utilized to identify different types of cyber threats in distributed 
environments [16], [29]. Most of the deep learning models behave as a black box, and it becomes hard for the analyst to understand 
the reasoning behind the classification results. This may reduce the trust of cybersecurity professionals in automated systems. To 
overcome these problems, Explainable Artificial Intelligence (XAI) methods have been proposed, which help in improving the 
interpretability of machine learning models [32]. Among these methods, SHAP (SHapley Additive explanations) has been used as 
a popular method to explain the results of machine learning models by measuring the contribution of each feature in the classification 
results [10]. Recently, various studies have shown the effectiveness of using explainability methods in improving the reliability of 
deep learning-based malware detection systems [18], [19]. 

II. PROPOSED METHODOLOGY 
 
A. Overview 
The proposed methodology suggests an AI-based model for detecting malicious PDF documents using Convolutional Neural 
Networks (CNN) in association with Explainable Artificial Intelligence (XAI). The idea behind this model is to automatically detect 
harmful PDF documents based on structural features of the documents. The traditional methods of detecting malware usually 
involve signatures, but these methods are not effective in dealing with new malware. 
B. System Architecture 
The architecture of the proposed system is illustrated in Fig. 1. The system consists of several components including PDF input 
module, preprocessing module, feature extraction module, CNN classification model, and explainability module. 

 

Fig. 1 System Architecture 
 

1. PDF Input Module 
 The system can handle PDF files that users can upload or can be retrieved from a dataset. The files can be 

both harmless and malware. 
2. Preprocessing Module 

 In this module, the data is preprocessed by cleaning up the data from the PDF files in a manner that is 
conducive for analysis. Some of the operations performed in this module include removing unwanted noise 
from the data and converting PDF data for analysis. 

3. Feature Extraction Module 
Important features from the PDF files are extracted in this module. The features include: 

 Metadata information 
 JavaScript code embedded in the PDF files 

 
4. CNN-Based Classification Module 

 The extracted features from the PDF files are used in this module for analysis by a Convolutional Neural 
Network (CNN). The CNN model learns hidden patterns in 

5. Explainability Module (SHAP) 
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 In this module, a black-box model is used for addressing the black-box problem in CNN models. The model 
is based on SHAP for feature contribution analysis. 

 
B. CNN-Based Malware Detection Model 
The CNN model is used for learning patterns from the features of the PDF files in Fig. 2. The CNN architecture comprises 
different layers of processing for the data. 

1. Convolution Layer 
 Used for extracting local patterns from feature maps. 

2. Activation Layer 
 Adds non-linearity to the CNN model. 

3. Pooling Layer 
 Dimensionality reduction. 

4. Fully Connected Layer 
 Combines all learned features for classification. 

5. Softmax Layer 
 For probability generation for the classification. 

the process of feature extraction on the structural features and the content features of the PDF file. 

The proposed system uses a Convolutional Neural Network (CNN) to learn complex patterns from PDF files. During 
training, the CNN automatically extracts important structural and byte-level features from the input data. 
The convolution operation used for feature extraction is defined as: 

F (x)= max(0,x) (1) 
 

This function enables the CNN to learn non-linear relationships within the features. 
Classification errors are minimized by utilizing the Cross-Entropy Loss function: 

L=−∑ (Actual Value× log (Predicted Value)) (2) The weights are updated by utilizing the Gradient 
Descent optimization: 

 
W= W−α ∇  L (3) 

 
 
 
 
 

 
 
ALGORITHM 1. 
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Fig. 2.Malware Detection Model 
E. Explainable Decision Support using SHAP 

In order to provide a more transparent decision-making process, a SHAP approach is incorporated into the proposed system. 
 
ALGORITHM 2. 
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1. Collect the dataset containing benign and malicious PDF files. 
2. Assign labels to each PDF file: 

 Benign PDF file: y=0 
 Malicious PDF file: y=1 

3. Pre-process the PDF file. 
4. Extract important features from the PDF such as: 

 Metadata information 
5. Convert the extracted features into numerical feature vectors suitable for CNN input. 
6. Define CNN architecture. 
7. Split the dataset into the training and testing sets. 
8. Train the CNN model using the training dataset. 
9. Compute the network weights by using the back propagation algorithm. 
10. Compute the accuracy of the malware detection system by using the testing dataset. 
11. Apply SHAP Explainable AI. 
12. Store the trained CNN model. 

 

D. Feature Extraction and Data Representation 
Feature extraction is a critical process in the development of a malware detection system. The system is able to carry out 
Receive the input PDF File. 

1. Perform Pre-processing on the input PDF file. 
2. Extract structural features as well as byte-level features from input files. 
3. Transform PDF file features into CNN format feature vector. 
4. Load the trained CNN Model. 
5. Input feature vector into trained CNN model. 
6. Calculate probability score for malware detection 
7. Apply the classification rule 
8. Display the classification result. 
9. Generate a security alert if malicious content is detected. 

 

III. PERFORMANCE ANALYSIS 
 
A. Detection Accuracy Analysis 
Detection accuracy measures how correctly the proposed system classifies PDF files as benign or malicious. The accuracy is 
calculated using the following equation: 

Accuracy=TP+TN 
-------------------FP+FNTP+TN 

In Fig. 3, the x-axis represents the number of training iterations and the y-axis represents the detection accuracy of the CNN 
model. 

 

Fig. 3.Detection Accuracy Analysis 
B. Detection Time Analysis 
The term "detection time" refers to the time taken by the system to examine a PDF file and identify whether it is a malware 
or a normal PDF file. The significance of this parameter is that it can help prevent malware from executing and causing 
damage to the system. The proposed CNN-based PDF detection system works by examining the PDF file by extracting key features 
from it and classifying it using a CNN model. The results obtained from the Fig. 4 Indicate that the proposed system can successfully 
identify a malware PDF file in a short period of time. As the number of PDF files increases, the detection time is seen to increase 
slightly by the proposed system. This shows that the proposed approach can be used for malware detection applications. 
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Fig.4. Detection Time Analysis 
C. Scalability Analysis 
Scalability is the capacity that the proposed system has in terms of maintaining efficient performance as the size of the data set 

increases. In the proposed malicious PDF detection system, the scalability is determined based on the capacity that the proposed 
system has in terms of efficiently performing when the number of PDF files increases. As the number of PDF files increases, the 
system is still able to efficiently perform the operation on the PDF files while maintaining efficient performance with minimal 
reduction in the efficiency of the detection system. Fig. 5 proves that the proposed system can be used in the real world since it can 
efficiently perform the operation in the real world. 

 
 
Fig.5.Scalabiity Analysis 
 
 
This Table I compare different malware detection techniques based on performance metrics such as accuracy, speed, 
explainability, and scalability. The proposed CNN + SHAP model achieves high accuracy and scalability while also providing 
improved explainability compared to traditional and deep learning method 

 
Table I Comparison of Malware Detection Methods 

 
Method Detection 

Accuracy 
Detection 
Speed 

Explainability Scalability 

Signature-based 
Detection 

Low Fast Low Low 

Machine- 
learning method 

Medium Medium Medium Medium 

Proposed CNN+SHAP 
Model 

High Fast High High 

 
 

IV. CONCLUSION 
In this research, the authors have presented a framework 
for the detection of malicious PDF documents using the 
AI technique. In the proposed system, the CNN 
technique has been employed for the analysis of the 
byte-level and structural features of the PDF files in 
order to detect the malicious content effectively. This 
technique minimizes the dependency on the feature 
engineering of the data and maximizes the potential of 
detecting complex types of malware. To minimize the 
lack of transparency in the deep learning technique, 
which is commonly observed in the AI technique, the 

XAI technique has been employed in the proposed 
system using the SHAP technique. This technique 
provides significant explanations regarding the 
predictions made by the system and the contribution of 
the different features in the classification of the data. 
Overall, it is believed that the proposed framework can 
contribute to strengthening cybersecurity by facilitating 
early detection of malicious PDF files, as well as 
obtaining better insight into the decision-making 
process of the model. For future works, it is suggested 
that the system can be extended by using larger datasets, 
deeper learning, and real-time deployment to improve 
detection accuracy. 
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