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Abstract— The potential effects of cyberbullying through social media are widespread and have serious psychological and
emotional consequences and thus the need to develop effective detection systems. Sentiment analysis using advanced ML offers
a valuable and scalable system of identifying harmful interactions and creating safer online space. The report uses the
Cyberbullying Tweets dataset of Kaggle, which contains labeled instances of various types on cyberbullying. Preprocessing
includes normalization, noise removal such as URLs and HTML tags, tokenization, WordNet lemmatization, VADER
sentiment analysis, as well as label encoding. TF-IDF vectorization is used to extract feature and SMOTE oversampling is used
to reduce the imbalance in classes. Such visualization techniques as distribution plots and word clouds are used to clarify trends
in bullying and the dominance of categories. The suggested structure has multiple classifiers, such as LR, RF, XGBoost,
Decision Tree, Naive Bayes, SVM, Extra Tree, Gradient Boost, and AdaBoost, and the hyperparameter optimization is done in
connection with the application of GridSearchCV. The accuracy, precision, recall, F1-score, and confusion matrices are used
to evaluate the performance of the model in terms of false positives and false negatives. Other enhancements include the
SMOTEENN to add data balance and Voting Classifier ensemble (MLP with Bagging and Logistic Regression) to strong
classification. Explainable AI approaches such as LIME and SHAP allow interpretability by identifying meaningful
characteristics, whereas Flask-based implementation allows real-time predictions with scores of confidence and subject
modeling to achieve usability and transparency. The results show that the proposed Voting Classifier outperforms all the
baseline models significantly and achieves 97.4% when considered in all evaluation parameters, therefore demonstrating the
reliability, scalability, and feasibility of the proposed system in detecting cyberbullying.
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large amount of content generated daily [8]. To address this
challenge, scholars have explored algorithms that employ
sentiment analysis and machine learning in order to
automatically detect harmful trends [3], [4]. Sentiment
analysis can be used to improve understanding of a text by
determining the emotional polarity of a text, which is better at
classifying a text in a context. Combining the supervised
algorithms with linguistic and semantic information allows a
detection of abusive interactions to be performed with
scalability and efficiency [5]. The introduction of transformer-

[. INTRODUCTION

The social media has transformed the nature of
interpersonal communication, which has brought together
individuals, sharing of ideas and real time conversation.
Despite the positive aspects, the sites have also become
favorable conditions of negative practices, including
cyberbullying. Cyberbullying, which is the intentional harm
(commonly caused by computer) through the use of digital
platforms, such as the sharing of offensive content and threats,

fabrication and impersonation, and disclosure of personal
data. These acts have devastating effects on people and
especially teenagers who often end up experiencing anxiety,
depression, social isolation and at worst cases, suicidal
tendencies [6], [7]. The growing popularity of social media
applications such as Twitter, Facebook, and Instagram
increases the need to create advanced detection tools that
prevent users of these applications to be affected by mental
pain [1], [2].

The traditional type of manual moderation and flagging
systems though predominant are ineffective in managing the
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based architectures and ensemble learning methods have
already shown how a cyberbullying detection system can be
improved in accuracy [9], [10]. These methods apply
contextual embeddings and collaborative decision-making to
overcome traditional models as well as offer robustness when
unbalanced data are involved.

Focus on the English-language content, which comprises
the majority of the online discourse, enhances the
generalization of detection algorithms to different platforms
[1]. Besides categorization, there is the use of explainability to
ensure transparency in that it focuses on the important features
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that determine predictions [4]. The goal is to design a clever,
reliable and intelligible system which will autonomously
recognize harmful interaction, add sentiment indicators and
provide instant feedback. This will ensure that guardians,
educators and other stakeholders take necessary action in time,
ensuring safer and healthier digital environments [2], [5].

II. RELATED WORK

Cyberbullying is a major problem of the digital era,
particularly since the use of social media has grown in
popularity among the teenagers and the children of young age.
The reports conducted on the matter indicate that the level of
the online harassment is increasing, and many of the victims
report a significant amount of the psychological and emotional
distress [11], [12]. It has been found that cyberbullying
victims often experience anxiety, depression, and low self-
esteem, which have long-term negative consequences on
mental health [13]. It has led to increased focus on
computation methods to discover, classify and mitigate
harmful behavior on the internet.

The literature highlighted the growing importance of
machine learning and sentiment analysis techniques in the
context of automatic detection of cyberbullying. The
traditional ways of using keywords and rule-based systems
cannot work well due to the diverse linguistic forms that
offenders use [14]. The intricate pattern of harmful
communication has been discovered by using supervised and
unsupervised methods of learning. Comparison of the
different detection and classification strategies has shown that
machine learning models such as logistic regression, support
vector machines and random forests are able to provide
reliable performance when applied to structured data [14].
Preprocessing and feature extraction heavily depend on the
accuracy of these systems, which means that complex
sentiment analysis algorithms have to be included.

Sentiment analysis is a necessity to detect cyberbullying
by trying to detect emotional undertones within the text.
Another popular tool of sentiment analysis is VADER, which
has been shown to be effective in detecting the polarity in
short messages on social media [15]. Studies that were
conducted with the help of sentiment attributes report that
negative emotional coloring and abusive or bullying behavior
is highly correlated [16]. According to Atoum [16], sentiment
polarity affects the classification models positively in terms of
detection rate compared with the use of textual characteristics.
Moreover, the hybrid procedures utilizing TF-IDF vectors and
sentiment characteristics have shown a higher precision and
robustness of changing online conditions.

Another important point of view is the role of the session-
based analysis in recognizing cyberbullying events. Yi and
Zubiaga [17] argue that the analysis of posts is only a partial
study that fails to capture the contextual development of the
conversation. With the incorporation of the session-based
method, detection frameworks are able to recognize
interaction between numerous exchanges, which improves the
ability to distinguish between legitimate and malicious
information. The era of modeling is essential in social
networks because the circumstances determine the intensity
and purpose of a message.
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The most recent advances in deep learning and transfer
learning will greatly enhance the effectiveness of detecting
cyberbullying programs. Teng and Varathan [18] compared
the standard machine learning to the transfer learning systems
and found that transformer-based systems such as BERT
significantly outperform the classical systems, especially
when dealing with complex language. The models take
advantage of using pre-trained contextual embeddings thus
making them generalizable to multiple datasets and
meanwhile capturing subtle verbal cues. However, challenges
such as data imbalance and high-computing cost still exist and
need the hybrid solutions incorporating traditional classifiers
and modern deep learning frameworks.

Other negative behaviors such as cyber trolling and hate
speech have overlapping traits with cyberbullying. A
sentence-level sentiment analysis of cyber trolling tweets with
machine learning techniques was conducted by Sharif et al.
[19], demonstrating that the addition of sentiment components
to the analysis increased the classification accuracy. This
highlights a broad applicability of emotion-advanced
detection methods in online environments regulation. Similar
outcomes have been observed in cases of multilingualism.
Almutiry et al. [20] developed an Arabic cyberbullying
detector that utilized Arabic sentiment analysis, which
demonstrated the importance of models that utilize language-
related specifics to meet cultural and linguistic peculiarities.
Their results showed that sentiment based methodologies do
work in English and in other languages and therefore
increased the applicability of the systems to the rest of the
world.

III. MATERIALS AND METHODS

The proposed solution aims to enhance
cyberbullying detection on social media with the help of
sentiment analysis and advanced machine learning models.
Normalization, tokenization, noise, and label-encoding are
some of the preprocessing methods that are used on Kaggle
Cyberbullying Tweets dataset in order to guarantee structured
inputs. TF-IDF is also used in terms of feature extraction i.e.,
the frequency patterns of various terms in context, and
SMOTE in terms of correcting imbalance in classes and
supporting minor classes [27], [28]. Many different classifiers
are evaluated, including Logistic Regression, Hyperparameter
tuning is achieved through GridSearchCV, including RF,
XGBoost, Decision Tree, Naive Bayes, SVM, Gradient Boost,
and AdaBoost. In order to maximize the reliability of
prediction, SMOTEENN is used to reduce noise and to sample
the data as even, whereas a Voting Classifier is used to
combine multiple models in order to make a robust decision.
LIME and SHAP methodologies are explainable Al which
makes them more interpretable, as it focuses on important
features and therefore offers transparency in the categorization
outputs. Such a system will ensure that harmful interactions
can be identified using scalable, accurate, and understandable
means.

Page: 389



Integrating Sentiment Analysis with Machine Learning for Cyberbullying Detection on Social Media

Dataset

Trained Models

WAl — LIME &
sHAR

Fig. 1. System Architecture

Figure 1 shows a stepwise data science process of
cyberbullying detection. The process starts by having a
Cyberbullying dataset, which goes through a detailed Text
Preprocessing. These include steps like converting emojis to
text, removing stop words, special characters, and URLs to
normalize the data to lower case, and clean it up. The resulting
text is in turn treated with a model whereby TF-IDF
vectorization and label encoding are used to convert the data
into a machine learning format. The next phase is
Classification, whereby, the Bullying Classification is carried
out by SVM, RF, and XGB under the Bullying Classification
model. The final evaluation of the results is on the basis of
Accuracy and is presented in the form of Word Clouds and a
Confusion Matrix.

A) Dataset Collection

In this paper, the data is to be analyzed with the help of
Cyberbullying Tweets dataset provided by Kaggle that
contains 47,692 tagged records. Every record includes a tweet
message and its corresponding cyberbullying category, which
consists of six distinct categories: religion, age, gender,
ethnicity, other cyberbullying and non-cyberbullying. The
dataset is fairly distributed across its categories, and each
category has approximately 7,800 samples, thus providing the
confidence of good representation of the different types of
bullying. This diversity makes it easy to train and evaluate
machine learning models effectively, including language,
tone, and target demographic diversities. Informal language,
hash tags and mentions that tend to occur in social media
writing are essential to pre-process the data. Data is a reliable
reference point in exploring approaches to cyberbullying
based on sentiment detection [23].

tweet_text cyberbullying_type

In other words #katandandre, your food was cra... not_cyberbullying

Why is #aussietv so white? #MKR #theblock #ImA.. not_cyberbullying
@XochitiSuckkks a classy whore? Or more red ve... not_cyberbullying

@Jason_Gio meh. :P thanks for the heads up, b... not_cyberbullying

d W N <O

@RudhoeEnglish This is an ISIS account pretend.. not_cyberbullying

Fig.2 Dataset Collection
B) Pre-Processing

The pre-processing stage is a critical step in the
development of social media content to go through machine
learning, as it is aimed at cleaning and normalizing the
information. It involves transforming text into lower-case,
changing emojis into textual conversions, removing URLs
and special characters and breaking down phrases into single
words. Stopwords are removed and lemmatization is used to
reduce words to basic forms hence ensuring consistency and
improving model performance.

i) Data Processing: Data processing involves a systematic
process of preparing the raw twitter text to be analyzed using
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a machine learning. The tweets will first be lowered to
standardize, and the emojis will be translated into the written
description to maintain the emotional value. URLs, mentions,
hashtags, and special characters are removed in order to
minimize noise which can affect model performance. In
tokenization, the text is broken into individual words or
tokens, and then the stopwords are filtered out of the text and
are not involved in categorization. Lemmatization reduces
words to the simplest forms and enables the model to be
treated as the similar forms of words. Label encoding is used
to encode the types of cyberbullying found in the categories
used in classification into a number, therefore, improving the
interoperability with machine learning algorithms. These
actions ensure the structured, unambiguous, and informative
data on the input.

ii) Data Visualization: Data visualization explains the
distribution and properties of cyberbullying content in the
data. By tracing the frequency of each cyberbullying group,
we can see the balance or imbalance between classes, which
we need to create and evaluate models. Word clouds give a
graphic representation of the most frequently used words in
each category, highlighting the common words associated
with specific forms of bullying, like religion, gender or age.
Bar charts and distribution plots will help to quickly compare
the categories and may reveal some trends or anomalies in the
data. The visualization is useful in the interpretation of
sentiment patterns and textual characteristics, therefore,
supporting informed decision-making in the feature
extraction and preprocessing phases. These preliminary
research works are important in understanding the
organization of the dataset.

iii) TF-IDF Vectorization: TF-IDF (Term Frequency-Inverse
Document Frequency) vectorization is a method to convert
textual data into numeric items of features to be used in
machine learning models. Term frequency indicates how a
word is used in one document, and inverse document
frequency removes the weight of the most common words
used by all documents, now bringing into focus those words
that are more unique as a means of categorization. The
application of TF-IDF to the text of the twitter data
transforms each tweet into a vector, which indicates the
importance of each word relative to the data, and thus, it is
easier to use the algorithms to identify patterns associated
with the types of cyberbullying. This method maintains
contextual importance and reduces the power of too
frequently-used but less enlightening words. TF-IDF works
well with very short, informal texts like tweets because it
balances the number of occurrences of words and distinctive
words, therefore, improving the accuracy of the classifier.

iv) Data Sampling: Data sampling is an action taken to
counteract the class imbalance that is common to
cyberbullying datasets (such as other cyberbullying,
religiosity, etc.); these classes might be overrepresented. The
oversampling technique (n.d.b.) like SMOTE (Synthetic
Minority Oversampling Technique) produces synthetic
samples of a minority group by interpolating the available
samples. This balances the sample, preventing machine
learning models to favor the majority classes and improve the
generalization in all types of cyberbullying. Suitable
resampling will ensure that the classifiers obtain meaningful
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patterns within each category, rather than focusing on the
most significant classes. Balanced sampling, preprocessed
and encoded data, and integration with vectors offer an
opportunity to achieve a complete representation of all types
of cyberbullying, and to make accurate and fair predictions of
different situations related to cyberbullying on the Internet.

C) Train & Test

The sample is divided into training and test samples in a
ratio of 80: 20 to use as much data as possible to train the
model and still maintain a representative portion to evaluate
the performance of the model. The training set will include
80 percent of the samples in each category of cyberbullying,
providing sufficient samples on which the machine can
identify patterns, language nuances, and any other means of
expressing sentiments that, in turn, are harmful. The
remaining 20% is used as the testing set and is not presented
during training allowing a fair assessment of the effectiveness
of the model. Stratified splitting is applied to maintain the
proportional representation of all categories of both sets,
therefore, avoiding the impact of class imbalance on
evaluation. Such arrangement will ensure effective training
and validation of effective cyberbullying detection.

D) Algorithms

Logistic Regression: The Logistic Regression is based on the
TF-IDF characteristics used to classify cyber-bullying by
predicting it. The simplicity of the model ensures can
interpretability, which also highlights the importance of the
words correlated with religion, gender, or age-related
bullying, as well as it enables quick training and evaluation
on large volumes of social media data.

1

~ T —
Yy, =cw'x+b) = —1 o TD)

®
Random Forest: Random Forest is built to determine
complex cyberbullying patterns using TF-IDF vectors by
constructing multiple decision trees. It reduces overfitting,
gives more stable predictions, and delivers feature
importance scores, and offers strong multi-class detection in
the high-noise and high-dimensional social media datasets
with interpretable classification scores.

c
Gini=1- (Pi)? 2)
2

XGBoost: XGBoost is an incremental decision tree booster
that is regularized, and is therefore capable of handling large
TF-IDF feature spaces. It emphasizes misclassified events to
enhance accuracy, diagnostic linguistic indicators as well as
generalizing throughout underrepresented forms of
cyberbullying, thereby giving quick convergence, scalability,
and reliable execution on social media data.

Decision Tree: The Decision Tree is a hierarchical splitting
feature that uses hierarchical feature splitting to identify
cyberbullying and offers understanding frameworks that
highlight significant abusive language. It can work across
multiple classes to classify by gender, religion, or age-related
harassments, providing quick and non-linear predictions
without high computational costs that are suitable to set up
baseline sentiment analysis of text.
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Naive Bayes: Naive Bayes applies both the Bayes theorem
and the TF-IDF features to successfully classify
cyberbullying, especially in short posts of social media. It is
a high-dimensional data processing model that provides high-
speed, probabilistic predictions, which reveal word
contributions, and maintains scalability, robustness, and
stable baseline classification.
P(B|A).P(4)
P(AIB) = = @

Support Vector Machine (SVM): SVMs make use of
hyperplanes to help differentiate between dissimilar groups
within TF-IDF feature space to enable maximum marginal
classification. Non-linear text relationships are implemented
in kernel functions and enhance accuracy in revealing subtle
types of abuse. Generalization capabilities and its resilience
ensure reliable identification on the noisy social media data.

n
minimize % [[W])? + Cz & 5)

i=1
Extra Trees: Extra Trees builds randomized decision trees
with different splits and thresholds, which reduces the
variance and overfitting in the detection of cyberbullying. It
is very efficient in processing TF-IDF, which provides some
information on the relevance of features and the predictive
accuracy is also good when using it in different unstructured
social media datasets.

Gradient Boosting: Gradient Boosting progressively
upgrades the weak learners to minimize errors, which are
useful to detect subtle cases of abuse language in TF-IDF
features. The approach of boosting focuses on inaccurate
cases, thus encouraging minority class discovery, correcting
the data lopses, and improving predictive accuracy in the
process of multi-class cyberbullying identification missions.

Fm(x) = Fm—l(x) + Ymhm(x) (6)

AdaBoost: AdaBoost successively combines weak
classifiers, and it focuses on difficult misclassified classes of
cyberbullying by assigning dynamic weights. It enhances
recognition of subtle harassment within high-dimensional
TF-IDF features, which ensures fair and accurate inferences
on social media datasets, and lowers bias and increases
robustness.

H(x) = sign (Z «, ht(x)> %)

t=1

Voting Classifier: The Voting Classifier is an amalgamation
of the predictions of a large number of models including
MLP, Bagging and Logistic Regression. The application of
soft voting to combine strengths enhances prediction
accuracy in classifying cyberbullying, balances problematic
categories, mitigates biases, and offers stably predictive and
interpretable results using diverse social media datasets.
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IV. EXPERIMENTAL RESULTS

Accuracy: Accuracy of a test means its ability to help
differentiate between patient and healthy cases. To determine
the validity of a test, the ratio of true negative and positive of
all cases assessed is to be calculated. This can be
mathematically stated as:

TP + TN 8
TP + FP + TN + FN ®)

Precision: Precision determines the proportion of correctly
identified cases of those identified as positive. As a result, the
precision formula can be stated as:

Accuracy =

Precisi True Positive ©)
recision =
True Positive + False Positive

Recall: Recall is a machine learning measurement that
determines the ability of a model to identify all relevant
examples of a given class. It is the ratio of correctly identified
affirmative observations of the total real affirmative
observations, which provides information regarding the
effectiveness of a model in detecting the events of a certain
classification.

Recall = (10)

TP + FN
F1-Score: F1 score is a measure used to test the accuracy of
amachine learning model. It is a combination of the accuracy
and recall score of a model. The metric of accuracy is the
number of correct predictions that a model has produced on
the whole dataset.

Recall X Precision
F1 Score = 2 *

100 11
Recall + Precision * an

Table.1 Performance Evaluation

ML Model Accuracy | Precision | Recall | F1-
Score
Logistic 0.892 0.894 0.892 | 0.897
Regression
Random Forest | 0.915 0.916 0915 | 0918
XGBoost 0.894 0.895 0.894 | 0.899
Decision Tree 0.878 0.879 0.878 | 0.880
Naive Bayes 0.830 0.824 0.830 | 0.827
SVM 0914 0.915 0914 | 0917
Extra Trees 0919 0.919 0.919 | 0.921
Gradient 0.879 0.879 0.879 | 0.892
Boosting
AdaBoost 0.813 0.817 0.813 | 0.846
Voting 0.974 0.974 0.974 | 0.974
Classifier

Table 1 shows the performance of the models with Voting
Classifier getting the highest accuracy, Precision, recall and
Fl1-score.

Fig.3 Comparison Graph
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In figure 3, a bar chart is used to compare the performance
of different machine learning models across four metrics;
Accuracy, Precision, Recall, and F1-Score.

CBD Wome  About  Natsbook signout

Enter your message for cyberbullying
detection

Fig.4 Upload Input Text Message

Figure 4 shows a user interface of a cyberbullying
detecting system, which has a text input field.

Fig.5 Predict Result

As shown in Figure 5, the results of a cyberbullying
detection system show that a message received is considered
as age-based cyberbullying.

Enter your for cy ying
detection

oung_: FUCK OBAMA, dumb ass nigger

Fig.6 Upload another Input Text

In fig. 6, one can see a user typing a message with a
hashtag and a potentially offensive word into a cyberbullying
detection program.

Type: Not Cyberbullying

Fig.7 Final Outcome

The result of a cyberbullying detection system is shown
in figure 7, which proves that the message provided is not
cyberbullying.
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Enter your message for cyberbullying
detection

I need to just switch to an
don't want to pay $25/month &

[

Fig.8 Upload Input Text Message

Figure 8 also shows how a user can input a message that
is not related to cyberbullying into the detection system.

Type: Other Cyberbullying

Fig.9 Result

The result of a message recognized as being part of Other
Cyberbullying is shown in Figure 9, where the message is
considered to be a victim of cyberbullying.

V. CONCLUSION

The technology has the ability to effectively integrate
sentiment analysis with advanced machine learning
techniques in detecting cyberbullying in social media. The
Kaggle Cyberbullying Tweets dataset has gone through
normalization, noise removal, tokenization, lemmatization,
vaderSentiment analysis, and label encoding preprocessing
steps to generate clean data to be used in modeling. TF-IDF
vectorization internalized semantic features, but both
SMOTE and SMOTEENN balanced the classes to enhance
the performance in minor groups. Different algorithms,
including LR, RF, XGBoost, SVM, and ensemble methods,
have been optimized on the grid search by using the grid
search control variable and evaluated by measuring the
accuracy, precision, recall, F1-score, and confusion matrices,
with good results of detection and a low level of false
prediction. An ensemble of Voting Classifier (MLP,
Bagging, and Logistic Regression) was outstanding as it
scored 97.4 on all the metrics. Interpretability was done
through LIME and SHAP, which included determining the
important factors in prediction. Finally, flask implementation
with topic modeling allowed real-time forecasting with a
confidence score, which is a reliable, transparent, and
scalable model of efficient cyberbullying detection in social
media platforms.

Deep learning models such as LSTM, BiLSTM, or
Transformers can be added to the system, which allows one
to capture the surrounding semantics and improve the
detection accuracy. This can be achieved by introducing
multilingual support to detect cyber bullying in various
languages and different regional accents. Preemptive
response may also entail real-time monitoring of the social
media platforms. Intense natural language processing
systems are better able to determine sarcasm, slang, and new
patterns of abuse. Mobile communication and integration
with chat service can enable instant feedback and inform the
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consumers. Additionally, the combination of sentiment
analysis and user behavioral patterns might be used to
identify potential threats before they increase. Visual and
multimedia content analysis expansion can lead to detection
comprehensiveness and strength.
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