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Abstract 
Android apps have more users and consequently are more susceptible to smart malware, raising significant privacy, 
data protection, and security concerns. While machine-learning approaches to malware detection have yielded good 
results, most existing approaches optimize symmetric evaluation metrics and assume that all types of misclassification 
errors are equal. But in a real environment of Android security, false negatives are a far more serious danger than false 
positives, as malicious apps are more likely to be mistaken for being benign. In order to alleviate these issues, the 
present study introduces a cost-sensitive malware detection framework while at the same time incorporating Extreme 
Gradient Boosting (XGBoost) and Random Forest (RF) classifiers with asymmetric misclassification costs. A feature 
selection process is used to select only the most discriminative features, which is done using a combination of 
impurity-based ranking, recursive feature elimination, and permutation importance, to achieve both efficiency and 
interpretability The proposed cost-sensitive hybrid XGB–RF model with a cost ratio of 5:1 false-negative to false-
positive correctly reduces the number of false negatives by 54.4% and increases recall by 2.2 percentage points 
compared with the cost-insensitive standard hybrid model, with a marginal accuracy loss of 0.4%. The results have 
demonstrated that the proposed cost-sensitive optimization of hybrid ensembles significantly enhances the operational 
reliability of the system for detecting Android malware while maintaining overall classification accuracy, making it 
an intuitive, explainable, and deployable solution instead of deep learning-based solutions. 
Keywords: Android malware; cost-sensitive learning; XGBoost; Random Forest; hybrid ensemble; false-negative 
reduction; feature selection; cybersecurity 
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1. Introduction 
The rapid advancement of digital technologies over 
the past decade has fundamentally transformed mobile 
devices into indispensable platforms for 
communication, financial transactions, healthcare 
access, education, online commerce, and 
entertainment services [1–3]. Smartphones are no 
longer limited to basic telephony; instead, they 
function as personal computing environments that 
store sensitive user information, facilitate real-time 
connectivity, and support a vast ecosystem of third-
party applications. While this transformation has 
significantly improved convenience and productivity, 
it has also intensified concerns related to data privacy, 
system integrity, and user security. The growing 
dependence on mobile applications has increased 
users’ exposure to cyber threats, particularly when 
applications and embedded links request extensive 
permissions or redirect users to external resources 
without adequate transparency or informed consent 
[4–6]. 

Modern smartphones routinely interact with highly 
sensitive system resources, including global 
positioning systems (GPS), cameras, microphones, 
local storage, and network interfaces. Access to such 
resources enables applications to deliver personalized 
and context-aware services; however, it 
simultaneously creates opportunities for malicious 
exploitation when access controls are misused or 
inadequately enforced [6–8]. As a result, mobile 
devices have become attractive targets for 
cybercriminals seeking to exfiltrate private data, 
conduct financial fraud, monitor user behavior, or 
compromise system functionality. 
Among mobile operating systems, Android remains 
the most widely deployed platform worldwide, largely 
owing to its open-source architecture, extensive device 
diversity, and flexible application development 
ecosystem [9–11]. However, weak or inconsistent 
application vetting mechanisms, the prevalence of 
third-party app distribution channels, and reliance on 
user-driven permission approvals create an 
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environment in which malicious software can 
propagate with relative ease [10–12]. Android 
malware may execute unauthorized background 
operations, steal sensitive personal or financial 
information, manipulate network traffic, or degrade 
device performance, often masquerading as legitimate 
applications to evade user suspicion [12–14]. 
Traditional malware detection mechanisms in Android 
environments have primarily relied on signature-based 
techniques, which compare application code or 
behavior against databases of known malware 
signatures. While effective against previously 
identified threats, such approaches struggle to detect 
obfuscated, repackaged, or zero-day malware variants 
that deliberately alter their signatures to bypass static 
detection mechanisms [15]. Machine learning (ML)-
based approaches have consequently gained 
increasing attention as scalable and adaptive 
alternatives, learning discriminative patterns from 
extracted features to identify previously unseen 
malware variants based on behavioral and structural 
characteristics rather than exact signatures [16]. 
ML techniques for Android malware detection are 
commonly categorized into static, dynamic, and 
hybrid analysis approaches. Static analysis extracts 
features such as permissions, API calls, opcode 
sequences, and application metadata without 
executing the application, offering computational 
efficiency and scalability [17]. Dynamic analysis 
observes runtime behavior, including system calls, 
network activity, and resource usage; it provides richer 
behavioral insights at a higher computational cost. 
Hybrid approaches integrate both static and dynamic 
features to improve detection accuracy and robustness 
across diverse malware families [18]. 
A critical limitation persists across much of the 
existing literature: most malware detection models 
prioritize overall classification accuracy as the primary 
optimization objective, implicitly treating false 
positives and false negatives as equally costly. In real-
world Android security contexts, this assumption is 
fundamentally flawed. False negatives — malicious 
applications incorrectly classified as benign — pose 
substantially higher risk than false positives, since they 
allow malware to bypass detection and execute 
harmful activity without restriction, potentially 
resulting in data breaches, financial loss, and long-
term system compromise. Effective detection systems 
must therefore move beyond accuracy-centric 
optimization and explicitly prioritize the minimization 
of false negatives while maintaining robust 
generalization. 
This study addresses this gap through a cost-sensitive 
hybrid learning framework built on XGBoost and 
Random Forest. The main contributions of this paper 
are: 

● A cost-sensitive hybrid XGBoost–Random 
Forest (XGB–RF) architecture that fuses 
probabilistic outputs from both learners and 
embeds asymmetric misclassification costs 
(CFN > CFP) directly into training. 

● A three-stage feature selection pipeline—
mean decrease in Impurity, Recursive 
Feature Elimination, and Permutation 
Importance for that jointly validates the 
discriminative attributes retained for 
classification. 

● A systematic evaluation of multiple false-
negative-to-false-positive cost ratios (1:1, 
3:1, 5:1, 10:1), quantifying the trade-off 
between recall improvement and accuracy 
retention. 

● An empirical demonstration that cost-aware 
optimization reduces false negatives by more 
than half relative to a cost-insensitive hybrid 
baseline, with only marginal accuracy 
degradation. 

The remainder of this paper is organized as follows. 
Section 2 reviews related literature and identifies the 
research gap. Section 3 describes the dataset, 
preprocessing pipeline, and feature selection 
methodology. Section 4 presents the experimental 
methods, including the cost-sensitive objective 
function and the proposed hybrid model. Section 5 
reports and discusses the results. Section 6 concludes 
the paper and outlines directions for future work. 
2. Related Work 
Android malware detection has been extensively 
studied using a wide range of machine learning 
techniques leveraging both static and dynamic analysis 
features. Early research predominantly focused on 
classical classifiers trained on statically extracted 
attributes such as permissions, API calls, opcode 
sequences, and metadata. Random Forest (RF) 
classifiers have consistently demonstrated strong 
performance due to their robustness, ensemble nature, 
and ability to capture non-linear relationships among 
heterogeneous feature sets [1]. Support Vector 
Machine (SVM)-based models have likewise achieved 
high detection accuracy when applied to carefully 
engineered feature spaces, particularly those derived 
from permission usage and API-call patterns. 
Benchmark datasets such as Drebin and Malgenome 
have been widely used to validate these approaches, 
with several studies reporting detection accuracies 
exceeding 95% [2,7,19]. 
As malware complexity increased, recent studies 
favored ensemble and boosting-based techniques, 
including Gradient Boosting and Extreme Gradient 
Boosting (XGBoost), owing to their superior 
predictive capability in high-dimensional feature 
spaces [21]. In parallel, hybrid frameworks combining 



Android Malware Detection Using a Hybrid XGBoost–Random Forest Model with Cost-Sensitive Learning 

 IJDDT Volume 16 Issue 76s 2026 Page: 2067 

static and dynamic analysis have been explored to 
enhance robustness against obfuscation and evasion 
[22]. Feature engineering has also advanced detection 
performance: opcode n-gram analysis, semantic 
modeling of API-call sequences, and behavioral 
profiling improve discrimination between benign and 
malicious applications by modeling execution 
semantics rather than surface-level attributes [23–25], 
though often at increased computational cost. 
More recently, deep learning approaches—including 
Convolutional Neural Networks (CNNs), Long Short-
Term Memory (LSTM) networks, and hybrid deep 
architectures — have demonstrated competitive, and 
in some cases superior, detection rates on large-scale 
datasets [29–34]. These models automatically learn 
hierarchical feature representations, reducing the need 
for manual feature engineering, but frequently suffer 
from high computational complexity, long training 
times, and limited interpretability — factors that 
constrain deployment on mobile or edge devices. 
Table 1 summarizes representative results from recent 
Android malware detection studies. While many 
approaches report high accuracy and F1-scores, closer 
examination reveals that most studies optimize overall 
classification performance without explicitly 
addressing the asymmetric risk associated with 
different types of misclassifications. In particular, the 
majority of existing models do not distinguish between 
the security impact of false positives and false 
negatives, despite the fact that false negatives — 
undetected malware — pose substantially greater 
threats in real-world Android environments. 
Table 1. Summary of representative Android malware 
detection studies from recent literature. 

R
ef
. 

Y
ea
r 

Techn
ique(s

) 
Dataset 

Acc
urac

y 
(%) 

Pre
cisio

n 
(%) 

Re
cal
l 
(

%
) 

F
1 
(

%
) 

[1
] 

20
24 SVM 

Aggrega
ted 
Android 
App 
Dataset 

98.6
9 

98.7
0 

98.
70 

98
.7
0 

  

Stacke
d 
Deep 
Learni
ng 
(SDL) 

Same as 
above 

99.3
4 

99.3
0 

99.
30 

99
.3
0 

[2
] 

20
23 

DBN-
GRU 

APK 
Dataset 

97.9
0 – – – 

R
ef
. 

Y
ea
r 

Techn
ique(s

) 
Dataset 

Acc
urac

y 
(%) 

Pre
cisio

n 
(%) 

Re
cal
l 
(

%
) 

F
1 
(

%
) 

[3
] 

20
23 

Mobi
PCR 

Drebin 
Malware 
Archive 

99.1
0 – – – 

[4
] 

20
23 

Light
GBM 

CICMal
Droid20
20 

94.8
0 – – 

94
.8
1 

  
Rando
m 
Forest 

CICMal
Droid20
20 

94.1
1 – – 

94
.1
2 

[5
] 

20
23 

Rando
m 
Forest 

Drebin, 
Malgeno
me, 
MalDroi
d2020 

98.0
0 – – – 

[6
] 

20
22 SVC 

CIC 
Permissi
on-based 
Dataset 

93.3
6 

94.9
0 

83.
60 

87
.8
0 

[7
] 

20
22 

Multi-
Varia
nt 
Classi
fier 

Permissi
on-based 
Feature 
Set 

98.6
5 / 

97.2
4* 

97.0 
/ 

97.0
* 

96.
0 / 
97.
0* 

97
.0 
/ 

97
.2
* 

This observation exposes an important research gap. 
Although ensemble and hybrid models have improved 
detection accuracy, they often remain cost-blind, 
treating all classification errors equally. Systems with 
high reported accuracy may still allow malicious 
applications to bypass detection. Addressing this 
limitation requires security-aware learning strategies 
that explicitly penalize high-risk misclassifications. 
2.1. Research Gap and Motivation 
In practical deployment scenarios, misclassifying a 
malicious application as benign (false negative) poses 
a substantially greater threat than incorrectly flagging 
a benign instance as malicious (false positive). False 
negatives allow malware to evade detection 
mechanisms, leading to unauthorized data access, 
privacy violations, financial fraud, and long-term 
system compromise. However, the majority of existing 
ML and ensemble-based detection frameworks do not 
explicitly incorporate this asymmetry into their 
learning objectives. 
Furthermore, although ensemble and hybrid learning 
strategies such as XGBoost, Random Forest, and their 
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combinations have demonstrated improved 
classification performance, these models are typically 
trained using cost-insensitive loss functions and 
therefore prioritize balanced error reduction rather 
than security-critical error minimization. Motivated by 
this gap, the present study proposes a cost-sensitive 
hybrid learning framework that integrates 
misclassification costs directly into both XGBoost and 
Random Forest models, assigning higher penalties to 
false negatives during training so as to prioritize 
accurate identification of malicious instances while 
maintaining strong generalization performance. 
3. Materials and Methods 
3.1. Dataset Description and Pre-Processing 
The experimental evaluation is conducted using the 
Malicious URLs Dataset publicly available on Kaggle 
[33], a resource widely used in cybersecurity research 
for benchmarking URL- and application-based threat 
detection models. The dataset comprises 
approximately 651,191 instances collected from 
diverse online sources and categorized into four 
primary classes: benign, defacement, phishing, and 
malware, as illustrated in Figure 1. This diversity 
enables comprehensive analysis of both legitimate and 
malicious behaviors. 

 
Figure 1. Distribution of instance categories in the 
source dataset prior to stratified subsampling. 
Each instance is represented by a combination of raw 
string data and derived structural features that capture 
intrinsic characteristics, including length, number of 
special characters, digit-to-character ratio, count of 
sub-elements, presence of suspicious keywords, and 
entropy-based measures. Prior to model training, a 
systematic pre-processing pipeline is applied: 
incomplete records and duplicate entries are removed 
to prevent bias and redundancy; categorical class 
labels are numerically encoded; feature extraction is 
performed to derive numerical representations; and 
feature scaling is applied to length- and frequency-
based attributes to normalize value ranges and prevent 
dominance of high-magnitude features. 

To ensure robust and unbiased evaluation, the dataset 
is divided into training and testing subsets using 
stratified sampling, preserving the original class 
distribution in both subsets. For this study, a carefully 
selected subset of 4,462 instances is used, consisting 
of 2,532 malware samples and 1,930 benign samples, 
enabling consistent benchmarking across classifiers 
while maintaining computational efficiency and 
experimental control. 
3.2. System Architecture 
Figure 2 illustrates the end-to-end pipeline adopted in 
this study, comprising preprocessing, feature 
extraction, feature selection, baseline classification, 
tree-based/hybrid fusion, and a cost-sensitive layer. 
Unlike standard learning, the proposed pipeline 
integrates cost weights at the fusion stage to penalize 
false negatives more heavily, ensuring that the 
classifier prioritizes the identification of malicious 
instances and thereby improving practical reliability 
for Android security deployments. 

 
Figure 2. System architecture for cost-sensitive 
Android malware detection. 
3.3. Feature Selection 
3.3.1. Feature Importance Calculation (Mean 
Decrease in Impurity) 
Feature selection plays a critical role in Android 
malware detection, as high-dimensional feature spaces 
often contain redundant or noisy attributes that can 
degrade classification performance and increase 
computational overhead. This study first employs a 
Random Forest-based feature importance analysis 
using the Mean Decrease in Impurity (MDI) criterion. 
During tree construction, each split is selected to 
minimize node (Gini) impurity; features that 
consistently contribute to large impurity reductions 
across many trees are considered more informative. 
The importance of a feature X is computed as the 
cumulative reduction in Gini impurity across all nodes 
where X is used for splitting: 
Importance(X) = Σₜ∈ᵀ p(t) · ΔGini(t) 
where T denotes the set of decision-tree nodes in 
which feature X is selected as the splitting criterion, 
p(t) is the proportion of samples reaching node t, and 
ΔGini(t) is the reduction in Gini impurity achieved by 
splitting node t using feature X. This formulation 
ensures that features contributing to impurity 
reduction at higher-level (more populated) nodes 
receive greater importance scores, capturing both the 
frequency and quality of a feature’s contribution. 
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3.3.2. Recursive Feature Elimination (RFE) 
Following the initial importance analysis, Recursive 
Feature Elimination (RFE) is used to refine the feature 
set by systematically removing less informative 
attributes. RFE is a wrapper-based technique that 
evaluates feature relevance in the context of model 
performance rather than in isolation. The classifier is 
trained on the full feature set, features are ranked by 
their model-derived importance, and the feature with 
the lowest contribution is eliminated; the model is 
retrained on the reduced subset and performance is 
reassessed. This elimination–retraining cycle repeats 
until further removal noticeably degrades recall, F1-
score, or validation accuracy, at which point the 
remaining features are considered an optimal subset 
balancing predictive power and computational 
efficiency. 
3.3.3. Permutation Importance 
To validate the robustness of the selected features, 
permutation importance is applied as a model-agnostic 
technique that measures the effect of feature disruption 
on a trained model’s performance. Each feature’s 
values are randomly shuffled across the validation set 
while all other features remain unchanged; the 
resulting change in performance (accuracy, recall, or 
F1-score) is recorded. A significant decline indicates 
high relevance, while negligible variation indicates 
redundancy. Features that consistently cause 
substantial degradation upon permutation — such as 
permission usage patterns, API call frequencies, 
opcode sequence characteristics, and file-size 
indicators — are retained as highly relevant; low-
impact attributes (e.g., application-specific identifiers, 
infrequent permissions) are excluded. 

 
Figure 3. Selected features ranked from irrelevant 
attributes. 
Table 2. Feature importance scores and outcomes of 
the feature selection process. 
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As the focus of this study is cost-sensitive 
classification rather than feature engineering 
innovation, the six-feature summary in Table 2 is 
retained and reused across all subsequent experiments 
to ensure fair comparison among baseline and hybrid 
models. By integrating permutation importance with 
impurity-based ranking and RFE, the framework 
ensures that only features with stable and meaningful 
contributions to malware detection are retained, 
strengthening model reliability and interpretability 
ahead of cost-sensitive learning. 
4. Experimental Methods 
The task is formulated as a binary classification 
problem in which each instance is categorized as 
Benign or Malware. To ensure fair comparison, 
baseline and advanced ensemble models are examined 
under identical experimental conditions using the 
same preprocessed dataset and feature subset (Section 
3.3). The evaluated models include traditional 
classifiers — Multi-Layer Perceptron (MLP) and k-
Nearest Neighbors (kNN) — tree-based ensembles 
(XGBoost, Random Forest), a standard hybrid 
XGBoost–Random Forest (XGB–RF) model formed 
by combining the probabilistic outputs of the two 
ensemble learners, and the proposed Cost-Sensitive 
Hybrid XGB–RF model. Performance is evaluated 
using accuracy, precision, recall, F1-score, and AUC-
ROC, with particular emphasis on recall and false-
negative reduction. 
4.1. Cost-Sensitive Objective Function 
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Conventional ML models implicitly assume equal cost 
for all types of misclassification error. In Android 
malware detection this assumption is unrealistic: 
misclassifying a malware instance as benign (false 
negative) poses a significantly higher security risk 
than incorrectly flagging a benign instance as 
malicious (false positive). To address this asymmetry, 
a cost-sensitive learning objective is incorporated into 
the hybrid XGB–RF framework: 
L = C_FN · FN + C_FP · FP 
where FN is the number of false negatives (malware 
misclassified as benign), FP is the number of false 
positives (benign instances misclassified as malware), 
and C_FN and C_FP denote the corresponding 
misclassification costs. To reflect real-world security 
priorities, C_FN is set higher than C_FP, ensuring that 
the learning process prioritizes correct identification of 
malicious instances, even at the expense of a moderate 
increase in false alarms. Cost ratios of 1:1 (baseline), 
3:1, 5:1, and 10:1 are evaluated experimentally 
(Section 5.4) to identify the balance point between 
detection effectiveness and classification stability. 
4.2. Multi-Layer Perceptron (MLP) 
MLP is employed as a baseline classifier to establish a 
reference performance level. It is a feed-forward 
artificial neural network capable of modeling non-
linear decision boundaries through interconnected 
layers of neurons, with an architecture comprising an 
input layer matching the selected feature set, one or 
more hidden layers with non-linear activation, and a 
binary output layer: 
y = f( Σᵢ wᵢ xᵢ + b ) 
where xᵢ are the input features, wᵢ the associated 
weights, b the bias term, and f(·) the activation 
function. Parameters are optimized via 
backpropagation and gradient-based optimization. 
MLP does not inherently account for asymmetric 
misclassification costs and serves as a reference 
against which the tree-based ensembles and the 
proposed cost-sensitive hybrid are evaluated. 
4.3. k-Nearest Neighbors (kNN) 
kNN is employed as a non-parametric baseline that 
classifies an input by majority vote among its k closest 
training samples, using the Euclidean distance metric: 
d(x, y) = √( Σᵢ₌₁ⁿ (xᵢ − yᵢ)² ) 
Feature scaling is applied prior to distance 
computation so that all attributes contribute 
proportionately. While kNN captures local similarities 
effectively, it does not incorporate misclassification-
cost considerations and is sensitive to class imbalance, 
providing a further comparative baseline. 
4.4. XGBoost (Cost-Sensitive) 
XGBoost constructs an ensemble of decision trees 
sequentially, with each new tree trained to correct the 
residual errors of its predecessors via gradient-based 
optimization of a differentiable loss function. To 

address the asymmetric risk inherent in malware 
detection, cost sensitivity is incorporated by assigning 
higher instance weights to malware samples: 
wᵢ = C_FN  if yᵢ = malware;   wᵢ = C_FP  if yᵢ = benign 
These instance weights directly influence the gradient 
and Hessian calculations of the loss function, causing 
malware-misclassification errors to contribute more 
heavily to the overall objective, biasing the boosting 
process toward splits that improve malware-detection 
sensitivity. Multiple weighting configurations, 
corresponding to the cost ratios in Section 4.1, are 
evaluated to allow fine-grained control over the recall 
/ false-positive-rate trade-off. 
4.5. Random Forest (Cost-Sensitive) 
Random Forest is composed of multiple decision trees 
constructed via bootstrap sampling and random feature 
selection, with the final prediction obtained by 
majority voting. Cost sensitivity is introduced through 
class-weighted training, in which malware instances 
receive a higher misclassification penalty than benign 
samples: 
w_malware = C_FN ,   w_benign = C_FP ,   with 
C_FN > C_FP 
These class weights modify the impurity calculation at 
each split, favoring decision boundaries that reduce 
misclassification of malware instances and thereby 
enhance malware recall. 
4.6. Cost-Sensitive Hybrid XGBoost–Random Forest 
Model 
To further enhance detection robustness and reduce 
false negatives, a cost-sensitive hybrid XGBoost–
Random Forest (XGB–RF) model is proposed, 
combining the complementary strengths of gradient 
boosting and bagging-based ensemble learning while 
embedding misclassification-cost awareness into both 
base learners. Rather than hard voting, the hybrid 
model operates on probability-level fusion: 
P_hybrid(x) = α · P_XGBoost(x) + (1 − α) · P_RF(x) 
where P_XGBoost(x) and P_RF(x) denote the 
malware probability predicted by the cost-sensitive 
XGBoost and Random Forest models, respectively, 
and α ∈ [0,1] is the fusion weight. In this study α = 0.5, 
giving balanced probabilistic fusion; the hybrid 
probability is thresholded at τ = 0.5 to produce the final 
binary label. Because cost sensitivity is applied within 
both base models prior to fusion, the hybrid inherits a 
strong bias toward correct malware identification 
while probabilistic averaging mitigates excessive false 
positives. 
4.7. Training Procedure 
Algorithm 1 summarizes the end-to-end training and 
model-selection procedure used to identify the best-
performing cost ratio. 
Algorithm 1. Cost-Sensitive Hybrid XGBoost–
Random Forest (XGB–RF) Training Procedure 
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Require: Dataset D = {(x_i, y_i)}, i = 1..N,  y_i ∈ 
{0,1}  (0: Benign, 1: Malware) 
         Candidate cost ratios R = {3:1, 5:1, 10:1};  
fusion weight α = 0.5;  threshold τ = 0.5 
         Feature selection pipeline F (MDI + RFE + 
Permutation Importance) 
Ensure:  Final trained cost-sensitive hybrid model 
H(·), best ratio r* 
 1: Load D; remove missing/duplicate samples 
 2: Encode labels (Benign→0, Malware→1); 
extract structural features 
 3: Apply scaling/normalization where required 
 4: Stratified split D into D_train and D_test 
 5: Apply feature selection F on D_train to obtain 
selected subset S 
 6: Reduce X_train ← X_train[:, S],  X_test ← 
X_test[:, S] 
 7: Initialize J* ← −∞, r* ← None, H* ← None 
 8: for each r ∈ R do 
 9:     Set weights so that C_FN > C_FP  (e.g., r = 
5:1 ⇒ C_FN = 5, C_FP = 1) 
10:     w_i ← C_FN if y_i = 1 else C_FP 
11:     Train cost-sensitive XGBoost on (X_train, 
y_train) using w_i 
12:     Obtain p_XGB(x) = P(Malware | x) on 
X_test 
13:     Train cost-sensitive Random Forest on 
(X_train, y_train) using (C_FN, C_FP) 
14:     Obtain p_RF(x) = P(Malware | x) on X_test 
15:     Fuse:  p_H(x) = α · p_XGB(x) + (1 − α) · 
p_RF(x) 
16:     ŷ = 1 if p_H(x) ≥ τ else 0 
17:     Compute Accuracy, Precision, Recall, F1, 
AUC-ROC;  extract FN 
18:     Compute security-aware score J(r) = 
λ·Recall + (1−λ)·AUC 
19:     if J(r) > J* then J* ← J(r); r* ← r; H* ← 
current hybrid model 
20: end for 
21: return r*, H* 

5. Results and Discussion 
5.1. Evaluation Metrics 
The models are evaluated using accuracy, precision, 
recall (sensitivity), F1-score, AUC-ROC, and the 
absolute count of false negatives (FN). While accuracy 
and AUC provide global performance insight, recall 
and FN count are treated as the primary security 
indicators for this study, consistent with the 
asymmetric-risk motivation established in Section 2.1. 

5.2. Comparative Performance of Baseline and Cost-
Sensitive Models 
Table 3 presents the comparative performance of the 
baseline models, the standard (cost-insensitive) hybrid 
model, and the proposed cost-sensitive hybrid model 
on the held-out evaluation set. 
Table 3. Performance comparison of malware 
detection models. 
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sion 
(%) 
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(%) 

F1-
Sco
re 
(%
) 

AU
C-
RO
C 

False 
Negat
ives 

MLP 90.3 89.5 91.
0 

90.
2 

0.9
2 228 

kNN 86.7 85.0 87.
5 

86.
2 

0.8
9 316 

XGB
oost 94.1 93.8 94.

5 
94.
1 

0.9
6 139 

Rand
om 
Fores
t 

93.5 93.0 94.
0 

93.
5 

0.9
5 152 

Hybri
d 
XGB
–RF 

95.8 95.5 96.
0 

95.
7 

0.9
8 101 

Cost-
Sensit
ive 
Hybri
d 
XGB
–RF 

95.4 94.8 98.
2 

96.
5 

0.9
8 46 

 
Figure 4. Comparative accuracy, precision, recall, and 
F1-score across all evaluated models 
DT-style tree ensembles clearly outperform the two 
baselines: XGBoost and Random Forest each exceed 
93% accuracy and 94% recall, while MLP and kNN 
trail with recall of 91.0% and 87.5%, respectively, and 
correspondingly higher false-negative counts (228 and 
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316). The standard hybrid XGB–RF improves on both 
individual ensembles across every metric, confirming 
that probability-level fusion captures complementary 
decision boundaries. The proposed cost-sensitive 
hybrid extends this further: although its accuracy 
(95.4%) is marginally below the standard hybrid’s 
95.8%, its recall rises to 98.2% and its false-negative 
count falls from 101 to 46. 

 
Figure 5. Confusion matrices for the standard hybrid 
and cost-sensitive hybrid models 
The confusion matrices in Figure 5 make the practical 
effect of cost-sensitive training explicit: the malware-
missed cell (false negatives) shrinks from 101 to 46 
instances, while the corresponding increase in false 
positives (115 → 136 benign instances flagged for 
review) is comparatively small. This is precisely the 
trade-off a security-aware system should make — a 
modest rise in analyst workload in exchange for a 
much lower probability that a malicious application 
slips through undetected. 

 
Figure 6. ROC curves for all evaluated models from 
the baseline and tree-based classifiers 
The ROC curves in Figure 6 corroborate the tabulated 
AUC-ROC values: the standard and cost-sensitive 
hybrid models trace the curves closest to the top-left 
corner (AUC = 0.98), followed by XGBoost (0.96) and 
Random Forest (0.95), with kNN (0.89) showing the 
weakest ranking ability among the evaluated models. 
5.3. Impact of Cost Sensitivity on Malware Detection 
Relative to the standard hybrid model, the proposed 
cost-sensitive hybrid model achieves: 

● a 54.4% reduction in false negatives (101 → 
46); 

● a +2.2 percentage-point improvement in 
recall (96.0% → 98.2%); and 

● a minimal accuracy degradation of −0.4 
percentage points (95.8% → 95.4%). 

This trade-off is acceptable, and desirable, in security-
critical deployments, where missing malware is more 
dangerous than over-flagging a benign application. 
5.4. Cost Ratio Analysis 
To analyze robustness, four cost ratios were evaluated: 
1:1 (standard), 3:1, 5:1, and 10:1 (Table 4, Figure 7). 
Table 4. Effect of cost ratio on model performance. 

Cost Ratio 
(CFN:CFP) 

Accuracy 
(%) 

Recall 
(%) 

False 
Negatives 

1:1 (Standard) 95.8 96.0 101 

3:1 95.6 97.1 72 

5:1 95.4 98.2 46 

10:1 94.8 98.7 38 

 
Figure 7. Effect of increasing the false-negative-to-
false-positive cost ratio 
Recall improves monotonically with cost ratio (96.0% 
→ 98.7%) while accuracy declines only marginally 
(95.8% → 94.8%) across the tested range, and false 
negatives fall from 101 to 38. The 5:1 ratio offers the 
best balance between recall improvement and 
accuracy preservation and is selected as the optimal 
configuration; the 10:1 ratio yields further recall gains 
but at a steeper accuracy cost, making it appropriate 
only for deployments with an especially low tolerance 
for missed malware. 
5.5. Discussion 
The experimental results confirm that conventional 
accuracy-oriented evaluation is insufficient for 
assessing the real-world effectiveness of Android 
malware detection systems. Although baseline 
classifiers and ensemble models achieve high overall 
accuracy, closer inspection of class-specific behavior 
reveals that a non-negligible number of malware 
samples remain undetected. This behavior is primarily 
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driven by class imbalance and symmetric optimization 
objectives: in the original training configuration, 
benign and malware samples contribute equally to the 
loss function, so the learning process favors decision 
boundaries that maximize global correctness rather 
than security-critical recall. 
The proposed cost-sensitive formulation directly alters 
this learning dynamic. By assigning a higher penalty 
to malware-to-benign misclassifications, the 
optimization process becomes asymmetry-aware, 
forcing both XGBoost and Random Forest to shift 
their decision boundaries toward more conservative 
classification of suspicious samples. Importantly, the 
improvement follows a consistent and interpretable 
pattern: as the cost ratio increases, recall improves 
monotonically while accuracy decreases only 
marginally, indicating controlled rebalancing rather 
than overfitting. 
The hybrid architecture amplifies this effect. XGBoost 
excels at learning hierarchical and sequential decision 
rules associated with strong malware indicators, while 
Random Forest benefits from randomness in feature 
selection and bootstrap sampling, capturing weaker 
but complementary patterns. When these probabilistic 
outputs are fused, the hybrid model produces smoother 
and more stable predictions, and the cost-sensitive 
weighting applied within both learners ensures that 
fusion consistently favors malware detection without 
collapsing into excessive false positives. 
Compared to deep learning approaches reported in the 
literature, the proposed framework achieves 
competitive recall while maintaining lower 
computational overhead and greater interpretability. 
Deep models often rely on large training corpora and 
opaque feature representations, which limits their 
applicability in resource-constrained or explainability-
sensitive environments. In contrast, the proposed 
model operates on interpretable features and well-
understood learning mechanisms, making it easier to 
audit, tune, and deploy within practical Android 
security pipelines. 
6. Conclusion and Future Work 
This study introduced a cost-sensitive hybrid 
XGBoost–Random Forest model for Android malware 
detection, a point that has been ignored in most of the 
previous studies and is often overlooked in the 
symmetric treatment of misclassification errors. 
Though many previous studies have claimed to be very 
accurate, they often do not consider the 
disproportionate security threat of false negatives, 
where a malicious application gets through and carries 
out malicious activity. 
The proposed model explicitly defines 
misclassification costs to both XGBoost and Random 
Forest learning processes in order to 'fit' the 
optimization objective to real-world Android security 

issues. The experimental results highlight that the cost-
sensitive hybrid approach significantly lowers the 
amount of false negatives (54.4% compared to the 
cost-insensitive hybrid), while achieving competitive 
accuracy and AUC-ROC results. Enhanced security is 
realized with a 5:1 cost ratio which is in a favorable 
balance of recall enhancement and preservation of 
classification accuracy, thereby validating that 
improved security can be obtained without excessive 
loss of overall classification quality. 
The hybrid fusion strategy further enhances the 
reliability of detection by leveraging the 
complementary benefits of boosting-based and 
bagging-based learners: XGBoost focuses on the 
dominant hierarchical malware patterns, while 
Random Forest is able to boost the generalization 
ability by randomness of features and diversity among 
learners. This model is also efficient and easy to 
understand to be deployed in practical Android 
security systems without a lot of computing power or 
training data and provides a simple and efficient 
solution compared to deep learning-based systems that 
need a lot of computing power and data to train. 
Future Work 
Future research may explore adaptive cost-tuning 
mechanisms that dynamically adjust misclassification 
costs based on evolving threat levels or deployment 
contexts; integrate additional behavioral or dynamic 
features to improve resilience against sophisticated 
malware variants; evaluate the model on larger and 
more diverse Android malware datasets, including 
zero-day samples, to strengthen generalization claims; 
and extend the framework to on-device or edge-based 
implementations for real-time Android malware 
defence. 
Data Availability Statement 
The dataset utilized for this study is publicly available 
on Kaggle (Malicious URLs Dataset) [33].  
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