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Abstract

Cloud computing provides scalable storage, yet security continues to be a major issue because of malicious data and
unauthorized access. Conventional approaches depend on encryption, intrusion detection, or steganography separately,
which do not deliver complete security. This paper presents a hybrid technique that integrates machine learning-based
data classification with image-based encryption and steganography. The methodology categorizes incoming data as
normal, average, and malicious through machine learning, discarding harmful data. Normal and average data are
encrypted through a NOR-based operation with a secret key and hidden inside an image using steganography.
Experimental results illustrate secure storage, early identification of malicious content, and data confidentiality.
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1. Introduction

Cloud computing has become a groundbreaking
technology that revolutionizes computing and data
management from personal desktops and portable
devices to centralized data centers. This technology
allows applications and services to be delivered over the
internet, rather than relying on local resources. The cloud
infrastructure, comprising hardware and system software
in data centers, provides the backbone for these services,
offering scalability, flexibility, and accessibility to users
globally.

The evolution of cloud computing has led to the rise of
new security concerns, particularly as more sensitive data
is stored in the cloud and transmitted across networks.
Data privacy, access control, and protection against cyber
threats are critical considerations. As a result, various
encryption and data protection techniques have been
proposed to secure cloud-based information, ensuring
that unauthorized users cannot access or tamper with the
data.

Steganography is a method used to conceal information
within another medium, like text, audio, video, or
images, and it plays a role in improving data security
during transmission over networks, including cloud
environments. In contrast to cryptography, which aims to
render information inaccessible to those who do not have
authorization, steganography keeps the very existence of
the message hidden. This makes steganography a
valuable tool for securely transmitting sensitive data in
environments like cloud computing, where data privacy
is a paramount concern.

A field of artificial intelligence known as machine
learning (ML) enables systems to learn using data and
progressively improve without direct programming. It
applies algorithms that, when provided input data, can
identify patterns, make decisions, and predict outcomes.
Literature review of the research papers

Machine learning is broadly applied in areas such as
fraud detection, medical diagnosis, recommendation
systems, along with image and speech recognition.
Within cloud computing, steganography may be applied
to conceal encrypted messages inside media files such as
images or videos, ensuring the information stays hidden
from casual viewers and possible attackers. For example,
the Least Significant Bit (LSB) technique, a simple and
widely used steganographic method, embeds sensitive
data into the least significant bits of pixels within a cover
image. However, as highlighted in research, LSB by
itself does not ensure strong security, since it remains
susceptible to basic attacks like noise addition or image
compression.

2. Related Work

2.1 Traditional Encryption

Encryption algorithms like AES, DES, and RSA provide
strong confidentiality but do not detect malicious data.
Encrypted malicious content can still compromise
systems or cloud resources.

2.2 Machine Learning-Based Detection

ML-based intrusion detection systems can classify data
and detect anomalies effectively but do not prevent
leakage of sensitive information if storage is
unencrypted.

2.3 Steganography-Based Secure Storage

Hiding data in images ensures confidentiality and
prevents visual detection but does not identify or block
malicious content, leaving the system vulnerable to
attacks.

2.4 Problem Identification

None of the existing methods simultaneously detect
malicious content and securely store sensitive data. This
motivates a hybrid approach.
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|Paper ||F0cus Area ||Techniques Used ||Key Contribution / Outcome
Pl Private cloud seeurit ML (RF, DT, LR, SGD) +||Two-phase model: intrusion detection +
Y Encryption (AES, 3DES, RC4) ||data classification with high accuracy
. Deep learning + Steganography|[Secure data transmission with hidden
P2 Ad-hoc cloud security (V-BOINC) images in unstable cloud systems
. . AES, RSA + LSB|[Layered model improving
P3 Hybrid cloud security steganography confidentiality and integrity
. . + . .
P4 Data classification gg;emtgi I)lhance(_li_ KNgybri d Improved classification accuracy and|
security cryptography strong encryption
P6 Secure cloud migration Arithmetic encryption + LSB||Secure data transfer with high PSNR]
£ steganography and 94% accuracy
P7 Cloud attack taxonomy ([IDS/IPS, ANN, fuzzy logic Clasmﬁc.a.tlon. of attagks and IDPS-
based mitigation strategies
Cloud security . Defense-in-depth strategies for major|
P8 challenges Encryption, IDS, access control cloud threats
P9 Image steganography||[RSA, AES, Blowfish +||Comparative study of security vs quality
review steganography Vs capacity
. . + -[|Li i -
P10 Mobile cloud security Igasslid ;(;[sg::ography key idclfllcl:\év;tlaght secure storage for small
P11 Cloud security issues gir;ly(;r:ilgnrphlc, attribute-based Mapping of threats to security solutions
. ; n ; ;
P12 Federated cloud security Encrypt.lon secure query||Secure data sharing across multiple
processing clouds
. . + i i
P13 Cloud compliance & risk Syr;giggy recommendation II;I:(:)l\}/)isderlgsers select secure/compliant
Pl4 Cloud security review glrggﬁgﬁ?fhg/i IAM, ]siélggr};?}flzes layered and adaptive
P15 Cloud fundamentals Service & deployment models &Zig;eg‘zs of cloud benefits and
|P16 |C10ud data security ||One—time pad + steganography ||Str0ng dual-layer confidentiality system
P17 Privacy-preserving HE, SMPC, Differential||Survey of privacy-enhancing
security Privacy, FL technologies
. Image, video, protocol||Comparison of embedding techniques
P18 Steganography review steganography and challenges
P19 Advanced security| ML,  blockchain, quantum,||Comparative study of modern security|
techniques DNA crypto approaches
|P20 |Risk management ||PDCA, ISO 27005 frameworks ||Need for unified cloud risk framework
P21 Sffvug}l,ty challenges Encryption, IDS, auditing Identification of threats and solutions
P22 VM migration security ||ML + encryption E?giﬁ?gn downtime  and  secure
|P23 |C10ud security survey ||Cryptography, access control ||Need for integrated security frameworks
P24 Data protection RSA + DES hybrid encryption 15\2(1:131‘21;‘[1;:%1 encryption fmproves
P25 Crypto-stego model AES, Blowfish + LSB iﬁ?gﬁggzd protection with improved
|P26 |Data confidentiality ||RSA, AES + steganography ||Dua1-1ayer security for cloud data
P27 Intrusion detection g/g;,ctionstatlstlcal, anomaly| i};zrrllfy anomaly detection improves
P28 SaaS security Hybrid cryptography, audits dEél\l/I;{l;;rl;erin compliance and secure
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|Paper ||Focus Area

||Techniques Used

||Key Contribution / Outcome

P29 ML in cloud security

SVM, ML models

ML improves detection but needs

modern datasets

P30 Security strategies

Encryption, IDS, standards

Combined
solutions

technical and  policy]

P31 Cybersecurity trends

ML, blockchain, big data

Advanced tools for modern threat

detection

|P32 ||Privacy & security

||Encrypti0n, access control

||Need for multi-layered protection

P33

||Security, privacy, trust ||Encrypti0n, policy frameworks ||High1ights trust and transparency issues |

3. Proposed Methodology

Step 1: Machine Learning-Based Data Classification
Incoming cloud data undergoes:

1.Preprocessing: Remove noise, normalize, and clean the
data.

2.Feature Extraction: Extract relevant features such as
packet size, file behavior, and access patterns.
3.Classification: Use an ML model to classify data as:

® Normal — encrypted and stored securely

® Average — monitored and encrypted

® Malicious — immediately dropped

This ensures early detection of attacks and reduces cloud
vulnerabilities.

Step 2: Image-Based Encryption and Data Hiding

1.Load any digital image and convert it to grayscale
code.

2.Generate a secret key.

3.Apply NOR operation between the grayscale image
code and secret key to produce cipher text.

4.Hide the cipher text in the image using steganography.
5.Store the resulting image in the cloud.

Incoming Cloud Data

Step 1: ML-Based Data Classification —]—* Step 2: Image-Based Encryption & Data Hiding

Preprocessing
Clean & Normalize Data
v
Feature Extraction
Extract Relevant Features
¥
ML Classification
Classify: Normal / Average /
Malicious

v

Average Data

Encrypt & Monitor & Drop
Store Securely Encrypt Immediately

I | |

Normal Data Malicious Data

4. Examples

Example 1 — Normal Data

® Input: report.txt

® Gray code: 10110110

® Secret key: 11001010

NOR Operation:

10110110 OR 11001010=11111110
NOT(11111110) = 00000001

Cipher text: 00000001 — hidden in image — stored
securely.

Example 2 — Malicious Data

® Input: Suspicious packet

® ML Classification: Malicious — Dropped

® Encryption skipped — prevents cloud compromise.

Load Image
Convert to Grayscale
v
Generate Secret Key
Create Encryption Key
v
NOR Encryption
Image XOR Key
v
Steganography
Hide Data in Image

+

Secure Storage
Store Encrypted Image in Cloud

5. Conclusion

The suggested approach introduces a multi-layered cloud
security framework that successfully integrates machine
learning, cryptography, and steganography to tackle
contemporary cloud security issues. By incorporating an
initial machine learning-driven classification stage, the
system can proactively detect and filter harmful data
before it reaches the cloud environment, thereby greatly
minimizing the risk of attacks and unauthorized access.
For non-harmful data, the second stage guarantees
improved protection through an image-based encryption
and data hiding technique. The application of grayscale
transformation, secret key creation, and NOR-based
encryption, followed by steganography, offers a dual
level of security—ensuring that data is not only
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encrypted but also hidden within images. This makes it
highly resilient to interception, detection, and tampering.

The architecture is effective and practical, as it:

* Blocks malicious data from being processed or stored

e Implements adaptive security based on data
sensitivity
e Improves confidentiality = through  combined

encryption and hiding methods.

Overall, the system maintains a strong balance between
security, efficiency, and reliability, making it appropriate
for secure cloud storage applications. Future
enhancements can focus on improving computational
efficiency, incorporating advanced deep learning models
for better classification accuracy, and reinforcing key
management mechanisms to  further strengthen
robustness.
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