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ABSTRACT 
Pharmaceutical drug delivery systems, ranging from oral solid dosage forms to transdermal patches, inhalers, 
injectable devices, and increasingly connected or smart delivery platforms, operate within one of the most tightly 
regulated product environments in the world. Regulatory bodies such as the United States Food and Drug 
Administration, the European Medicines Agency, and national authorities require manufacturers to demonstrate 
continuous, auditable control over product quality, data integrity, and process validation throughout the product 
lifecycle. Traditional, paper-based or fragmented compliance processes are increasingly unable to meet these 
expectations at the speed and scale demanded by modern pharmaceutical operations. This paper proposes an 
integrated, IT-enabled framework for regulatory compliance and quality management in pharmaceutical drug 
delivery systems. Adopting a conceptual, literature-based method, the paper synthesises regulatory requirements 
under 21 CFR Part 11, EU GMP Annex 11, and ICH Q10 with digital-transformation principles drawn from the 
Pharma 4.0 operating model to propose a five-layer framework comprising data integrity, electronic quality 
management, computerised system validation, real-time analytics, and regulatory interoperability. The framework 
is illustrated through its application to representative drug delivery technologies, including smart inhalers and 
connected injectable devices, and its potential benefits, namely improved audit readiness, reduced deviation-to-
resolution time, and enhanced data integrity, are discussed alongside implementation challenges such as legacy 
system integration, validation burden, and cybersecurity risk. The paper concludes that IT-enabled quality 
architectures, when carefully validated and governed, can transform regulatory compliance from a reactive, 
documentation-heavy exercise into a proactive, data-driven capability that safeguards patient safety while 
supporting innovation in drug delivery. 
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1. INTRODUCTION 
Drug delivery systems occupy a critical position at 
the intersection of pharmaceutical formulation 
science, medical device engineering, and 
information technology. Modern delivery platforms, 
including transdermal patches, metered-dose and 
dry-powder inhalers, prefilled syringes, 
autoinjectors, and increasingly sensor-enabled or 
connected devices, must not only deliver a 
therapeutic agent with precision but must also be 

manufactured, tested, and monitored under stringent 
Good Manufacturing Practice (GMP) and Good 
Distribution Practice (GDP) regimes. The 
convergence of pharmaceuticals and medical 
devices in combination products has further 
complicated the regulatory landscape, requiring 
manufacturers to satisfy overlapping drug and 
device compliance frameworks simultaneously 
(Malheiro et al., 2023). 
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Historically, quality management in pharmaceutical 
manufacturing relied heavily on paper-based batch 
records, manual deviation logs, and periodic, 
retrospective audits. This model, while familiar to 
regulators and manufacturers alike, has proven 
increasingly inadequate in the face of globalised 
supply chains, high-mix low-volume 
manufacturing, and the growing complexity of drug 
delivery devices (Qualio, 2023). Fragmented 
documentation across disconnected systems creates 
information silos that slow batch release, obscure 
emerging quality trends, and increase the risk of 
audit findings and regulatory warning letters (eLeaP 
Quality, 2026). 
In response, regulators themselves have 
progressively encouraged the adoption of validated 
computerised systems and electronic records. The 
United States Food and Drug Administration's 21 
CFR Part 11 and the European Union's EudraLex 
Volume 4, Annex 11 establish the criteria under 
which electronic records and electronic signatures 
may substitute for paper documentation, provided 
that systems demonstrate appropriate access 
controls, audit trails, and data integrity safeguards 
(U.S. Food and Drug Administration, 2003; 
European Commission, 2011). The International 
Council for Harmonisation's ICH Q10 
pharmaceutical quality system guideline further 
frames quality management as a lifecycle activity 
spanning development, technology transfer, 
commercial manufacturing, and product 
discontinuation, rather than a discrete, end-of-line 
inspection function (International Council for 
Harmonisation, 2008). 
Building on this regulatory foundation, the 
pharmaceutical industry has begun to embrace the 
broader digital-transformation paradigm known as 
Pharma 4.0, an adaptation of Industry 4.0 principles, 
including the Internet of Things (IoT), artificial 
intelligence, big data analytics, and cyber-physical 
systems, to the unique constraints of regulated drug 
manufacturing (International Society for 
Pharmaceutical Engineering, n.d.). For drug 
delivery systems specifically, this digital shift is 
particularly consequential: connected inhalers and 
injectors can now capture real-time usage and 
performance data, while manufacturing lines for 
such devices increasingly rely on networked sensors 
and automated in-process controls (Arief et al., 
2022). Yet the literature has offered comparatively 
limited guidance on how these digital capabilities 
can be systematically organised into a coherent 
compliance and quality architecture specific to drug 
delivery systems, as distinct from pharmaceutical 
manufacturing in general. This paper addresses that 
gap by proposing an integrated, IT-enabled 
framework for regulatory compliance and quality 
management tailored to the particular demands of 
drug delivery technologies. 

The remainder of the paper is organised as follows. 
Section 2 outlines the conceptual, literature-based 
method used to develop the framework. Section 3 
presents the regulatory landscape governing drug 
delivery systems, examines the limitations of 
conventional compliance approaches, and details the 
proposed five-layer IT-enabled framework, 
illustrating its application to representative delivery 
technologies and discussing associated benefits and 
implementation challenges. Section 4 concludes 
with a summary of findings and directions for future 
research. 
2. METHOD 
This paper adopts a conceptual, literature-based 
research method appropriate to framework-
development studies in regulatory and quality-
management scholarship. Primary regulatory 
instruments, including 21 CFR Part 11 (U.S. Food 
and Drug Administration, 2003), EudraLex Volume 
4, Annex 11 (European Commission, 2011), ICH 
Q10 (International Council for Harmonisation, 
2008), and the GAMP 5 guidance on risk-based 
validation of GxP computerised systems 
(International Society for Pharmaceutical 
Engineering, 2022), were reviewed to identify the 
core compliance obligations applicable to 
computerised systems used in pharmaceutical 
manufacturing and quality operations. These 
primary sources were supplemented by peer-
reviewed literature on Pharma 4.0 and digital 
transformation in pharmaceutical manufacturing 
(Arief et al., 2022; Malheiro et al., 2023; Romero-
Torres, 2021), as well as professional and industry 
guidance on electronic quality management systems 
and GxP-compliant software architecture (eLeaP 
Quality, 2026; Qualio, 2023). 
Drawing on these sources, the paper synthesises 
common structural elements identified across the 
literature, namely data integrity controls, electronic 
documentation and workflow management, 
computerised system validation, analytics-driven 
quality monitoring, and regulator-facing reporting, 
into a single, layered conceptual framework. The 
framework was then examined against 
representative categories of drug delivery systems 
(oral solid dosage, transdermal, inhalation, and 
injectable/connected devices) to assess its 
applicability and to surface implementation 
considerations specific to each category. As a 
conceptual paper, this study does not involve 
primary data collection, survey instruments, or 
statistical analysis; its contribution lies in the 
synthesis and structuring of existing regulatory and 
technical knowledge into an actionable framework, 
with validation of the framework's practical 
effectiveness left to future empirical research. 
3. RESULTS AND DISCUSSION 
3.1 Regulatory Landscape Governing Drug 
Delivery Systems 
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Drug delivery systems are subject to a layered 
regulatory architecture. At the foundation lie Good 
Manufacturing Practice requirements, which in the 
United States are codified in 21 CFR Parts 210 and 
211, and internationally through World Health 
Organization GMP guidance and ICH quality 
guidelines (International Council for 
Harmonisation, 2008). Where a drug delivery 
system qualifies as a combination product, such as a 
prefilled autoinjector or a drug-eluting device, 
manufacturers must additionally satisfy device-
quality requirements analogous to ISO 13485, which 
governs quality management systems for medical 
devices (International Organization for 
Standardization, 2016). Layered atop these product-
quality requirements are computerised-systems 
regulations, principally 21 CFR Part 11 and EU 
Annex 11, which apply whenever electronic records 
or electronic signatures are used to satisfy any of the 
underlying GMP or device-quality obligations (U.S. 
Food and Drug Administration, 2003; European 
Commission, 2011). Table 1 summarises the core 
instruments comprising this regulatory architecture. 
Table 1 
Core Regulatory Instruments Governing Drug 
Delivery Systems 

Instru
ment 

Issuing 
Body / 
Jurisdic
tion 

Primary 
Scope 

Key 
Requireme
nt 

21 
CFR 
Part 
11 

US FDA 
(United 
States) 

Electroni
c records 
and 
electroni
c 
signature
s 

Audit trails, 
access 
controls, 
validated 
systems for 
e-records 

EU 
Annex 
11 

Europea
n 
Commis
sion 
(EU) 

Compute
rised 
systems 
used in 
GMP 
activities 

Risk-based 
validation, 
data 
integrity, 
system 
security 

ICH 
Q10 

ICH 
(Internat
ional) 

Pharmac
eutical 
quality 
system, 
lifecycle-
wide 

Continuous 
process 
verification 
and 
management 
review 

Instru
ment 

Issuing 
Body / 
Jurisdic
tion 

Primary 
Scope 

Key 
Requireme
nt 

GAMP 
5 

ISPE 
(Internat
ional) 

Validatio
n of GxP 
computer
ised 
systems 

Proportionat
e, risk-based 
system 
validation 
approach 

ISO 
13485:
2016 

ISO 
(Internat
ional) 

Medical 
device 
quality 
managem
ent 

Applies to 
combination
/device-
based 
delivery 
systems 

A recurring theme across this regulatory architecture 
is the expectation of demonstrable data integrity. 
Regulators increasingly assess data integrity against 
the ALCOA+ principles, requiring that records be 
Attributable, Legible, Contemporaneous, Original, 
Accurate, and additionally Complete, Consistent, 
Enduring, and Available (Qualio, 2023). For drug 
delivery systems, whose manufacturing frequently 
involves high-speed, automated assembly and in-
line inspection, the volume and velocity of quality-
relevant data generated can be substantially greater 
than for simpler dosage forms, making manual, 
paper-based data capture increasingly impractical 
(Malheiro et al., 2023). 
3.2 Limitations of Traditional Compliance 
Approaches 
Conventional, paper-centric or partially digitised 
compliance approaches exhibit several structural 
weaknesses when applied to contemporary drug 
delivery manufacturing. First, disconnected systems 
for document control, training records, change 
control, and corrective and preventive action 
(CAPA) management create information silos that 
obscure cross-functional quality signals and slow 
root-cause investigation (eLeaP Quality, 2026). 
Second, manual transcription between paper batch 
records and enterprise systems introduces 
transcription error risk and undermines the 
contemporaneous and accurate criteria of data 
integrity. Third, retrospective, sampling-based 
quality review, in which a limited subset of batch 
records is audited after the fact, is poorly suited to 
detecting subtle process drifts in automated, high-
throughput assembly lines typical of inhaler or 
injector manufacturing. Fourth, and perhaps most 
consequentially for multinational manufacturers, 
paper-based systems complicate the harmonisation 
of compliance evidence across multiple regulatory 
jurisdictions, each of which may request evidence in 
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different formats and within different timeframes 
(Interfacing, 2025). 
These limitations are amplified for drug delivery 
systems that incorporate embedded electronics or 
connectivity features, such as sensor-equipped 
inhalers that log dose timing and technique. Such 
devices generate continuous streams of usage and 
performance data that fall outside the scope of 
traditional batch-record documentation altogether, 
yet may nonetheless be relevant to post-market 
surveillance and pharmacovigilance obligations. 
Traditional compliance architectures, designed 
primarily around discrete, batch-oriented 
manufacturing records, are not naturally equipped to 
capture, validate, and act upon this continuous data 
stream. Figure 2 contrasts the traditional, largely 
sequential compliance workflow with the parallel, 
system-driven workflow enabled by the framework 
proposed in Section 3.3. 

 
Figure 2. Comparison of Traditional and IT-
Enabled Regulatory Compliance Workflows 
3.3 Proposed IT-Enabled Compliance and Quality 
Management Framework 
To address these limitations, this paper proposes a 
five-layer, IT-enabled framework for regulatory 
compliance and quality management in 
pharmaceutical drug delivery systems. The five 
layers, namely Data Integrity and Access Control, 
Electronic Quality Management, Computerised 
System Validation, Real-Time Analytics and 
Predictive Quality, and Regulatory Interoperability, 
are designed to operate as an integrated architecture 
rather than as independent, siloed tools, as illustrated 
in Figure 1. 

 
Figure 1. Five-Layer IT-Enabled Regulatory 
Compliance and Quality Management 
Framework 
Layer 1: Data Integrity and Access Control 
The foundational layer establishes the technical 
controls necessary to satisfy ALCOA+ and 21 CFR 
Part 11 requirements across all systems that generate 
or store GxP-relevant data, including manufacturing 
execution systems, laboratory information 
management systems, and device-level firmware 
logs. Core controls include role-based access 
permissions, unique user authentication, tamper-
evident and time-stamped audit trails for every data 
entry, modification, and deletion, and validated 
backup and disaster-recovery procedures (Miratag, 
2026). For drug delivery devices with embedded 
connectivity, this layer extends to secure, encrypted 
data transmission from the device to centralised 
repositories, ensuring that usage and performance 
data remain attributable and unaltered from point of 
capture to point of review. 
Layer 2: Electronic Quality Management (eQMS) 
The second layer digitises the core processes of the 
pharmaceutical quality system as defined by ICH 
Q10, including document control, deviation and 
CAPA management, change control, training 
management, and supplier qualification, within a 
single, integrated electronic quality management 
system (Dot Compliance, 2025). By centralising 
these workflows, an eQMS eliminates the 
information silos characteristic of fragmented, 
paper-based approaches and enables cross-
functional visibility into emerging quality trends. 
Automated workflow routing, for example, 
triggering a supplier-qualification task whenever a 
new component supplier is referenced in an updated 
standard operating procedure, further reduces the 
administrative burden historically associated with 
maintaining an audit-ready quality system 
(IntuitionLabs, 2026). 



A Framework for IT-Enabled Regulatory Compliance and Quality Management in Pharmaceutical Drug 
Delivery Systems 

 IJDDT Volume 16 Issue 78s 2026 Page: 804 

Layer 3: Computerised System Validation 
(CSV/CSA) 
Because every system within Layers 1 and 2 
constitutes a GxP computerised system, the third 
layer applies a risk-based validation methodology, 
consistent with GAMP 5, to establish and maintain 
documented evidence that each system performs as 
intended (International Society for Pharmaceutical 
Engineering, 2022). This layer governs the 
qualification of manufacturing execution systems, 
eQMS platforms, laboratory instrumentation 
software, and, where applicable, the embedded 
software of connected drug delivery devices 
themselves. A risk-based approach allows validation 
effort to be proportionate to patient-safety and data-
integrity risk, avoiding the historically common 
problem of excessive, low-value validation 
documentation that slows system deployment 
without commensurate quality benefit. 
Layer 4: Real-Time Analytics and Predictive 
Quality 
The fourth layer leverages the data aggregated 
through Layers 1 through 3, together with in-line 
process analytical technology (PAT) sensor data 
from automated assembly and filling lines, to 
support real-time and predictive quality monitoring. 
Statistical process control dashboards, machine-
learning-based anomaly detection, and predictive 
maintenance algorithms allow manufacturers to 
identify process drift and equipment degradation 
before they manifest as out-of-specification results 
or product defects (Arief et al., 2022). For drug 
delivery systems specifically, this layer can 
incorporate device-level usage analytics gathered 
from connected inhalers or injectors, enabling 
proactive identification of device performance 
issues that might otherwise only surface through 
post-market complaints. 
Layer 5: Regulatory Interoperability 
The outermost layer manages the interface between 
the internal quality architecture and external 
regulatory stakeholders. This includes structured, 
standards-based electronic submission of quality 
data to regulatory authorities, automated generation 
of audit-ready evidence packages, and 
interoperability with pharmacovigilance and post-
market surveillance databases for connected 
devices. By designing regulatory interoperability as 
an explicit architectural layer, rather than a manual, 
ad hoc reporting exercise performed at the time of 
inspection, manufacturers can substantially reduce 
the time and resource burden associated with 
regulatory submissions and inspections (Interfacing, 
2025). 
3.4 Illustrative Application to Drug Delivery 
Technologies 
Applying the framework to representative drug 
delivery categories illustrates its adaptability. For 
transdermal patch manufacturing, Layers 1 through 
3 address the high-volume, continuous coating and 

lamination processes typical of patch production, 
where in-line thickness and adhesion sensors 
generate substantial process data requiring validated 
capture and review. For metered-dose and dry-
powder inhalers, Layer 4 analytics can be applied to 
in-line leak and dose-uniformity testing data to 
detect early signs of valve or actuator wear across a 
production run. For prefilled syringes and 
autoinjectors, Layers 1 and 3 are particularly 
significant given the combination-product status of 
many such devices, requiring validated 
computerised systems that satisfy both 
pharmaceutical GMP and medical-device quality 
requirements simultaneously (International 
Organization for Standardization, 2016). For 
emerging connected or smart delivery devices, such 
as sensor-enabled inhalers that log inhalation 
technique and adherence, all five layers operate in 
concert: device-generated data is captured with 
integrity controls (Layer 1), reviewed through the 
eQMS for deviation management (Layer 2), 
supported by validated device firmware and data-
pipeline systems (Layer 3), analysed for 
performance and adherence trends (Layer 4), and, 
where relevant, fed into post-market surveillance 
reporting to regulators (Layer 5). Table 2 
summarises the applicability of each framework 
layer across these delivery categories. 
Table 2 
Applicability of Framework Layers Across Drug 
Delivery Categories 

Framew
ork 
Layer 

Trans
dermal 

Inhal
ation 

Inject
able / 
Autoin
jector 

Conn
ected 
/ 
Smar
t 
Devic
e 

Layer 1: 
Data 
Integrit
y & 
Access 
Control 

✓ ✓ ✓ ✓ 

Layer 2: 
Electron
ic 
Quality 
Manage
ment 

✓ ✓ ✓ ✓ 
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Framew
ork 
Layer 

Trans
dermal 

Inhal
ation 

Inject
able / 
Autoin
jector 

Conn
ected 
/ 
Smar
t 
Devic
e 

Layer 3: 
Comput
erised 
System 
Validati
on 

✓ ✓ ✓ ✓ 

Layer 4: 
Real-
Time 
Analytic
s & 
Predicti
ve 
Quality 

✓ ✓ 
Limite

d ✓ 

Layer 5: 
Regulat
ory 
Interope
rability 

Limite
d 

Limit
ed ✓ ✓ 

3.5 Benefits and Implementation Challenges 
The literature reviewed for this paper suggests that 
organisations adopting integrated, IT-enabled 
quality architectures of the kind proposed here 
report measurable benefits, including reduced batch-
release cycle times, improved first-time-right 
documentation rates, and substantially faster 
retrieval of audit evidence during regulatory 
inspections (IntuitionLabs, 2026; Qualio, 2023). By 
shifting from retrospective, sample-based review to 
continuous, system-driven monitoring, 
manufacturers can also identify and address quality 
issues earlier in the production cycle, reducing the 
incidence and severity of deviations. Table 3 
summarises these benefits alongside the 
corresponding implementation challenges identified 
in the literature. 
Table 3 
Benefits and Implementation Challenges of the IT-
Enabled Framework 

Benefits of the IT-
Enabled Framework 

Associated 
Implementation 
Challenges 

Reduced batch-release 
cycle time through 
automated, continuous 
documentation 

Integration effort and 
cost for legacy 
manufacturing 
execution and 
laboratory systems 

Improved first-time-
right documentation 
and fewer 
transcription errors 

Validation burden if 
risk-based CSV/CSA 
principles are not 
properly applied 

Faster retrieval of 
audit-ready evidence 
during inspections 

Cybersecurity 
exposure for 
connected, data-
transmitting delivery 
devices 

Earlier detection of 
process drift via real-
time and predictive 
analytics 

Organisational change 
management and staff 
retraining 
requirements 

Stronger, 
demonstrable data 
integrity aligned with 
ALCOA+ principles 

Harmonising evidence 
formats across 
multiple regulatory 
jurisdictions 

Nonetheless, implementation of such a framework is 
not without challenges, as Table 3 indicates. Legacy 
manufacturing execution and laboratory systems, 
particularly at established manufacturing sites, may 
require substantial integration effort or replacement 
to participate fully in an integrated architecture. The 
validation burden associated with qualifying a 
growing number of interconnected computerised 
systems, if not managed through a genuinely risk-
based approach, can itself become a source of delay 
and cost (International Society for Pharmaceutical 
Engineering, 2022). Cybersecurity represents a 
further significant concern, particularly for 
connected drug delivery devices that transmit data 
outside the traditional manufacturing-site perimeter, 
where the confidentiality, integrity, and availability 
of both manufacturing and patient-usage data must 
be protected against unauthorised access. Finally, 
organisational change management, including 
retraining quality and manufacturing personnel 
accustomed to paper-based workflows, is frequently 
cited in the literature as a critical, and often 
underestimated, determinant of successful digital 
quality transformation (Romero-Torres, 2021). 
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4. CONCLUSION 
This paper has proposed an integrated, five-layer, 
IT-enabled framework for regulatory compliance 
and quality management tailored to the particular 
demands of pharmaceutical drug delivery systems. 
By synthesising the requirements of 21 CFR Part 11, 
EU Annex 11, ICH Q10, and GAMP 5 with the 
digital-transformation principles of Pharma 4.0, the 
framework offers a structured pathway for 
manufacturers to move from fragmented, paper-
based compliance practices toward a proactive, data-
driven quality architecture spanning data integrity, 
electronic quality management, computerised 
system validation, real-time analytics, and 
regulatory interoperability. Applied to 
representative categories of drug delivery 
technology, including transdermal, inhalation, 
injectable, and connected devices, the framework 
demonstrates both broad applicability and the need 
for category-specific implementation 
considerations. 
The analysis also indicates that realising the 
framework's benefits, namely improved audit 
readiness, faster deviation resolution, and stronger 
data integrity, requires manufacturers to address 
non-trivial implementation challenges, including 
legacy system integration, proportionate risk-based 
validation, cybersecurity for connected devices, and 
organisational change management. Future research 
should empirically test the proposed framework 
within specific manufacturing environments, 
examine its cost-benefit profile relative to 
conventional compliance approaches, and explore 
how emerging technologies such as artificial 
intelligence-based anomaly detection and 
blockchain-enabled supply chain traceability might 
further strengthen the regulatory interoperability 
layer of IT-enabled quality architectures for 
pharmaceutical drug delivery systems. 
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