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Abstract
Internet of Medical Things (IoMT) has made healthcare systems more interoperable and cohesive cyber-physical systems,
all of a sudden, bedside monitors, wearable sensors, therapeutic devices, gateways, clinical applications, and cloud
services are constantly exchanging data. However, such connectivity also enables network compromise to have an impact
on confidentiality, availability, device trust, and continuity of operations. In this paper, we put forth QuantumGuard-
IoMT, a hybrid quantum—classical framework that simultaneously conducts multiclass intrusion detection and context-
aware cyber-risk evaluation for IoMT. A residual classical encoder in the output of a leakage-resilient preprocessing is
what takes network and protocol snort to be compressed into a succinct representation. Four bounded latent variables are
then quaternion embedded into a four-qubit variational quantum circuit (VQC) with three trainable entangling layers. A
fusion of Pauli-Z expectation measurements with the RDC representation, rather than substitute, enables a stable flow of
information in that model when finite-shot or noisy quantum execution is present. A calibrated intrusion head predicts
eight traffic classes; and a distinct risk head aggregates malicious probability with device criticality, attack severity,
exposure, and predictive uncertainty. The evaluation protocol comprises of repeated group-aware splitting, cross-dataset
transfer, calibration, component ablation, circuit-width analysis, finite-shot testing, depolarizing-noise stress testing and
edge-level latency testing. The developed framework has 99.18% accuracy and 98.84% Macro-F1 score on the main test,
while the risk head has a mean absolute error (MAE) of 0.031 and an expected calibration error (ECE) of 0.016. The work
thus frames the quantum circuit as a concise learnable transformation in an explanable IoMT security pipeline rather than
as a claim of universal quantum advantage.
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risk assessment; Edge security
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1. Introduction

Introduction Healthcare systems play a crucial role
in connecting diverse medical devices, local area
gateways, wireless media, messaging middleware,
hospital information system, and remote analytics.
Compromise of such an environment is information
security, but also interference with monitoring, delaying
telemetry, manipulating communications paths, or
shaking trust in data for clinical devices. Recent studies
of quantum-machine-learning based cyber-security have
started to investigate if variational circuits can act as
complementary layers in classical intrusion pipelines in
realistic noise and dimension regimes [1]-[2], whereas
more general optimization-oriented work considered
how quantum learning could be used to assist in
proactive security decisions [3]. Improved classification
with quantum has also been studied in other cyber
areas:malicious-URL detection [4], recent surveys also
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suggest intrusion and anomaly detection as key
applications of quantum machine learning to 10T
security [5].

The IoMT environment adds other constraints since
the probability of attack and that of operational impact
are not comparable. Al-Hawawreh and Hossain also
pointed out the applicability privacy-aware quantum
deep learning for the detection of cyberattacks in
medical-device networks [6], bridging quantum-assisted
modeling and 1oMT security. Network-based
investigations also show that quantum learning can be
used for intrusion detection [7], anomaly-based attack
detection [8], quantum deep-learning anomaly detection
[9], variational quantum convolutional immune models
[10], and variational quantum neural-network attack
detection [11]. Overall, these results encourage hybrid
modeling but also reveal a complex interplay in how
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well the specific representation, circuit design and
evaluation setting affect performance.

Security implementation should also consider
distributed learning, privacy, and future network
schemes. Quantum federated intrusion detection was
also suggested for privacy-preserving consumer
networks [12] and hybrid quantum-enhanced federated
learning for cyberattack detection has been debated [13];
and a discussion on quantum-empowered federated
learning in the context of 6G-enabled IoT security [14].
Further quantum techniques have been used for DDoS
detection in critical infrastructure [15]. A recent
systematic review on quantum machine learning
highlights that realistic applications must be assessed in
terms of data encoding, trainability, hardware
constraints, and the appropriateness of integrating
hybrid rather than only quantum workflows [16]. These
findings encourage a “conservative” design idea for
IoMT: the quantum portion should be quantifiable,
shallow, substitutable, and combined with robust
classical mechanisms.

QuantumGuard-1oMT follows that principle. model
is not a quantum circuit that act as a stand alone
classifier. Instead, a residual classical encoder is at first
used to generate a leakage- controlled latent
representation; four bounded components are processed
by a small variational circuit; and the obtained
expectation values are re- fused with classical features.
This design is the one that ensures fluctuations in
quantum measurements do not interfere with robustness.
The ground prediction phase has purposely been split in
two stages. The intrusion head predicts whether the
observed flow is benign, DDoS, DoS, reconnaissance,
spoofing, MITM, data-injection, or malware/botnet; and
the risk head fuses cyber evidence with operational
context. The distinction matters because criticality of the
device, exposure, and response policy should never be a
crutch for learning the attack label.

Figure 1 illustrates the proposed security-control
loop. It aligns with the burgeoning need for cohesive
IoOMT detection, explainability, and operational
response as underscored throughout the IoMT security
literature [5], [6]. Network artifacts are harvested from
the com- munication layer and processed at an edge
security node, where they are mapped into an intrusion
distribution and risk tier and then passed to an auditable
policy engine rather than having the learned model
directly govern the operation of a therapeutic device.
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Figure 1. QuantumGuard-loMT
Research Scope and Security-Control
Loop.
Specifically, this work makes the following
contributions:
« Introducing a two-head hybrid quantum classical
model which decouples multiclass cyber evidence
from context-aware operational risk;
« A four-qubit variational bottleneck with a residual
classical path, which allows ablation of quantum
contribution without discarding the stabilizing
classical representation.
« A group- and leakage-sensitive evaluation protocol
to mitigate the memorization of device, session,
and address-specific artifacts.
* Risk thresholds that are aware of calibration and
uncertainty, and are not dependent on clinical-
impact assumptions.
» We assess multiple domains: transfer, quantum-
noise robustness, qubit ablation, and latency.
* A gateway-based deployment that keeps resource-
constrained IoMT endpoints out of the quantum
execution path and the potential delay that might
cause.
2. Literature Survey

The recent research work can be categorized into
two closely linked streams: quantum-assisted
cybersecurity and classical or deep-learning IoMT
intrusion detection. The first line of work considers if
quantum feature spaces, variational circuits or quantum-
assisted optimization can lead to better representation of
attacks; the second line addresses the application-
specific properties of medical-device traffic, class
imbalance, feature selection, explainability, and
resource-constrained  deployment.  QuantumGuard-
IoMT resides at the confluence of the above two streams
of research rather than claiming either stream in their
own right.
2.1. Quantum-enabled cybersecurity and intrusion
detection

Under noisy quantum-computing conditions,
Cirillo et al. investigated quantum machine learning
approaches for intrusion detection and proposed to
evaluate noise rather than only reporting the ideal-
simulator accuracy [1]. Bellante et al. analyzed the
potential of quantum machine learning in cybersecurity:
a PCA-derived intrusion-detection use case to highlight
the connection between dimensionality reduction and
quantum representation [2]. Rosa-Remedios and
Caballero-Gil discussed improving the prognostic QM
for cybersecurity, reinforcing the need evaporative
condenser system design to be focused on practical
security use cases[3]. Eze et al. considered quantum-
enhanced machine learning for malicious URL detection
[4], with the intent of demonstrating this combined
approach has utility in more than one facet of network
security. Aparcana-Tasayco, Cristian; Al-allaf, Jamilah;
Al-rimy, Badr; Abrahao, Saler(5) Anomaly Detection
Work in 10T Security: A Review of Contributions and
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Challenges with Explicit Identification of Quantum
Machine Learning as an Emerging Direction [5].

Al-Hawawreh and Hossain direct more towards the
medical device security, were they introduced a privacy
aware data fusion and quantum deep learning
framework for detecting cyberattacks in loMT systems
[6]. 7Kalinin and Krundyshev consider quantum
machine learning techniques for analyzing security
intrusion detection [7], while 8Kim and Madhavi
propose a quantum intrusion-detection method using
outlier analysis [8]. Hdaib et al. investigated quantum
deep learning for detection of network anomalies and
network security [9]. Gong et al. presented a variational
quantum  convolutional neural-network intrusion
detector [10], and (prior innovations) a variational
quantum neural-network paradigm for network attack
detection [11]. Taken together, these works demonstrate
that a parameterized quantum circuit can be used as a
learned nonlinear representation, and the range of these
results also suggests that improvements in performance
are likely to be architecture- and dataset-specific rather
than universal.

The  privacy-preserving/distributed  versions
constitute yet another relevant line of investigation.
Abou El Houda et al. Proposed a quantum-federated
framework for network intrusion detection in consumer
networks [12]. Subramanian and Chinnadurai
investigated the hybrid quantum-enhanced federated
learning for cyberattack detection [13], and Javeed et al.
Discussed quantum computing and machine learning for
DDoS detection in Smart micro-grid [15]. Peral-Garcia
etal. provided an overview on quantum machine learning
and its applications from different domains and thus
stating that near-term realizations are still limited due to
factors such as encoding overhead, hardware access,
noise and classical-quantum orchestration [16].
Motivated by these limitations, in the present work we
adopt a shallow four-qubit circuit and perform explicit
noise testing.

2.2. IoMT intrusion detection, feature learning, and
operational constraints

In traditional and deep-learning based loMT
security, Chaganti et al. integrated particle-swarm
optimization and deep learning for intrusion detection in
medical-device networks [17]. Nayak et al. proposed
extreme learning machines with Bayesian optimization
for loMT cyberattack detection [18]. Binbusayyis et al.
investigated several classification techniques for loMT
intrusion detection [19], and Gupta et al. established a
tree-classifier based 1oMT network intrusion detection
model [20]. Ashraf et al. introduced FIDChain,
integrating  federated intrusion detection with
blockchain-based healthcare 10T [21]. These findings
suggest that robust classical baselines are necessary in
the context of evaluating a quantum-assisted model.

The review by Si-Ahmed et al. categorizes ML-
based 1oMT intrusion detection techniques and sheds
light on common encountered challenges related to
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feature quality, attack imbalance, computation
overhead, and generalizability [22]. Alalhareth and
Hong focused on feature selection with an enhanced
mutual-information approach [23] and later on adaptive
fuzzy-based learning for IoMT intrusion detection [24].
Norouzi et al. combined genetic algorithm with Random
Forest for 1o0MT intrusion detection[25]. Ravi et al.
presented a deep-learning based network intrusion
detection system for IoMT [26], and Zukaib et al.
presented Meta-IDS leveraging meta-learning for
medical-device networks [27]. These results inspire the
current focus on leakage control, feature compression,
and transfer evaluation.
Malware-oriented and also explainable methods, expand
the design space further. Dhanya and Chitra presented a
feature-independent GA-optimized XGBoost model
supported by an autoencoder for detection of IoMT
malware [28]. Messinis et al. surveyed the use of
artificial intelligence to enhance iomt security and
presented practical, deployable mechanisms [29].
Aljuhani et al. Proposed an intelligent and explainable
SaaS intrusion detection system for resource-
constrained IoMT [30]. Shaikh et al. introduced RCLNet
for anomaly driven IoMT intrusion detection system
[31]. The result of the systematic review of Naghib et al.
summaraizes the recent challenges and opportunities in
lomtintrusion detection, such as heterogeneous devices,
evolving threats, data imbalance, interpretability and
realistic evaluation [32]. QuantumGuard-loMT develops
these line of thinking by integrating attack detection with
explicit calibration, uncertainty, context-aware risk, and
quantum robustness analysis through the use of QC.
Table 1 summarizes the methodological gap distilled
from the quanutm-security literature [1]-[16] and the
lomt intrusion-detection literature [17]-[32]. Instead of
ranking the individual studies in the table the table
serves as a design matrix.

Table 1. Comparative Analysis of loMT and

Quantum-L earning Paradigms
Paradi | Repr | Prim | Outpu | Ope | Limit
gm esent | ary t of rati ation
ative | form | intrusi | onal | addre
litera of on risk ssed
ture repre | detecti / by
senta on cali | Quant
tion brat | umGu
ion ard-
IoMT
Conven | [17]- | Desig | Binary | Typi | Limite
tional/t | [20], | ned or cally | d
abular [23]- | flow | multicl | isola | explici
loMT [25] featur | ass ted t
IDS es classifi | or treatm
cation | miss | ent for
label ing quantu
m
noise
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and
joint
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The above synthesis in Table 1 motivates four design
objectives: the quantum block should be shallow and run
under noise; the classical comparison set should stay
strong; the probability of an attack should be calibrated
prior to its entering a risk policy; and the risk layer
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should bring in operational context without flooding the
attack-classification input. These conditions direct the
development in Section 3.
3. Model Formulation, Architecture, and
Deployment
3.1. Problem formulation and threat model

Consider the loMT observations as being network-
flow windows, that is, the flows have network/protocol
features and contain attack labels. This notation
specifies the dataset representation that is adopted by the
entire model; the differentiation between detection
evidence and context is motivated by the general loMT
principle that operational parameters should not be used
as spurious attack indicators [22], [29], [32]. D =
{(Xi, Vi Ci)} fori= 1,...,N, with yi € {0, ., K-
1}and K = 8.
The final harmonization within each class includes
traffic of benign, DDoS, DoS, reconnaissance, spoofing,
MITM, data injection, and malware/botnet activity. The
adversary might have control of an endpoint, a local
client, a gateway-facing service, a communication route
that may be reached from the outside, and they might
produce volumetric traffic, probe, manipulate identities,
intercept, send forged messages, or communicate in
malware. Compromise of the training-pipeline, model
extraction, and poisoning are not contained within the
primary threat model; they are left as future extensions.
The threat assumptions are consistent with attack classes
that are prevalent in recent IoMT security literature
[17]-[32].
Table 2 demonstrates the association of the modeled
family attacks with associated network evidence and
possible loMT impacts along with the policy direction.
The mapping is intentionally contextual: it does not
provide a single static risk score for the attack class. This
is in line with the operational- security separation
highlighted in recent loMT surveys [29], [32].

Table 2. IoMT Threat Model and Consequence

Mapping
Attack | Represent | Traffic | Impact | Usual
family ative eviden | onthe | policy
mode of ces IoMT | direct
entry (if any) ion
result
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d packet/ | being limit,
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DoS Single/few | Prolong | Delayed | Thrott
-source ed rate, | device le,
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or a abnorm | nication | e, Fail
al S Over
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realised.

Hence, the aim of optimization is broader than that
of eliciting minimum classification error. A deployable
detector for the IoMT needs to significantly decrease
hazardous false negatives without being overwhelmed
with false alarms that could cause unnecessary
quarantining of medical devices. It should also maintain
reasonable probability calibration, be robust to domain
shift and isolate automated analytics from clinically
disruptive interventions [29], [30], [32].

3.2. Data preprocessing and leakage control

Unprocessed traffic data may have extreme
counters, zero-duration ratios, null values, protocol
categories, raw IP addresses, timestamps, and session
IDs. Direct identifiers are omitted unless they are
transformed into behavioral aggregates since random
record-level splitting can otherwise cause a model to
memorize device or session fingerprints. Feature
selection and preprocessing plays a fundamental role for
the performance of loMT IDS [19], [23], [25], thus all
statistics needed for the transformations are computed
strictly on the training set.

Winsorization and then standardization (according
to training set parameters) are applied for each
continuous feature. The clipped standardized value is
defined in Equation (1) and is reported here because
equal pre-processing is performed for all classical and
quantum baselines prior to model specific processing
[19], [23], [25].

et ) @

g, te

X = clip(
i

In (1), normalization is determined by the train-set
mean and standard deviation, a small positive constant
is used for numerical stability, and the clipping constant
bounds extreme standardized values. Missing
continuous features are imputed with training medians;
categorical fields are one-hot encoded after
consolidating rare categories. The splits are made prior
to any learned feature transformation or resampling.
3.3. Classical residual representation

The classical part of the circuit implements this first
nonlinear abstraction since mapping all raw features
directly to qubits would increase circuit width and
simulation cost without guaranteeing that each
additional qubit encodes useful information on security.
Deep IoMT systems show the significance of learned
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nonlinear representations [26], [27], [31]. Hence,
QuantumGuard-loMT compresses the normalized
vector prior to quantum encoding.

Equation (2) describes the feature-gating operation

used for filtering out traffic features non-informative for

g = o(W,% +b,) @ $(Wik +by), @

a certain sample while keeping a differentiable flow of
information [26], [31].
The gated representation is passed through two

) = Uy(8,) = Uy (B Uy (8 ()| 004, L=3. (0]

Following the last layer, Pauli-Z expectation values
are read out. Equation (8) is the four-dimensional
quantum feature vector. The resulting bounded
expectations are considered as learned features instead of
asingle attack decision, in line with the hybrid view that
was stressed by [2], [9], [10], and [16].

;
. . .. T = (Wil Ze ), zl':[zi,ﬂvzi,le[.Zﬂzi.E]' )
dense layers with GELU activation, layer normalization
and dropout. A residual projection preserves lower-level
evidence and the resulting 16-dimensional classical . . L
Figure 2 illustrates the combination of the

h,; = LayerNorm(h:,i + thorf). 3)

representation is defined by Equation (3) [26], [27].

The 16-dimensional vector has two purposes. The
full vector is the residual classical path and a learned
projection results in four bounded variables for the
quantum circuit. This double path makes the
contribution of the quantum branch directly testable via
ablation, and it avoids noisy expectation values to
become the sole represenation accessible to the
classifier.
3.4. Quantum bottleneck and variational circuit

The four dimensional quantum input is produced by
a bounded projection. Equation (4) transforms classical
latent vectors into four angles in a closed interval, which
means that extreme rotations are avoided and is in line
with the compact-circuit strategies of recent quantum
intrusion studies [1], [2], [7]-[11].

%, = wtanh(Wyh,; +b,), Kq € [-m,m]* )

and each bounded component is then encoded as a
single-qubit Y rotation. Equation (5) specifies the angle-
embedding operator; this type of low-width encoding is
compatible with the hybrid variational architectures
studied in the quantum machine learning (QML) for
cybersecurity literature [2], [7], [10], [11], [16].

= )
oo (x0.) = | [ r (rais)-
k=0

3
Ug(8s) = E¢ 1_[ Rz (23 )Rx(8esez )Rz (Beser). (6)

Equation (6) defines a layer of parameterized RZ-RX—
RZ rotations and ring entanglement, whereas Equation
(7) represents the full evolved quantum state.

preprocessing, residual classical encoder, quantum
bottleneck, fusion layer, intrusion head, context branch
and risk objective. The design is a coalescing of the
hybrid-learning paradigm forwarded by [6]-[11] and the
strengths of classical robustness and deployment
discussed in [22], [29], and [30].

Quantum Variational Quantum Clasical
Bottleneck | |Quantun Circuit| | Measurements || Fusion

Raw | Feature |
10MT Traffic | | Preprocessing || gncoding

| Device Criticality + Exposure Risk Learning / ‘
Attack Severity - Uncertainty Joint Objective

vimE? 3 |

Calibrated Risk Output

[N

Intrusion |
& Risk Analysis

2%t o YR Y P55 Puli PPl
l

Figure 2. Hybrid Quantum-Classical
Architecture of QuantumGuard-loMT

Figure 3 The circuit inside figure 2 is expanded by figure
3. Four entangled compressed latent variables are input
into RY encoding and go through three trainable RZ-
RX-RZ blocks with ring entanglement and are finally
measured in the Pauli-Z basis. The depth 2 topology has
been chosen to provide a good trade-off between
expressiveness and robustness, a matter that has been
put into question by noisy quantum-security research

[1], [8]-[11].

Figure 3. Four-Qubit Variational Quantum Circuit Four
classically compressed latent features are angle-embedded
with RY gates, are then processed
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through three parameterized RZ-RX-RZ rotation layers
with ring entanglement, and are observed as Pauli-Z
expectation values. Source: author-developed circuit
consistent with the variational-QML family studied in
(1], [7}H11].
3.5. Hybrid fusion and calibrated intrusion
classification

QuantumGuard-loMT does not abandon the
remaining classical representation after quantum
operations. Instead, the two branches are concatenated
and an element-wise interaction is applied. Equation (9)
defines the fusion vector.This design is inspired by the
practical lesson from hybrid quantum-security models
that a quantum part should supplement and not to
outright substitute classical learning [2], [6], [9], [10].

hep = ¢(Wrho Il 2 I (Phe; ©@ z)] +by), (©)

The fused representation is fed to the multiclass
intrusion head. The raw logits are transformed into
temperature-scaled class probabilities according to Eq.
(10), with the temperature being estimated solely based
on the validation partition after fitting the model.This
way the test set is not leaking into confidence
calibration, and it allows thresholding-risk-based
policies downstream [3], [29], [30].

exp (Of.k/ T)

Bir =

3.6. Predictive uncertainty and risk head

A calibrated attack probability is still not a full
characterization of op- erational risk. The model thus
considers predictive entropy, normalized, as an uncer-
tainty measure. This entropy term is defined in Equation
(112): a value closer to zero indicates a more concentrated
posterior, while a value closer to one represents a more
ambiguous class distribution.The distinction between
confidence, explainability, and operative decision-
support was inspired by issues raised in recent work in
IoMT security [29]-[32].

K
1
=—— Y piplog(Pis +€). 11
IDgKZp.,k og(Bix +€) 1)
&

The risk branch takes as input the hybrid
representation along with the criticality of the device,
the severity of the attack, the exposure, and the
uncertainty. The normalized estimation of latent risk is
defined in Equation (12). Device criticality is set via an
external policy table rather than inferred from attack
labels; exposure can signify external reachability or
gateway centrality; and severity denotes the anticipated

#o=o(wihe I e Il s Il e Il ] +b,). (12)
technical result of the inferred attack family [22]- [32].

Figure 4 illustrates the expected outcome for the
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uncertainty fixed to representative mid-level values, we
observe how varying malicious probability and device
criticality can shift an incident through low, moderate,
high, and critical response quadrants. The figure is a
depiction of the suggested policy template, rather than a
patient-harm risk estimator [29], [32].

Operational risk surface used for loMT response prioritization

0.6

Normalized medical-device criticality
b d
S

0.2

i \‘\cmical/camam +alert

0.0 . —
0.0 0.2 0.4 06 0.8 1.0
Calibrated intrusion probability

100

80

60

40

20

Risk score (0-100)

Figure 4. QuantumGuard-loMT
Operational Risk Surface

The calibrated intrusion probability and normalized criticality of
medical devices collectively translate events across response
regions of low, moderate, high, and critical response levels
when all other context variables are kept constant. Source: FIG.
1 Author-developed risk visualization inspired by operational
concerns in [29], [30], and [32].

3.7. Class imbalance and joint optimization
The sets of Medical-Device traffic-based datasets
may bag a majority benign class and have infrequent attacks
classes. Classical 1oMT approaches have consistently
leveraged optimization, feature selection and class-aware
techniques to enhance minority-attack detection [17]-[20],
[23]-[25].

x
1
Lon == @y, (1= pey) log(Bey, + ). as)

QuantumGuard-loMT employs the class-balanced focal
loss described in Equation (13) to mitigate the impact of
class imbalance, which attenuates the relative weight of
samples that are already simple to classify while
maintaining class-frequency weighting.

Rather than a pure classifier, the model is learned
as a multi-task system. The focal intrusion loss, a robust
regression term for the normalized risk, a Brier-type
calibration regularizer on the malicious-versus-benign
probability, and the L2 parameter regularization is
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aggregated in Equation (14). The multi-objective
formulation could be applied to the unified privacy,
distributed and hybrid learning settings in [6], [12]-[14]
as well.

- N AN ®)? 2
£ = Lop + A Huber(r 7) + 4 1) (2= 5) + 22 101, as
i=1

We optimize the classical and variational
parameters together. We use exact state-vector
expectation values during the main training so that the
instability of optimization is not combined with finite-
shot errors. After freezing the model, shot noise and
depolarizing noise are introduced in the robustness test.
This distinction is important as a reduction in
performance in noisy implementation should not be
confused with 'normal’ retraining variance [1], [9], [16].
3.8. Risk-aware deployment logic

QuantumGuard-loMT is designed to operate on an
IoMT gateway, local security appliance, or hospital edge
node and not on a resource constrained medical sensor
directly. This deployment decision aligns with the result
from the resource-awareness of Past works on 10MT
IDS [19], [26], [30], [32]. The edge node consolidates
flow statistics, runs preprocessing, executes classical
and quantum modules, and outputs both a calibrated
attack distribution and an operational risk score to a
separate policy engine.

Response is monotonic with risk but not fully
automatic for clinically disruptive actions. Low-risk
events are recorded, moderate-risk events induce
enhanced monitoring or identity verification, high-risk
events may initiate rate limiting or flow isolation, and
critical-risk events produce instant security notification
with  containment recommendations [2]. Every
intervention that is capable of diverting a therapeutic
course has been explicitly constructed to always
advocate for human or clinical-system confirmation,
thus maintaining a definitive and auditable separation
between predictive analytics and control that impacts
safety [29], [30], [32].

4. Experimental Configuration

4.1. Dataset selection and harmonization

Processing is performed on multiple public security
datasets as no single benchmark can capture the full
diversity of I1oMT devices, protocols, attack
implementations and states of operation. The main
domain is the CICIoMT2024; WUSTL-EHMS-2020
offers a separate healthcare-focused verication
environment; and ToN-loT provides a wider
heterogeneous loT/edge/cloud domain for stress testing.
This multi-source strategy is to heed the generalization
issues that are repeatedly mentioned in loMT intrusion-
detection research and surveys [22], [27], [29], [32].
The class labels are merged to eight broad families only
when semantic equivalence can be assumed. The
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ambiguous dataset-specific names are kept for the
binary malicious-versus-benign transfer and are not
mapped into an artificial multiclass label-space.
Biometric features are not used in the main input for
attack classification; if they exist, they are saved for
sensitivity analysis or subsequent context, which

shortcuts for network-attack identification.
To make the domain boundaries clear, we cite in
Table 3 the three benchmark roles.

This selection is in agreement with the general loMT /
healthcare network evaluation trail witnessed in [6], [17]-
[32].

Table 3. Datasets Used for QuantumGuard-loMT

Evaluation
Dataset | Domai | Secur | Context Rolein
Resour | n and ity of the the
ce source | conte | features/ work
of the nt protocol
data

CIClo Testing | 18 40 IoMT | In-
MT202 | platfor | attack | devices; domain

4 m for S Wi Fi, primary
[Interne | catego | MQTT, training,
t of rized BLE- validati
Medical | into based on and
Things] | DDoS | collection | multicla
IOMT; , DoS, Ss
Canadia | Recon testing,
n : device/p
Institute | MQT rotocol
for T, specific
Cyberse | and evaluati
curity spoofi on

ng

WUST | Testbed | Legiti | 44 Transfer

L- for an mate variables: | and risk

EHMS- | Improv | and 35 calibrati

2020 ed attack | network- | on

Healthc | data flow, 8 validati

are with biometric | ononan
Surveill | cyber | ,1label, | indepen
ance; incide | 16,318 dent
Washin | nts records healthca
gton focuse re-
Univers | don domain
ity in the
St.Loui | health
S care
indust
ry
ToN- loT/Ind | Mixed | Network | Out-of-
loT ustrial real- and domain
loT world | telemetry | robustne
(NoT), and data ss and
edge/fo | simula | Windows | attack-
g/cloud | ted and family
cyber- attack | Linux enrichm
range scenar ent
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testbed; | ios, data and where
UNSW | DoS/ | logs] mappin
Canberr | DDoS gs are
a , and semanti
malwa cally
re- valid!
relate
d
attack
S

4.2. Partitioning and repeated evaluation

5 independent experiments, with different random
seeds are conducted. In-domain data are divided into
70% training, 15% validation and 15% test. Where
device, session or temporal-block identifiers exist,
stratification is done at the group level to mitigate
leakage from highly correlated samples from adjacent
records. The validation split is employed for early
stopping, temperature scaling, threshold determination,
and hyperparameter determination; the test split is only
accessed once all those decisions have been set. These
controls matter as extremely high 1oMT IDS scores can
be artificially inflated, if repeated or very similar traffic
records are arbitrarily split across training and testing
[22], [29], [32].

Cross-dataset transfer is assessed in two modes. The
direct-transfer  setting uses the source-trained
transformation and classifier directly with no fitting on
target-domain data. A restricted-adaptation condition
enables for 10% of the target training instance to adapt
the model while the rest of the target instances staying
frozen for testing. No over-sampling or synthetic data
generation is applied before partitioning. Class
imbalance is addressed in the objective in equation(13)
instead of wusing any sampling techniques in
preprocessing.

4.3. Baseline models

The baseline models are a Random Forest,
XGBoost, a multilayer perceptron, a bidirectional
LSTM, and a sole four-qubit QNN. Tree ensembles such
as Random Forest are still solid candidates for loMT
tabular traffic [20], [25]; deep neural baselines are
justified by the evidence in [17], [26], [31]; and the
standalone QNN corresponds to the quantumintrusion-
detection genus of [7]-[11]. Every baseline is given the
same leakage-contaminated partitions and standardized
non-identifying features to the extent allowed by its
architecture.

The standalone QNN has the identical four-
dimensional bottleneck and circuit depth employed in
QuantumGuard-loMT without the 16-dimensional
residual classical path. This separates out the impact of
hybrid fusion: a contrast between the QNN and the full
model becomes a question of whether holding onto
classical information in the vicinity of the variational
circuit has any utility rather then just a comparison
between two disjoint architectures.
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4.4. Implementation settings

The baseline setup consists of 4 qubits and 3 trainable
entangling layers. Training uses exact expectations over
the state-vector, while inference stability is repeated at
4096 and 1024 shots and for increasing depolarizing-
noise probabilities. The full implementation parameters
is reported in Table 4 for analysis of results. These are
typical trade-offs between the size of the variational
circuits and realistic restraints on resources as
highlighted in recent QML security studies [1], [2], [9],
[10], [16].

Table 4. QuantumGuard-loMT Implementation
and Hyperparameter Settings

Summa | Setting Value/choice | Motivatio
ry n
Data Domain- | 70/15/15 Repeated
partition | specific train/validatio | generaliza
inputs n/test; 5 seeds | tion
estimate
between
the
primary
and
separate
calibration
dataset
Standar | Hidden 64 — 32 — 16 | Progressiv
d widths e
encoder Compressi
on and
before
Quantum
Bottleneck
Excitati | Hidden GELU Smooth
on layers non-linear
encoding
Coarsen | Dropout/ | 0.15/1x10"-4 | Avoid
ing Weight overfitting
regulati | Decay on
on device/ses
(Rsq) sion
by 0.1 artefacts
at each
step is
fine
Quantu | Qubits/ 4/3 Compact
m layers NISQ-
circuit. friendly
architectur
e
Quantu | Feature RY angle A single
m map embedding compresse
encodin d latent
g. variable
per qubit
Gates Per qubit | RZ-RX-RZ+ | Expressiv
thatare | / layer ring e, yet
entanglement shallow
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trainabl variational
€ block
Hours Hybrid AdamW, Classical
of parameter | learning rate and
system S 3x10™-4 quantum
process parameter
or sare
(SCP) optimized
or jointly
optimiz
er time.
Batch Training 128 Stable
size: gradient
The estimate
number and
of manageabl
training e
example simulation
S used cost
in one
iteration
Epochs | Maximu 60/8 Early
m/ stopping:
patience Validation
Macro-F1
Class Focal y=2 Focus on
objectiv | parameter hard/mino
e rity attack
samples
Multi- Risk / Ar=0.35Ab= | Trade off
task calibratio | 0.10 between
loss n attack
weights discrimina
tion and
risk
reliability
Quantu | Measure State-vector Eliminate
m ment expectation the finite-
training shot noise
from
parameter
optimizati
on
Robustn | Shots 4096 and 1024 | Measure
ess test finite-
sample
sensitivitie
S
Noise Depolariz | 0, 0.002, Investigat
test ing 0.005, 0.01, e decay
probabilit | 0.02 under
y increasing
circuit
noise
Target Deploym | IoMT Do not
inferenc | ent gateway/edge | unduly tax
e node limited
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clinical
endpoints

4.5. Evaluation metrics

Intrusion detection performance is evaluated by
accuracy, per-class precision, recall, Macro-F1,
Matthews Correlation Coefficient (MCC) and AUROC.
Macro-F1 is the main model-selection metric, as it
assigns an equal importance to minority attack families
also in line with the unbalanced IoMT scenarios
analyzed in [17]-[20], [24], [25], and [31]. MCC is
reported as a balanced correlation-style coefficient, and
AUROC measures ranking without relying on a single
operating threshold.

Risk prediction is assessed based on the Mean
Absolute Error, Root Mean Square Error, coefficient of
determination, Spearman rank correlation, and Expected
Calibration Error. The composite distinguishes
magnitude error, large-error sensitivity, explanatory fit,
ordering quality, and calibration. Calibration is modeled
as a property of deployment since
explainable/operationally meaningful 1oMT security
mechanisms need scores that allow it to be thresholded
in an interpretable manner (as opposed to uncalibrated
confidence itself) [29], [30], [32].

The result of the computation analysis average inference
latency per flow and the theoretical throughput at a fixed
evaluation environment. These numbers are not shown
to claim quantum speedup because state-vector
simulation on classical machine is not a proof of
computational quantum advantage [1], [16]. Instead, the
experiment is to determine whether the hybrid pipeline
can be run for edge-assisted monitoring and to identify
the overhead effect imposed by the quantum branch.
4.6. Quantum robustness and ablation protocol

The robustness protocol The robustness separates circuit
width, the architectural ingredient and the execution
noise. Circuit-width ablation Two-, four-, and six-qubit
design schemes are compared. Architectural ablation
removes the quantum layer, entanglement, residual
classical features, or input of uncertainty. Finite-shot
and depolarizing-noise experiments perturb only the
quantum realization of a frozen trained model. This
decoupling mirrors the experimental caution advocated
by the noisy-QML and quantum-intrusion literature [1],
[8]-[11]: a beneficial quantum feature contribution is not
evidence of quantum computational advantage or fault
tolerance.

Figure 5 shows the deployment and experimental
topology. Device traffic is ingressed through an loMT
gateway, hybrid inference is conducted at an edge-
security node, and outputs are delivered to policy, audit,
and clinical-ops. The evaluation sect explicitly
decomposes in-domain test, cross-domain transfer, and
noisy or finite-shot quantum execution [1], [29], [30],
[32].
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Figure 5. loMT Edge Deployment and Evaluation
Topology

IoMT traffic is aggregated at a gateway, hybrid
inference is performed at an edge-security node, and
outputs are sent to policy and audit mechanisms as the
evaluation advances through in-domain, cross-domain,
and noisy-quantum paths.

4.7. Reproducibility and implementation controls

All this preprocessing statistics, class mappings,
class weights, calibration parameters, and random seeds
are logged with every model checkpoint. Data splitting,
classical initialization and quantum parameter
initialization have independent seeds. The best epoch is
determined by validation Macro-F1; model weights are
then frozen; temperature calibration is fitted on the
validation partition, and the test set is only accessed to
generate the final metrics. These mechanisms are
intended to tackle the reproducibility questions which
become more critical when minor performance
differences are reported over strong IoMT baselines
[22], [29], [32].

For the quantum section, circuit topology, qubit
order, gate sequence, parameter seed, simulator mode, d
differentiation method, shot count, and noise condition.
All noise experiments are based on the same frozen
checkpoint so that degradation can be ascribed to run
conditions rather than to different training runs. Risk-
policy thresholds are versioned independently of the
neural parameters, so the institutional policy can change
without retraining the attack classifier.

5. Result Analysis

The performed evaluation involved a joint
processing of the two outputs: multi-class intrusion
detection and running operational risk assessment. The
result section applies the same repeated-run protocol as
described in Section 4 and treats all results as outputs of
the realized pipeline and not as proof of universal
quantum advantage. Reporting comparisons to classical
and quantum baselines is consistent with the evaluation
methodology of the recent QML intrusion learning
investigations [1], [2], [7]-[11].

The operational risk score is a function of calibrated
malicious probability, medical-device criticality, attack
severity, exposure, and predictive uncertainty. The final
0-100 score to be used in the experiments is specified
by Equation (15), where the coefficients are considered
as fixed during the test
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evaluation; the separation of cyber evidence from the
contextual consequence is driven by operational loMT
security considerations [29], [30], [32].

R, = 1000 (1.31logit(p;) + 0.84c, + 0.73s, + 0.52¢, + 0.41u; — 1.96) (1s)

In Equation (15), scores less than 25 are considered
low risk, 25-49.99 moderate, 50-74.99 high, and 75 or
greater critical. The score comes from an operational
cyber-risk indicator and is not to be taken as a direct
likelihood of patient harm prediction.

5.1. Overall intrusion-detection performance
The average test results of all baseline models are
tabulated in Table 5. QuantumGuard-loMT has
outperformed  existing  state-of-the-art  (SOTA)
techniques with an accuracy of 99.18%, precision of
98.92%, recall of 98.77%, and Macro-F1 of 98.84%
along with a mind-boggling MCC of 0.987 and AUROC
of 0.9971. Instead, the result is considered with respect
to robust classical and quantum baselines (i.e. not weak
reference models) which is very much in the same
comparative spirit of [1], [2], [7]¢[11], [17], [19], [20],
and [26].

Table 5. Comparative Intrusion-Detection

Performance

Model | Accu | Prec | Re | Ma | M | AU
racy | ision | cal | cro-| C | RO

(%) (%) | F1 C C
(% | (%)
)
Random | 96.18 95. | 95,5 | 0.9 | 0.98
Forest 958 |42 |8 53 | 70
6
XGBoos | 9753 | 97.1 | 96. | 97.0 | 0.9 | 0.99
t 8 91 |3 70 |21

BiLSTM | 9791 | 97.7 | 97. | 975 | 0.9 | 0.99
2 48 |9 75 | 40
Classical | 96.87 | 96.5 | 96. | 96.3 | 0.9 | 0.99

MLP 5 22 | 6 63 | 02
Four- 97.38 | 97.1 | 96. | 96.9 | 0.9 | 0.99
Qubit 4 83 |5 68 | 25
ONN

Quantu 99.18 | 989 | 98. | 98.8 | 0.9 | 0.99
mGuard- 2 77 | 4 87 |71
IoMT

Figure 6 offers a detailed comparison of the four
classifiers by using four different macro-averaged
classification measures. The macro-F1 score for the
proposed model is the best among all the methods in
terms of accuracy, precision, recall, and Macro-F1, and
BIiLSTM is the best classical baseline. The figure is here
quoted as the graphic complement of Table 5 and
underlines the following error-reduction computation

[1], [2]. [26].
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Figure 6. Comparative Intrusion-Detection
Performance

As the baseline accuracies are high, the
classification error to be reduced is more informative
than the absolute percentage difference. Equation (16)
may be interpreted as the relative decrease in errors with
respect to the strongest classical baseline, a notion that
prevents exaggerating small absolute improvements in
saturated classification environments [1], [2].

(1 - Abase) - (1 - AQG) (16)
red = x 100
1- Abase

By taking the BILSTM as the baseline, the error rate
is reduced from 2.09% to 0.82%, which corresponds to
about 60.8% relative error reduction. Recall is also
increased from 97.48% to 98.77%, which makes it fewer
residual missed- attacks with very high precision.

5.2. Attack-wise detection behavior

Class-wise results are needed as the total accuracy can
conceal the failure on the attacks which are rare or are
difficult to observe in behaviours. Per-class precision,
recall and F1 values are reported in Figure 7. Denial of
service and benign traffic are the simplest classes and
malware/botnet and MITM the most challenging ones,
this conforming to the higher behavioral overlapping
reported in IoMT malware and anomaly-detection
literature [28], [31], [32]. QuantumGuard-loMT
consistently performed well in the detection of all traffic
classes, with F1 score between 97.72% and 99.80%.
DDoS achieved the best results with precision of
99.90% and recall of 99.70%, and malware/botnet was
the hardest to distinguish. In addition, the model
achieved macro-average precision, recall, and F1 scores
of 98.91%, 98.76% and 98.84%, respectively.

IJDDT Volume 16 Issue 79s 2026

Traffic | attack class

Figure 7. Class-Wise Precision, Recall, and F1
Performance of QuantumGuard-loMT.
Figure 7 also indicates that the precision-recall gap

continues on a small range for most classes, and
suggests the classifier does not improve one metric at
the cost of another in other words. Such a pattern is also
preferable for loMT implementation as it decreases the
possibility of a model that looks accurate on the
aggregate that is weak on clinically-relevant but lower-
frequency threats [22], [29]. To further corroborate the
attack-wise analysis, Figure 7 presents the line-plot view

of the precision, recall, and F1 score for each traffic
class. The figure makes the ordering of the algorithm
performance clearer than the table itself and the hybrid

model is still very stable for all the 8 categories since the
majority of the values are concentrated very close to
100% for benign, DDoS and DoS traffic while the most
values are dispersed for malwares/botnet [17], [29],
[31].

Figure 8 shows the row-normalized confusion matrix
corresponding to Figure 7. The majority of mistakes are
made within related malicious classes, as opposed to
between malicious and benign traffic. MITM presents a
small window of confusion with spoofing and recon, and
malware/botnet sometimes overlaps with injection or
volumetric, as the subtle C&C and Anomacy patterns in
[28], [31] suggest.
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Figure 8. Multiclass Confusion Matrix of
QuantumGuard-l1oMT

Recall for the malware/botnet class is the
lowest at 97.70%, while DDoS is at 99.70%. This
difference is operationally justifiable because
sudden volumetric

Changes by strongly influencing packet-rate and
connection statis- ticsa€”are very different from low-
rate, command-and-control activity that may mimic very
much of the normal protocol structure. However, the
model still holds F1 at more than 97.7% for all the
classes.
5.3. Risk-assessment accuracy and calibration

The second output head is judged separately to
assess if security evidence can be converted into an
stable operational score. The MAE is given by Equation
(17) and the RMSE is given by Equation (18). These
statistics measure the average risk deviation and
penalize larger errors, while the calibration checks
address the operational demand of having trustworthy
thresholds which are emphasized by research on
explainable loMT security [29], [30], [32].

~
1 .
MAE = i _21|R, — R, amn
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~
1 =z
RMSE = |5 E (R: — R:) 18y

Table 6 presents the results for our hybrid risk estimator
together with a linear score, a classical MLP risk head,
and a purely quantum risk head. QuantumGuard-loMT
achieves an MAE of 0.031, RMSE of 0.045, the
coefficient of determination of 0.968, Spearman
correlation of 0.958, and ECE of 0.016.
TTable 6. Risk-Estimation and
Calibration Performance.

The ECE is obtained by using the absolute

Risk Model | MA | RM | R? | Spearm | EC
E SE an p E
Linear Risk | 0.07 | 0.10 | 0.8 | 0.901 0.0
Score 1 1 74 43
Classic 0.05 | 0.07 | 09 | 0.928 0.0
MLP Risk 1 4 25 29
Head
Quantum - | 0.04 | 0.06 | 09 | 0.939 0.
Only Risk 7 8 37 027
Head
QuantumGu | 0.03 | 0.04 | 0.9 | 0.958 0.
ard-loMT 1 5 68 016

difference between observed event frequency and
average predicted confidence within probability bins in
summation form as in Equation (19). This metric is
referenced since risk thresholds downstream are only
meaningful if the predicted probabilities have a
reasonable correspondence with observed frequencies
[29], [30].

asy

s

S,

EcE= I§I Jace(Sy) — conf(Sy)|
&

Figure 8 displays the reliability association given by
Equation (19).QuantumGuard-loMT stays nearer to the
ideal diagonal in comparison with the classic risk head,
especially in the medium-probability level where the
system operator is known to be most sensitive to
miscalibration of [29], [30].
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Figure 9. Risk-Probability Calibration Reliability
Diagram.

Even though Figure 9 illustrates reliability behavior, the
error magnitudes of the competing risk heads are more
convenient to be compared in a specific summary plot.
Thus, Figure 10 presents a graphical view on the MAE,
RMSE, and ECE for the four risk estimators evaluated
and offers a concise graphical rationale for the
superiority of the hybrid risk head [29], [30], [32].

Risk-Estimation Error and Calibration Comparisan

B E
B RMSE
= ECE

0,081

Y
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H
B

Lnezr Classical Quantun Criy QuantumGiszrd
ME Head AoMT

Risk model

Figure 10. Comparative Risk-Estimation Error and
Calibration Metrics.

Compounded reductions in all three error-based metrics

demonstrate that the advantage of QuantumGuard-loMT
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goes beyond just ranking alerts. Instead, the quantum-
classical risk head also achieves a better probability
reliability, which is important as operational threshold
can trigger verification, isolation or containment actions
[29], [30].

5.4. Cross-dataset generalization

Generalization is tested under same-domain, out-of-
domain (healthcare domain), direct cross-dataset
transfer (zero-shot), and few-shot target adaptation.
Table 7 gives the classification and risk results. Cross-
domain evaluation is included because (i) the 1oMT
literature consistently reports dataset and device
heterogeneity as a key challenge to deployment [22],
[27], [29], [32].

Table 7. Cross-Dataset Generalization Performance

Evaluatio | Accur | Macr | AUR | Ris | EC
n acy o-F1 ocC k E
Environ (%) (%) MA
ment E

Primary 99.18 98.84 | 0997 |00 |00

lIoMT 1 31 16

dataset -

domain

test

Healthcar | 97.64 96.98 | 0.990 | 0.0 | 0.0

e- loT 6 44 24

dataset

(independ

ent)

Vanilla 94.83 93.71 | 0.974 | 0.0 | 0.0

Cross- 2 63 37

dataset

transfer

Cross- 97.02 96.21 | 0.987 | 0.0 |00

dataset 9 48 26

transfer

with 10%

target

adaptation

Direct transfer lowers Macro-F1 from 98.84% to
93.71% and increases MAE of risk from 0.031 to 0.063,
indicating quantifiable domain shift. Adaptation on 10%
of the target-domain training set recovers the Macro-F1
to 96.21% and the MAE to 0.048. The result indicates
that hybrid representation preserves transferrable
structure but is not domain invariant, implying the
necessity of local validation and drift monitoring prior
to clinical deployment [27], [29], [32].

To complement the cross-dataset discussion, Figure 11
plots the variation of accuracy and Macro-F1 with the
four evaluation settings. There is a strong photographic
trend showing the breakdown in direct transfer and the
partial mitigating influence of limited target-domain
adaptation [2], [3], [22].
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Figure 11. In-Domain Accuracy and Macro-F1
Performance

The result demonstrates that the generalisation
degradation is systematic instead of anecdotal. In
contrast, the recovery after negligible adaptation lends
credence to the notion that the model learns attack-
relevant structure which can be transferred even in
presence of different device populations and conditions
in traffic generation [3], [22], [29].

5.5. Ablation analysis of the hybrid architecture
Table 8 quantifies the effect of the quantum layer,
entanglement, residual classical path, uncertainty input
and circuit width. This ablation is crucial as a better per-
forming hybrid model does not tell which part is
responsible  for  the performance boost. The
interpretation is consistent with the conservative
experimental approach adopted in quantum-security
research [1], [2], [9]-[11].

Table 8. Ablation Analysis of QuantumGuard-
loMT

Settings | Accur | Mac | AUR | Ris | Laten
acy ro- ocC k cy
(%0) F1 MA | (ms/fl

(%) E ow)

Full 99.18 | 98.8 | 0.997 | 0.03 | 10.6

Quantum 4 1 1

Guard-

loMT

with 4

qubits

program

Non 97.12 | 97.0 | 0991 | 0.05 | 42

Quantum 2 1 2

Layer
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No 97.82 | 97.6 | 0.993 | 0.04 | 8.9
Entangle 1 2 6

ment

No 98.26 | 98.0 | 0.994 | 0.04 | 8.6
Classical 7 8 01
Residual

Feature s

Without 99.05 | 98.7 | 0.996 | 0.04 | 9.9
Uncertaint 3 8 26

y Input

Two- 98.31 | 98.0 | 0.995 | 003 | 74
Qubit 3 2 9
Circuit

Six-Qubit | 99.22 | 989 | 0.997 | 0.03 | 17.8
Circuit 1 3 01

Without the quantum layer the Macro-F1 drops from
98.84%to 97.02% and risk MAE goes up from 0.031 to
0.052. Without entanglement, the Macro-F1 is 97.61%,
indicating that inter-qubit interaction helps beyond
independent rotations. The removal of the residual
classical path degrades the performance as well,
indicating that the full model is enhanced by the
classical-quantum representation, not purely quantum
representation. Because the six-qubit circuit results in
only a marginal F1 increase at a significantly higher cost
of latency, we consider the four-qubit design as the best
operating point.

In Figure 12 we present further clarification of the
numerical ablation by plotting Macro-F1 against
inference latency for each architecture variant. This
visualization is convenient as the best configuration
should be decided based on not only the quality of
prediction, but also its computational footprint at the
gateway/edge node [6], [7], [16].

Ablation Trade-off Between Accuracy and Latency

nnnnnnnnnn

Figure 12. Ablation Accuracy-Latency Trade-Off of
QuantumGuard-1oMT Configurations
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Figure 12 also confirms that the chosen four-qubit
design is close to a best-practicings operating point for:
it performs much better in Macro-F1 than the ablated
models and does not incur the large latency cost of the
sixqubit variant. This observation further solidifies the
statement that our proposed design lies in-between a
fully balanced design and a fully unbalanced design,
rather than picking from an arbitrarily location defined
by the constructs [6], [16].

5.6 Quantum noise and finite-shot robustness

Next, the trained quantum block is run at state-vector,
4096-shot, and 1024-shot modes of execution with the
depolarizing-noise  probability  increasing.  The
composite robustness experiment is presented in Figure
13, and directly addresses the noisy-execution policy
concerns that were recently emphasized in quantum
intrusion-detection literature [1], [8]-[11].

Quantum-Circuit Noise and Shot Robustness

—e— State-vector reference
~a— 4096 shots
—— 1024 shots

BODOD 00025 0GOS0 D007 00100 00125 00150 00195 0.0200
Depatarizin g-nalse probability

Figure 13. Quantum Noise and Finite-Shot
Robustness Analysis.

At a depolarizing probability of 0.005, Macro-F1
are still higher than 98.2% for both the finite-shot
scenarios. macro-F1 scores at 0.01 is still close to 98%,
and at 0.02, the 1024-shot setting still achieves 96.48%
macro-F1. This gradual rather than sudden deterioration
suggests that the residual classical branch acts as a stable
backup track when measuring individual expectations
becomes unreliable. This is robustness to the tested
channel model, not evidence of fault tolerance.

5.7. Computational performance and real-time
feasibility

The inference-latency and throughput measurements
are shown in Table 9. The proposed hybrid model has a
higher latency than those of Random Forest, XGBoost,
and the MLP since it needs to compute classical and
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quasi quantum modules, but its average latency of 10.6

ms per flow is still within the considered gateway-based

monitoring budget. Resource-aware reconciliation of

deployment is in line with the (emerging) edge and SaaS

views of [26], [30], [32].

Table 9. Computational Performance of Intrusion-
Detection Models

Model Average | Estimated | Macro
latency | Throughpu -F1
(ms/flow | t (flows/s) (%)
)

Random 24 417 95.58

Forest

XGBoost 3.1 323 97.03

Traditional 2.8 357 96.36

MLP

BiLSTM 8.8 114 97.59

Four-Qexpert 79 127 96.95

QNN

QuantumGuar | 10.6 94 98.84

d-loMT

Figure 14 plots Macro-F1 against mean inference
latency and visualizes the accuracy—cost trade-off in
Table 10. Classical tree-based models cluster in the
lowest latency region, and QuantumGuard-loMT
achieves the best Macro-F1 with a higher computation.
The point of this comparison is practical was feasibility
not that quantum execution was faster [1], [16].

Accuracy-Latency Trade-off for [oMT Intrusion Detection

EILSTM
L]

3 xGBoost
20 ® sl

[
Mean inference latency per flow (ms)

Figure 14. Accuracy-Latency Trade-Off of
Intrusion-Detection Models.
The mean latency of inference per flow is plotted
versus Macro-F1. Source: implemented results; no
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claims of quantum speedup is made, in accordance with
[1] and [16].

As the BILSTM, QuantumGuard-loMT improves
the Macro-F1 by 1.25% percentage points and increases
the mean latency by about 1.8 ms per flow. This trade-
off allows gateway or edge execution for security-
critical monitoring, whereas direct execution on
resource constrained medical sensors is still not feasible.
5.8. Statistical stability of the improvement

Repeated-run comparisons serve to verify results
are stable across train—validation—test samples. The 95%
confidence interval of a difference in a paired metric is
given by Equation (20). Iteration of the evaluation is
especially crucial when the strong baselines are already
above 97% performance as small absolute gains may be
over interpreted [22], [29], [32].

Cl =Am+t S (20)
95 0975% \/;

Over BILSTM, the average Macro-F1 increase is 1.25
percentage points with a § 2s con- fidence interval of
0.98-1.52 points (capped at the right-hand side is the
number 65). From the paired analyses, p = 0.002 is the
result from the implemented analysis. This hold true
within subject for the repeated runs but for certain
external validation is still warranted.

Aside from the confidence interval against the strongest
classical baseline, it is then intuitive to plot the margin
of improvement over the whole baseline set. Macro-F1
improvement of QuantumGuard-loMT over Random
Forest, XGBoost, BiLSTM, the classical MLP, and the
naked four-qubit QNN is plotted in Figure 15; the
BiLSTM bar is marked up with the repeated-run
confidence interval [16], [26], [27].

Macro-F1 Improvement of QuantumGuard-ioMT Over Basalines

Radoen XGBoost  BLSTM  Classical
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Figure 15. Macro-F1 Improvement over Evaluated
Baselines.
The error bar on the BiLSTM comparison represents
the 2.5% and 97.5% quantiles of the mean distribution
of the repeated runs.
The remains positive for all baselines, which again
confirms the observed improvement is not related to
the comparator only. BiLSTM is still the best practical
competing method, while the proposed model provides
a statistically significant performance margin with
calibrated risk assessment and further robustness
analysis [16], [26], [27].
6. Discussion
The findings indicate a dual nature of quantum

learning in IoMT security. QuantumGuard-loMT has
the highest success rate when the quantum feature is
combined with classical residual features rather than

using only one of the two branches. This result further

aligns with emerging QML cybersecurity literature
illustrating the practical usefulness of a variational
circuit is dependent on the adjacent preprocessing,
embedding, optimization, and classical decision layers
[1], [2], [7]-[11], [16]. Hence, the present investigation
refrains from asserting that the four-qubit circuit
substitutes classical learning or exhibits general
quantum benefit.

Class-wise behavior attests to the need to rely on
Macro-F1 and confusion analysis rather than on
accuracy solely. DDoS and DoS are relatively straight
forward since they alter rate, volume, retry, or connect
patterns in a more or less obvious way, while spoofing,
MITM, injection and malware maintain much of the
usual protocol structure. The lower malware/botnet
recall is in line with the 10MT malware studies [28] that
take into account subtle command—control patterns, and
also with the anomaly-detection difficulties described
by [31], [32]. Crucially, the majority of residual
misclassifications lie within malicious families rather
than the benign class, which in the first-stage response
perspective is still the best alternative.

The second major contribution is the risk head.
Traditional loMTIDS can achieve high detection
accuracy, but operational reaction may need to be
influenced by device criticality, exposure, and impact of
false positives [22], [29], [30], [32]. QuantumGuard-
IoMT intentionally excludes these contextual factors
from the attack classifier. Thus, one can conceive two
events that have similar malicious probabilities but
different response tiers if they pertain to different
devices or are located in different positions in the
network. This treats risk as a separate policy-aware
quantity and keeps the interpretation of the intrusion
posteriors as cyber evidences in the intrusion posteriors.
Calibration is operationally meaningful as well. An
overconfident model can cause a hospital security policy
to isolate too many patients unnecessarily while an
underconfident ~model delays escalation. The
improvement in ECE for the hybrid risk head suggests
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the model is not just ranking alerts; it is making its
probabilities more consistent with the rate at which
events are observed. Explainability-led IoMT systems
typified by the SaaS framework in [30] and more general
surveys [29], [32] demonstrate the demand for this kind
of trustworthy decision aid.

Cross-domain performance still be a constraint.
Diminution in a direct transfer indicates that high in-
domain performance does not mean insensitivity to
variations in devices, protocols, attack instruments and
capturing environment. Meta-learning and adaptive
IoMT research [24], [27], as well as recent surveys [29],
[32], indicate that local adaptation and drift management
are still compulsory. It is encouraging that there is a
partial recovery after a scant target adaptation, but this
does not justify the assumption of a pre-trained model
as eternally valid across hospitals.

Additional constraints result from quantum
implementation. State-vector simulation training is
reproducible, but scenarios involving the true physical
hardware, including such aspects as coherent errors,
topology-dependent compilation, calibration drift,
readout asymmetry, queueing latency, and remote-
service availability, cannot be exactly reproduced. The
finite-shot and depolarizing-noise experiments thus
represent  controlled exaggeration rather than
replacement for real-hardware validation. This
limitation exactly corresponds to the concerns raised in
[1], [8]-[11], [16].

Future work from the standing of privacy and
distributed learning may include also realizing with
quantum federated methods [12]-[14] and healthcare
federated security[21]. On the other hand, if a remote
quantum service is involved, a new boundary is formed
where the compressed latent features are transmitted.
Even if those features are lower-dimensional
representations of raw medical traffic, their privacy and
re-identification implications would need to be
explicitly assessed prior to any external transmission.
For that reason, this architecture is gateway-based and
enable it to work with local simulation/adiabatic on
premise hardware acceleration.

The risk score as implemented should ultimately be
interpreted as the clinical context of an operational cyber
risk, not a validated proxy for patient harm. True clinical
risk would require outcome labels associated with
treatment interruption, alarm suppression, delayed
telemetry, or other safety events. Such labels are
infrequently available in public intrusion benchmarks
[29], [32]. The current separation of cyber evidence and
context is meant to enable that future validation of the
intrusion classifier without having to redesign the
intrusion classifier.

7. Conclusions and Future Work

In this paper, we propose QuantumGuard-loMT, a
quantum-—classical hybrid framework for multilayer
intrusion detection and context-aware cyber-risk
evaluation in IoMT environment. The proposed model

IJDDT Volume 16 Issue 79s 2026

integrates leakage-resilient encoding, residual classical
feature extraction, a 4-qubit variational bottleneck,
hybrid fusion, temperature-scaled intrusion
probabilities, predictive uncertainty, and policy-aware
risk head. The motivation of the design stems from both
the recent Q-cyber literature and the well-established

research on loMT intrusion-detection .

The established evaluation results for the entire
hybrid framework were 99.18% accuracy and 98.84%
Macro-F1, while the risk head obtained an MAE of
0.031 and an ECE of 0.016. Cross-dataset evaluation
showed drastic change of domain; ablation study
indicated the quantum branch and the residual classical
path contributed to the performance; and finite-
shot/noise investigation revealed gradual degradation
rather than catastrophic collapse. The 4-qubit setting
provided the best trade-off between prediction quality
and inference time; the 6-qubit version led to a slight
improvement in F1 at a significantly higher latency.

Therefore, to establish the accuracy and
effectiveness of our approach, future work should focus
on validation with real quantum hardware, ongoing and
federated adaptation across organizations, privacy
analysis of latent-feature transfer, explainable feature
attribution, conformal or distribution-free uncertainty
quantification, hardware-aware circuit compilation, and
prospective validation of risk tiers against real device-
impact and incident-response results.
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