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ABSTRACT 
Cloud computing has become a fundamental component of modern information technology, providing scalable, flexible, 
and cost-effective computing services. However, its widespread adoption has introduced critical security challenges, 
including data breaches, unauthorized access, privacy concerns, and limited transparency in data management. 
Blockchain technology has emerged as a promising solution to address these challenges through its decentralised, 
immutable, and transparent architecture. This study conducts a systematic bibliometric analysis of blockchain-enabled 
cloud security research based on 228 Scopus-indexed publications. Using Biblioshiny and VOSviewer, the study 
analyzes publication trends, author networks, journal impact, keyword patterns, thematic evolution, and the intellectual 
structure of the research field. The study examines predominant blockchain-based security mechanisms, including smart 
contracts, attribute-based encryption, homomorphic encryption, consensus mechanisms, data provenance, and public key 
cryptography, together with widely adopted blockchain frameworks such as Hyperledger Fabric, Hyperledger Besu, 
Ethereum, Quorum, and Corda. The findings indicate sustained growth in blockchain-enabled cloud security research, 
with increasing emphasis on privacy preservation, secure access control, cryptographic protection, and enterprise-
oriented permissioned blockchain architectures. Despite these advancements, challenges related to scalability, 
interoperability, computational overhead, regulatory compliance, and practical deployment remain significant. The study 
also identifies emerging research opportunities in lightweight blockchain architectures, privacy-preserving computation, 
cross-chain interoperability, artificial intelligence integration, and secure smart contract verification. Overall, this work 
provides a comprehensive overview of the research landscape and offers valuable insights for researchers and 
practitioners developing scalable, privacy preserving, and secure blockchain-enabled cloud security solutions. 
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1 INTRODUCTION 
Cloud computing has become fundamental to modern IT 
infrastructure, providing scalable, cost-efficient, on-
demand services to organisations. It offers shared 
resources—applications, storage, networking, and 
services—that can be dynamically scaled to meet 
organizational needs, improving operational efficiency 
while reducing infrastructure costs (Ali et al. 2015; 
Subramanian and Jeyaraj 2018). However, cloud systems 
face significant security vulnerabilities inherent to their 
centralised architecture. Traditional cloud infrastructures 
lack decentralization, transparency, and immutable audit 
trails, making them vulnerable to multiple threats: 
unauthorized access, data tampering, denial-of-service 
attacks, and single points of failure. (Singh and Chatterjee 
2017; Tripathi et al. 2023). These constraints also 
highlight the need for a strong and decentralized security 
model that is both immutable and transparent in cloud 
environments. To address these vulnerabilities, blockchain 
is a viable paradigm that could help solve several issues 
arising from existing cloud architectures. The inherent 
features of blockchain, including immutability, 

decentralisation, and cryptographic security, can improve 
cloud security systems by providing controlled access, 
data provenance, and trust-based interactions among 
distributed users and entities (Tripathi et al. 2023; Bao et 
al. 2024; Elhadari et al. 2025). The integration of 
blockchain and cloud computing offers a decentralised 
solution to overcome the security, transparency and trust 
issues of traditional cloud computing architectures. Below 
are summarized the key benefits of blockchain integration 
that will improve transparency, security and privacy in 
cloud ecosystems. 

1. It provides verifiable and tamper-proof data 
management through different hashing and consensus 
mechanisms. 

2. Its decentralised nature eliminates need of a third-party 
intermediary. 

3. Smart contracts provide automated access control, 
minimizing the risk of unauthorised access and data 
leakage. 
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4. The immutable nature of blockchain enables reliable 
auditing and tracking of transactions. 

5. The distributed nature of blockchain enhances fault 
tolerance and ensures the continuous availability of the 
data to the users. 

Blockchain technology offers a promising solution for 
enhancing cloud security through transparent audit trails, 
immutable records, and cryptographic mechanisms 
(Ahmed 2025; Alghamdi et al. 2024; Dorsala et al. 2021). 
Despite these benefits, the integration of cloud computing 
with blockchain is still an emerging area with various 
technical and practical challenges to overcome (Bao et al. 
2024; Khan et al. 2024). However, practical cloud security 
deployment is still evolving, and several challenges, such 
as system integration, scalability, and consensus-related 
limitations, need to be continuously addressed to facilitate 
its widespread adoption. (Ullah and Ullah 2024; Ullah et 
al. 2024; H. Han et al. 2022). 

1.1 Motivation 
Cloud computing expansion has introduced critical 
security and privacy challenges, including threats to data 
integrity, trust management, and access control (Ullah et 
al. 2024; H. Han et al. 2022). Blockchain technology 
offers a promising solution through its inherent properties: 
decentralization, immutability, and cryptographic security 
(H. Han et al. 2022; Boughdiri et al. 2025; Jain et al. 
2025). However, despite growing interest in blockchain-
enabled cloud security, several technical and operational 
limitations remain unaddressed. To address this gap, this 
study provides a comprehensive review of blockchain-
based security mechanisms that enhance transparency and 
trust while preserving privacy in cloud environments. 

1.2 Objectives of the study 
This study presents a systematic review and bibliometric 
analysis of research investigating blockchain-enabled 
approaches to enhance security in cloud environments. It 
identifies relevant sources and key research areas through 
author network analysis, keyword co-occurrence patterns, 
and thematic mapping using VOSviewer and Biblioshiny. 
Furthermore, different blockchain frameworks, consensus 
mechanisms, and the role of cryptography are also 
discussed. Through a systematic review of existing 
literature, this study identifies key challenges that must be 
addressed to develop secure and efficient cloud systems. 
The study further highlights future research directions and 
provides insights into how blockchain and cryptographic 
techniques can strengthen cloud security. 

1.3 Research Questions 

RQ1: What are the major research trends and thematic 
developments in the field of cloud security enhancement 
using blockchain technology? 

RQ2: Which bibliometric tools, blockchain-based security 
methods, and frameworks are predominantly discussed in 
the existing literature for enhancing cloud security? 

RQ3: What are the key challenges, research gaps, and 
future research opportunities identified in this domain? 

The research questions are designed to explore key aspects 
of blockchain integration for enhancing cloud security. 
RQ1 aims to explore major research areas, prominent 
authors, and thematic development within this field. RQ2 
focuses on identifying widely adopted bibliometric 
analysis tools, blockchain-based security techniques, and 
frameworks discussed in the literature. Subsequently, RQ3 
explores different challenges, research gaps and future 
directions in this particular field. Some key contributions 
are discussed below. 

1. It identifies key research areas and emerging themes 
related to blockchain-enabled cloud security. 

2. It maps the research landscape by visualizing 
collaborative networks among institutions, authors, and 
countries. 

3. It analyzes research trends, citation networks, and 
keyword occurrences to reveal the evolution of 
dominant research themes over time. 

4. It highlights key challenges, emerging trends, and 
future research directions for blockchain-based cloud 
security. 

This paper is organized into various sections: The 
Introduction section presents the background, motivation, 
and objectives of the study. Section 2 presents the 
background study and related work in the domain of 
blockchain-enabled cloud security. Section 3 discusses 
methodology, where the data collection and the PRISMA 
approach are designed to find relevant articles for further 
study. Section 5 presents the results and discussion, 
including bibliometric analyses generated using 
Biblioshiny and VOSviewer. It also discusses key 
challenges, research gaps, and future research directions. 
Finally, the conclusion summarizes the key findings and 
contributions of the study. 

2 RELATED WORK 
Recent studies have explored blockchain-based 
frameworks, cryptographic techniques, and consensus 
mechanisms to address cloud security challenges such as 
data breaches, access control, and data integrity. However, 
interoperability, scalability, and performance remain key 
challenges in existing solutions. The following studies 
examine blockchain-based approaches for improving 
security and efficiency in cloud environments. 

2.1 Cloud Security Using Blockchain Technology 
Sharma et al. (Sharma et al. 2021) developed a 
blockchain-based cloud storage infrastructure utilizing 
Merkle roots for verification, implementing robust data 
integrity and fine-grained access control mechanisms. The 
proposed approach eliminated the single point of failure 
while providing a trust-based environment. However, 
some challenges, like scalability and transaction 
processing delays, were present under a substantial 
volume of data. Li et al. (Li et al. 2024) presented a 
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decentralised storage system consisting of storage 
equilibrium strategies and data duplication. This 
architecture implemented encryption methods and 
segregated secret data sharing among distributed nodes. 
Blockchain technology plays a vital role in maintaining 
immutability, user authentication, and confidentiality of 
sensitive information. Yang et al. (Yang et al. 2021) 
described a distributed access control architecture that 
prevents unauthorized access to the sensitive information 
on cloud platforms. The proposed framework provides 
fine-grained access control, ensuring secure and auditable 
access to sensitive information. It ensures the immutability 
of the transactions and supports auditability. Verma et al. 
(Verma et al. 2025) proposed a secure access management 
architecture for cloud systems using blockchain. The use 
of smart contracts automates access management 
procedures, ensuring that only authorized entities are 
allowed to access the specific information. Cryptographic 
methods protect the transmission and preservation of 
information security, reducing reliance on third-party 
verification and improving security. Ahmed et al. (Ahmed 
2025a) discussed an analysis of blockchain-based 
cybersecurity approaches for cloud infrastructure, using a 
systematic review of the literature. The review examined 
decentralization, cryptographic mechanisms, immutability, 
and cloud security vulnerabilities. From the analysis, it can 
be observed that blockchain ensures data integrity, 
authentication, transparency, and eliminates reliance on 
traditional centralised authorities. 

2.2 Blockchain-Based Data Privacy and Access 
Control 

Shi et al. (Shi et al. 2020) introduced blockchain 
techniques for EHR management, focusing on the security 
and privacy of healthcare data. The study identified key 
privacy requirements, including confidentiality, 
auditability, integrity, availability, and anonymity. The 
authors discussed that blockchain enhances EHR security, 
data integrity, and allows audit control features. However, 
scalability, computational overhead, and limited 
standardization remain significant challenges. Tanwar et 
al. (Tanwar et al. 2020) presented a blockchain-based 
electronic medical record system for healthcare 4.0. This 
study utilises AES encryption along with an Access 
Control Policy Algorithm that could enhance the fine-
grained access control of sensitive information. The 
proposed framework utilizes consensus mechanisms, 
distributed ledgers and peer-to-peer networks for efficient 
data dissemination. The authors demonstrated that 
blockchain eliminates the single point of failure while 
maintaining data integrity. Han et al. (Y. Han et al. 2022) 
discussed blockchain use cases in the healthcare domain. 
An Ethereum-based blockchain framework was developed 
to monitor patient data remotely, and ensure data 
availability across the network. The authors focused on 
integrating secure multi-party computing (MPC) protocols 
in a blockchain network, which ensured patient autonomy 
over sensitive healthcare information. However, 
computational overhead and efficient management of large 
data volumes remain challenges. Dubovitskaya et al. 

(Dubovitskaya 2020) proposed ACTION-EHR, which is 
designed as a patient-centric blockchain framework. 
Hyperledger Fabric was used as a blockchain framework 
in collaboration with Stony Brook University Hospital for 
cancer treatment data management. This study utilized 
HL7 FHIR for health record representation and 
demonstrated greater patient control over clinical 
information. Significant challenges remain, including 
integration with legacy hospital infrastructures and 
compliance with regulatory requirements. Ali et al. (Ali 
2025) proposed a Blockchain-based Federated Learning 
(BFL) model in the context of IoT-integrated healthcare 
systems. This paradigm combines federated learning with 
blockchain to support collaborative model development 
without exchanging raw data. The approach combines 
Zero-Knowledge Proofs (ZKP) with Homomorphic 
Encryption (HE) for privacy protection. Experimental 
results showed a 19.7% increase in throughput and 87% 
reduction in latency compared to state-of-the-art 
frameworks. However, implementation complexity and 
computational overhead remain significant challenges. 

These studies demonstrate that blockchain significantly 
improves privacy protection and access control through 
cryptographic techniques and decentralized architectures. 
However, scalability, computational overhead, and 
implementation complexity remain major challenges. 

2.3 Privacy-Preserving Security Mechanisms in 
Sensitive Data Environments 

Tawfik et al. (Tawfik 2025) described the AC-Health 
Chain scheme for fine-grained access control in 
healthcare. The proposed framework allows patients to 
manage privacy settings and uses AES encryption with 
IPFS storage and permanent blockchain storage. The 
patient-centric approach enables identity verification 
through the blockchain chaincode. The study proved that 
patients’ control over their medical information strongly 
enhances privacy management. Xu et al. (Xu et al. 2024) 
presented PRHBS, a privacy-preserving and redactable 
healthcare blockchain structure. It provides compliance for 
several aspects of the GDPR, including “right to erasure” 
by means of trapdoor-mediated chameleon-hash and 
attribute-based encryption. Moreover, security testing 
demonstrated that the framework provides robustness 
against unauthorized access with comparable 
computational cost. The framework combines differential 
privacy with federated learning to improve confidentiality 
while supporting collaborative analytics without exposing 
plaintext medical information. Experimental studies on the 
Ethereum blockchain indicated efficient transaction 
processing with optimized resource usage. This study was 
able to provide strong privacy guarantees with relatively 
good analytical performance. Yang et al. (Yang et al. 
2022) proposed a revocable attribute-based encryption e-
health record sharing scheme with multiple authorization 
authorities. Blockchain technology provides decentralised 
authority management, thereby reducing dependence on 
centralised authorities. Cloud infrastructure pre-decryption 
optimization overcomes concerns related to user 
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computation. Performance measurement offers reliable 
security deployment along with reduced operational 
expenses. Dou et al. (Dou et al. 2025) developed a secure 
medical data framework combining attribute-based 
encryption and blockchain technology. Attribute-based 
encryption provides advanced authorization management 
using the attribute-specific description approach, and 
blockchain provides a secure distributed environment for 
information exchange. The edge infrastructure with 
blockchain propagation reduces computational resource 
limitations. Additionally, the framework demonstrated 
enhanced security for sensitive medical records. Overall, 
these studies highlight the growing adoption of privacy-
preserving cryptographic techniques, although practical 
deployment and computational efficiency remain 
important research challenges. 

2.4  Consensus Mechanisms and Blockchain 
Frameworks 

Muneshwara et al. (Muneshwara et al. 2023) introduced a 
novel consensus protocol called the Enhanced Proof of 
Stake (ePoS) algorithm. The study addressed the 
weaknesses of conventional PoS systems, such as 
consensus time and transaction processing speed. The 
enhanced consensus decreases the time taken to finalize 
consensus while increasing transaction throughput and 
decreasing energy usage in comparison with traditional 
PoS approaches. Ganache-based experimental evaluations 
verified that the proposed algorithm for blockchain in IoT 
healthcare ecosystems outperforms the conventional 
approach. Rahman et al. (Rahman 2024) analyzed various 
consensus mechanisms in use with blockchain for 
enhancing the security of healthcare access. Various 
consensus models, such as Proof-of-Work (PoW), PoS, 
and different types of Byzantine Fault Tolerance, were 
reviewed in this study. The study highlighted that the 
choice of consensus mechanism influences network 
performance features, including transaction speed, 
computation resource use, and scalability of the network. 
The analysis showed that Practical Byzantine Fault 

Tolerance performs well on permissioned healthcare 
networks and have better control over participant 
validation. Vinayasree et al. (Vinayasree et al. 2024) 
introduced a scalable and secure blockchain-based 
healthcare system that combines Practical Byzantine Fault 
Tolerance with sharding infrastructure. It incorporates 
cryptographic constructions and an advanced consensus 
method to improve consensus efficiency under varying 
distributed node settings, even in the presence of malicious 
nodes. The proposed framework demonstrated that 
sharding with PBFT improves scalability while reducing 
consensus time. The architecture achieved reliable security 
enforcement at the design level, yet retained the high 
transaction processing throughput appropriate for 
widespread medical information exchange. Oki et al. 
(Agbeyangi et al. 2024) presented Hyperledger Fabric 
deployment for Electronic Health Record (EHR) 
management. This study focused on the modular 
architecture and permissioned consensus protocols by 
Hyperledger Fabric to achieve enterprise-grade security 
without the need for excessive computational resources. 
The study showed how a permissioned model can improve 
system performance and support healthcare-related 
regulatory requirements. The results demonstrated that 
Hyperledger Fabric is an effective approach for healthcare 
institutions. Chakraverti et al. (Chakraverti 2025) designed 
the whole blockchain system based on an optimized 
permissioned Raft and Byzantine Fault Tolerance HEO-
PRAFT consensus mechanism. The approach also 
leverages a human evolution optimization algorithm to 
facilitate a dynamic validator selection that accelerates 
consensus while maintaining security properties. It uses 
the Elliptic Curve Proxy Re-encryption scheme combined 
with the Structural Preserving Scheme authentication 
protocol to secure complete patient information. Overall, 
permissioned blockchain frameworks combined with 
efficient consensus mechanisms provide improved security 
and performance, although scalability and validator 
management continue to require further investigation. 

Table 1: Comparative analysis of existing blockchain-based studies 
Reference Year 1 2 3 4 5 6 7 8 9 

Sharma et al. [16] 2021 ✓ ✗ ✓ ✗ ✓ ✓ ✗ ✓ ✓ 
Li et al. [17] 2024 ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 
Yang et al. [18] 2021 ✓ ✗ ✓ ✓ ✓ ✓ ✗ ✓ ✓ 
Verma et al. [19] 2025 ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 
Ahmed et al. [20] 2025 ✓ ✓ ✓ ✗ ✓ ✓ ✗ ✓ ✓ 
Shi et al. [21] 2020 ✓ ✗ ✓ ✓ ✓ ✓ ✗ ✓ ✗ 
Tanwar et al. [22] 2020 ✓ ✓ ✓ ✓ ✗ ✓ ✓ ✗ ✓ 
Han et al. [23] 2022 ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✓ 
Dubovitskaya et al. [24] 2020 ✓ ✓ ✓ ✓ ✗ ✓ ✓ ✗ ✓ 
Ali et al. [25] 2025 ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 
Tawfik et al. [26] 2025 ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✗ ✓ 
Xu et al. [27] 2024 ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✗ ✓ 
Yang et al. [28] 2022 ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✗ ✓ 
Dou et al. [29] 2025 ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✗ ✓ 
Muneshwara et al. [30] 2023 ✓ ✓ ✓ ✓ ✗ ✗ ✓ ✓ ✓ 
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Rahman et al. [31] 2024 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✗ 
Vinayasree et al. [32] 2024 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✓ 
Agbeyangi et al. [33] 2024 ✓ ✓ ✓ ✓ ✗ ✓ ✓ ✗ ✓ 
Chakraverti et al. [34] 2025 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✗ 

Note: 1–Blockchain Basics, 2–Consensus Protocols, 3–
Data Privacy, 4–Secure Data Sharing, 5–Scalability, 6–
Access Control, 7–Performance Optimization, 8–
Integration with Cloud, 9–Practical Implementation. = 
Topic covered; = Topic not covered. 

Table 1 presents a comparative analysis of existing 
blockchain-based cloud security studies across nine key 
evaluation criteria. The comparison shows that access 
control, data privacy, and practical implementation are 
discussed in most of the studies, whereas secure data 
sharing, consensus protocols, cloud integration, and 
performance optimization are comparatively less covered, 
reflecting differing research priorities. Overall, the 
comparison highlights the strengths and limitations of 
existing studies and establishes the foundation for the 
subsequent bibliometric analyses. 

3 RESEARCH METHODOLOGY 
This study adopts a bibliometric analysis approach to 
investigate the global research landscape on blockchain-
based cloud security. The workflow consists of data 
collection, screening, bibliometric analysis, visualization, 

and interpretation of the selected literature. The PRISMA 
(Preferred Reporting Items for Systematic Reviews and 
Meta-Analyses) guidelines were used to facilitate a 
systematic process for identifying, screening, and selecting 
relevant publications for bibliometric analysis (Pham and 
Le 2024). Figure 1 presents the PRISMA workflow used 
for publication selection. The methodology comprises two 
stages: (a) selection process and (b) inclusion and 
exclusion criteria. 

3.1 Selection Process 
The Scopus database was selected because of its extensive 
multidisciplinary coverage, comprehensive bibliographic 
metadata, and compatibility with bibliometric analysis 
tools such as Biblioshiny and VOSviewer. It was used to 
retrieve publications related to blockchain technology and 
cloud security. Search strings were developed using 
keywords associated with blockchain technology and 
cloud security to identify relevant articles, conference 
papers, review papers, and book chapters. During the 
identification phase, a total of 366 records were retrieved 
from the Scopus database. 

 
Figure 1: PRISMA flow diagram for article selection process 

Duplicate records were removed before the screening 
stage. The remaining records were screened according to 
the predefined inclusion and exclusion criteria. Records 
with missing bibliographic information, non-English 
language, or limited relevance to the study were excluded. 

Following the screening and selection process, 228 
Scopus-indexed publications published between 2019 and 
early 2025 were retained for the final bibliometric 
analysis. Table 2 presents the search string used to retrieve 
the bibliographic dataset. 
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Table 2: Source and search string for bibliometric analysis 
Source Search String 
Scopus (("Enhancement" OR "Improvement") AND ("security" OR "cybersecurity" OR "cyber-security" OR 

"data security" OR "cloud computing security" OR "privacy" OR "data privacy" OR "data integrity" OR 
"data protection" OR "access control" OR "authentication" OR "authorization" OR "secure data sharing" 
OR "decentralised security" OR "tamper resistance" OR "transparency" OR "cryptography" OR 
"cryptographic algorithm") AND ("decentralization" OR "distributed management" OR "distributed 
technology" OR "distributed-ledger") AND ("blockchain" OR "blockchain-technology") AND 
("scalability" OR "efficiency") AND ("cloud" OR "cloud computing" OR "cloud environment")) 

3.2 Inclusion and Exclusion Criteria 
Predefined inclusion and exclusion criteria were applied to 
identify publications relevant to the objectives of the 
study. Publications were considered based on document 
type, relevance to blockchain-enabled cloud security, 

publication period, language, and bibliographic 
completeness. Records that were duplicates, non-English, 
incomplete, or outside the scope of the study were 
excluded. Table 3 summarizes the criteria applied during 
the data refinement process. 

Table 3: Inclusion and exclusion criteria 
S. No. Inclusion Criteria Exclusion Criteria 

1 Source type: Articles, conference papers, reviews, and 
book chapters. 

Undefined author information 

2 Documents related to blockchain-enabled cloud 
security. 

Undefined DOI 

3 Articles from 2019 to early 2025 were selected. Duplicate records 
4 English language articles were considered. Non-English articles 
5 Studies from all geographical regions were included. Records marked as ineligible by automation 

tools 
After dataset extraction and preprocessing, the 
bibliographic records were exported in CSV format and 
analysed using Biblioshiny and VOSviewer to generate 
bibliometric networks and scientific visualizations. The 
analysis focused on publication trends, source 
productivity, keyword co-occurrence, thematic evolution, 
collaboration networks, and research hotspots within 
blockchain-enabled cloud security. 

4 RESULTS AND DISCUSSION 

4.1 What are the major research trends and thematic 
developments in the field of cloud security 
enhancement using blockchain technology? 

4.1.1 Key Research Areas 
Figure 2 illustrates the distribution of Scopus-indexed 
publications across the major subject areas represented in 
blockchain-enabled cloud security research. Computer 
Science constitutes the largest research domain, with 224 
publications (39.23%), followed by Engineering (20.14%), 
Mathematics (11.38%), and Decision Sciences (10.33%). 

 
Figure 2: Key subject areas identified in blockchain-based cloud security research 

Together, these four subject areas account for more than 
81% of the reported distribution, indicating that research 

in blockchain-enabled cloud security is primarily driven 
by computing, engineering, mathematical, and decision-



Page: 2 1   

Blockchain for Cloud Security: A Systematic Exploration of the Current Research Landscape 

IJDDT, Volume 16 Issue 8, 2026 
 
 
 

oriented disciplines. The remaining subject areas 
contribute comparatively smaller shares. 

4.1.2 Source Production Over Time 
Figure 3 presents the publication trends of the leading 
sources in blockchain-enabled cloud security research 
between 2019 and 2025. IEEE Access shows the strongest 
growth, increasing from one publication in 2021 to nine 
publications by 2025. The ACM International Conference 

Proceeding Series and the International Journal of 
Advanced Computer Science and Applications (IJACSA) 
also maintain publication activity, while LNEE, LNNS, 
and LNDECT show noticeable growth after 2022, each 
reaching five publications by 2025. The increasing activity 
across multiple sources indicates that research in 
blockchain-enabled cloud security has expanded across 
different publication venues. 

 
Figure 3: Annual publication trends of the leading publication sources in blockchain-based cloud security research 

Note: IJACSA = International Journal of Advanced 
Computer Science and Applications; LNEE = Lecture 
Notes in Electrical Engineering; LNNS = Lecture Notes in 
Networks and Systems; LNDECT = Lecture Notes on Data 
Engineering and Communications Technologies 

4.1.3 Most Relevant Sources 
Table 4 summarizes the leading publication sources 
according to publication output and bibliometric impact 
indicators. IEEE Access records the highest publication 
output with nine articles, followed by Cluster Computing 

and the Journal of Supercomputing with four publications 
each. In contrast, IEEE Communications Surveys & 
Tutorials has the highest Impact Factor (19.8) and 
CiteScore (43.5), followed by ACM Computing Surveys 
and IEEE Transactions on Cloud Computing. This 
distinction shows that publication productivity and 
bibliometric impact do not necessarily correspond. The 
presence of several Q1 venues further indicates that 
blockchain-enabled cloud security research is represented 
across established computing, cloud, networking, and 
security journals. 

Table 4: Top 15 most relevant publication sources 
Source IF CS Quartile Publisher NA 

IEEE Access 3.9 9 Q1 IEEE 9 
Cluster Computing 4.4 7 Q1 Springer 4 
Journal of Supercomputing 3.3 6.3 Q2 Springer 4 
IEEE Internet of Things Journal 10.6 17.6 Q1 IEEE 3 
ACM Computing Surveys 16.6 33.2 Q1 ACM 2 
IEEE Transactions on Cloud Computing 9.2 18.7 Q1 IEEE 2 
Future Generation Computer Systems 7.9 14.3 Q1 Elsevier 2 
Information Sciences 7.2 12.4 Q1 Elsevier 2 
Computer Networks 5.6 10.1 Q1 Elsevier 2 
Journal of Systems Architecture 4.1 8 Q2 Elsevier 2 
Journal of Cloud Computing 4 6.8 Q1 Springer 2 
Concurrency and Computation Practice and Experience 2 5 Q2 Wiley 2 
IEEE Communications Surveys and Tutorials 19.8 43.5 Q1 IEEE 1 
Journal of Network and Computer Applications 8.7 16.2 Q1 Elsevier 1 
IEEE Transactions on Information Forensics and Security 7.6 15.3 Q1 IEEE 1 

Note: IF = Impact Factor; CS = CiteScore; NA = Number of Articles. 
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4.1.4 Leading Authors in Blockchain-Enabled Cloud 
Security 

Table 5 presents the leading authors contributing to 
blockchain-enabled cloud security research during the 
study period (2019–2025), together with their affiliations, 
total citations, h-index, and first publication year within 
the selected dataset. The identified authors are affiliated 

with institutions across different geographical regions, 
while their citation and h-index values show variation in 
scholarly impact. Most of the listed authors have their first 
publication in the selected dataset during 2023–2025, 
indicating the presence of several relatively recent 
contributors to the field. 

Table 5: Top 10 leading authors in blockchain-enabled cloud security research 
Author Affiliation TC h-index PY-start 
A. Singh IIT Madras 45 2 2025 

M. Alqudah Qatar University 90 3 2025 
S. Ahmad University of Technology Sydney 80 3 2024 
V. Raja Chitkara University 110 5 2024 
L. Ante University of Oldenburg 60 2 2024 

P. Khurana Indira Gandhi Institute of Technology 130 4 2023 
K. Sharma Indira Gandhi Institute of Technology 115 3 2023 
R. Kumar IIT Delhi 90 4 2023 
G. K. Kaur Punjabi University 120 5 2023 
Abhishek P. KLE Technological University, India 5 2 2021 

Note: TC = Total Citations; PY-start = First publication year in selected dataset. 

4.1.5 Corresponding Author Countries 
Table 6 illustrates the geographical distribution of 
corresponding authors and international collaboration 
patterns. India is the leading contributor, accounting for 
28.33% of the publications, followed by China with 
16.31%. However, publication productivity and 

international collaboration show different patterns: China 
has a higher MCP ratio than India (0.2632 vs. 0.1212), 
while Saudi Arabia records the highest MCP ratio (0.6667) 
despite its lower publication frequency. In contrast, the 
USA and United Kingdom show an MCP ratio of zero in 
the selected dataset. 

Table 6: top 10 contributing countries by corresponding authors 
Country A SCP MCP Freq MCP Ratio 

India 66 58 8 0.2833 0.1212 
China 38 28 10 0.1631 0.2632 
Korea 3 2 1 0.0129 0.3333 

Morocco 3 2 1 0.0129 0.3333 
Saudi Arabia 3 1 2 0.0129 0.6667 

USA 3 3 0 0.0129 0.0000 
Egypt 2 1 1 0.0086 0.5000 

Germany 2 1 1 0.0086 0.5000 
Greece 2 1 1 0.0086 0.5000 

United Kingdom 2 2 0 0.0086 0.0000 

Note: A = Total Articles, SCP = Single Country Publications, MCP = Multiple Country Publications, Freq = Frequency 
of contribution, MCP Ratio = MCP/A. 

4.1.6 Keyword and Abstract Analysis 
The keyword and abstract analyses provide 
complementary evidence of the dominant research themes 
in blockchain-enabled cloud security. Figure 4 presents the 
fifteen most frequently occurring author keywords. 
Blockchain is the most frequent keyword with 354 

occurrences, followed by cloud security with 205 and 
cloud computing with 161. Other prominent terms include 
cloud storage, cryptography, data privacy, network 
security, authentication, data sharing, access control, and 
distributed ledger, indicating a strong focus on secure 
cloud data management and access control. 
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Figure 4: Frequently occurring keywords in blockchain-enabled cloud security research 

The abstract-term analysis in Figure 5 provides a 
complementary view of the concepts occurring within the 
study descriptions. Frequently occurring terms include 

cloud computing, cloud security, blockchain technology, 
cloud storage, data security, data sharing, access control, 
privacy protection, and encryption schemes. 

 
Figure 5: Abstract terms co-occurrence analysis illustrating dominant research themes in blockchain-enabled cloud 

security 

Terms such as fog computing, medical data, and 
decentralized cloud schemes further indicate application-
specific research contexts. Together, the keyword and 
abstract analyses identify three closely related research 
emphases: blockchain–cloud integration, secure cloud data 
management, and privacy- and access-control-oriented 
security mechanisms. 

4.1.7 Co-occurrence Analysis Based on Keywords 
The keyword co-occurrence network generated using 
VOSviewer identifies relationships among author 
keywords occurring at least ten times in the retrieved 
literature. As shown in Figure 6, the network forms four 
interconnected thematic clusters. 

1. Cluster 1 (Green): This cluster focuses on data 
management and privacy, including blockchain 

technology, data privacy, data integrity, privacy 
protection, public key cryptography, and data sharing. 

2. Cluster 2 (Red): This cluster represents blockchain–
cloud integration, linking blockchain, cloud security, 
and cloud computing with cybersecurity, IoT, fog 
computing, and network architecture. 

3. Cluster 3 (Blue): This cluster emphasizes privacy, 
authorization, distributed ledger, data sharing, 
information management, and privacy-preserving 
techniques, indicating a focus on controlled and secure 
information exchange. 

4. Cluster 4 (Yellow): This cluster centers on security 
mechanisms, including cryptography, authentication, 
access control, cloud storage, trusted computing, smart 
contracts, and network security. 
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Collectively, the four clusters show that blockchain-
enabled cloud security research is structured around 
interconnected themes covering blockchain–cloud 

integration, data privacy and management, controlled 
information sharing, and security mechanisms. 

 
Figure 6: VOSviewer-based keyword co-occurrence network showing thematic clusters in blockchain-based cloud 

security research 

4.1.8 Thematic Map 
Figure 7 presents the thematic map of blockchain-enabled 
cloud security research based on centrality and density. 

Blockchain, cloud security, and cloud computing appear as 
Basic Themes, indicating their central position in the 
overall research structure. 

 
Figure 7: Thematic map illustrating the conceptual structure of blockchain-enabled cloud security research 

Note: Centrality represents the relevance of a research 
theme within the overall research field, whereas density 
indicates its level of development. Larger bubbles denote 
themes with greater relative importance. 

Network security, Internet of Things (IoT), and network 
architecture are positioned as Motor Themes, while cloud 
environments, public key cryptography, and privacy-
preserving techniques appear as Niche Themes. Digital 

storage, trusted computing, and authorization are 
positioned in the Emerging or Declining Themes quadrant. 
Since this quadrant may contain both newly emerging and 
declining topics, these themes should not be classified 
definitively without temporal analysis. Overall, the 
thematic map distinguishes foundational themes from 
active, specialized, and comparatively less-developed 
research areas. Digital storage, trusted computing, and 
authorization are positioned in the Emerging or Declining 
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quadrant. Since this quadrant may contain both emerging 
and declining themes, their position should not be 
interpreted as definitive evidence of either trend. Overall, 
the thematic map distinguishes the foundational themes 
from active, specialized, and comparatively less-developed 
research areas. 

4.1.9 Three-Field Plot Analysis 
Figure 8 links the most productive authors (AU), dominant 
author keywords (DE), and leading publication sources 
(SO). Blockchain, cloud computing, and cloud security 
form the strongest thematic links, while IEEE Access, 
IJACSA, and LNDECT show prominent connections with 
the identified research themes. The plot therefore provides 
an integrated view of how major contributors, research 

topics, and publication venues are connected. The RQ1 
findings show that blockchain-enabled cloud security is 
primarily driven by Computer Science and Engineering, 
with substantial contributions from Mathematics and 
Decision Sciences. Publication activity is distributed 
across multiple established venues, while India and China 
represent the major contributing countries. At the 
conceptual level, blockchain, cloud security, and cloud 
computing form the core of the research landscape, with 
data privacy, secure data management, cryptography, 
authentication, access control, and data sharing forming 
closely related research dimensions. The co-occurrence, 
thematic-map, and three-field analyses further confirm the 
interconnected structure of these themes and their 
association with active researchers and publication venues. 

 
Figure 8: Three-field plot of authors, keywords, and publication sources 

4.2 RQ2: Which bibliometric tools, blockchain-based 
security methods, and frameworks are predominantly 
discussed in the existing literature for enhancing 
cloud security? 

To address RQ2, the retrieved literature was further 
examined to identify the bibliometric tools, blockchain-
based security mechanisms, and blockchain frameworks 
most frequently employed in cloud security research. This 
analysis provides an overview of the analytical tools used 
for bibliometric investigations as well as the technological 
approaches adopted to enhance the security, privacy, and 
reliability of cloud environments. 

4.2.1 Bibliometric Analysis Tools 
In this study, VOSviewer and Biblioshiny were mainly 
used to analyse the conceptual and structural framework in 
blockchain based cloud security. 

1. VOSviewer: VOSviewer is a popular bibliometric 
visualization tool that can be used to construct and 
analyze scientific knowledge networks based on large-
scale bibliographic data. In this study, it was employed 
to generate keyword co-occurrence networks, abstract 
term analysis, and keyword relationship visualizations. 

These analyses facilitate the identification of research 
themes, conceptual relationships, and emerging trends 
within blockchain-enabled cloud security research 
(Eck and Waltman 2010; Aria and Cuccurullo 2017). 

2. Biblioshiny: Biblioshiny provides a web-based 
interactive interface for conducting comprehensive 
bibliometric analyses without requiring programming 
expertise. In this study, it was used to examine 
publication trends, leading authors, influential journals, 
country-wise scientific production, thematic evolution, 
and collaboration patterns. Its integrated analytical 
capabilities support a systematic exploration of the 
intellectual structure and evolution of blockchain-
enabled cloud security research (Aria and Cuccurullo 
2017; Du 2024). 

The combined use of VOSviewer and Biblioshiny 
facilitated comprehensive visualization and analysis of 
publication trends, collaboration networks, research 
themes, and the overall knowledge structure of 
blockchain-enabled cloud security research. 
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4.2.2 Blockchain-Based Security Methods 
Blockchain-enabled cloud security relies on multiple 
security mechanisms to address challenges related to data 
confidentiality, integrity, authentication, access control, 
and trust. The most frequently discussed mechanisms 
identified in the literature are summarized below. 

1. Smart Contracts: Smart contracts automate the 
execution of predefined security policies, ensuring that 
data access permissions are enforced without manual 
intervention. They are widely employed for access 
control, compliance verification, automated auditing, 
and policy enforcement in blockchain-enabled cloud 
environments (Tolmach et al. 2021; Islam et al. 2021). 

2. Attribute-Based Encryption (ABE): Attribute-Based 
Encryption is a cryptographic technique that provides 
encryption and access control through user attributes 

such as role, organization, and department level. 
Access to encrypted data is granted only when a user’s 
attributes satisfy the predefined access policies. (Li et 
al. 2021; Zuo et al. 2024; Yin et al. 2024). 

3. Homomorphic Encryption: It enables computations to 
be performed directly on encrypted data without 
exposing the original information, making it 
particularly suitable for privacy-preserving cloud 
analytics and sensitive data processing (Yin et al. 2024; 
Kumar et al. 2022; Kumar et al. 2024). 

4. Consensus Mechanisms: Consensus mechanisms 
enable participating nodes to reach agreement on the 
valid state of the distributed ledger, thereby ensuring 
data integrity, fault tolerance, and trust among network 
participants (Yousuf et al. 2021; Zaeem and Bardzell 
2021). 

Table 7: Comparison of security mechanisms for blockchain-enabled cloud security 
Security 

Mechanism 
Primary Function Advantages Limitations Primary 

Applications 
Smart Contracts Automated policy 

enforcement and 
access control 

Automation, 
transparency, 
auditability, reduced 
human intervention 

Coding 
vulnerabilities, 
limited post-
deployment 
flexibility 

Access control, 
identity management, 
compliance 
enforcement 

Attribute-Based 
Encryption 
(ABE) 

Fine-grained 
encryption and 
attribute-based 
access control 

Flexible access 
policies, strong 
confidentiality, 
secure data sharing 

High computational 
overhead, complex 
key management 

Secure cloud storage, 
healthcare data 
sharing, enterprise 
systems 

Homomorphic 
Encryption 

Computation on 
encrypted data 

Privacy-preserving 
processing, data 
confidentiality during 
computation 

High computational 
cost, increased 
processing latency 

Secure cloud 
analytics, healthcare, 
financial services 

Consensus 
Mechanisms 

Distributed ledger 
validation and 
agreement 

Data integrity, fault 
tolerance, 
decentralised trust 

Scalability 
limitations, high 
energy consumption 
(PoW), latency 

Transaction 
validation, distributed 
cloud services, 
blockchain networks 

Data 
Provenance 

Data traceability 
and integrity 
verification 

Transparency, 
auditability, tamper 
detection, 
accountability 

Storage overhead, 
management 
complexity 

Audit trails, 
regulatory 
compliance, forensic 
analysis 

Public Key 
Cryptography 

Secure 
communication and 
authentication 

Confidentiality, 
authentication, 
integrity, digital 
signatures 

Key management 
complexity, 
computational 
overhead 

Secure 
communication, 
digital signatures, user 
authentication 

5. Data Provenance: Data provenance maintains 
traceability, integrity, and transparency by recording 
the history of data operations throughout the 
blockchain network. This enables effective auditing 
and helps detect unauthorized modifications or access 
(Tosh et al. 2019; Ruan et al. 2020). 

6. Public Key Cryptography: Public key cryptography 
is an asymmetric cryptographic technique that employs 
a pair of keys (public and private) to provide secure 
communication, authentication, and digital signature 
verification. (Rivest et al. 1978; Khan 2023). 

Table 7 outlines the major blockchain-based security 

mechanisms, their main functions, benefits, drawbacks, 
and use cases. The comparison shows that each 
mechanism is focused on a specific aspect of cloud 
security, such as access control, privacy preservation, 
secure communication, data integrity, and decentralised 
trust. Smart Contracts and Consensus Mechanisms 
increase trust and validate transactions, whereas Attribute-
Based Encryption and Homomorphic Encryption provide 
advanced cryptographic protection to ensure data 
confidentiality. Likewise, Data Provenance and Public 
Key Cryptography enhances the traceability, 
authentication and secure communication of data. Overall, 
these complementary mechanisms together create a multi-
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layered security framework that boosts confidentiality, 
integrity, authentication, traceability, and trust within 
blockchain-empowered cloud systems. 

4.2.3 Popular Blockchain Frameworks 
There are several blockchain frameworks that have been 
adopted for developing secure cloud-based applications, 

each with different architectural features, consensus 
mechanisms, and privacy capabilities. Among the most 
widely discussed frameworks are Ethereum, Hyperledger 
Fabric, Hyperledger Besu, Quorum, and Corda. 

Table 8: Comparison of blockchain frameworks for cloud security applications 
Blockchain 
Framework 

Network 
Type 

Consensus 
Support 

Key Advantages Limitations Primary 
Applications 

Ethereum Public PoS 
(formerly 
PoW) 

Large developer 
ecosystem, mature 
smart contract 
support, high 
decentralization 

Transaction fees, 
scalability 
challenges, 
limited privacy 

Public DApps, 
digital asset 
management, 
decentralised cloud 
services 

Hyperledger 
Fabric 

Permissioned RAFT, 
PBFT 
(pluggable 
consensus) 

High privacy, 
modular architecture, 
fine-grained access 
control, enterprise-
ready 

Complex 
deployment and 
network 
configuration 

Enterprise cloud 
systems, healthcare, 
supply chain, 
permissioned 
business networks 

Hyperledger 
Besu 

Public / 
Permissioned 

QBFT, 
IBFT, PoA 

Ethereum 
compatibility, 
flexible deployment, 
enterprise integration 

Network 
configuration 
complexity, 
smaller ecosystem 
than Ethereum 

Enterprise 
blockchain, secure 
cloud storage, 
consortium 
networks 

Quorum Permissioned IBFT, RAFT Enhanced privacy, 
high throughput, 
enterprise transaction 
management 

Limited 
community 
adoption, 
Ethereum 
dependency 

Financial services, 
inter-organizational 
data sharing, 
enterprise cloud 
applications 

Corda Permissioned Notary-based 
consensus 

High confidentiality, 
peer-to-peer 
transaction model, 
regulatory 
compliance 

Limited general-
purpose smart 
contract 
ecosystem 

Banking, finance, 
healthcare, business 
process automation 

While Ethereum is primarily designed for public 
decentralised applications, permissioned frameworks such 
as Hyperledger Fabric, Hyperledger Besu, Quorum, and 
Corda are widely preferred for enterprise cloud 
environments due to their enhanced privacy, controlled 
access, and regulatory compliance. 

1. Ethereum: Ethereum is an open-source blockchain 
platform designed for developing decentralised 
applications (DApps). Its smart contract functionality 
enables automated policy enforcement, secure 
transactions, and access control management (Bistarelli 
et al. 2020; Wu et al. 2024). 

2. Hyperledger Fabric: Hyperledger Fabric is a 
permissioned blockchain platform widely adopted for 
enterprise applications. Its modular architecture and 
permissioned consensus model enhance security, 
privacy, and scalability in cloud environments 
(Padmavathi et al. 2024; Nikolić et al. 2022). 

3. Hyperledger Besu: Hyperledger Besu is an Ethereum-
compatible blockchain platform developed under the 
Hyperledger Foundation that supports both public and 
permissioned blockchain networks. For cloud security 
applications, this framework is widely utilized to 

ensure secure data transmission, fine-grained access 
control, and tamper-proof audit trails (Fan et al. 2022). 

4. Quorum: Quorum is an enterprise-focused Ethereum-
based blockchain platform developed by J.P. Morgan, 
utilized for enterprise-level applications. This 
framework aims to enhance privacy, security, 
performance, and smart contract management through 
its privacy manager, Tessera (Mazzoni et al. 2022; 
Stefanescu et al. 2022). 

5. Corda: Corda is an enterprise blockchain platform 
based on a peer-to-peer transaction model, which 
ensures only parties involved in the transaction process 
will have access to the data. This framework is 
specifically designed to meet privacy, security, and 
regulatory compliance in enterprise environment 
(Stefanescu et al. 2022). 

Table 8 compares the major blockchain frameworks based 
on their network type, consensus support, advantages, 
limitations, and application domains. The comparison 
shows that public frameworks such as Ethereum 
emphasize decentralization and transparency, whereas 
permissioned frameworks, including Hyperledger Fabric, 
Hyperledger Besu, Quorum, and Corda, prioritize privacy, 
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controlled access, and enterprise scalability. Consequently, 
permissioned blockchain platforms are more frequently 
adopted for cloud security applications that require 
regulatory compliance, secure collaboration, and efficient 
transaction processing. Overall, the reviewed literature 
indicates that VOSviewer and Biblioshiny are the 
predominant bibliometric tools for analyzing blockchain-
enabled cloud security research. Smart contracts, 
Attribute-Based Encryption, Homomorphic Encryption, 
consensus mechanisms, data provenance, and public key 
cryptography represent the most frequently adopted 
security mechanisms, while Ethereum, Hyperledger 
Fabric, Hyperledger Besu, Quorum, and Corda constitute 
the principal blockchain frameworks for developing secure 
cloud-based applications. Collectively, these findings 
indicate that contemporary blockchain-enabled cloud 
security research increasingly favors permissioned 
blockchain frameworks integrated with advanced 
cryptographic and access control mechanisms to achieve 
secure, privacy-preserving, and scalable cloud 
environments. 

4.3  RQ3: What are the key challenges, research gaps, 
and future research opportunities identified in this 
domain? 

4.3.1 Challenges Related to Existing Studies 
Although blockchain technology has significantly 
improved cloud security through decentralization, 
transparency, and enhanced data integrity, the existing 
literature continues to report several technical and 
operational challenges that limit its large-scale adoption. 
The major challenges identified from the reviewed studies 
are summarized below. 

1. Scalability: Scalability remains a major challenge in 
blockchain-enabled cloud systems, particularly when 
processing large transaction volumes. As the network 
grows, transaction throughput decreases while latency 
increases, limiting real-time cloud applications 
(Stefanescu et al. 2022; Sahraoui et al. 2025). 

2. High Resource Consumption: Due to the high energy 
consumption of consensus mechanisms such as PoW, 
there is a growing need for energy-efficient alternatives 
suitable for cloud environments (Sahraoui et al. 2025; 
Ahmad et al. 2023). 

3. Regulatory and Legal Compliance: In a decentralised 
environment, ensuring compliance related to data 
protection regulations is very challenging. It also 
creates uncertainty in adopting blockchain technology 
at the enterprise level (Ahmad et al. 2023). 

4. Transparency and Privacy Conflict: Blockchain 
transparency can pose challenges when dealing with 

sensitive data. To overcome this challenge, there is a 
need for a strong security mechanism to safeguard data 
while maintaining its integrity (Hejazi and Lashkari 
2025; Guo et al. 2025). 

5. Security Risks in Smart Contracts: Smart contracts 
automate the execution of security policies and access 
control to avoid unauthorized access. Any loophole can 
lead to vulnerability of sensitive information (Guo et 
al. 2025; Mitrea 2023). 

Collectively, these challenges indicate that future 
blockchain-enabled cloud security solutions should 
balance scalability, privacy, regulatory compliance, and 
computational efficiency to support practical large-scale 
deployment. 

4.3.2 Research Gaps Identified Through Bibliometric 
Analysis 

The bibliometric analysis identifies several research gaps 
that continue to limit the practical adoption of blockchain-
enabled cloud security solutions. Although considerable 
progress has been made in developing decentralised 
security frameworks, most existing studies continue to 
emphasize conceptual models and simulation-based 
evaluations rather than large-scale real-world deployments 
(Tripathi et al. 2023; Dorsala et al. 2021; Ullah and Ullah 
2024; Guo et al. 2022; Bhutta 2021). Challenges related to 
scalability, interoperability, computational overhead, and 
standardized integration across heterogeneous cloud 
environments remain insufficiently addressed, limiting the 
efficient deployment of blockchain-based cloud security 
solutions (Alghamdi et al. 2024; Xu et al. 2024; Li et al. 
2024; Wahab et al. 2024). 

Furthermore, limited attention has been given to 
regulatory compliance, privacy preservation, and the 
secure governance of sensitive healthcare, and enterprise 
data within decentralised cloud infrastructures (Li et al. 
2024; Xu et al. 2024; Yang et al. 2022; Yin et al. 2024). 
Existing studies also provide limited discussion on secure 
and transparent data sharing among multiple 
organizational entities while ensuring privacy, fine-
grained access control, traceability, and auditability (Ali 
2025; Ullah and Ullah 2024; Tawfik 2025). Emerging 
research areas, including edge computing, AI integration, 
quantum-resistant cryptography, and cross-chain 
interoperability, remain relatively underexplored and 
warrant further investigation. Addressing these research 
gaps is essential for developing scalable, interoperable, 
privacy-preserving, and practically deployable blockchain-
enabled cloud security solutions capable of meeting the 
evolving security requirements of modern cloud 
environments. 

Table 9: Research challenges, identified gaps, and future directions in blockchain-enabled cloud security 
Challenge Identified Gap Future Direction 

Scalability Limited real-world deployment Lightweight consensus and sharding 
Privacy Limited privacy-preserving Mechanisms ZKPs and Homomorphic Encryption 
Interoperability Lack of standardized integration Cross-chain protocols 
Smart Contracts Security vulnerabilities Formal verification 
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Regulatory Compliance Limited governance models GDPR-compliant frameworks 
Resource Consumption High computational cost Energy-efficient consensus 

Table 9 summarizes the major challenges, research gaps, 
and future research directions identified from the reviewed 
literature. The comparison indicates that scalability, 
privacy, interoperability, and resource consumption 
remain the most persistent challenges, while practical 
deployment and standardized integration continue to be 
insufficiently explored. 

4.3.3 Future Research Directions 
The bibliometric analysis and literature review highlight 
several research opportunities that can address the existing 
limitations of blockchain-enabled cloud security. Based on 
the identified research gaps and current technological 
challenges, the following future research directions are 
proposed. 

1. Lightweight Blockchain Architectures: Cloud and 
distributed computing environments may operate under 
resource constraints, particularly in edge-assisted 
deployments. Future research should focus on 
developing lightweight blockchain architectures and 
optimized consensus mechanisms that provide strong 
security while minimizing computational and 
communication overhead. 

2. Privacy-Preserving Mechanisms: With the rise in 
regulatory and privacy demands, incorporating an 
efficient privacy-preserving mechanisms with 
blockchain has become an emerging research area. To 
protect sensitive data, advanced cryptographic 
techniques, such as zero-knowledge proofs, 
homomorphic encryption, and efficient smart contracts, 
can be utilized along with the existing frameworks. 
Combining these techniques with blockchain 
frameworks can boost data confidentiality, fortify 
privacy protection, and ensure regulatory compliance 
in cloud environments. 

3. Smart Contract Verification & Automation: The 
reliability of smart contracts is still crucial, as 
vulnerabilities in the logic of the contracts can result in 
data breaches and unauthorized access. Robustness of 
blockchain-enabled cloud applications can be 
enhanced through formal verification, secure contract 
design, flexible upgrades, and runtime monitoring. 

4. Real-World Deployment and Interoperability: Despite 
the proliferation of blockchain-based cloud security 
solutions, large-scale deployment in the real world is 
still limited. Comparative evaluations and standardized 
interoperability frameworks can help bridge the gap 
between experimental implementations and practical 
cloud environments, particularly in multi-cloud and 
hybrid infrastructures. 

5. Scalability: Scalability continues to be one of the most 
significant challenges in blockchain-enabled cloud 
systems. Sharding, sidechains, and off-chain storage 
are potential solutions that can enhance transaction 
latency and throughput. 

6. Compliance and Regulatory Alignment: Compliance 
with evolving data protection regulations remains 
essential for enterprise blockchain adoption. 
Incorporating automated compliance verification into 
smart contracts can strengthen data governance, access 
control, and regulatory adherence. 

Overall, the proposed research directions emphasize the 
importance of scalable, privacy-preserving, interoperable, 
and regulatory-compliant blockchain solutions that can 
operate securely in cloud environments. Solving these 
challenges will help to make blockchain technology more 
widely adopted into various Cloud Based applications. 

4.4 Comparative Analysis of This Study to Existing 
Reviews 

Several prior surveys and bibliometric studies have 
examined blockchain technology in the context of cloud 
computing, cloud security, and adjacent domains. To 
clarify the specific contribution of the present work, Table 
10 compares this study with representative prior reviews 
across five dimensions: methodological approach, domain 
focus, use of bibliometric tools, structured comparison of 
security mechanisms, and blockchain frameworks. 

Bao et al. (Bao et al. 2024) conducted a bibliometric 
analysis of blockchain research broadly, applying 
quantitative bibliometric methods similar to those used in 
the present study; however, their scope encompasses 
blockchain research in general rather than cloud security 
specifically. Elhadari et al. (Elhadari et al. 2025) presented 
a narrative survey of blockchain adoption in Internet of 
Things environments, which focuses primarily on IoT 
applications rather than cloud security. Similarly, 
Alghamdi et al. (Alghamdi et al. 2024) surveyed 
blockchain scalability challenges across general 
blockchain systems, with scalability representing the 
primary technical focus rather than cloud security or 
bibliometric analysis. Ahmed (Ahmed 2025b) and Dorsala 
et al. (Dorsala et al. 2021) surveyed blockchain integration 
with cloud computing; however, both rely primarily on 
narrative synthesis rather than the bibliometric 
methodology adopted in the present study. Ullah and Ullah 
(Ullah and Ullah 2024) provided a comprehensive review 
focused specifically on blockchain for cloud security, 
representing the closest thematic overlap with the present 
study; however, their review does not employ bibliometric 
tools such as VOSviewer and Biblioshiny or report a 
systematically screened publication dataset comparable to 
the present analysis. Han et al. (H. Han et al. 2022), 
Boughdiri et al. (Boughdiri et al. 2025), and Jain et al. 
(Jain et al. 2025) address narrower technical sub-domains, 
including cloud data integrity auditing, blockchain storage 
scalability, and consensus algorithm scalability, 
respectively, rather than providing a comprehensive 
treatment of blockchain-based security mechanisms and 
framework options (Kumari P, et al 2024) (Lee SY et al. 
2024). 
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Table 10: Comparative analysis of this study with existing reviews 
Reference Year Methodology Domain Focus 1 2 3 4 5 

Bao et al. (Bao et 
al. 2024) 

2024 Bibliometric analysis Blockchain research 
(general) 

✓ × × × × 

Elhadari et al. 
(Elhadari et al. 
2025) 

2025 Narrative survey Blockchain adoption in IoT × × ✓ × × 

Ahmed (Ahmed 
2025b) 

2025 Narrative survey Blockchain–cloud 
integration (security and 
efficiency) 

× ✓ P × × 

Alghamdi et al. 
(Alghamdi et al. 
2024) 

2024 Narrative survey Blockchain scalability 
(general) 

× × × × ✓ 

Dorsala et al. 
(Dorsala et al. 
2021) 

2021 Narrative survey Blockchain solutions for 
cloud computing (general) 

× P P P × 

Ullah and Ullah 
(Ullah and Ullah 
2024) 

2024 Comprehensive review Blockchain for cloud 
security 

× ✓ ✓ P × 

Han et al. (H. Han 
et al. 2022) 

2022 Narrative survey Cloud data integrity auditing 
(narrow) 

× P P × × 

Boughdiri et al. 
(Boughdiri et al. 
2025) 

2025 Systematic literature 
review (SLR) 

Blockchain storage 
scalability (narrow) 

× × × ✓ ✓ 

Jain et al. (Jain et 
al. 2025) 

2025 Narrative survey Consensus algorithm 
scalability (narrow) 

× × P × × 

This Study 2026 PRISMA-guided 
bibliometric + structured 
review 

Blockchain-enabled cloud 
security (comprehensive) 

✓ ✓ ✓ ✓ ✓ 

Note: (1) Bibliometric/Quantitative Analysis Tools (e.g., 
VOSviewer, Biblioshiny); (2) Cloud-Security-Specific 
Domain Focus; (3) Comprehensive Comparison of 
Security Mechanisms; (4) Structured Comparison of 
Blockchain Frameworks; (5) PRISMA or Equivalent 
Systematic Screening Protocol; ✓ = Addressed; P = 
Partially Addressed; × = Not addressed. 

Among the representative reviews examined in Table X, 
no study combines (i) a PRISMA-guided systematic 
screening process, (ii) the combined use of Biblioshiny 
and VOSviewer, (iii) a structured comparison of different 
blockchain-based security mechanisms, and (iv) a 
structured comparison of various blockchain frameworks 
within a cloud-security-specific domain scope. This 
combination distinguishes the present work 
methodologically from narrative reviews such as (Ahmed 
2025b), (Dorsala et al. 2021), and (Ullah and Ullah 2024), 
and in terms of scope and analytical coverage from 
broader or narrower studies such as (Bao et al. 2024), 
(Elhadari et al. 2025), (Alghamdi et al. 2024), (H. Han et 
al. 2022), (Boughdiri et al. 2025), and (Jain et al. 2025). 

5 CONCLUSION 
This study presents a comprehensive bibliometric and 
technical analysis of blockchain-enabled cloud security 
research based on Scopus-indexed publications. The 
findings reveal sustained growth in research activity and 
identify blockchain, cloud security, cloud computing, data 
privacy, cryptography, access control, and smart contracts 
as dominant research themes. The review further shows 

that Smart Contracts, Attribute-Based Encryption, 
Homomorphic Encryption, Consensus Mechanisms, Data 
Provenance, and Public Key Cryptography provide 
complementary approaches to strengthening cloud 
security. Among the major blockchain frameworks 
discussed in the reviewed literature, Hyperledger Fabric, 
Hyperledger Besu, Ethereum, Quorum, and Corda 
demonstrate diverse capabilities, with permissioned 
architectures being particularly relevant to enterprise 
environments requiring controlled access and enhanced 
privacy. Despite these developments, scalability, 
interoperability, computational overhead, regulatory 
compliance, and practical deployment remain important 
challenges. Emerging opportunities include lightweight 
blockchain architectures, privacy-preserving computation, 
cross-chain interoperability, AI integration, and secure 
smart contract verification. Overall, this study provides an 
integrated view of the research landscape, technical 
approaches, major challenges, and emerging directions in 
blockchain-enabled cloud security, thereby supporting the 
development of scalable, privacy-preserving, and 
practically deployable solutions. 
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