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ABSTRACT

The secure transmission of medical images is critical in modern healthcare systems, especially
with the expansion of telemedicine, cloud diagnostics, and IoMT-based platforms.
Conventional encryption methods often fall short in addressing the unique demands of medical
imaging, such as format sensitivity, real-time constraints, and evolving cyber threats. This
survey explores the integration of deep learning and chaos theory in cryptographic frameworks
to overcome these limitations. By systematically reviewing and categorizing recent
advancements into chaos-based, deep learning-based, and hybrid encryption approaches, the
paper highlights how hybrid models offer enhanced adaptability, security, and efficiency.
These models leverage the unpredictability of chaotic systems and the feature-learning capacity
of neural networks to enable context-aware encryption, intelligent key generation, and support
for region-specific protection. The review also identifies emerging trends like blockchain
integration, compressive sensing, and bio-inspired mechanisms, which further strengthen data
confidentiality and resilience. Despite these advancements, challenges such as standardization,
computational overhead, and deployment in resource-constrained environments persist. This
work concludes by emphasizing the need for lightweight, scalable, and regulation-compliant
encryption frameworks that can meet the dynamic needs of intelligent healthcare systems and
ensure the reliable protection of sensitive medical data.
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1. Introduction

The digitization of healthcare, propelled by
advancements in telemedicine, cloud-based
platforms, and the Internet of Medical Things
(IoMT), has transformed the storage, processing,
and transmission of patient data. Among these,
medical imaging modalities such as MRI, CT, X-
ray, and digital pathology play a critical role in
diagnosis, treatment planning, and clinical
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research. However, the transmission of such
sensitive data across heterogeneous and often
unsecured networks makes it vulnerable to
unauthorized access, tampering, and privacy
breaches. These threats raise significant clinical,
ethical, and legal concerns, emphasizing the need
for robust and domain-specific encryption
frameworks tailored to the unique requirements of
medical imaging.
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Conventional cryptographic methods like AES
and RSA offer strong generic security but struggle
with the computational and structural complexities
posed by medical images such as high
dimensionality, format heterogeneity, and real-
time transmission needs. Additionally, the rise of
adversarial threats, including deep learning-based
attacks and future quantum computing risks,
exposes the limitations of traditional approaches in
modern healthcare environments. Chaos theory,
with its properties of deterministic randomness,
sensitivity to initial conditions, and topological
mixing, offers promising capabilities for
lightweight and highly secure image encryption.
Meanwhile, deep learning (DL) models—such as
Convolutional Neural Networks (CNNs),
Autoencoders, and Generative Adversarial
Networks (GANs)—excel in learning complex
patterns,  enabling intelligent  encryption
mechanisms such as adaptive key generation,
format-aware transformation, and Region of
Interest (ROI) encryption. However, each
paradigm in isolation has limitations in scalability,
adaptability, or cryptographic strength.

To overcome these challenges, recent research has
explored hybrid encryption systems that integrate
chaotic systems with deep learning models. These
hybrid approaches have demonstrated enhanced
security metrics, increased resistance to statistical
and Al-driven attacks, and better adaptability to
the dynamic needs of IoMT and cloud
infrastructures. Moreover, advancements such as
DNA-based encoding, blockchain integration, and
homomorphic encryption further enrich the design
of next-generation encryption frameworks. The
key contributions of this survey are as follows:

. It systematically reviews and classifies
over 60 recent methods (2020-2025) for medical
image encryption that combine chaotic systems
and deep learning models.

. It provides a critical performance analysis
using standardized metrics such as entropy,
NPCR, UACI, PSNR, and computational
complexity.

. It identifies the advantages, trade-offs, and
limitations of chaos-based, deep learning-based,
and hybrid frameworks in the context of medical
data security.
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. It highlights emerging innovations and
trends including ROI encryption, compressive
sensing, quantum resistance, and edge-friendly
implementations.

. It outlines future directions for research,
focusing on lightweight architecture design,
benchmark standardization, and regulatory
compliance for clinical deployment.
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Fig.1. Fundamental Process of Image Encryption
and Decryption

Encrypted Image

The above image illustrates a fundamental image
encryption and decryption procedure. An original
image is converted into an encrypted image
through an encryption method and a key. The
encrypted image can be restored to its original
form utilising the identical key and a decryption
method.

This paper is structured as follows: Section 2
explores chaos-based encryption techniques;
Section 3 discusses deep learning-based methods;
Section 4 presents hybrid DL-chaotic encryption
systems; Section 5 details the proposed
methodology; and Section 6 concludes with
insights and recommendations for future research.

2. Chaos Based Encryption

Recent developments in image encryption have
increasingly focused on integrating chaotic
systems, intelligent optimization, and hybrid
cryptographic techniques to enhance security,
randomness, and computational efficiency.
Traditional methods such as the Arnold Cat Map
(ACM) and AES have shown limitations in key
space and computational cost, respectively, while
hybrid approaches offer improved performance.
For instance, Chaudhary et al. [1] demonstrated
that combining ACM with a Logistic Map
achieved better differential attack resistance
(NPCR = 99.61%, UACI = 33.52%) than AES.
Similarly, Kumar and Saini [2] employed the
Henon map with Termite Alate Optimization to
improve key generation and confusion, achieving
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high entropy (7.9992) and low correlation
(0.0008), although restricted to grayscale images.
Lightweight methods like those proposed by Kiran
et al. [3] and Gilmolk and Aref [6] used SCAN
patterns and fuzzy logic-based operations,
respectively, offering fast encryption suitable for
IoT systems but lacking color image support and
dynamic key updates. More advanced models
integrating convolutional autoencoders, chaotic
maps, DNA encoding, and dynamic S-boxes
(Ahmed et al. [4]; Ali et al. [5]) achieved high
entropy (7.9992) and NPCR (99.6%), ensuring
secure encryption with minimal distortion, though
the computational burden remains a concern for
real-time applications.

In parallel, recent works have explored deep
learning, blockchain integration, and compressive
sensing for enhanced encryption robustness and
application-specific security. Archana et al. [8]
proposed a blockchain-enabled image encryption
framework using chaotic maps and Honey Badger
Optimization, achieving strong tamper resistance
and suitability for medical IoT (entropy = 7.9993,
NACI = 0.996). Deep learning-based approaches,
such as the CNN—chaotic hybrid by Feng etal. [11]
and the GAN-based model by Singh et al. [30],
demonstrated improvements in speed and
encryption strength, though computational
intensity limits embedded system deployment.
Quantum-resilient and high-dimensional
encryption methods were presented by Zhou et al.
[13] and Ahuja et al. [27], incorporating 5D chaos
and lattice cryptography, providing enhanced
unpredictability yet requiring optimization for
low-resource environments. Compressive sensing
integrated with wavelet transforms and chaotic
systems (Huang et al. [9]; Zhang et al. [20])
achieved high imperceptibility (PSNR > 40 dB),
while ROI-based encryption by Wang and Wang
[18] focused on protecting sensitive regions in
medical images. Reviews by Eltoukhy et al. [31]
emphasized the need for lightweight, quantum-
resistant schemes, and practical frameworks like
those of Meng et al. [28] and Kumar and Revathi
[32] demonstrated promising results for real-time
medical security, though broader validation across
diverse modalities and devices remains necessary.

Table.1. Overview of Chaos-Based Image
Encryption Methods

Autho | Techniq | Key | Strengt | Limitat
rs ue/Mode | Metr hs ions
1 ics
Chaud | ACM, NP Strong | AES
hary | ACM+L |R: differen | has high
etal. | M, AES | 99.61 | tial cost;
(2022) %, resistan | ACM
UAC | ce lacks
I: key
33.52 space
%
Kuma | Henon Entro | High Graysca
r& Map + py: random | le only
Saini | TAOA 7.999 | ness
(2024) 2,
Corr:
0.000
8
Kiran | Bit-plane | NPC | Lightw | No
etal. | +SCAN |R: eight & | dynami
(2022) | + Tent 99.63 | fast c keys,
Map %, grayscal
UAC e only
I:
33.21
%
Ahme | CAE + Entro | Hybrid, | Needs
det DNA + | py: color more
al. Chaos + | 7.999 | images | dataset
(2023) | S-box 3 validati
on
Aliet | Modified | NPC | Real- Needs
al. AES + R: time large-
(2024) | 3D 99.94 | use, scale
Chaos %, strong | testing
Time | metrics
:0.96
ms
Gilmo | Chaos + | PS IoT Limited
lk & | Fuzzy R: friendly | image
Aref | Logic 38.7 |, low- compati
(2024) dB power | bility
Mfun | Logistic- | Entro | Strong | None
goet | Sine+ py: stats, specifie
al. Fuzzy 7.999 | robust |d
(2023) | Henon 4
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Archa | Chaos + | NAC | Decentr | Comple
naet | Blockcha | I: alized, | x design
al. in+ 0.996 | secure
(2025) | HBO
Huang | CS + PSN | High Comput
etal. | IWT+ R> | imperce | ationall
(2023) | Chaos + | 40 ptibility |y
RSA dB intensiv
e
Erkan | 2D Entro | High Not
etal. | Hyperch | py: security | lightwei
(2023) | aotic 7.999 ght
Map 1
Feng | CNN + Entro | Secure, | High
etal. | Chaos py: fast resource
(2023) 7.998 demand
6,
PS
R:
38.2
Laiet | Salomon | NPC | Efficien | No
al. Map + R: t color/hi
(2023) | Diffusion | 99.67 | scheme | gh-res
% test
Zhou | 5D Entro | Post- Heavy
etal. | Chaos+ |py> |quantu | comput
(2023) | Lattice 7.998 | m ation
Crypto 9 secure
Kocak | MILE Entro | Localiz | Limited
etal. | Map + py: ed dataset
(2024) | PSO 7.999 | tuning | validati
4 on
Wen | Block Aval | High High
etal. | Perm.+ | anche | diffusio | processi
(2024) | Bit-plane | : n ng load
Diff. 50.16
%
Wang | CS+4W | PS High DNA
& Su | Chaos+ |R: security | logic
(2021) | DNA 41.02 overhea
dB d
Hua et | Logistic- | Entro | Fast, No
al. Sine py: secure | cloud/q
(2018) | Chaos 7.999 uantum
2 support
Wang | ROI + PS Privacy | Not
& Logistic- | R: - multimo
Wang | Tent 38.67 | focused | dal
(2023) | Map dB

Chai | RDHEI | ER: | High Format-
etal. | +HBP- |3.02 | capacit | specific
(2024) | RMC bpp |y
Zhang | 2DCS + | NP Strong | Reconst
etal. | Henon+ | R: security | ruction
(2023) | DRPE + | 99.61 overhea
DNPT %, d

PS

R:

38.24
Mans | SP-CMG | NPC | Large Not
ouri & R: key memory
Wang 99.61 | space -
(2021) %, efficient

Entro

py:

7.999

3
Ghazv | Chen + PSN | Robust | GA
iniet |LSMap |R: encrypt | adds
al. + GA 41.02 | ion cost
(2020) dB
Talha | 1D Time | Efficien | Not
oui & | Chaos+ |: t, tested
Wang | Substituti | 0.45s | secure | on large
(2021) | on data
Wang | LDCML | NPC | Secure | DNA
etal. |+ DNA |R: diffusio | logic
(2021) 99.61 | n comple

%, xity

Entro

py:

7.999

2
Raghu | CNN + PSN | High- | None
vanshi | DNA+ | R> | quality | specifie
etal. | Chaos 58 encrypt | d
(2024) dB ion
Duet | Fast NPC | Real- Chaos
al. Permutat | R: time use
(2022) | ion + 99.60 | encrypt | minimal

Shift %, ion

Time

: Fast
Ahuja | 5D +4D | Entro | High High
etal. | Chaos+ | py: random | comput
(2023) | HDIEA | 7.999 | ness ation

6

IJDDT Volume 16 Issue 81s 2026

Page: 1617




RESEARCH PAPER

Meng | AES- PSN | Secure, | Needs
eta. |GCM+ |R: medical | multimo
(2024) | DWT+D | 53.45 | -grade | dal test

CT dB
Hazza | Fibonacc | Entro | Real- Graysca
zi et i+ py: time le only
al. Tribonac | 7.999 | capable
(2024) | ci+

DWT

Singh | GAN+ | SS Secure | None
etal. | Chaos+ | M: & specifie
(2024) | CSRNet | 0.945 | efficien | d
6, t
75%
faster
Eltouk | Survey NPC | Compre | Highlig
hyet [onMIE |R> | hensive | hts gaps

al. 99.62 | review
(2025) %,

PSN

R>

37

Kuma | Memrist | NP Strong | Needs
r& or + R: diffusio | platfor
Revat | DNN 99.95 | n m

hi %, validati
(2024) UAC on

I:

35.9

%

Wen | Chaotic | Entro | Strong | Needs
etal. | Bit-plane | py: resistan | [oT

(2023) | Diffusion | 7.999 | ce adaptati
3 on

Feng | DNA+ | NPC | Improv | Initial

etal. | Feistel+ |R> |ed flaws

(2021) | Logistic | 99.6 | security | exposed
%

Liet |IES-NP- | PSN | Efficien | Real-

al. DDT + R: t, time

(2021) | Chaos 37.15 | secure | scope
dB unknow

n

Chaos-based image encryption leverages the
unique properties of chaotic systems—such as
sensitivity to initial conditions, pseudo-
randomness, and nonlinearity—to secure images
by disrupting pixel patterns and spatial
correlations. These systems, classified into
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discrete maps (e.g., Logistic, Tent) and continuous
attractors (e.g., Lorenz, Chen), are validated using
indicators like Lyapunov exponents, fractal
dimensions, and entropy. Encryption approaches
include symmetric methods (stream/block ciphers
in spatial or frequency domains like DWT/DCT)
and asymmetric methods (chaotic
synchronization, elliptic curve integration).
Hybrid models combining chaos with DNA
computing, neural networks, or cellular automata
further strengthen security. Applications span
medical imaging, I[oT, and satellite systems,
though challenges like cryptanalysis resistance,
encrypted-domain processing, and selective
encryption persist.

Table.2. Essential Components of Chaos-Based
Image Encryption

Aspect Details

Chaotic Discrete  (Logistic, Tent,

Models Henon), Continuous (Lorenz,
Chen, Rossler)

Key Properties | Sensitivity to initial
conditions, nonlinearity,
fractal behavior

Indicators Lyapunov Exponent,

Used Bifurcation, Fractal
Dimension, ApEn, NIST
tests

Symmetric Spatial (stream/block

Techniques ciphers), Frequency (DWT,
DCT), Hybrid approaches

Asymmetric Chaotic Synchronization,

Techniques Elliptic Curve + Chaos,
Phase Space Analysis

Hybrid DNA coding, Neural

Technologies Networks, Cellular
Automata, Quantum-safe
integrations

Evaluation Key Space, Entropy,

Metrics Histogram Analysis,
Correlation, NPCR, UACI

Applications Medical image security, loT
encryption, satellite image
protection

Key Cryptanalysis resistance,

Challenges encrypted-domain
processing, selective
encryption
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3. Deep Learning Based Encryption

Recent studies have utilized various deep learning
models to enhance image encryption. Patel [36]
introduced EB-TDLM, a Transformer-based
encryption framework integrated with blockchain
for dynamic key generation, achieving outstanding
performance (entropy 16.99, NPCR 99.99%,
UACI 39.49%, SSIM 1.0), though limited in IoT
settings. Inam et al. [38] proposed a CycleGAN-
based encryption approach for unstructured
medical data, reporting high visual fidelity (PSNR
37.6 dB, SSIM 0.995). Subramanian et al. [37]
leveraged convolutional autoencoders  for
steganography, offering good imperceptibility
(PSNR ~36.4 dB) but lacking true encryption. Tsai
et al. [43] developed GMEI-GAN for reversible
data hiding, with PSNR 45.09 dB and SSIM
0.9936, while Mhawi et al. [45] reviewed GAN-
based methods and advocated for lightweight
chaotic hybrid models due to strong metrics
(entropy = 7.999, NPCR > 99.62%). Zhang et al.
[50] introduced MATDH using deep hashing and
lightweight frequency-domain encryption (mAP
92.4%, accuracy 93.1%), showing promise for
secure image retrieval. Conversely, MaungMaung
et al. [39] and Maung Maung & Kiya [41] exposed
vulnerabilities in learnable encryption through
Stable Diffusion and StyleGAN attacks,
highlighting potential risks in DL-based methods.

Ahmad and Shin [40] presented a perceptual
encryption (PE) method using EfficientNetV2 for
secure TB diagnosis with reduced transmission
overhead (12%) and improved diagnostic accuracy
(10%). Wang et al. [42] proposed a secure Capsule
CNN (CCNN)-based framework with adaptive
LSB embedding, achieving good entropy (7.9973),
though susceptible to structural attacks. Alamgeer
et al. [46] developed BPPIE-ODL, combining
Dragonfly Algorithm, blockchain, and DL for
lightweight healthcare encryption (accuracy
98.13%). Jia et al. [47] introduced chunk-based
CNN inference using Fully Homomorphic
Encryption (FHE), achieving 94.76% accuracy
and 40% storage reduction. Pulido Gaytan et al.
[48] reviewed FHE-enabled neural networks (e.g.,
BFV, CKKS), noting high accuracy (up to 95%)
but high latency. Yu et al. [44] proposed a CRT-
based RDHEI technique supporting share-based
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recovery with PSNR 52.13 dB and capacity 3.42
bpp. S.G. and S.G. [49] presented PPDD using
Gaussian noise and denoising DL networks for
secure [oT image transmission (SNR 33.85 dB, SI
0.98). Finally, Ihsan and Dogan [51] introduced
PanAAVA, combining biometric key generation
and LSB steganography (NPCR 99.74%, SSIM
0.9977), although limited by reliance on biometric
signals.

Table.3. DL-Based Image Encryption Techniques
Autho | Techniq | Key Streng | Limit

rs ue/Mod | Metric ths ations
el s
Patel | Transfor | Entrop | Multi- | Not
(2025) | mer + y: layer ideal
Blockch | 16.99, | encrypt | for
ain (EB- | NPCR: | ion, constr
TDLM) | 99.99% | tamper | ained
, resistan | IoT
UACI: | ce enviro
39.49% nment
, SSIM: S
1.0
Subra | Autoenc | PSNR | High No
mania | oder- (Stego) | imperc | encryp
netal. | based :36.4 | eptibilit | tion;

(2021) | Stegano | dB, y and limite
graphy | PSNR | general | d
(Extrac | ization | standa

ted): lone
34.7 securit
dB y
Inam | CycleG | PSNR: | Paired | Requir
etal. | AN- 37.6 data es
(2024) | based dB, not optimi
Encrypti | SSIM: | needed, | zation
on 0.995, | good for
NPCR: | on [oMT
99.59% | unstruc
, tured
UACI: | data
33.38%
Maun | Stable SSIM: | Reveal | Critica
gMau | Diffusio | 0.41, ed 1
nget | n Attack | LPIPS: | vulnera | leakag
al. on DL 0.24— | bilities | e risks
(2024) | Encrypti | 0.36 in
on learnab
le
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encrypt
ion
Ahma | Perceptu | Bitrate | Efficie | May
d& al overhe | nt lack
Shin Encrypti | ad: diagnos | suppor
(2022) | on + 12%, is, t for
Efficient | Accura | minima | multi-
NetV2 cy T by |1 modal
10% bandwi | data
dth
impact
Maun | StyleGA | SSIM: | Demon | Securi
g N+ 0.42, strated | ty
Maun | Latent LPIPS: | reconst | breach
g& Diffusio | 0.23— | ruction | in
Kiya | n Attack | 0.38 of block-
(2023) encrypt | scram
ed data | bled
DL
system
S
Wang | Capsule | Entrop | Maintai | May
eta. |CNN+ |vy: ns be
(2022) | PCS + 7.9973 | visual | vulner
Adaptive quality, | able to
LSB secure | structu
substitu | ral
tion attacks
Tsai et | GMEI- | PSNR: | Full High
al. GAN 45.09 data model
(2021) | (Reversi | dB, recover | compl
ble Data | SSIM: |y, high | exity
Hiding) | 0.9936 | quality
Yuet | RDHEI | PSNR: | Block | No
al. + 52.13 encrypt | suppor
(2023) | CRTSS | dB, ion, t for
+ Hybrid | Capacit | share- | dynam
Coding |y:3.42 |based |ic
bpp recover | stream
y ing
Mhaw | Review | Entrop | High Need
ietal. | of GAN- |y = resistan | for
(2024) | Based 7.999, |ceto lightw
Encrypti | NPCR | attacks | eight
on > GAN-
99.62% chaoti
, UACI c
= hybrid
33.48% ]
, PSNR

>37
dB
Alamg | BPPIE- | Accura | IoT- Needs
eeret | ODL+ |cy: friendl | real-
al. Dragonfl | 0.9813, |y, time
(2022) |y + Precisi | secure | evalua
Blockch | on: access | tion in
ain + DL | 0.9551, | control | divers
F1: e
0.9506 scenar
i0s
Jiaet | CNN+ | Accura | Efficie | Moder
al. Fully cy: nt ate
(2023) | Homom | 94.76% | encrypt | compl
orphic ,>40% | ed exity
Encrypti | reducti | domain | still
on on in inferen | exists
(FHE) cost/sto | ce
rage
Pulido | Review: | Accura | Enable | High
Gayta | Neural Cy up s latenc
netal. | Network | to 95% | encrypt |y;
(2021) | s+ FHE ed needs
(BFV, inferen | hardw
CKKYS) ce are
accele
ration
S.G. PPDD SNR: Edge Edge-
& (Gaussia | 33.85 decrypt | based
S.G. n Noise | dB, SI: | ion, proces
(2023) | + 0.98, robust | sing
Denoisin | ER: privacy | may
g DL) 0.013, limit
CNR: scalabi
6.75 lity
Zhang | MATDH | mAP: | High Valida
etal. | +Deep |92.4%, | privacy | tion
(2025) | Hashing | Precisi | and neede
+ on@10 | retrieva | d
Frequen | 0: 1 across
cy 91.6%, | accurac | other
Encrypti | Accura |y medic
on cy: al
93.1% modali
ties
Ihsan | PanAAV | NPCR: | Biomet | Datase
& A (ECG |99.744 |rickey |t
Dogan | Key + 2%, generat | depen
(2024) | Cipher + | UACI: | ion, dency;
Stego) 33.40% | high limite

IJDDT Volume 16 Issue 81s 2026

Page: 1620




RESEARCH PAPER

, SSIM: | securit | d

0.9977 |y genera
lizatio
n

4. Hybrid Based Encryption

Recent developments in hybrid and chaos-based
encryption schemes have demonstrated the
potential of combining traditional chaotic maps
with deep learning for secure image encryption.
Ramesh Maniyath and Thanikaiselvan [52]
introduced a model that integrates chaotic maps
with deep neural networks (DNNs) to dynamically
control encryption parameters, achieving high
entropy and strong statistical security. Li and Peng
[54] further enhanced medical image encryption
by combining ResNet, attention mechanisms, and
logistic chaotic maps, offering resistance to
statistical attacks. Similarly, Igbal et al. [55]
combined DCNN, DNA encoding, and logistic
chaos to boost randomness and diffusion but noted
high computational costs. Tiwari et al. [6]]
proposed OptiSecure-3D, fusing optimized 3D
chaotic maps with stacked autoencoders to
enhance robustness against noise. Meanwhile, Dai
et al. [59] and Man et al. [60] incorporated GANs
and chaotic systems into encryption frameworks,
while Panwar et al. [62] developed Encipher GAN
using SSIM-driven loss and XOR operations to
preserve visual quality and strengthen resistance to
known plaintext attacks.

On the other hand, researchers have explored
lightweight, compressive sensing, and classical
cryptographic schemes to improve image
encryption performance. Raghuvanshi et al. [53]
introduced the FSR-SPD method using Flip-Shift-
Rotate operations and piecewise chaotic maps for
efficient diffusion, while Feng et al. [56] presented
IEA-IF-DLT, integrating discrete logarithmic
transformation for enhanced nonlinearity. Chai et
al. [57] proposed an STP-based compressive
sensing method with adaptive cyclic diffusion, and
Chai et al. [67] earlier developed VMICE using
dynamic LSB embedding and 3D Cat maps. Chen
and Ye [58] merged SHA-3, RSA, and
compressive sensing in an asymmetric scheme
suited for secure transmission, though with latency
trade-offs. Liu et al. [64] used salient object
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detection for selective ROI-based encryption, and
Ye et al. [66] proposed thumbnail-preserving
encryption for JPEG images. Sirisha and
Chandana [65] introduced a dual-function
framework combining multi-key homomorphic
encryption with Lion Swarm Optimization, while
Darari et al. [63] combined Vigenere and RSA for
dual-layer encryption. Collectively, these studies
[52-67] reflect the growing shift toward
algorithmic fusion, statistical robustness, and
efficient, application-specific encryption strategies
in image security.

Table.4. A Comparative Review on DL-Chaos
Image Encryption

Author | Techniq | Key | Stren | Limita
s ue/Mode | Metri | gths tions
1 cs
Rames | Chaotic | Entro | High | Needs
h Map + py: adapta | optimi
Maniya | DNN 7.999 | bility, | zation
th & 1, DNN- | for
Thanik NPCR | tuned | embed
aiselva : param | ded
n 99.62 | eters device
(2020) %, s [52]
UACI
33.46
%0,
PSNR
35.27
dB
Raghuv | FSR- Histo | Efficie | Needs
anshi et | SPD + gram | nt improv
al. PWLCM | | confus | ed
(2024) 6.22% | ion- rando
, Pixel | diffusi | mness
Correl | on, [53]
ation | lightw
! eight
77.78
%
Li& AT- Entro | Regio | Low
Peng ResNet- | py: n- entrop
(2023) |CM 0.996 | sensiti |y
(Attentio | 5, ve sugges
n-+ Corr. | encryp | ts
ResNet + | Coef.: | tion, rando
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Chaotic | 0.001 | statisti | mness
Map) 0 cal gap
resista | [54]
nce
Igbal et | DCNN + | Entro | Strong | High
al. DNA + py: robust | compu
(2022) | 2D 7.999 | ness, tationa
Logistic | 2, DNA |1
Map NPCR | encodi | overhe
: ng ad [55]
99.62
%0,
UACI
33.42
%
Fenget | IEA-IF- | Entro | Fast, Lacks
al. DLT py: strong | dynam
(2022) 7.999 | nonlin | ic
1, earity | streami
NPCR ng
: suppor
99.63 t [56]
%0,
UACI
33.49
%
Chaiet | STP + PSNR | Compr | Cloud-
al. Compres | : ession | depend
(2023) | sive 41.37 | with ency
Sensing | dB, encryp | limits
+ SSIM: | tion, offline
Adaptive | 0.985, | tamper | use
Diffusion | Bitrat | resista | [57]
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5. Proposed Methodology

This section outlines the acquisition of medical
image datasets and the implementation details of
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the deep learning-based cryptographic framework,
including model architectures and training
procedures, facilitating the comprehensive
evaluation of encryption efficiency and image
quality preservation.

Data Acquisition

Collect medical images and utilize

2 Develop CNN model and trzin the
publicly available datasets CNN.

O
O
Deep Learning Model — |

Decryption and Image
Reconstruction

Decrypt features, reconstruct images
- e -

O O O

A4 A d A d

T—

Transmit encrypted features over the
Internet

Performance Evaluation

Evaluate PSNR, RMSE, SSIM,
MAP, encryption speed

Fig.2. Efficient and Protected Medical Image
Sharing Framework

This figure illustrates a seven-stage pipeline for
secure and efficient medical image sharing using
encryption:

. Stage 1: Data Acquisition: Collect
medical images and/or use publicly available
datasets.

. Stage 2: Data Preprocessing: Normalize
and resize images, and apply data augmentation.
. Stage 3: Deep Learning Model: Develop

and train a CNN for feature learning.

. Stage 4: Feature Extraction and
Encryption: Extract features using CNN and
encrypt them with homomorphic encryption.

. Stage 5: Transmission: Securely transmit
encrypted features over the internet.

. Stage 6: Decryption and Image
Reconstruction: Decrypt features and reconstruct
medical images using CNN.

. Stage 7: Performance Evaluation:
Assess system performance using metrics like
PSNR, RMSE, SSIM, MAP, and encryption
speed.

This framework ensures privacy-preserving,
efficient, and high-quality medical image sharing
in healthcare environments. A novel format-aware
and lightweight hybrid model is developed to
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address the constraints of current DL-based
encryption frameworks, including their restricted
adaptation to various medical image formats and
resource-constrained IoMT contexts. This method
combines intelligent key generation with chaotic
encryption to markedly improve security,
scalability, and transmission efficiency in medical
imaging applications.

6. Conclusion

In conclusion, this review underscores the growing
significance of hybrid image encryption
approaches that integrate deep learning models
with chaotic systems for securing medical images.
These techniques consistently demonstrate high
security performance achieving near-ideal values
in entropy, NPCR, and UACI while supporting
advanced features like ROI encryption,
compressive sensing, and reversible data hiding.
However, challenges such as computational
overhead, limited real-time support for IoMT
devices, and susceptibility to emerging Al-driven
attacks persist. To ensure practical deployment in
healthcare, future research must focus on
lightweight, scalable, and quantum-resistant
solutions aligned with regulatory standards,
supported by standardized benchmarks for robust
evaluation and clinical adoption.
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