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ABSTRACT

The efficient utilisation of resources, maximum performance and enhanced fault tolerance in modern cloud data centres require
accurate failure prediction of jobs. In this paper, we propose to improve the multilayer ensemble approach to predict cloud task
failures using the Google Cluster 2019 dataset. The framework is the combination of several categorisation techniques such as
DT, KNN, ANN, Extreme Gradient Boosting and AdaBoost. The models are combined using hard Voting Classifier to enhance
the stability and robustness of predictions. Further, a stacking classifier is created with RF, KNN, MLP as the base classifiers
and LR as the meta-learner to improve the prediction accuracy. The results obtained by experiments are quite satisfactory.
Voting Classifier has 99.98% accuracy and Stacking Classifier has 100% accuracy for forecasting the cloud job outcomes. The
predictions are interpreted using XAI techniques like LIME and SHAP, highlighting the importance of the features for
transparency and reliability. A Flask based web application is created to incorporate the trained models for real world
deployment that allows for secure user signup and signin with SQLite, real time user input and interactive result visualisation.
The method results in clear conclusions like "job will complete successfully” or "job failure predicted". This enables reliable,
understandable and easy to use assistance to fail predictions of cloud jobs.

Keywords: Cloud computing, job failure prediction, ensemble learning, stacking classifier, voting classifier, XGBoost,
explainable Al, fault detection.
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I. INTRODUCTION

Cloud computing, the provision of scalable, on-demand
services via the internet, has changed the way organisations
and individuals access services to process and store
information and use software. It offers a flexible, scalable and
economical design that can be used in various fields, from
enterprise level data processing to Al based analysis. Cloud
computing's flexible resource provisioning serves as the
foundation of digital transformation in the modern world,
driving innovation and agility across various sectors [3].
However, as workloads increase in cloud setups, it becomes a
significant challenge to maintain the stability and performance
of the systems. Cloud jobs can fail due to software defects,
hardware failures, resource contention and misconfiguration,
which can lead to significant downtime, loss of data, and
reduced quality of service [4]. The losses of these resources
(CPU, memory and network bandwidth) are valuable
resources that impact customer satisfaction and operating
efficiency.

Recent examples of global services outages (Google
Cloud and other global scale service outages) showed the
impact of service failures [5]. It is important to foresee such
problems and have services available at all times, and
optimally, use cloud resources. Modern cloud infrastructures
are complicated, and traditional fault-tolerance techniques
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such as checkpointing and replication are more recovery based
than proactively preventing faults, and often don't scale in
these settings [6]. Also, simple single-classifier ML based
prediction models frequently perform poorly in highly
dynamic contexts since they are not able to capture
complicated patterns and shifting workload behaviours [7].
The use of emerging technologies like DL and ensemble-
based algorithms have shown promising results to improve
failure prediction from multi-dimensional data obtained by
cloud monitoring systems [8].

The objective of this work is to construct an intelligent and
resilient structure to improve prediction and classification of
cloud task failures utilising modern ML and DL techniques to
solve these problems. The framework aims to leverage the
power of multiple models using ensemble learning methods to
enhance accuracy, reliability and scalability [9] [10]. This is
to ensure proactive issue detection, resource management in
cloud data centers, minimising service disruptions, and
improving operational resilience. The paper highlights the
importance of intelligent automation in cloud dependability
management and sets the stage for future predictive and self-
healing cloud infrastructures.

II. RELATED WORK

The cloud computing has revolutionized the current

paradigms of computation, but there are still challenges such
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as fault-tolerance, scalability, energy consumption and
intelligent resource management, which are the subject of
ongoing research. There have been recent studies on the
adaptive, predictive and Al-driven strategies for increasing the
dependability and performance of cloud systems.

Chouliaras et al. [11] proposed a dynamic auto-scaling
approach. They combine computer resources based on
observing real time workload and predictive analytics in order
to assure the stability of system and reduce energy
consumption. The platform increases SLA compliance, cost-
effectiveness and elasticity by automatically scaling
resources. The result is that the performance degradation
during spike times is successfully avoided, and resource
utilisation is enhanced.

Abderraziq et al. [12] have presented a distributed fault-
tolerant method to guarantee balanced distribution of
workload across the cloud nodes to deal with the problems of
fault tolerance and load balancing. The system can detect a
node failure and move the work to other healthy nodes in real
time — increasing resilience and decreasing downtime. Its
distributed design ensures it's resilient and services are
continued in crisis time. Similarly, Meyyappan and
Ravichandran [13] presented a review of the fault resistant
approaches in solar supplied cascaded multilevel inverters.
Their analysis is particular to renewable energy systems, but
the idea of redundancy and error detection and recovery
procedures is applicable to fault-tolerant cloud infrastructures.

Cloud and edge environments have been getting a lot of
attention due to the energy efficiency. Xiao et al. [14]
proposed a collaborative inference approach in mobile edge
computing based on RL. It applies DRL to optimise the job
assignment among the edge nodes, while minimising energy
consumption and latency. The results suggest that Al-driven
decision-making systems can dynamically choose and
enhance edge-cloud infrastructure elements to develop
adaptable and sustainable designs that optimise workload
allocation and autonomously regulate for peak performance.

Another important study topic is the increase of predictive
dependability. Vani and Sujatha [15] designed a ML based Job
failure prediction system using MLP with hyper-parameters.
The model is able to detect the potential job failures in
advance of the model's execution, and thus mitigate failures
proactively, and improve job scheduling. High prediction
accuracy leads to a robust system, minimises the number of
failed jobs, and improves performance efficiency. This type of
prediction algorithms can aid in the development of self-
healing and self-monitoring cloud infrastructures.

Another important topic is performance optimisation of
latency sensitive applications. Abualhaj et al. [16] studied the
performance of the VoIP system in cloud environment. They
took into account latency, jitter and packet loss and pinpointed
bottlenecks that impact on QoS. The results show that
optimised network configuration and resource allocation
strategies are important to offer real-time communication
services in virtualised cloud infrastructures.

Security and data integrity continues to be a significant
challenge in cloud computing. In [17] Kolhar et al. presented
a study of cloud data auditing systems for privacy preservation
and integrity assurance. They studied cryptographic protocols
and analysis of third-party auditing systems for secure data
verification without compromising user privacy. The
combination of the privacy-preserving auditing techniques
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with performance optimisation methodologies is crucial for
developing a safe and efficient cloud ecosystem.

Moni et al. [18] had proposed AI based predictive
analytics framework for failure detection and failure
prevention in which they were able to predict possible system
failures. It uses ML algorithms that recognize past indications
of performance to proactively identify abnormalities and
forestall serious breakdowns. This makes it possible to create
self-adaptive cloud infrastructures capable of managing risk
by themselves.

Based on this concept, Alahmad et al. [19] presented a
proactive failure-aware task scheduling framework where the
failure prediction models are used as part of the scheduling
process. The reliable tasks are executed by the reliable nodes
according to the reliability and workload properties of the
nodes, which reduces the execution failures and migration
overheads, and increases the computational efficiency. The
framework is a significant step towards self-managed cloud.

In a similar way, Soualhia et al. [20] proposed a dynamic
failure aware scheduling paradigm in the Hadoop world. The
failure prediction and real-time scheduling adjustment
enhance reliability and efficiency during execution in
distributed big data environment. Based on past task
information, the system reduces the amount of re-executed
jobs and the waste of resources, resulting in further enhancing
the performance of the cloud under various workloads.

III. MATERIALS AND METHODS

We propose a prediction framework using ensemble
method to effectively identify potential job failures in large-
scale cloud data centers. The technique used is a hybrid
approach that uses a combination of different ML algorithms
namely DT, KNN, ANN, XGBoost and AdaBoost to utilize
the complementing properties of each of the algorithms. A
hard Voting Classifier is a combination of predictions from
DT, KNN and ANN, which acts as a consensus based decision
layer making it more resilient and reducing overfitting. We
boost the reliability with a Stacking Classifier that has RF,
KNN and Multilayer Perceptron classifiers as the base
classifiers and Logistic Regression as the meta-classifier. This
is a hybrid ensemble design that provides accuracy, stability
and generalisation for dynamic workloads. The trained model
is then deployed using the Flask framework that offers a safe
and light-weight web interface with user sign up, sign in, real
time processing of input and back end inference. For
operational decision support, the application clearly shows job
will complete successfully or job failure predicted. The
proposed framework is based on the boosting, voting and
stacking paradigms for improving early fault detection,
proactive management, effective utilization of resources and
service dependability in cloud infrastructures with the same
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Figure A Cloud Job Failure Prediction system workflow is
shown in Fig. 1. The Dataset is first passed through the Pre-
processing, Visualisation, Label Encoding and Normalisation
steps. Various ML Models are constructed, trained and
evaluated. The Best Model is then used in a Flask application
(XAI (LIME & SHAP)) to predict whether or not the work is
likely to be successful for User Input.

A) Dataset Collection:

Google Borg Traces is a large-scale real-world dataset,
recording job execution and scheduling data in Google's
cloud data centers, used in this paper. It has 34 attributes and
approximately 280,000 items. It includes task characteristics
such as the number of requested resources, the machine ID,
the scheduling class, the collection ID, CPU usage
distribution and memory consumption and event outcome.
There are a number of job statuses included in the data set:
FAIL, FINISH, ENABLE, LOST, SCHEDULE, etc. It
provides a detailed view of tasks life cycle and failure traces
in cloud systems. The distribution of the various work events
is given in figure 2. As seen in the figure, the overwhelming
majority of all events are either FAIL or FINISH,
demonstrating the need for failure prediction in order to
operate the cloud efficiently and reliably.

Unnamed:
°

.......................

o

Fig.2 Dataset Collection
B) Pre-processing:

Data processing is an important step to prepare raw data
for ML models that are standard. It transforms and organises
datasets, cleans and prepares the data to be consistent,
accurate and relevant. In this study, pre-processing
incorporates the removal of missing or redundant values, the
normalisation of data scales, the elimination of unwanted
columns and the encoding of categorical variables to enhance
the performance of predictive models of cloud job failure.

i) Data Preprocessing: Data cleaning is the initial step of
the preparation phase. This involves identifying and
managing missing, duplicate and inconsistent data, ensuring
data reliability. Then we normalise data such that all the
numeric features are scaled to a common range which makes
the models understand the importance of each feature in a
uniform manner. This prevents that attributes with large
numerical values prevail. Furthermore, the model and the
training process can be simplified by removing unwanted
columns that do not help achieve the prediction task, such as
identifiers or irrelevant metadata. Preprocessing guarantees
the data collection is small, accurate and ready for fast
calculations. This systematic procedure enhances the quality
of the input data and helps the standard ML models uncover
the data's relevant patterns in an attempt to accurately predict
failures in cloud tasks.

ii) Data Visualization: Visualisation helps to understand
data structures and trends, as well as the relationships
between variables. Data can be plotted in visual formats such
as histograms, bar charts, and scatter plots, which can help in
analyzing the distribution of data and identifying any outliers
or irregularities. The job state frequency visualisation helps
to understand the frequency of job states such as FAIL,
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FINISH and SCHEDULE. The visualisation shows that there
is an imbalance in the number of classes. The correlation
matrix is used to analyse the correlation between numeric
attributes e.g. CPU utilisation, memory usage and scheduling
class. This is useful to identify highly-correlated traits,
potentially causing redundancy. The visualisation leads to a
better understanding of the data pattern and can be used in the
feature selection and preprocessing steps to enhance
interpretability and performance of the failure prediction
model.

iii) Label Encoding: Label encoding is a way to convert
category input to integers, so that ML algorithms can make
sense of it. Most models are not able to work directly with
text labels, thus this mapping attaches a different numeric
value to each category class. For this study, label encoding is
done, which converts a category attribute (FAIL, FINISH,
LOST, SCHEDULE etc.) into numbers. This guarantees that
all the properties are in machine-readable format, while
preserving the category relationships. For this purpose, we
use the LabelEncoder of the scikit-learn module, which can
efficiently label without introducing order bias. Appropriate
encoding of labels not only makes the model more
compatible but also facilitates the correct categorisation and
prediction of failure of the cloud tasks.

C) Train & Test:

The data is divided into training and testing sub sets with
a ratio of 8/2. Throughout the training process, the machine
learning model acquires the patterns and correlations among
the input features by being trained on the training dataset. The
test set is used to assess the model's effectiveness on new
data. This division averts both overfitting and underfitting of
the model, hence enhancing its performance on novel, real-
world data. 80/20 split is a good compromise. You have a
sufficient amount of data to train the model successfully and
have a sufficient amount of data to validate the model with
confidence.

D) Normalize the Data:

Normalisation of data is another important preprocessing
task to make all characteristics in the same range and each
one contribute the same to the performance of the model.
Standardisation is done by subtracting the mean and scaling
to unit variance which is popularly done by using Standard
Scaler. In this way, each feature will have a standard
deviation of 1, and a mean of 0. Standardization is
particularly important for algorithms that rely heavily on the
magnitude of the features otherwise they would be biased
towards those with larger scales. Standard Scaler helps to
make the data more uniform, leading to a more stable model
and a faster rate of convergence while training. This will also
increase the accuracy and utility of the model, and its ability
to generalise between different data sets.

E) Algorithms:

Decision Tree (DT): It is a supervised learning algorithm
which builds a tree-like structure and makes decisions based
on the value of the feature.lt partitions the data set into
subgroups iteratively, based on conditions that maximise
information gain or minimise the impurity. DT can accurately
discover the relationship between the system metrics and
failure occurrences, and give an interpretable decision path in
the cloud job failure prediction. Transparent model rule
based, to demonstrate how the errors occur. To enable the fast
diagnostic insights and model interpretability, which are
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critical in operational monitoring and reliability improvement
in cloud environments [21].

k
1@ =1-)p} %
i=]

KNN is an instance learning, non-parametric technique
which classifies a data point based on the classification of its
nearest neighbours. It measures similarity based on distance
(e.g., Euclidean or Manhattan distance), making it robust for
more complex and nonlinear data. In the context of job failure
prediction in cloud, it can be useful to find jobs similar to
previously failed jobs by using KNN, for detecting anomalies
or for proactively managing resources. It aims to deliver
flexible data driven pattern identification without assuming
any data distribution and thus, is adaptive and efficient for
cloud workloads which are constantly evolving [23].

distance(x, X;) = \/Ziz (xj - Xij)z &))]

ANN is a computational model that mimics the biological
brain systems, and is composed of many interconnected
layers of artificial neurones. It adapts its weights during the
training process to learn complex, non-linear relationships,
by back-propagating. ANN has a great ability to process a
high dimensional data and in detecting complicated patterns.
The ANN model can identify these implicit relationships
among job attributes and failure risks that can enhance the
accuracy of the prediction in cloud job failure prediction. It is
designed to improve the ability to detect failure in the
different cloud environments using deep feature learning,
which focusses on making it robust and adaptive [24].

The equation below is the prediction of output in neural
networks.

9 =o(w!-a~! +b) 3

XGBoost is an efficient version of gradient boosting that
creates DT one after the other, each tree looking to fix the
errors of the previous ones. It enhances performance by
regularisation, parallelisation and sparsity awareness.
XGBoost is very good at handling huge structured datasets.
For cloud job failure prediction, it enhances the reliability of
the model by identifying the subtle patterns that hint at likely
task failures. It aims to maximise the classification accuracy
through gradient-based optimisation, providing better
scalability and robustness in cloud system modelling
prediction [25].

The equation below is the final ensemble prediction
model of XGBoost.

9 = “(Z fk(xi)),fk €F @
k=1

Adaptive Boosting (AdaBoost): It is an ensemble method
which aggregates many weak classifiers (prediction models)
sequentially to create a strong one. The task of each classifier
is to classify those instances that were incorrectly classified
by the previous classifiers, hence reducing the overall error.
It is typically employed to improve the accuracy for well
imbalanced data sets. AdaBoost can be used to detect hard-
to-detect failure scenarios by adaptively changing the weight
of classifiers, and hence, it is effective in cloud job failure
prediction. It is because of the need to enhance the model
robustness and generalisation to detect failures with different
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workload distributions in different heterogeneous computing
configurations [27].

The last strong classification model of AdaBoost is given
by the equation below.

H(x) = sign (Z o, ht(x)> &)

t=1

Voting Classifier is a combination of many base models
using majority voting (hard voting) or probability averaging
(soft voting). Leverages the best of free algorithm by a
complimentary manner to make the stability of the model
better. The addition of DT, KNN and ANN with voting can
help to remove the bias, and can be used to enhance the
accuracy of failure prediction of the cloud tasks. It aims to
give unbiased predictions on different scenarios, so that the
diversity of the involved classifiers can consistently detect
failures [28].

Below is the equation that represents the majority voting
procedure in classifiers.

9 = argmax, (Z 19 = c)) 6)

i=/
Stacking Classifier is an advanced ensemble technique

which consists of multiple base classifiers and a meta-
classifier to assist the result of the final prediction. The meta-
learner combines the prediction of the underlying models and
learns the dependencies between the prediction at a higher
level. RF, KNN and MLP were used as the base learners
while LR used as the meta-classifier. Stacking is known to be
useful to enhance the generalisation and predictive capacity.
It seeks to achieve more accurate and stable prediction of
failure for cloud jobs by incorporating many viewpoints of
algorithms in [30].
The Meta-Model Prediction equation is shown below:
= 9Wpase) = (£ (), (2D, o) fin () ()

F) Integration of XAI & Flask Framework:

XAI approaches such as LIME and SHAP were also
incorporated in the ensemble prediction models to further
boost the interpretability and transparency. They allow the
user to know how each input feature is affecting the output of
the model and provide information not available with a
conventional black box model in terms of the decision
making processes involved. XAl helps maintain reliability,
accountability and trust in model predictions by visualising
feature importance and contribution values which is crucial
for cloud failure management.

We built a light-weight interactive web interface for real-
time deployment of the model using the Flask framework. It
offers a user interface to input data, execute predictions and
visualise results on a browser. Flask's support of backend ML
algorithms allows for a scalable, efficient and user-friendly
platform that dynamically monitors and analyses cloud task
failure predictions.

IV. EXPERIMENTAL RESULTS

Accuracy: Accuracy of a test is its ability to discriminate
between the patient and healthy cases. The proportion of true
positive and true negative out of all individuals evaluated
should be calculated to quantify the accuracy of a test. This
can be written in terms of mathematics as:

TP + TN

A =
CeUracy = Ip Y FP+ TN + FN

C)
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Precision: Precision is the number of correct occurrences or
samples divided by the number of samples classified as
positives. So precision is calculated as;
Precision — True Positive 9
rectston = True Positive + False Positive )
Recall: Recall, in ML, is a measure of the ability of a model

to capture all the relevant cases of a specific class. This is the
proportion of the observations that were correctly predicted
as positive to all the real positives. It provides some
indication of how complete a model is to include all the
positive cases.

Recall =

TP
TP + FN (10
F1-Score: The F1 score is a ML metric that evaluates the
accuracy of a ML model. It is the average of recall and
precision scores of a model. The accuracy measure is the
number of correct predictions made by a model over the

entire data set.
Recall X Precision

F1Score =2 Recall + Precision *100 (1)
Table.1 Performance Evaluation
ML Model | Accuracy | Precision | Recall F1
Score
Decision Tree | 0.7604 0.8723 0.7604 | 0.7733
KNN 0.9993 0.9993 0.9993 | 0.9993
XGBoost 0.7692 0.7508 | 0.7692 | 0.7465
AdaBoost 0.7604 0.8723 0.7604 | 0.7733
ANN 0.8018 0.8437 | 0.8018 | 0.7576
Voting 0.9998 0.9998 | 0.9998 | 0.9998
Classifier
Stacking 1.0000 1.0000 1.0000 | 1.0000
Classifier

Table 1 shows the accuracy, precision, recall and F1 score for
cloud job failure prediction, the stacking classifier achieves
the highest overall performance among all the models.

1.2
1

0.8
0.6
0.4
0.2

0

Decision XGBoost AdaBoost ~ANN Voting  Stacking
Tree Classifier Classifier
W Accuracy M Precision Recall F1 Score

Fig.3 Comparison Graph

The maximum performance was seen in Stacking Classifier
showing accuracy in blue, precision in orange, recall in grey
and F1-Score in yellow as shown in Fig. 3.
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Cloud Job Failure Prediction

Fig.4 Enter input data

Cloud job parameters provided by the user (as displayed in
Fig.4) helps the Al model to process the inputs and produce
the accurate cloud job failure prediction.

Prediction Results

................

Recommended Actions

Fig.5 Predicted Result
The job will “complete successfully” is shown in Figure 5
and provides thorough risk assessment and execution
timeframe information.

Cloud Job Failure Prediction

Fig.6 Enter input data
The system can interpret the input data to produce correct
cloud job failure predictions when the job parameters are
appropriately provided as shown in figure 6.

Prediction Results

Job Failure Predicted

nnnnnnnnnnnnnnnn

Recommended Actions

Fig.7 Predicted Result
The system's output is given in Fig.7 and predicts “JOB
FAILURE PREDICTED” from inputs and the vast amount of
risk assessment and execution time table insights.
V. CONCLUSION

This study demonstrates the usefulness of the multilayer
ensemble learning approach to predict job failure in large
scale cloud environment using Google Cluster 2019 data set.
A voting and stacking approach is used to guarantee high
robustness and predictive accuracy for numerous classifiers
and combination of classifiers. The accuracy of the ensemble
model (with voting technique) DT, KNN and ANN is also
high in the job failure classification with 99.83%. Combined
model with RF, KNN and Multilayer Perceptron with LR as
meta-estimator has been obtained in which the prediction
accuracy is 100%. These results highlight the robustness and
flexibility of ensemble designs in solving complicated
problems of cloud performance prediction. Also, the use of
XAl techniques such as LIME and SHAP helped to improve
the interpretability of the model by highlighting the major
factors driving the predictions . The system offers a scalable,
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interpretable and accurate framework for intelligent failure

prediction, which can be used to provide enhanced fault

tolerance and operation efficiency in cloud data centers.

In upcoming research, we will improve the multilayer
ensemble approach to cope with the real-time data stream and
different cloud infrastructures. To enhance temporal and
contextual failure prediction, RNN and transformer based
models can be used. Adaptive learning on dynamic
workloads with integration to container orchestration
platforms such as Kubernetes. Federated learning can be used
to train across multiple remote data centres, while
maintaining privacy. XAl will enhance and gain trust with
more visualisation. Failure severity prediction and the ability
to realize self-healing mechanisms will be the driver of
autonomous and reliable cloud management systems
worldwide.
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