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ABSTRACT

Automated defect detection is one of the cornerstones that help maintain the quality of products in industrial
manufacturing. Traditional approaches and some machine learning algorithms rely greatly on massive datasets with a
high volume of labelled images of various defect types, which renders them ineffective in recognizing rare defects or
defects that do not exist yet. The actual industrial environment lacks the necessary samples, and surface flaws may vary
from scratches to dents to contaminations under different lighting and environmental conditions. To address this issue, a
Generative Al-driven Product Defect Detection System combining generative modelling, self-supervised learning, vision
transformers, and explainable Al is proposed.

Firstly, this system obtains the images of industrial products, which may be taken from such resources as the MVTec AD
dataset or factory datasets, and then applies image preprocessing and augmentation to improve the quality of datasets. A
generator trained on defect-free product images learns to recognize their surface distribution and generates images of the
same quality during inference, and discrepancies are considered an indication of defects. Moreover, in order to increase
robustness and cope with the shortage of defect samples, this method involves a synthetic defect generation algorithm for
the creation of artificial defects. This way, the system learns how to detect defects without being provided with a
substantial number of training examples. The next step is applying a Vision Transformer (ViT) to extract both local and
global features from an image and perform the actual detection. Finally, a multi-scale anomaly detection is utilized, and
an Explainable Al module is integrated to generate heatmaps and identify specific defective parts.

Performance evaluation measures include accuracy, precision, recall, F1-score, and ROC-AUC; this system is compared
to traditional CNN and GAN methods for defect detection.
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images used for training when facing new defects that
were not encountered earlier. Recent achievements in
Generative Al provided several effective means of
overcoming this problem. For instance, GANs and
diffusion models could learn distributions for the images
with no defects and reproduce them later. Comparing these
images to the original pictures allows detecting anomalies
and spotting defects that did not require any labelling
process.

INTRODUCTION

The current state of advanced manufacturing demands that
maintaining quality be crucial to remain competitive,
satisfy the needs of customers, and ensure smooth
operation. Automation of defect-detection processes
through special systems became popular for ensuring
speed and consistency of inspections. However, existing
machine-learning algorithms are mostly based on
supervised learning with a great dependence on huge
amounts of labeled data and pre-defined categories of  Furthermore, improvements in parameter-efficient fine-
defects, which can negatively affect their applicability tuning and text-to-image generation, as well as
when there are few defect samples. DisenBooth and apprenticeship learning algorithms,
contributed to increasing the flexibility of generative
models. Moreover, few-shot learning and synthetic data
generation methods allow reducing the dependency on
labelled samples and enhancing the generalization power
of models. In particular, defect-aware feature manipulation
allowed generating synthetic defects.

First of all, there might be various types of defects that
products manufactured in production lines may have,
including scratches, dents, cracks, or contamination. These
defects can differ by shape, size, appearance, lighting
conditions, etc. Therefore, conventional supervised models
may have difficulties generalizing from the limited set of
In the context of advanced manufacturing, a Generative
Al-Based Product Defect Detection System is proposed.
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This hybrid approach combines a transformer-based image
classification model with generative modelling and self-
supervised learning. A Vision Transformer (ViT) was
selected as an encoder to generate the representation for
global and local contextual features. Additionally, the
adaptive defect generation module was implemented to
create the synthesized defect pattern for a product.

Another contribution is the inclusion of Explainable Al
(XAI) techniques into the architecture of the proposed
model. In particular, heatmap visualization is used as a
tool for explaining what parts of the images contain
detected defects. XAl-based models have already been
applied in wvarious industries, for example, for
environmental hazard detection purposes.

Thus, a Generative Al and Transformers-Based Product
Defect Detection System is proposed, which utilizes an
approach combining advantages of transformers and
generative models. It uses few labelled datasets for
training and enables effective detection of rare and new
defects.

LITERATURE SURVEY

Z. Li et al. (2025) suggest a diffusion model-driven
framework for automated defect detection in industrial
products. Through the use of data generation, the method
solves the problem of scarce data and achieves high
performance due to learning on a combination of actual
and synthesized images in complex environments.

Methodology:
Generation of defect images based on diffusion models +
supervised classifier.

Limitations:
Resource-intensive method.

Y. Chen et al. (2025) suggest a mixed approach by using
GANSs together with Vision Transformers (ViT) for defect
recognition. The generator is used for creating different
types of defects and transformers are responsible for better
feature extraction and classification.

Methodology:
GAN-based data augmentation and transformer for
classification.

Limitations:
Highly complex structure of the model; difficulties in
training due to nature of GAN.

Adnan Md Tayeb et al. (2024) developed an approach to
generating defect images through Stable Diffusion which
can be used for steel surface detection. Such data
generation technique helps to improve accuracy for limited
training data and finds practical application in real
industrial scenarios.

Methodology:
Synthesizing defect images based on Stable Diffusion.

Limitations:

Quality depends on prompt design; computationally

expensive.

Adnan Md Tayeb et al. (2024) introduced multimodal
real-time detection of road defects. Using sensor data from
several devices, they provide accurate information about
possible road defects thus improving safety during driving.
The model is robust enough to work in challenging real-
world environments.

Methodology:
Multimodal learning and sensor fusion.

Limitations:
Several sensors are needed; more hardware dependent
method.

Adnan Tayeb et al. (2024) introduced a smart parking
solution based on decentralized architecture and using
blockchain technologies. It provides security and
guarantees that all resources are shared fairly among
participants.

Methodology:
Decentralized blockchain-based solution.

Limitations:
Not defect recognition; relatively complex system.

J. Wei et al. (2023) investigated generation of varied and
controllable defect samples. They generated multi-class
defects that can be applied in industries to increase
transferability of generated data.

Methodology:
Generating diverse defects in order to augment data sets.

Limitations:
Parameter tuning required; potential limitations in terms of
generalizability.

N. Ruiz et al. (2023) presented the method of dreamBooth
that allows generating images based on diffusion model
with fine-tuning of the model with a few examples of the
target individual/subject/personal. Thus, the model is
adapted for generating personalized images and finds
practical application for specific subjects.

Methodology:
Fine-tuning diffusion models based on individual samples.

Limitations:
Potential overfitting; requires fine-tuning.

A. M. Tayeb et al. (2023) proposed an approach for
detecting defects related to skin conditions using image
segmentation. In particular, this work focused on
segmentation-based pores and wrinkle detection for
dermatological studies.

Methodology
Data Acquisition and Processing

Industrial object images are obtained from credible
sources such as the MVTec AD dataset and real-world
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factories. When training the generative network, only
images that are free of any defects are considered.

Image processing involves:

- Image resizing and normalization

- Denoising and enhancing image contrast

Wood
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- Augmentation by rotation, flipping, and adjustment of
brightness

These processes help in enhancing image data quality and
increasing generalization capacity.
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Figure 1: Dataset
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Figure 2: Generative Model Training (GAN / Diffusion Model)

The GAN/Diffusion Model is trained using only defect-free
images, this means that it learns the distribution of surface
textures/patterns of products that are defect-free.

In testing:

- The model will be able to recreate the input image based
on the normal distribution learned.

- The reconstruction model hides any anomalies in the
image since it is designed to recreate normal features.

- Any anomalies would be detected by finding the
difference between the input and the reconstruction.

- This process is called Anomaly Detection via
Reconstruction Error.

An error map will be generated as follows: Error = |Input
Image — Reconstruction)|.

Areas with high errors are likely to contain defects. Defect
areas are detected based on applying a threshold to the
error map, thus, this method allows anomaly detection
even for unlabeled and rare defects.

Furthermore, Feature Extraction is done using ViT.
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Figure 3: Feature Extraction using Vision Transformer (ViT)

Vision Transformer (ViT) is used to extract deep features.
Image is divided into patches and analysed using self-
attention, making connections between patches in the
entire image. Advantages are:

- Global connections in the image can be captured
- Small flaws like scratches can be detected
- Improved detection accuracy by ViT compared to CNNs

Defect samples are produced dynamically during the
process of training the network. Some approaches include:

- Defect creation using GANs
- Defect generation using diffusion

The main objective of this component is:

- Creation of rarely seen defects
- Making the model more robust
- Using less actual defect data
Multi-Scale Anomaly Detection

Defects can be present in different dimensions — from
small to large. The system processes images at various
scales:

- Small scale: detecting small cracks
- Large scale: detecting large dents

Thus, processing the input data at different scales allows
for effective defect detection.

Module of Explainable AI (XAI)

IJDDT, Volume 16 Issue 83s, 2026

Page: 1734



Generative Al-Based Product Defect Detection

Finite element modeling (2100 runs)

Diagram output

c p X : :
o g (with known defect position and dimension) (2 R
.:‘ - E] T_d (defective)
2 ‘_‘; ;; e T _s (sound)
A 2 H
T = . Time
5 :,o § — T_d (defective)
E «c : o~ ; T_s (sound),
o9 ) al &
Y g &
k: True distance 5
r N s ~ ~ rop
+14] @ f a T |
- s . Prediction
g Preprocessing T Predictive Explainable Al
3 = 1 J ‘ performance
c < N . 1. Feature selection using correlation : Surface
o 9 Selecting out key p
€2 feature points on analysls
-g P > P 2. Feature transformation (using PCA)
w s diagram to reduce 3. Feature combination and extraction
29 dimensionality for 4. Splitting test and train set with
o 9 o explainable Al <« cross-validation n vt
5 e analysis 2| 5. Tree-based machine learning B
: ) ) L predictors ) ) . R?=0.98 )
Figure 4: Explainable Al (XAI) Module
System Architecture
Input Images Preprocessing Generative Model (GAN/ Diffusion) Reconstruction Error Analysis
P =3 |
Then ﬂl Difftence Map v Defect Detected!

Normalization Augmentation

ar0-

4 | 0riginal - Reconstruted]

v Highlighted Region

Defect-Free

g @

Generator
-

Reconstructed Image

v Confidence Score

Preagezzation ~Reole Rextion

Defective

Synthetic Defect Generation

Vision Transformer (VIT)

Feature Extraction

Multi-Scale Detection

GRO'

1 i,
Multi-Scale Analysis

Artificial Defect Samples

Anomaly Heatmap

Figure 5: System Architecture

Figure 2: Generative Al-based product defect detection
system showing a journey of input images through
different modules for defect discovery and explanations.

Input Images

There are two types of images in this process:
- Non-defective images (to be used for training purposes)

- Defective images (to be used for testing purposes)

These input images are collected from industrial settings
or already available databases.

2. Preprocessing
Prior to the main processing step, preprocessing
techniques are applied to prepare images for further

analysis and improve the quality of the model's

predictions:
- Normalization: ensuring pixels are on a uniform scale

- Augmentation: introducing diversity (rotation, flipping,
brightness changes)

- Resizing and cleansing

These steps help enhance performance and increase
generalization.

3. Generative Model (GAN / Diffusion)
The key component.

Trainable using only defect-free images.
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During the inference phase:

- An attempt to generate an image from the input
- Generation of only natural patterns

Result: reconstructed image without any defects

4. Reconstruction Error Analysis
Comparing:

- The Original Image
- The Reconstructed Image

Difference map is generated: Difference = |Original -
Reconstructed|

Basic principle:

- In normal regions, difference should be minimal

- In defective regions, the difference will be significant
This process is able to automatically identify defects

5. Vision Transformer (ViT)
For feature extraction from images.

Using the self-attention approach:

- Recognizes global features (general composition)
- Recognizes local features (small defects)

Used for identification of:

- Small scratches

- Micro cracks

- Minor surface defects

6. Synthetic Defect Generation
During the training phase, synthetic defects are introduced
into the image:

RESULTS AND DISCUSSIONS

> Data & Preprocessing
@ Generative Model
@ ViT Features
%, Multi-scale Detection
@ XAl Heatmap

X Exit

- Scratches

- Cracks

- Artificial noise pattern

Reasons:

- Address lack of real defects dataset

- Improve resistance

- Familiarize model with uncommon defects

7. Multi-scale Detection
Detects various-sized defects:

- On the smaller scale - defects of small dimensions
- On the larger scale - major damages
Provides full-scale detection

8. Explainable AI (XAI)
Generates heatmaps for explanation purposes:

- Highlights defects
- Using methods such as Grad-CAM and saliency maps
Helps to interpret defect detection process

9. Output Module
Results include:

- Presence or absence of defect

- Region of the defect in the image
- Confidence value

Useful for:

- Industrial automation

- Quality control dashboards

Preprocessing Completed

Figure 6: Read and processed data
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Following the preprocessing process, the image is

Preprocessing involves cleansing the image of the capsule
prepared for feature extraction and Al-powered defect

by eliminating noise and sharpening the contrast in the
image, which makes it ready for further processing.

detection.

Figure 7: Defect Checking
image shown in blue indicates the position where the

defect has been detected.

The image displayed here is indicative of the results of the
inspection process carried out by the AI model in relation
to defects in the capsule. In this regard, the highlighted
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Figure 8: ViT Features
important edges and features that have been extracted

The above screen displays the process of extracting
from the capsule through the use of the Al model.

features using Vision Transformers (ViT) for the capsule
defect detection model. The lower screen shows the

Figure 9: Synthetic Defects
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This figure displays the synthetic defect generation stage
of the pharmaceutical defect detection system. An

artificial crack defect is introduced in the capsule image so
Training Loss Curve

that the machine learning model can learn about defective
capsules more accurately.

ROC Curve (AUC=0.99)
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Graph 1: Accuracy and Loss Graph

The left graph shows the Training Loss Curve, where the
loss is seen going downwards during training as the
number of epochs increases. Initially, the loss is quite
large since the model is in the process of learning about
the typical patterns from the data set. As the process of
training progresses, the loss decreases significantly,
suggesting that the model has improved in accurately
recreating the images without any defects. The steady
decline is indicative of good learning behavior as well as

0.0 0.2 0.4 0.6 0.8 1.0
FPR

appropriate convergence without oscillations, implying
stability without overfitting.

The graph on the right shows the Receiver Operating
Characteristics (ROC) curve for the model, which
indicates its ability to differentiate between defective and
non-defective cases. There is a steep increase of the graph
towards the upper left corner, while the area under the
curve is estimated to be at around 0.99, indicating very
good classification behavior.

Performance Metrics (%)

100 4

80 A

60 A

20 A

O_

Precision

Accuracy
Graph 2: Performance Metrix

CONCLUSION

As a result, the suggested Generative Al-Based Product
Defect Detection System represents an innovative,
intelligent, and efficient solution to product quality control
challenges. Through applying generative models such as
GANSs or diffusion models, the system is able to learn the
normal process flow of products without defects and
recognize any abnormalities via reconstruction error,

Recall F1

thereby minimizing the need for a big database of defects.
The addition of Vision Transformer (ViT) further
contributes to the ability of the system to capture different
levels of features, making it possible to recognize defects
of more detailed and complicated patterns. Additionally,
introducing artificial defects as part of the training process
helps tackle the problem of limited samples of defects.
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By implementing multi-scale detection, defects of
different scales can be detected successfully; meanwhile,
the Explainable Al (XAI) allows visualization in form of
heat maps and therefore increases understandability. The
combination of generative learning and transformer-based
feature extraction makes it a powerful, accurate, and
scalable defect-detection system. In particular, the system
greatly reduces the necessity for manually labeled data and
human inspection of defects, thereby meeting the needs of
Industry 4.0 solutions. Regarding future development, it
will be possible to apply it to real-time inspection and
automatic correction of defects via integrating robots.
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