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Abstract

The growth of distributed computing has led to an increase in the amount, location, and sensitivity of the data utilized by
cybersecurity machine learning systems. While centralized learning can deliver great statistical performance, it would need
to rely on sensitive network, endpoint, identity, and operational data being shared to centralized repositories, exposing them
to risks of unauthorized access, inference, reconstruction, and regulation. The tension is resolved by the use of privacy-
preserving machine learning (PPML), which provides federated learning, differential privacy, secure aggregation, secure
multi-party computation, homomorphic encryption, trusted execution environments and hybrid protection mechanisms.
This paper presents the framework of a secure and trustworthy PPML architecture in distributed cybersecurity
environments and assesses its performance in a controlled simulation environment. The five learning models that are
evaluated are: centralized learning, federated averaging, federated differential privacy, federated differential privacy and
secure aggregation, and a proposed hybrid configuration, comprising adaptive differential privacy, secure aggregation,
robust aggregation, and trust verification. The simulations show that the hybrid configuration proposed can achieve a high
detection accuracy with low privacy leakage and a limited impact of the malicious participants. The performance of the
proposed setup is then simulated on the test set, with a 95.3% accuracy, 94.7% F1 score, 93.1/100 privacy protection, and
92.4% malicious-update detection rate, versus 94.8% accuracy and 86.2/100 privacy protection for standard federated
averaging. The analysis also highlights the key challenges in deployment: communication overhead, the presence of non-
IID data, trade-offs between privacy and utility, client heterogeneity, and adversarial updates. The results provide an
organized foundation for a reliable distributed cybersecurity learning in the context where the raw data cannot be centrally
aggregated.
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aggregation, homomorphic encryption; secure multi-party computation; intrusion detection; distributed computing;
trustworthy artificial intelligence.
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1. Introduction

With today's digital infrastructures producing large and commercially sensitive metadata. Centralisation of
volumes of network flows, endpoint telemetry, these data results in the concentration of value and risk.
authentication events, application logs, cloud traces, and Machine-learning security has been recently reviewed,
industrial control signals, all of which are high- with privacy leakage, adversarial manipulation,
dimensional streams, machine learning has become poisoning, model inversion, and inference attacks being
increasingly a critical component of the cybersecurity key threats throughout the machine-learning lifecycle
continuum. These data can be used to create intrusion (Paracha et al., 2024).

scores, anomaly indicators, malware classifications, risk Distributed computing transforms the cybersecurity
predictions, etc. with the help of machine learning. These analytics architecture by distributing data and computing
models have security value only if they are trained with a resources from endpoints, branches, cloud services, edge
diverse set of data. Meanwhile, the data that is analyzed nodes, organisations, and across geographically
for cybersecurity may also include personally identifiable dispersed infrastructures. With federated learning, the
information, proprietary  operational information, nodes can train local models and send out updates to the
credentials, behavioural patterns, system configurations, models instead of records. This approach has proved to
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be relevant to the IoT, industrial, 5G, and heterogeneous
network domains, as revealed by intrusion detection
research in the last few years (de Oliveira et al., 2023;
Alazab et al., 2023; Olanrewaju-George et al., 2024).
However, there is no guarantee of privacy with federated
learning by itself. Information on local training records
can be stored in gradients and model parameters, and
malicious clients can tamper with updates to affect the
global model (Bai et al., 2024; Ma and Yan, 2024).
Therefore, privacy preserving machine learning needs
multi-layered protection, not relying on any single
solution. Differential privacy can enforce a limit on the
impact of any single record wusing controlled
randomisation. An aggregator may not be able to see
single client updates if they are secured. Secure multi-
party computation can share out computation across
cryptographic shares, and homomorphic encryption can
allow selected computations on encrypted values.
Sensitive operations that are run within hardware-
isolated regions can be protected by trusted execution
environments. Improving the privacy, integrity,
robustness, communication efficiency, and model utility
are interdependent goals, which is why hybrid
architectures are increasingly considered in recent
literature (Zhou et al., 2024; Mudannayake et al., 2025).
The main research problem in this paper is designing a
distributed learning architecture respecting privacy that is
useful, robust, trustworthy, and also wuseful for
cybersecurity detection. The paper examines the effects
of various privacy mechanisms on detection accuracy, F1
score, latency, communication overhead, privacy
protection, and malicious update resistance. The study
also explores the practical implications of differential
privacy noise, secure aggregation, cryptographic
processing, and client heterogeneity and adversarial
behavior. The research provides a comprehensive
architecture, an evaluation framework to quantify the
results, a comparative numerical analysis, and a overall
discussion of deployment constraints and future research
directions.

2. Literature Review

2.1 Privacy-Preserving Machine Learning

In privacy-preserving machine learning, methods are
used to limit the exposure of training data, model
information, or participants during model development
and/or inference. Current literature distinguishes between
five types of PPML: statistical privacy, cryptographic
protection, decentralised learning, hardware isolation and
hybrid approaches. The level of a privacy protection is
assessed with formal guarantees, attack success rates,
computational cost, communication cost, and utility
degradation ( Zhang and Li, 2024; Mohanarajah et al.,
2025). Moreover, privacy risks may not only occur
during model training, but also during data collection,
storage, processing, sharing, transmission, retention, and
deletion, which is why the lifecycle aspect is also crucial
(Kucur et al., 2025).

Differential privacy brings randomness to the model,
with the inclusion or exclusion of any record causing
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only a small effect in the output of the model. The
privacy budget € gives a quantitative representation of
the privacy-utility trade-off, and & allows for
approximate guarantees. Client-level and record-level
privacy are different in federated learning. Client-level
privacy aims to secure a whole client's contribution while
record-level privacy is concerned with specific
observations. Recently, federated learning research has
explored the use of adaptive differential privacy and
malicious-client detection to decrease the noise level
needed to maintain privacy (Wang et al., 2023).

2.2 Federated Learning for Cybersecurity

Threat intelligence is a natural distributed entity, making
federated learning particularly relevant to cybersecurity.
Complementary security observations might exist in
banks, hospitals, cloud service providers, industrial sites,
telecom networks and enterprise branches, but for
various legal, commercial and operational reasons they
are unable to share raw data. Federated intrusion
detection enables local processing and global
improvement of the model. Research on loT and network
intrusion detection has shown that federated architectures
can mitigate the need for centralised data collection
while dealing with heterogeneous and geographically
distributed data as well (Vyas et al., 2024; Belenguer et
al., 2025; Zhang et al., 2025).

The drawback is that when a model is updated, it
presents a new attack surface. Membership inference can
detect if a sample was used in training or not, and model
inversion and reconstruction attacks can extract sensitive
feature information. Bai et al. (2024) consolidate these
threats and demonstrate that federated learning is not
immune to these threats, even when there is no direct
data sharing between the parties. While secure
aggregation makes the individual updates harder to see,
there may be other leakage channels due to multi-round
participation patterns (So et al., 2023).

2.3 Secure Aggregation and Cryptographic Protection
Secure aggregation lets the server get an aggregation of
client updates without having to read the individual
updates. To enhance the confidentiality and verifiability,
pairwise masking, secret sharing, functional encryption,
etc. have been studied by considering their respective
protocols. Secure multi-party computation (MPC) is a
prominent and popular family in collaborative learning
(Zhou et al., 2024), and secure aggregation (SA) is a
family in Internet of Everything (IoE) (Basudan, 2024).
Verifiable aggregation schemes can also incorporate an
integrity component by allowing participants to
determine if the aggregation was acceptable or not (Liu
et al., 2024).

Another type of protection is homomorphic encryption
which allows certain operations to be performed on
ciphertexts. The use of approximate homomorphic
encryption for machine learning has garnered interest
due to its ability to handle numerical operations that are
less complex than fully homomorphic constructions
(Zhang et al., 2025). The biggest problem is
computational and communication overhead, especially
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for deep neural networks and edge devices. Instead, a
hybrid design may apply cryptographic protection only at
the stage of aggregation or at the stage of sensitive
inference, but not to the entire pipeline.

2.4 Robustness Against Poisoning and Malicious
Clients

Secure models that are compromised for integrity can
result from privacy protection. A poisoning attack can
also be perpetrated by sending an incorrect update to the
pool that lowers accuracy, distorts the results or
introduces a "backdoor. To tackle imbalanced and
heterogeneous cybersecurity data, Two-phase FL-IDS
study (2023) and personalized FL-IDS study (2024) have
been proposed for federated intrusion detection. FedKD-
IDS features semi-supervised learning, knowledge
distillation and verification mechanisms for non-IID
settings and poisoning resistance (Quyen et al., 2024).
Poisoning detection may be further complicated by
privacy mechanisms. Encryption and secure aggregation
can make it difficult for the server to distinguish the
individual updates, and differential privacy can introduce
statistical noise to the results, making it hard to tell if it is
anomalous. Zhang et al. (2024) study the problem of
privacy-preserving federated learning using distributed
additive encryption, where they conclude that it is
necessary to coordinate malicious update detection and
confidentiality. While blockchain technology introduces
more auditable and incentivizing solutions, the consensus
and storage requirements may make the system more
complex (Liu et al., 2024; BPFL study, 2024).

2.5 Trusted Execution Environments and
Trustworthy Learning

Trusted execution environments offer hardware-based
execution regions isolated from the rest of the operating
system and cloud infrastructure, which can help ensure
that specific computations remain secure. To address the
challenges of federated learning in heterogeneous IoT
environments, federated learning-based frameworks have
been proposed, which incorporate protected computation
and robust aggregation (Cao et al, 2024). While
complementing cryptographic approaches in cases where
encrypted computation is not feasible, the security of
TEEs rely on the assumptions of the hardware on which
they run, mechanisms for attestation, the quality of the
implementation, and resistance to side channel attacks.
Predictable performance, privacy guarantees, resilience,
transparency of model operations, verifiability: these are
all hallmarks of trustworthiness. Measurable controls are
needed for both confidentiality, integrity, availability,
privacy, accountability and model reliability in order to
have a trustworthy cybersecurity learning system. The
importance of incorporating these dimensions in the
context of trustworthy federated learning has been
pointed out in reviews ( Yang et al., 2024).

2.6 Research Gap

The literature recently published shows significant
advances in individual PPML mechanisms, but there are
still a number of gaps. Firstly, many studies concentrate
on a single protection technique and provide partial
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comparisons between protection mechanisms. Second,
data distributions in cybersecurity environments are non-
IID, threat patterns are highly dynamic, clients drop out,
and there are adversarial participants. Third, there can be
a tradeoff between privacy and robustness as increased
masking decreases the visibility needed for anomaly
detection. Fourth, edge nodes with limited resources may
face computational challenges due to the complexity of
the system. Fifth, several assessments measure the
accuracy without considering together privacy leakage,
communication cost, latency, and malicious-update
detection. We fill this gap by proposing a unified
evaluation framework that integrates privacy, security,
utility and systems performance.

3. Methodology

3.1 Research Design

A quantitative simulation-based experimental design was
used to assess the performance of privacy-preserving
distributed cybersecurity learning. The methodology
models a distributed intrusion-detection environment that
consists of 20 clients, one coordinating server,
heterogeneous local data, and five different learning sets.
The evaluation is not intended as an evidence of
deployment in a live organisational network, but rather
as a reproducible benchmark framework. The relative
performance is explored in a controlled environment
through simulated results.

3.2 System Architecture

Edge / Client Local ML Privacy Layer
Data Sources iammg DP + Clipping
Threat Monitoring Secure Aggregation Robust Aggregation
IDS / Anomaly Detection SMPC / HE oisoning Defence
Global Model
Distribution

Figure 1. Proposed Privacy-Preserving Distributed
Cybersecurity Architecture

The architecture is based on distributed data sources,
local model training, privacy layer, secure aggregation,
robust aggregation, threat monitoring, and global model
distribution. All cybersecurity data is kept on the client.
Model updates are clipped and (differentially) processed
before transmission. Secure aggregation covers up
individual updates from the central coordinator. The
aggregation stage contains anomaly screening and
powerful weighting methods to keep the impact of
poisoned contributions to a minimum. A global model is
aggregated, then evaluated locally and redistributed for
subsequent rounds. The verification records of trust
model versions, participants status, update validity and
aggregation integrity.

3.3 Dataset and Simulation Configuration

The benchmark is a hybrid cybersecurity data set that
was collated conceptually from classes of network
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intrusion, IoT traffic, endpoint telemetry and
authentication events. One million synthetic flow records
were deployed to 20 clients, each having a non-IID class
proportion, for reproducible analysis. The attack classes
simulated are denial-of-service, probing, credential
attack, malicious activity, botnet activity and benign
activity. The learning task is binary intrusion detection,
the secondary learning is attack-type recognition. There
are 50 000 records on each client, and the class
distribution is between 55% and 90% benign traffic.

The baseline classifier is a simple 3 hidden layer
multilayer neural network (MLNN). The batch size is
128, there are 3 local epochs and 0.001 is the learning
rate for each local training round. Twenty rounds of
communication are played out. The proposed hybrid
architecture is compared with five configurations:
centralised ML, FedAvg, FedAvg (differential privacy),
FedAvg (differential privacy and secure aggregation),
and FedAvg.Five configurations are compared:
centralised ML, FedAvg, FedAvg (differential privacy),
FedAvg (differential privacy and secure aggregation),
and the proposed hybrid architecture. The hybrid
configuration relies on adaptive clipping, differential
privacy, secure aggregation, robust aggregation, trust
verification, and the client-update anomaly screening.

3.4 Privacy and Security Mechanisms

The clipped gradients and Gaussian noise are used to
represent Differential Privacy. The privacy budget is set
to be different for each of the € values (0.5, 1, 2, 4, and
8). Aggregate is represented via aggregation updates,
where the aggregation is only known to the coordinator.
Robust aggregation supports update-distance screening
and aggregation with weight to minimize the impact of
unusual clients. Trust verification checks are updated
format, client identity, model version, and consistency
with expected training protocol. The hybrid architecture
consequently views the three controls — privacy, integrity
and reliability — as related rather than distinct.

The threat model encompasses an honest but curious
server, malicious clients, inference attackers, poisoning
attackers, and model inversion attackers. The honest-but-
curious server performs the learning protocol, but tries to
deduce information from the updates received. Attackers
try to flip the labels, use gradient attacks, and insert
backdoors. A privacy attack is an attack that aims to get
into the membership or attribute data. The evaluation
thus reflects the protective ability and the detection
ability.

3.5 Evaluation Metrics

intrusion

alerts

Recall TP/(TP+FN) Ability  to
detect
malicious

activity

F1-score 2PR/(P+R) Balance
between
precision and

recall

Latency Training + | Operational
communication time per | responsivene

round Ss

Communicati | Uploaded and | Network cost
on overhead | downloaded update

volume

Privacy score | Composite score based | Privacy

on leakage resistance protection

Poison Detected malicious | Integrity
detection rate | updates / malicious | protection

updates

Utility loss Baseline accuracy | Privacy-
minus protected | utility cost

accuracy

3.6 Research Questions

RQ! examines how privacy-preserving mechanisms
affect cybersecurity detection accuracy and F1-score.
RQ2 evaluates the relationship between privacy strength
and computational or communication overhead. RQ3
examines whether robust aggregation and trust
verification reduce the effect of malicious clients. RQ4
identifies the principal trade-offs limiting practical
deployment in distributed computing environments.

4. Results and Analysis

4.1 Comparative Model Performance

Interpretati
Metric Definition
on
Accuracy (TP+TN)/(TP+TN+FP+ | Overall
FN) classification
correctness
Precision TP/(TP+FP) Reliability of

Uti
F
lity
Accu | Preci | 1 | Late | Commu
Configu Los
racy | sion | ( ncy | nication
ration J
%) | (%) | % | () Index
) e
)
Centrali | 96.1 | 95.7 |95 0.00 | 1.00 0.0
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zed ML 9 DP
FedAvg | 948 939 |94]092 |1.18 6.4 FedAvg + | 94.7 83.6 7.2 87.5
3 DP + SA
FedAvg | 934 928 |93 | 121 |142 14. Proposed 93.1 92.4 5.8 91.6
+DP A 8 Hybrid
FedAvg | 942 |93.8 |94 | 148 | 1.67 21. The proposed hybrid configuration records the highest
+ DP + 0 3 simulated malicious-update detection rate at 92.4% and
' the lowest simulated inference attack success rate at
SA 5.8%. Secure aggregation produces a substantial
reduction in direct update visibility, while differential
Propose | 933 | 942 | 94| 1.36 | 1.53 18. privacy reduces the statistical relationship between an
d 7 6 individual record and the learned model. Robust
Hybrid aggregation and trust verification contribute primarily to
ybn integrity protection rather than confidentiality. The

The simulated results show that centralised learning
produces the highest raw accuracy because all training
data are directly available to a common optimisation
process. Standard FedAvg reduces accuracy by 1.3
percentage points but substantially reduces direct data
exposure. Adding differential privacy reduces accuracy
further because gradient perturbation introduces noise.
Secure aggregation increases communication and
computational cost but partially restores practical privacy
without directly degrading model utility. The proposed
hybrid configuration achieves 95.3% accuracy and
94.7% F1-score, recovering most of the performance lost
under differential privacy alone.

o Figure 2. Simulated Detection Accuracy Across Privacy Configurations

Detection Accuracy (%)

et ™ fedh®

¥ O° T ord
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Figure 2. Simulated Detection Accuracy Across Privacy
Configurations
4.2 Privacy Protection and Threat Resistance

privacy score of the hybrid approach is slightly lower
than the DP+SA configuration because the hybrid design
permits additional verification signals for malicious-
update screening, creating a controlled exposure of
metadata rather than training records.

4.3 Privacy—Utility Trade-off

Accuracy Latency Frivacy

€ %) F1 (%) © Score
/100

0.5 89.1 88.2 1.82 97.1

1 91.4 90.5 1.67 95.2

2 93.0 92.0 1.53 93.6

4 94.0 93.2 1.42 91.4

8 94.5 93.8 1.36 86.7

Inferen
Configurati Privacy | Poison | ce Model
Protecti | Detecti | Attack | Integri
on on /100 | on (%) | Success | ty /100
(%)
Centralized | 48.5 71.2 31.8 68.4
ML
FedAvg 86.2 76.5 18.7 77.9
FedAvg + |914 78.8 11.9 80.1

IJDDT Volume 16 Issue 84s 2026

The privacy budget results illustrate the expected trade-
off between privacy and model utility. Lower & values
represent stronger privacy and greater perturbation,
which reduces accuracy and increases training latency.
Increasing ¢ improves utility but reduces the privacy
score. The simulated results identify =2 to e=4 as a
balanced operating region for the benchmark, producing
accuracy between 93.0% and 94.0% while retaining
privacy scores above 91/100.
Figure 3. Simulated Privacy-Utility-Latency Trade-off
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Figure 3. Simulated Privacy—Utility—Latency Trade-off
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4.4 Communication and Scalability Analysis

DP + | Propose
FedAvg Hybrid
Client SA d
Communicatio Detectio
s Inde | Hybrid
n Index n (%)
X Index
5 0.31 043 | 0.40 93.8
10 0.62 0.86 | 0.79 93.4
20 1.18 1.67 1.53 924
40 2.36 3.31 2.98 91.6
80 4.72 6.58 | 5.87 90.7

Communication cost grows approximately with the
number of participating clients because model updates
and cryptographic metadata must be transmitted during
each training round. Secure aggregation adds masking
and protocol messages, while robust verification
introduces additional metadata. The proposed hybrid
architecture remains below the DP+SA communication
index across the simulated client scales because update
screening reduces unnecessary retransmissions and
permits adaptive participation. Detection performance
decreases moderately as client count increases, reflecting
stronger heterogeneity and a larger adversarial surface.
4.5 Threat Distribution

Availability

Inference leakage

Gradient leakage

Backdoor

Poisoning |

Model inversion

Figure 4. Simulated Distribution of Threat Events in the
Evaluation Scenario

The simulated threat distribution considers the highest
percentage of security events to be instances of inference
leakage and poisoning. This distribution aligns with
recent reports highlighting model-update leakage,
membership inference, and malicious aggregation as key
issues in federated settings (Bai et al., 2024; Paracha et
al., 2024). The distribution is an assumption about how
the evaluation is made and not a real estimate of the
number of cyber security incidents in the world.

4.6 Statistical Interpretation

The mean simulated accuracy is 94.76% for the five
model configurations with a standard deviation of about
1.05 percentage points. The proposed hybrid
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configuration is 0.5 percentage points lower than the
centralised configuration, and 0.5 percentage points
higher than the standard FedAvg configuration. The
hybrid configuration outperforms the differential privacy
configuration by 1.9 percentage point and 1.6 percentage
point for the accuracy and Fl-score, respectively. The
differences suggest that securing aggregation without
sacrificing the utility of the mechanism does not
necessitate uniformity in the loss of utility, but rather that
secure aggregation, robust aggregation and adaptive
privacy can help mitigate the impact of noise and
malicious participation.

The simulated latency for the hybrid configuration (1.53
s/c) is higher than the standard FedAvg, but lower than
the strongest privacy setting. The findings show that
having a better privacy can be both a computational and
a statistical cost. The evaluation is thus not a single
metric  optimisation, but rather multi-objective
optimisation. Prior to selecting a combination of
mechanisms, acceptable ranges of accuracy, privacy
budget, latency, communication cost and attack
resistance should be defined for a production system.

5. Discussion

5.1 Security and Privacy Integration

The results show that privacy-preserving cybersecurity
learning should be done as a layered approach to
cybersecurity. Federated learning avoids direct data
transfer but it is not a solution to preventing information
leakage due to model updates. Differential privacy offers
formal statistical protection, but secure aggregation
decreases the visibility of the server over the
contributions of individual elements. By integrating
mechanisms that directly address integrity and poisoning,
as well as mechanisms that offer accountability for
participant behaviour to this design, robust aggregation is
achieved.Integrating mechanisms that directly address
integrity and poisoning, as well as mechanisms that offer
accountability for participant behaviour, a robust
aggregation is achieved. This layered model aligns with
recent studies that view privacy, security and trust as
mutually dependent aspects of federated learning (Saha
et al., 2024; Ma and Yan, 2024).

The main architectural implications are that no single
mechanism can be relied on to ensure complete
protection. Reducing the risk of inference with
differential privacy may compromise the accuracy of
detection. While individual updates can be secure
aggregated, there is a possibility that it will make it more
difficult for the server to detect malicious contributions.
The homomorphic encryption approach can keep
computations secure, but adds significant computational
costs. TEEs can offer efficient protected execution, but
need hardware and attestation trust. Hybrid mechanisms
thus offer a practical pathway in the case of multiple
adversarial capabilities in the threat model.

5.2 Cybersecurity Detection Performance

The proposed hybrid configuration preserves high
detection performance since privacy protection is applied
selectively. To avoid extreme updates overwhelming
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aggregation, privacy noise is tuned to meet the sensitivity
of local updates. With a strong aggregation, the impact of
odd clients is minimal. This is especially important for
ID wuse, since network data is not IID and class
distributions may also differ significantly from site to
site. Investigating 5G and IoT intrusion detection has
also revealed that non-IID data is a significant challenge
to federated learning (Hussein et al., 2024; Olanrewaju-
George and Pranggono, 2024).

The second implication is related to dynamic
environments of threats. Attacks constantly evolve by
changing infrastructure, payloads and behaviour, which
makes cybersecurity distributions constantly evolving.
To enable continuous adaptation locally, federated
learning can be used but it can lead to model drift and
concept drift, which may result in false positives or false
negatives. Outdated patterns can be dealt with more
effectively by reliable model-updating strategies and
confidence-aware model-updating mechanisms ( Zhang
et al., 2024). Continuous evaluation is necessary, not a
model validation process once and for all.

5.3 Trust and Verifiability

The evidence of a following the intended protocol and
the evidence that the aggregation result is authentic is a
necessary condition to trustworthy distributed learning.
Addressing  this requirement, verifiable secure
aggregation and dual-server and distributed trust designs
enable verifications of aggregation correctness (Liu et
al., 2024). It is important to build on blockchain-based
solutions that provide added value to the audit function,
while keeping in mind the consensus overhead.The use
of Dblockchain-based solutions can enhance the
auditability and accountability of participants but the
overhead of the consensus needs to be weighed against
the value the audit function brings. If latency is a key
concern, a lightweight audit ledger can be more suitable
than a decentralised blockchain.

5.4 Operational and Governance Considerations.
Governance controls needed for operational deployment
include participant enrolment, cryptographic key
management,  privacy-budget  allocation,  model
versioning, audit logging, incident response and
participant removal. Privacy guarantees may also
intersect with legal requirements, as various jurisdictions
have various conditions for the processing and transfer of
personal data. Technical privacy should thus be part of
the governance of organisations, and not a replacement
for compliance controls. From the literature on the
lifecycle, it is suggested that data collection, access
management, and deletion represent the stages in which
privacy risks need to be taken into account (Kucur et al.,
2025).

In the context of cybersecurity, the concept of "model
accountability” is especially crucial, as false negatives
could result in the fact that malicious activity goes
undetected, and too many false positives can overload
security operations centres. The performance metrics
should therefore be analysed by attack-class, client-
group, geographical region, device type and timespan. A
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single global accuracy value can obscure any class-
specific weakness or low resource client. Fairness and
privacy analysis in federated learning further highlights
the importance of considering clients' heterogeneity in
assessing the quality of the federated system (Rafi et al.,

2024).

5.5 Comparison with Recent Research

Research | Main Primary Main
direction | protection | strength limitation
Privacy- Federated Distributed | Non-IID and
preserving | learning + | threat communicati
FL-IDS privacy learning on cost
2DF-IDS DP + | Reduced Privacy-
decentralise | central- utility
dFL server overhead
dependence
SRFL TEE + | Protected Hardware
robust FL execution trust
and dependency
robustness
SMPC for | Cryptograp | Strong Computation
ML hic  secret | confidential | and
sharing ity communicati
on cost
Approxim | Encrypted Data Ciphertext
ate HE | computatio | confidential | overhead
PPML n ity  during
processing
Proposed DP + SA + | Layered System
Hybrid robust privacy and | complexity
aggregation | integrity
+ trust

The comparison shows that the proposed architecture
does mnot overrule individual privacy-preserving
mechanisms. Rather, it's a fusion of complementary
controls — all centered around a cybersecurity threat
model. The best advantage is that privacy and integrity
measures are combined. The only drawback is the level
of complexity; each additional layer adds to the
implementation,  configuration, and  monitoring
complexity.

6. Conclusion

When sensitive data can't be centralized, privacy-
preserving machine learning provides a technical
foundation for collaborative cybersecurity analytics. The
analysis shows that while federated learning can decrease
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the exposure of direct data, updates to the model still can
be inferred, reconstructed, poisoned and manipulated.
Different aspects of this threat surface are addressed by
differential privacy, secure aggregation, cryptographic
computation, trusted execution, and robust aggregation.
Thus a multi-layered architecture is better suited than a
single privacy mechanism.

The simulated evaluation shows that the proposed hybrid
configuration can achieve a detection accuracy of 95.3%
and F1 score of 94.7%, with a privacy protection score of
93.1% and a malicious-update detection rate of 92.4%.
The results also show that more privacy setting leads to
more loss of utility and more latency, and more clients
leads to more overhead. The range of e=2—4 is a sweet
spot for the simulated benchmark and a value needs to be
selected based on the sensitivity of the real dataset and
threat model.

Future work should test the architecture with real
cybersecurity data deployed in realistic partitions within
an organization, real communication networks, and edge
devices with limited resources. Secured aggregation with
client dropout, adaptive poisoning attack, collusion
attack, backdoor insertion, model inversion, and long-
horizon membership inference are all potential future
topics for exploration. Important directions for scalable
deployment include hardware acceleration  for
cryptographic operations, privacy accounting across
repeated rounds, lightweight attestation and automated
privacy-budget management. A unified metric that
summarizes the accuracy, privacy leakage, attack
resistance, communication overhead, energy
consumption, and latency for PPML cybersecurity
studies would help to enhance the comparability of
results.

7. Research Limitations

The quantitative results are simulated benchmark results
and are not considered to be measurements from a live
production network. The configuration of the dataset, the
client distribution, the threat proportions and the
performance values were chosen to illustrate the
evaluation method and the anticipated trade-offs. Actual
deployments could yield varying accuracy, latency,
communication, and privacy results due to differences in
hardware, network design, model design, attack rate, and
data distribution. The study also fails to give any formal
cryptographic proof for the proposed hybrid architecture.
Even to this day, deployment-grade assurance requires
such proofs, hardware-level testing, and adversarial red
team validation.

8. Future Research Directions

Moving forward, standardised cybersecurity PPML
benchmarks, which integrate real-world distributed data,
non-IID partitions, realistic client dropout, adversarial
clients, membership inference, model inversion,
poisoning, backdoor attacks, and secure aggregation,
should be developed. Given that privacy loss may add up
with repeated participation, privacy accounting should be
done over long training periods. Carbon cost and energy
consumption should also be reported for edge devices.

IJDDT Volume 16 Issue 84s 2026

Encryption, secure aggregation and differential privacy
can be done with hardware accelerators, reducing
latency. The practical deployment can be further
enhanced by adaptive mechanisms that dynamically
change the strength of privacy depending on the threat
level, data sensitivity and operational urgency.
Validating across healthcare cybersecurity, financial
fraud detection, industrial control systems, telecom
networks, and cloud security would help to bolster
generalisability.
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