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Abstract

The rapid growth of heterogeneous Internet of Things (IoT) networks has expanded the attack surface and exposed the
limitations of static, signature-based intrusion detection. This study proposes and evaluates a trust-guided anomaly-detection
framework in which a label-free behavioral trust score is computed for each network flow and appended to conventional
traffic features. The score combines connection state, missed bytes, packet and byte balance, flow duration, source and
destination reputation, and interaction confidence. Experiments were conducted on the TON_IoT network dataset containing
211,043 flows (50,000 normal and 161,043 attack records). Four binary detectors were evaluated on identical splits: a trust-
agnostic Random Forest (RF), a trust-guided RF, an LSTM autoencoder, and a trust-guided LSTM autoencoder; a separate
trust-guided RF performed ten-class attack classification. On the stratified test split, the trust-guided RF achieved 99.93%
accuracy, an F1 score of 0.9995, and a 0.24% false-positive rate, compared with 99.87%, 0.9992, and 0.33%, respectively,
for the baseline RF. This corresponds to a 28% relative reduction in false positives. The LSTM autoencoders achieved F1
scores near 0.81 but produced false-positive rates above 0.92. A grouped source-IP validation yielded an F1 score of 0.9627
with the full feature set; performance declined substantially after removing port, DNS, and HTTP status features, revealing
dataset-specific dependence. The findings show that behavior-derived trust features can improve supervised loT anomaly
detection, while also demonstrating the need for grouped and cross-dataset validation before deployment.
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1. INTRODUCTION

The Internet of Things (IoT) connects sensors, actuators,

This study operationalizes that combination on the
TON_IoT benchmark [8, 9]. A behavior-only trust score is
calculated without using the ground-truth attack label and is

gateways, and software services across healthcare,
manufacturing, smart-city, transportation, and agricultural
systems. These environments support continuous
monitoring and automated decision-making, but their
heterogeneity, scale, and distributed control also create
significant security exposure [1, 2]. Compromise of an IoT
endpoint can affect confidentiality, integrity, availability,
and, in cyber-physical settings, operational safety [3].
Conventional firewalls and signature-based intrusion-
detection systems remain important, yet they often struggle
with previously unseen attacks, dynamic device behavior,
imbalanced traffic, and the limited computing capacity of
edge nodes [4]. Trust management provides a
complementary mechanism by evaluating whether a device
or flow behaves consistently with expected interaction
patterns [5, 6]. Neural and ensemble models can then use
those behavioral signals to learn nonlinear decision
boundaries that are difficult to express as fixed rules [7].

appended to a common flow-feature set. Trust-guided and
trust-agnostic Random Forest and LSTM-autoencoder
models are trained and evaluated under identical
preprocessing and data partitions. A grouped source-IP
experiment is also used to test whether random splitting
inflates performance through repeated device identities.

The study makes three contributions: (i) a reproducible
trust-score formulation based on observable flow behavior;
(i) a controlled comparison of supervised and
reconstruction-based detectors with and without trust
features; and (iii) an explicit leakage check using disjoint
source-IP groups and a reduced feature policy. The
remainder of the paper reviews related work, defines the
research problem, describes the materials and methods,
reports the results, discusses their implications and
limitations, and concludes with future directions.
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1.1 Related Work

Trust-centered [oT security initially focused on routing,
access control, and node reputation. Qin et al. used direct
observations and neighbor recommendations to favor
trustworthy routes [10], while Alrawais et al. examined
security and privacy controls at the fog layer [11]. Mahalle
et al. applied fuzzy trust to IoT access control [12]. These
studies established trust as a dynamic security signal,
although many formulations depend on peer
recommendations or task-specific rules.

Neural anomaly detection has developed in parallel.
Surveys of in-vehicle anomaly detection describe the
diversity of machine-learning approaches and data
representations [13]. Attention-based Bi-LSTM models
capture temporal dependencies [14], hybrid CNN-GRU
architectures combine spatial and temporal feature
extraction [15], and TCN-BiLSTM models extend this idea
to temporal faults [16]. Belief-based trust evaluation
provides a complementary behavioral mechanism for
wireless sensor networks [17], while deep-autoencoder
research demonstrates the value and tuning challenges of
reconstruction-based detection [7].

Hybrid and deployment-oriented methods increasingly
combine deep learning, trust, and edge or fog computing.
CNN-LSTM intrusion detection has been evaluated for
industrial IoT traffic [18], while fog-computing research
highlights scheduling and resource constraints that affect
practical model placement [19]. Trust-weighted federated
learning has been proposed for anomaly detection [20].
Healthcare IoT research emphasizes the need to combine
communication quality, context, and security monitoring
[21], and deep ensembles have been applied to unknown
network attacks [22].

Recent work broadens the design space through graph
neural networks [23], wearable-data anomaly frameworks
[24], attention-based trust evaluation [25], Raspberry Pi-
based edge detection [26], adversarial-robust hybrid
networks [27], asynchronous federated learning [28], multi-
agent trust-aware routing [29], swarm-optimized detection
[30], cluster-aware federated graph trust [31], edge-oriented
deep-learning integration [32], reinforcement-based trust
adaptation  [33], and blockchain-supported trust
management [34]. These directions show growing interest
in adaptive, distributed, and tamper-resistant trust
mechanisms.

Two gaps motivate the present study. First, many trust
models rely on labeled attacks, simulated recommendations,
or infrastructure that may not be available at deployment.
Second, intrusion-detection studies frequently emphasize a
single random split even though repeated identity patterns
can inflate performance [35, 36]. Trust-management
reviews also identify interoperability, context dependence,
and evaluation consistency as unresolved issues [37].
Accordingly, this work computes trust from observable
flow behavior and reports both random and grouped source-
IP evaluations.

1.2 Problem Statement and Research Question

IoT endpoints remain vulnerable to spoofing, command
injection, unauthorized access, data theft, scanning, denial-
of-service attacks, and malware. Static detectors may miss
subtle or novel attacks, while overly sensitive anomaly
models can overwhelm operators with false alerts. A useful
detector must therefore improve discrimination without
relying on unavailable labels during trust computation and
without hiding dataset-specific dependencies.

The primary research question is: Does adding a
behavior-derived trust score to otherwise identical anomaly-
detection models improve predictive performance and
reduce false positives? A secondary question examines
whether any observed improvement persists when source
IPs are separated between training and test sets and identity-
correlated features are restricted.

2. MATERIALS AND METHODS

The proposed methodology follows a quantitative,
experimental design and is realised as a single, reproducible
Python pipeline. Raw TON_IoT network flow records are
loaded and cleaned; a behaviour-only trust score is
computed for every flow; the resulting trust-augmented data
table is partitioned into stratified training, validation, and
test sets; four detection models are trained and evaluated;
and the same trust-guided Random Forest is finally re-
evaluated under a strict grouped split to probe leakage. All
experiments share the same random seed (42), the same
preprocessing, and the same metric definitions to ensure a
like-for-like comparison.

The pipeline implements (i) a trust-agnostic Random
Forest binary classifier; (ii) a trust-guided Random Forest
binary classifier obtained by appending the trust score and
trust level to the feature matrix; (iii) an LSTM autoencoder
trained on normal-traffic sequences only and used as an
unsupervised anomaly detector; (iv) a trust-guided LSTM
autoencoder with the trust features included; and (v) a
multiclass Random Forest that assigns each flow to one of
ten classes — normal, backdoor, DDoS, DoS, injection,
MITM, password, ransomware, scanning, and XSS. For the
LSTM models the reconstruction-error threshold is chosen
by maximising F1 on the validation split, ensuring that both
deep and ensemble models are tuned under identical model-
selection criteria.

To address the well-known risk of source-IP leakage in
network intrusion benchmarks, the pipeline also performs a
strict validation experiment. Training and test sets are split
by source IP using grouped sampling so that no source IP
appears in both partitions, and the trust-guided Random
Forest is re-trained both with the full feature set and with a
reduced feature set in which port numbers and HTTP status
codes are removed. This dual-mode strict evaluation
distinguishes the genuine contribution of behavioural and
trust features from the contribution of identity-correlated
artefacts.
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2.1 System Architecture

The system is organised in six modular layers,
consistent with the architecture proposed in the original
synopsis but instantiated concretely in software:

IoT Device Layer — physical sensors, actuators,
and gateways that generate the raw telemetry. In
this study the layer is represented by the TON IoT
network capture, which records flow-level features
such as connection state, byte and packet counts,
duration, ports, and protocol identifiers.

Data Collection and Preprocessing Layer —
ingests the CSV records, drops non-discriminative
dash columns (any object column with more than
95% "-" values), imputes missing numeric values
with the median, imputes missing categorical
values with the literal string "missing",
standardises numeric features with z-score
normalisation, and applies one-hot encoding to
categorical features.

Trust Evaluation Module — computes a
behavioural trust score for every flow from
connection-state quality, missed bytes, packet
balance, byte balance, duration, source and
destination reputations, and an interaction-
confidence factor (Section 2.3).

*  Neural-Network Anomaly Detection Module —
hosts the LSTM autoencoder. The encoder
compresses an eight-step sequence of flow vectors
to a 48-dimensional latent representation; the
decoder reconstructs the sequence; the per-
sequence mean squared error is used as the
anomaly score.

*  Decision Engine — in the binary task, a Random
Forest classifier produces calibrated probabilities
and class labels using the trust-augmented feature
vector; in the multiclass task, a Random Forest
assigns one of ten attack labels.

*  Monitoring and Alert Dashboard — a Streamlit
dashboard renders dataset profile, trust
distribution, model comparison, confusion
matrices, and ROC curves, allowing an operator to
inspect the model’s behaviour interactively.

2.2 Dataset and Data Partitioning

All experiments use the publicly available TON IoT
network dataset developed at UNSW Canberra [8, 9],
specifically the train_test network.csv flow-level partition.
After cleaning, the table contains 211,043 records and 44
columns: 50,000 normal flows and 161,043 attack flows.
Ten classes are represented, as summarized in Table 1.

Table 1. Class distribution of the TON _IoT network capture used in this study.

Class Number of flows
normal 50,000
backdoor 20,000
ddos 20,000
dos 20,000
injection 20,000
password 20,000
ransomware 20,000
scanning 20,000
XSS 20,000

mitm 1,043

Total 211,043
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Objective 1: Binary Anomaly Classes
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Figure 1. Dataset composition: binary (normal vs attack) distribution and attack-type composition.

The data is randomly split, with stratification on the
binary label, into 70% training (147,729 rows), 15%
validation (31,657 rows), and 15% test (31,657 rows). The
class balance is preserved across splits, with an attack rate
of approximately 76.3% in each partition. To probe spatial
generalisation the data is also re-split with
GroupShuffleSplit on the source-IP column, producing
206,189 training rows from 43 source IPs and 4,854 test
rows from 8 disjoint source IPs. No flows from a given
source IP appear in both partitions of the grouped split.

2.3 Trust Score Computation

The trust score is computed entirely from observable
behavioural attributes of each flow, without any reference
to the attack label. The score therefore behaves as a prior
over benignness, derived from the same kind of signals that
a network operator would intuitively use when judging
whether a flow looks well-behaved.

Five base behavioural scores are calculated as follows.

Connection-state score (sconn). The TON IoT
connection-state field is mapped to {SF, S1, S2, S3} — 1.0
(strong, fully established), {REJ, RSTO, RSTR, RSTOSO0,
RSTRH, SH, SHR} — 0.2 (weak, rejected or reset), and any
other state — 0.55 (intermediate).

Missed-byte score (smiss). A monotonically decreasing
transform of missed bytes m, mapping zero loss to 1.0 and
progressively penalising large losses:

somiss = 1/(1 + In(1 + m)) €))
Packet-balance score (spkf). A measure of bidirectional
symmetry between the source and destination packet counts
ps, pd:
spkt =1 —-|ps—pd|/(ps+pd+1) (2

Byte-balance score (sbyte). The analogous symmetry
measure for source and destination byte counts bs, bd:

sbyte =1—|bs—bd|l/(bss +bd+ 1)
3
Duration score (sdur). A log-decay penalty on long-
lived flows, since extreme durations frequently correspond
to scanning or persistent connections:

sdur =1/ + In(1 + d)) “)

These are linearly combined into a per-flow base
behaviour score with empirically chosen weights that
emphasise connection completeness:

s_base = 0.30 s_conn + 0.20 s_miss + 0.20 s_pkt +
0.15 s_byte + 0.15s_dur &)

The base score is then contextualised using two
reputation aggregates and one confidence factor:

*  Source reputation r_src is the mean s_base across
all flows that share the same src_ip. It rewards
source IPs that consistently emit well-formed
traffic.

*  Destination reputation r dst is the mean s_base
across all flows that share the same dst ip. It
captures whether the destination is associated with
predominantly clean interactions.

* Interaction confidence ¢ = In(1 + n_src) / In(1 +
n_max), where n src is the number of flows
observed from the source IP and n max is the
global maximum. It dampens the influence of
singleton sources for which no reliable behavioural
history exists.

The final trust score is:

trust = clip[0,1](0.60 s_base + 0.25r_src +
0.10r_dst + 0.05¢) (6)

Each flow is additionally assigned a categorical trust
level using fixed cut-points: low ([0, 0.35]), medium ((0.35,
0.70]), and high ((0.70, 1.0]). On TON IoT the resulting
trust score has mean 0.768 and standard deviation 0.091,
with a minimum of 0.357 and maximum of 0.964. The
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distribution and its dependence on flow class are illustrated
in Figures 2 and 3.

Objective 2: Dynamic Trust Score by Class
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Figure 2. Trust-score analysis: distribution of trust scores conditioned on binary class and mean trust per attack type.
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Figure 3. Composition of trust levels (low / medium / high) per binary class.

2.4 Model Implementation

2.4.1 Random Forest Classifiers

Both binary Random Forest models are scikit-learn
pipelines comprising a ColumnTransformer (median
imputation and z-score scaling for numeric features;
constant imputation and one-hot encoding for categorical
features) followed by a RandomForestClassifier with 120
estimators, maximum depth 18, balanced class weights, and

parallel training. The trust-agnostic baseline operates on 23
input features; the trust-guided variant operates on 25
features (the same 23 plus trust_score and trust_level). The
multiclass Random Forest uses the same architecture but
trains against the ten-class type column.

2.4.2 LSTM Autoencoder

The LSTM autoencoder is implemented in
TensorFlow/Keras. It takes a sequence of eight consecutive
flow vectors, encodes the sequence through a 48-unit LSTM
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layer (tanh activation) followed by a 15% dropout, then
applies a RepeatVector and a second 48-unit LSTM with
return_sequences=True, and finally a TimeDistributed
Dense layer that reconstructs the per-step feature vector.
The model is trained with Adam and a mean-squared-error
loss, batch size 256, for up to five epochs with early
stopping on validation loss (patience 2). Training is
performed on the normal-traffic subset only: the
autoencoder learns the distribution of legitimate behaviour
and is then used to score arbitrary sequences by their
reconstruction error.

The decision threshold is chosen on the validation split
by sweeping percentiles of the training reconstruction-error
distribution and percentiles of the validation reconstruction-
error distribution, selecting the candidate that maximises
validation F1. The same threshold-selection procedure is

Table 2. Pipeline hyperparameters used in all experiments.

applied to both the trust-agnostic and the trust-guided
LSTM variants.

2.4.3 Multiclass Detector

For the multiclass task a separate Random Forest with
the same architecture is trained against the ten attack
categories using the trust-guided feature set. Per-class
precision, recall, and F1 are reported alongside macro and
weighted averages.

2.5 Experimental Setup and Evaluation Metrics

All experiments are run from a single deterministic
pipeline with random_state=42. The data partition is 70%
training, 15% validation, 15% test, with stratification on the
binary label, exactly as specified in the original research
design. Hyperparameters are summarised in Table 2.

Hyperparameter Value

random_state 42

test_size 0.15

validation_size 0.15

rf estimators 120

rf max_depth 18

rf class_weight balanced

sparse_dash_drop_ratio 0.95

Istm_sequence length 8

Istm_epochs

5 (with early stopping, patience 2)

Istm batch_size

256

Istm max_train rows

35,000 (normal only)

Istm max_eval rows

65,000

anomaly_percentile

97.5 (fallback initialisation)

Evaluation metrics for the binary task are accuracy,
precision, recall, F1, false positive rate (FPR), and ROC-
AUC. The confusion matrix is reported in absolute counts
(TN, FP, FN, TP). For the multiclass task, per-class
precision/recall/F1 with support, plus macro and weighted
averages, are reported. Random and grouped splits are
evaluated with the same metric definitions to enable direct
comparison.

3. RESULTS

3.1 Overall Model Performance

Table 3 summarises binary performance on the random
stratified test split for all four models. The trust-guided

IJDDT, Volume 16 Issue 86s, 2026

Random Forest attains the highest measured F1 score
(0.9995) and the lowest false positive rate (0.24%),
narrowly outperforming the trust-agnostic Random Forest
(F1 = 0.9992, FPR = 0.33%). Both LSTM-autoencoder
variants are substantially weaker on this benchmark: while
they recover an F1 score in the range 0.81-0.82, their FPR
exceeds 0.92 because the model flags a large fraction of
legitimate sequences as anomalous. The discrepancy is
consistent with the well-known difficulty of unsupervised
reconstruction-based detection on heterogeneous network
captures, particularly when the legitimate-traffic class itself
contains protocol variability that the autoencoder cannot fit
in five epochs.
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Table 3. Binary performance (normal vs attack) on the random stratified test split (n = 31,657).

autoencoder

Model Acc. Prec. Recall F1 FPR ROC-AUC
Trust-guided Random Forest 0.9993 0.9993 0.9998 0.9995 0.0024 0.99999
Random Forest (no trust) 0.9987 0.9990 0.9994 0.9992 0.0033 0.99999
LSTM autoencoder (no trust) 0.6948 0.7561 0.8859 0.8158 0.9208 0.4602
Trust-guided LSTM 0.6896 0.7520 0.8851 0.8132 0.9402 0.4392

Model Comparison

Score

acc“‘ad p‘ec'\ﬁ""“

‘eca\\

Metric

e
p; S.\t\\.e,
e
@\~

(ocfa“c

Model

B RF without trust
B Trust-guided RF
BN LSTM without trust
B Trust-guided LSTM

Figure 4. Comparison of accuracy, precision, recall, F1 and ROC-AUC across the four binary detectors.

3.2 Confusion-Matrix Analysis

The confusion matrices for the two Random Forest
models are reported in Figures 5 and 6. Out of 7,500 normal
flows in the test set, the trust-agnostic model misclassifies
25 as attacks while the trust-guided model misclassifies only
18 — a relative reduction of 28%. False negatives drop even

IJDDT, Volume 16 Issue 86s, 2026

more dramatically, from 15 to 4 out of 24,157 attack flows.
The LSTM autoencoder confusion matrices (Figures 7 and
8) tell the opposite story: the reconstruction-error threshold
optimised for F1 leans heavily towards recall, accepting a
large number of false positives in order to retrieve most

attacks.

1792



A Neural Network-Based Approach for Trust-Guided Anomaly Detection in IoT Networks

Trust Guided RF Confusion Matrix
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Attack - 4

Normal Attack
Predicted label

Figure 5. Confusion matrix — trust-guided Random Forest (random split).

RF Without Trust Confusion Matrix

Normal - 7475 25

True label

Attack - 15

Normal Attack
Predicted label

Figure 6. Confusion matrix — trust-agnostic Random Forest (random split).
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Trust Guided LSTM Autoencoder Confusion Matrix

Normal - 448 7049
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Attack A 2774
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Figure 7. Confusion matrix — trust-guided LSTM autoencoder.

LSTM Autoencoder Without Trust Confusion Matrix

Normal - 594 6903

True label

Attack A 2757

Normal Attack
Predicted label

Figure 8. Confusion matrix — LSTM autoencoder without trust features.

3.3 Receiver Operating Characteristic Analysis small advantage in the low-false-positive region, which is
- . . - tionally important t false-
Figure 9 presents the receiver operating characteristic operationally fmportan because even a mo.d est laise
curves for the two Random Forest models. Both ROC-AUC positive rate can generate many alerts in high-volume
o . networks.
values round to 0.99999. The trust-guided curve provides a
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Figure 9. ROC curve for the Random Forest detectors with and without trust features.

3.4 Multiclass Attack Classification

Table 4 reports the ten-class performance of the trust-guided
Random Forest. Overall accuracy is 0.9925, macro-
averaged F1 is 0.9654, and weighted-averaged F1 is 0.9930.

MITM is the weakest class, with precision of 0.5623 and F1
of 0.7095. This result is consistent with its limited
representation: MITM contributes 1,043 records overall and
only 155 records in the test split, compared with
approximately 20,000 records for most attack classes.

Table 4. Per-class performance of the trust-guided multiclass Random Forest on the random test split. Overall accuracy:

0.9925.
Class Precision Recall F1 Support
backdoor 1.0000 1.0000 1.0000 3,037
ddos 0.9916 0.9877 0.9897 3,005
dos 0.9960 0.9801 0.9880 3,062
injection 0.9877 0.9847 0.9862 2,936
mitm 0.5623 0.9613 0.7095 155
normal 0.9989 0.9975 0.9982 7,500
password 0.9990 0.9890 0.9939 2,987
ransomware 0.9997 1.0000 0.9998 2,909
scanning 0.9924 0.9911 0.9918 3,033
XSS 0.9960 0.9974 0.9967 3,033
Macro average 0.9524 0.9889 0.9654 31,657
Weighted average 0.9941 0.9925 0.9930 31,657

IJDDT, Volume 16 Issue 86s, 2026
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Multiclass Attack Confusion Matrix
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Figure 10. Confusion matrix — trust-guided multiclass Random Forest (ten attack categories).

3.5 Feature Importance

The Gini-based feature-importance ranking in Figure
11 identifies trust score as the highest-ranked displayed
feature, ahead of conventional indicators such as destination

trust_score
dst_port
src_ip_bytes
src_pkts
proto_tcp
proto_udp
trust_level_high

dst_ip_bytes

Feature

dst_pkts

src_port
conn_state_SO
dns_rejected_F
service_dns
trust_level_medium

duration

T T
0.00 . 0.04 0.06 0.08 0.10
Importance

Figure 11. Top-15 features by importance — trust-guided Random Forest.
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port, path bytes, packet counts, and connection state. The
result indicates that the engineered trust feature contributes
substantial information to the Random Forest, although
impurity-based importance should not be interpreted as
causal evidence and may favor high-cardinality features.

1796



A Neural Network-Based Approach for Trust-Guided Anomaly Detection in IoT Networks

3.6 Trust-Guided versus Trust-Agnostic Models

The main comparison of the present research is
conducted between a trust-agnostic Random Forest and a
trust-guided Random Forest, where both types are trained,

tuned, and assessed in similar conditions with the only
difference being the addition of two features in one of the
types. The results of this comparison are presented in Table

Table 5. Direct comparison of trust-agnostic versus trust-guided Random Forest on the random test split.

Metric RF (no trust) Trust-guided RF Delta
Accuracy 0.9987 0.9993 +0.0006
Precision 0.9990 0.9993 +0.0003

Recall 0.9994 0.9998 +0.0004

F1 0.9992 0.9995 +0.0003
False positive rate 0.0033 0.0024 —0.0009 (—28%)
False positives (count) 25 18 =7
False negatives (count) 15 4 -11
ROC-AUC 0.99999 0.99999 ~0

The trust-guided variant uniformly improves over the
baseline. The most consequential change is in the false-
positive count: 18 versus 25, a 28% relative reduction. False
negatives drop by 73% (from 15 to 4). These improvements
arise from a feature-set difference of two columns out of
twenty-five, which suggests that the trust score is encoding

0.0035

information that the raw network features alone do not
expose efficiently to the classifier — in particular,
behavioural reputation aggregated across flows sharing the
same source IP. Figures 12 and 13 visualise the false-
positive reduction and the objective-level success summary,
respectively.

0.0030 -

0.0025 A

0.0020 A

0.0015 -

False Positive Rate

0.0010 A

0.0005 A

0.0000 -

RF without trust

Trust-guided RF
Model

Figure 12. False positive rate reduction achieved by the trust-guided Random Forest.
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Figure 13. Baseline vs trust-guided success summary across binary metrics.

For completeness, Figure 14 compares the two LSTM-
autoencoder variants. In this implementation the trust-
guided LSTM autoencoder did not outperform the trust-
agnostic LSTM autoencoder: both achieve similar F1 in the
0.81 range, and the trust-guided variant has a marginally
higher FPR. We do not claim that the LSTM autoencoder
outperformed the Random Forest. On the contrary, the trust-

guided Random Forest is the strongest measured detector in
this study, and the LSTM autoencoder is reported as the
realisation of the synopsis’s neural anomaly-detection
objective whose measured performance was weaker than
the ensemble baseline (Section 4.2 discusses the
limitations).

1.0 1

Score

accuracy

precision

Model
BN LSTM without trust
B Trust-guided LSTM

¥
recall fl

Metric

Figure 14. LSTM autoencoder — with vs without trust features.

3.7 Strict Validation and Leakage Check

Random splits on network intrusion datasets routinely
yield optimistic estimates because the same source IPs (and
therefore the same behavioural fingerprints) can appear in

both training and test partitions. Pattern leakage can
therefore undermine reliability estimates [36]. To probe
this, the data is re-split with GroupShuffleSplit on src_ip:
training and test sets contain disjoint source IPs (43 vs 8),
with 206,189 training rows and 4,854 test rows. The trust-
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guided Random Forest is then trained under two feature HTTP status code, on the grounds that these fields tend to
policies: a full policy that keeps all 25 features, and a correlate strongly with specific clients. Results are reported
reduced policy that drops port numbers (src_port, dst_port), in Table 6 and visualised in Figures 15 and 16.

DNS request fields (dns_qclass, dns_qtype, dns_rcode), and

Table 6. Random versus strict grouped src_ip validation of the trust-guided Random Forest.

Experiment Acc. Prec. Recall F1 FPR I;%CC-
Random split, full features 0.9993 0.9993 0.9998 0.9995 0.0024 0.99999
Grouped src_ip, full features 0.9922 1.0000 0.9280 0.9627 0.0000 0.9965
Grouped src_ip, reduced features 0.7029 0.2587 0.9280 0.4046 0.3245 0.9661

Strict Validation: Random Split vs Grouped Split

Experiment

10 I Random split

W Grouped src_ip

B Grouped src_ip reduced

0.8

06

Score

0.4

02

0.0

accuracy precision recall roc_auc false_positive_rate

Metric
Figure 15. Trust-guided Random Forest — random split versus grouped src_ip split.
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Figure 16. False positive rate under random split, grouped split (full features), and grouped split (reduced features).
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Strict Validation ROC Curve
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Figure 17. ROC curves under strict grouped src_ip validation.

The grouped evaluation produces two important
findings. With the complete feature set, the trust-guided
model reaches an F1 score of 0.9627 and an FPR of 0.0000
on previously unseen source-IP groups, although recall falls
to 0.9280. When port, DNS, and HTTP status features are
removed, F1 falls to 0.4046 and FPR rises to 0.3245. The
retained ROC-AUC of 0.9661 indicates that ranking
remains comparatively strong, but the operating threshold
no longer transfers well. These results reveal substantial
dataset-specific dependence and show why the random-split
metrics should be treated as an upper-bound estimate rather
than evidence of universal deployment performance.

4. DISCUSSION

4.1 Interpretation of Findings

The controlled Random Forest comparison supports the
central proposition: adding trust score and trust level
reduced both types of error on the random test split. False
positives declined from 25 to 18 (28%), and false negatives
declined from 15 to 4 (73%). Because preprocessing,
training data, hyperparameters, and evaluation criteria were
otherwise identical, the difference is attributable to the
augmented feature representation within this experiment.
The practical gain is primarily operational rather than
numerical: fewer false alerts reduce analyst workload, while
fewer missed attacks improve coverage.

IJDDT, Volume 16 Issue 86s, 2026

The same benefit did not transfer to the reconstruction-
based detector. The trust-guided LSTM autoencoder
produced slightly lower F1 and higher FPR than its trust-
agnostic counterpart. This contrast indicates that a trust
feature can be useful to a supervised decision boundary
without necessarily improving a model trained to
reconstruct heterogeneous normal sequences. Training
duration, the capped normal-traffic sample, sequence
construction, and threshold selection are plausible
contributors and require controlled ablation in future work.

The strict validation experiment materially qualifies the
headline result. High performance with disjoint source IPs
and the complete feature set suggests that the classifier can
generalize beyond exact source identities, but the sharp
deterioration under the reduced feature policy shows that
ports, DNS fields, and HTTP status codes carry a large share
of the discriminative signal. The framework should
therefore be evaluated on external datasets, temporal splits,
and live traffic before its trust score is considered
deployment-ready.

4.2 Limitations

Several limitations of the current study should be
acknowledged explicitly.

* Dataset dependence. All results are obtained on a
single benchmark (TON IoT). The capture is
comprehensive but does not exhaust the diversity
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of real-world IoT traffic, and absolute metrics may
not transfer to other testbeds or to live deployment.

* Possible leakage and dataset dependence. The
grouped experiment in Section 3.7 retains strong
performance with full features but deteriorates
sharply when identity-correlated fields are
removed. Random-split values should therefore be
interpreted as upper bounds.

 LSTM autoencoder performance. The
reconstruction-based models attain F1 near 0.81
but very high false-positive rates. The five-epoch
schedule, the 35,000-sequence training cap,
heterogeneous normal traffic, and threshold
sensitivity limit the conclusions that can be drawn
about deep anomaly detection generally.

e Static trust formulation. The trust score is
computed per flow with fixed weights. A live
deployment would benefit from online updates,
decay over time, and recalibration against ground
truth where available.

* No cross-dataset evaluation. The framework was
not evaluated on Bot-IoT or UNSW-NBI1S5, despite
both being mentioned in the original synopsis; this
is left to future work.

* No real-device evaluation. The synopsis
envisioned profiling inference latency on edge,
gateway, and GPU hardware. The present paper is
a software evaluation only.

5. CONCLUSIONS

This study presented a trust-guided anomaly-detection
framework that converts observable flow behavior into a
label-free trust score and supplies that score to ensemble and
neural detectors. On the TON IoT random test split, the
trust-guided Random Forest achieved 99.93% accuracy, an
F1 score of 0.9995, and an FPR of 0.24%, reducing false
positives by 28% and false negatives by 73% relative to the
trust-agnostic baseline. The LSTM autoencoder results were
substantially weaker and did not improve after trust
integration. Grouped source-IP validation further showed
that the strongest metrics depend on the available feature
policy. The evidence therefore supports a focused
conclusion: behavioral trust features improved the
supervised Random Forest in this experiment, but cross-
dataset, temporal, and deployment validation are required
before broader claims of generalization or operational
readiness can be made.

5.1 Future Directions

Future work should first test the framework across Bot-
IoT, UNSW-NBI15, and newer zero-day captures using
harmonized features and identical evaluation criteria.
Temporal and leave-one-device-group-out validation
should complement random and grouped splits. Second, the
LSTM autoencoder should be retrained with a larger
normal-only corpus, longer schedules, multiple sequence
lengths, and calibrated thresholds; transformer, variational-

autoencoder, and graph-based alternatives should be
assessed under the same compute budget. Third, the static
trust score should be extended to an online, decay-sensitive
formulation with cold-start handling, uncertainty estimates,
and feedback-based recalibration. Fourth, the complete
pipeline should be profiled on gateway and edge hardware
for latency, memory, energy use, and alert throughput.
Finally, federated and privacy-preserving variants should
investigate  trust-weighted  aggregation,  poisoning
resistance, adversarial robustness, explainability, and
operator-centered alert prioritization. These extensions
would determine whether the observed reduction in false
positives persists under distribution shift and real
operational constraints.
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